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1.0 Introduction

This Requirements Document (RD V2.0) defines the requirements for the Future Digital
System (FDsys) and is intended to communicate those requirements to the technical
community who will build the system. These requirements are consistent with the U.S.
Government Printing Office’s (GPO) intent to implement FDsys in a series of incremental
releases.

The following assumptions were made during the development of this RD:

o Readers of this document are expected to have a basic knowledge of the GPO
mission and operations. Documents listed in Section 1.4, References, of this RD
can provide information helpful in understanding FDsys and the contents of this
document.

o |EEE standard 1233-1998 was used to provide guidance to the development of
this RD, but it was adapted as appropriate to the GPO'’s situation.

11 System Purpose

The proposed system will ingest, authenticate, provide version control, preserve and
provide access to digital content from all three branches of the U.S. Government. FDsys
is envisioned as a comprehensive, systematic and dynamic means for preserving digital
content free from dependence on specific hardware or software. The system should
automate many of the digital content lifecycle processes and make it easier to deliver
digital content in formats suited to customers’ needs.

1.2 System Scope

FDsys is unparalleled in scope. Included in the FDsys will be all known Federal
Government documents within the scope of GPO's Federal Depository Library Program
(FDLP), whether printed or born digital. This content will be entered into the system and
then authenticated and catalogued according to GPO metadata and document creation
standards. Content may include text and associated graphics, video, audio, and other
forms of content that emerge. Content will be available for Web searching and Internet
viewing, downloading and printing, and as document masters for conventional printing,
on-demand printing, and other dissemination methods.

1.3 Definitions, Acronyms and Abbreviations

Appendix A, Acronyms and Glossary contains a complete set of definitions and a list of
acronyms used in FDsys documentation.
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15 System Overview

GPO’s Future Digital System (FDsys) will provide a comprehensive, systematic and
dynamic means for preserving electronic content free from dependence on specific
hardware or software. The system will automate many of the electronic content lifecycle
processes and make it easier to deliver electronic content in formats suited to
customers’ needs. FDsys will allow federal Content Originators to easily create and
submit content that can then be preserved, authenticated, managed and delivered upon
request.

1.6 System Releases

Standing up FDsys is a complex system integration task, which will be rolled out in a
series of releases. Each release includes improvements to both system capability and
underlying infrastructure, and is built incrementally on those preceding it until the full
range of capabilities is implemented.

For more information on system releases, please reference the document “GPO Future
Digital System Releases and Capabilities”.
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General System Description

In order to meet GPO’s strategic goals, the Future Digital System should be able to
accomplish the following:

Support GPO’s content submission, content processing, and content delivery
processes and continuing improvements with the efficiency, quality,
effectiveness, and timeliness required by those processes;

Provide access to descriptions of all types of content preserved by GPO;
Accept/ingest content in a variety of complex formats;

Accommodate future digital formats;

Preserve digital content for future use;

Ensure the authenticity of the content that GPO preserves;

Provide access to the content; and

Support flexible services for content that GPO will manage on behalf of other
Federal agencies.

FDsys will support a functional capability to submit, process and disseminate digital
content within a framework of control structure that manages and administers the
infrastructure as illustrated in Figure 1 — Functional Reference Model.
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Figure 1 — Functional Reference Model
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System Context

FDsys will be implemented in the context of GPO’s strategic goals, existing GPO
processes, and legacy systems. This architecture from a user’s perspective is shown in
Figure 2 — System Architecture — User Context.
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Figure 2 — System Architecture — User Context

Proposed System Attributes

From an overall system perspective, the system should possess the following attributes.

Infrastructure independence: Preserves content independent of any specific
hardware and software;

Modularity: Uses plug-in components that can be replaced with minimal impact to
remaining components as workload and technology change;

Policy neutrality: Accommodates changes in hardware, software, communication
technology, processes, policy, personnel, locations, etc. without requiring major
re-engineering or design changes. FDsys is envisioned as being responsive to
policy, but it is not intended to be policy-constrained;

Scalability: Accommodates growth and manages differing sizes of repositories
and ever increasing volumes of content;

Extensibility: Handles additional kinds of content over time, not limited to specific
types that exist today;

Comprehensiveness: Provides support for content management lifecycle
processes for all types of content; and

Flexibility: Enables GPO to implement progressive improvements in its business
processes over time and to tailor content-based services to suit customer needs.
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21.2 Proposed System Capabilities

GPO has adopted the use of the OAIS reference model for an archival system that is
dedicated to preserving and maintaining access to digital information.
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Figure 3 — Functional Reference Model, which is an adaptation of the OAIS reference
model.
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Figure 4 — Content Packages, Processing, and Storage

To meet the challenges of today and the future, the system should be able to

Accept the transfer of content in a wide variety of formats as they were created or
stored with the flexibility to easily adapt to future file formats;

Ingest, preserve, and provide access to that content;

Store content in a manner that is independent of any particular hardware and
software component over long periods of time;

Scale in order to store and preserve content based on the predicted digitizing of
existing hard copy publications and the discovery and harvest of in scope
Federal content from Web sites;

Provide access to digital content to all users based on established user rights
and privileges, ensuring that system users are able to access all of the content
that they are entitled to see;

Provide access to the content in a manner that is consistent with current
technology and the changing expectations of GPQO’s diverse user communities;

Adapt to changing technology in order to continue to provide access to and
delivery of content desired by the user community; and
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Identify the essential characteristics of the content that is being preserved for the
purposes of authentication and certification.

The proposed GPO system should provide the following capabilities in support of GPO
content management lifecycle processes.

Provide end-to-end automated work processes that streamline the content
management lifecycle processes for all content;

Manage the creation, review, and approval of content;

Support the transfer process of all content (digital and tangible) to GPO, FDLP,
and other repositories;

Support Preservation Services;

Ensure that content contained as part of service orders/requests, sales contracts,
and/or other agreements that identify content is transferred to GPO, specify the
terms and conditions of such transfers that conform to GPO and other Federal
standards and requirements as required;

Support end-to-end tracking of all content during the process of transfer,
maintenance in FDsys, processing, preservation, and continuing use;

Accept transfers of content, check that the content conforms to terms and
conditions of the service order specified transfer, and store them in the system;

Ensure that the content transferred to GPO remains free from corruption and is
accessible as GPO undergoes changes in IT;

Support the description of content held by GPO so that it is clearly identified,
discoverable, and retrievable;

Provide an automated tool for any internal and external user to inform GPO of
publications they become aware of in the future;

Dispose of certain content (e.g., content out of scope for permanent preservation,
or in-process work files) as stipulated by the service order or other agreement;

Manage access rights;

Provide access to digital content;

Output authentic and certified copies of content;
Output copies of content as specified by customers;
Monitor system performance;

Maintain system security; and

Provide audit trails of system activity.
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2.2

2.3

Major System Conditions

A list of general high-level Conditions:

Responsiveness to user needs
System flexibility
System scalability

System interoperability

Support of legacy processes (e.g., Oracle, PKI, ILS, Microcomp)

Standards compliance

Major System Constraints

A list of general high-level Constraints follows:

Interface to Oracle (backend
systems)

Oracle implementation schedule
(2009)

Target implementation schedule

Funding/Timeline/Business Plan
(cost)

Statute (e.g., accessibility, etc.)
and regulations

No disruption of services
Standards bodies (existing)
Standards bodies (future)

OMB’s Federal Enterprise
Architecture

20

Resources/workforce
Converted content condition
System security

Privacy

Multiple sites (preservation)

Legacy interfaces to Content
Originators

Content originator practices and
requirements related to content
presentation and style (e.g.,
Agency style guides)

Federal Agency Partner Work
(NDIIP, ERA) on Content
Packages
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A user can be defined as anyone who will interact with the system. User classes are
shown in Figure 5 — User Classes. A user class is determined by the ways in which the
user interacts with the system.

User Classes

User Classes are the fundamental groups within the broader User Categories
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Figure 5 — User Classes

The major user classes identified for the system include

Content Originator — Develops information and content and generates requests
for GPO services. The Content Originator works with the Content Evaluator to
define the parameters of the Preservation and Dissemination Plan. Content
Originators provide the content that will be transferred to the system for
subsequent certification and preservation.

Content Evaluator — Collaborates with the Content Originator to determine if the
content is within scope for GPO Dissemination Programs. The Content Evaluator
establishes/defines the Preservation and Dissemination Plan and
determines/makes decisions on what processing will occur, whether to use
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internal production or external contracting, and whether to include information in
the Sales Program and/or FDLP.

Service Specialist — Supports the customer by performing contracting,
administrative, and content management functions (e.g., creative services,
contract writing and awarding, vendor certification, quality control, cataloguing
and indexing, preservation management, dispute resolution.)

Service Provider — Delivers expected services and products after receiving
contract award (e.g., orders for hard copy output, design services, scanning).

Business Manager — Develops business plans to meet Content Originator and
End User expectations. Also works with GPO Sales Group to repurpose content
in order to provide value added services.

Systems Administration/Operations Manager — Supports the overall operations
and integrity of the system and its use and conducts such system activities as
managing user access rights, monitoring system performance, and scheduling
reports. The Operations Manager interfaces with GPO personnel and makes
decisions, including approval of workflow processes. The Operations Manager
reviews system recommendations and makes decisions on when and how
lifecycle activities related to specific records occur and who will perform the work.
The Operations Manager has ultimate responsibility for the completion of tasks
and the quality of the products.

End User — Uses the system to search for and access records, submit content
requests, request assistance via mediated searches, communicate with GPO,
and invoke system services.

Operational Scenarios

Please reference FDsys RD v1.0.
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3.0 Requirements

3.1 Assumptions
The following form the assumptions as currently known for the Future Digital System.

e GPO’s dissemination and preservation activities will be based on a collection of
content.

e GPO must actively capture content for that collection; all content can/will not be
pushed to GPO.

e Selection for that collection can be automated.

e GPO must evolve into the role of publisher in addition to the traditional role of
service provider.

o Repurposing of content for specific markets is a logical and beneficial business
opportunity for GPO.

e The volume of traditional print work will continue to decline.

o Tangible digital media (e.g. CDs, DVDs) will continue to be used as a delivery
channel

e Content will be delivered in a greater variety of forms, and will be discoverable at
a wider variety of levels of granularity.

3.2 Requirements List

The requirements listed in this section are the result of a thorough analysis of the ideas
proposed in the Future Digital System ConOps. The requirements are organized into the
six solution clusters (Content Access, Content Delivery, Content Preservation, Content
Processing, Content Submission, and Infrastructure) which were presented at GPO’s
October 2005 Industry Day, plus overall system requirements, Content Package
descriptions, and Metadata. This RD should be reviewed together with the ConOps
Section 5.3: Description of Proposed System for a complete understanding of the
proposed system.

The requirements are grouped into the major system capabilities discussed previously.
There are several levels of system requirements in each major system capability. Each
subsection is hierarchical in nature; these relationships are reflected in the ID codes.

Each requirement is identified by the Release in which we anticipate its implementation
(Release 1A, 1B, 1C, 2, and 3). Each requirement also features the attribute of
Criticality.

e Must: The system cannot adequately function without meeting this requirement.
This requirement must be implemented in the Release listed.

¢ Should: Functionality system users will expect. These requirements are desirable
features that will be implemented in the Release listed, whenever possible.
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o Could: Additional functionality that is not critical to the system function or user
experience.

3.2.1 System, General

System, General provides core capabilities inherent to all areas of the system in order to
ensure interoperability. The system will use open standards to ensure interoperability
into the future. The system will be infrastructure independent, modular, policy neutral,
scalable, extensible, comprehensive and flexible.

3.2.1.1 Current Situation

Under legal authority of Title 44, Chapters 17, 19, and 41 of the United States Code,
GPOQO’s Office of Information Dissemination (Superintendent of Documents) administers
various dissemination programs with the mission of providing permanent public access
to official Federal Government information. These include the Federal Depository Library
Program (FDLP), GPO Sales Program, and GPO Access public Web site. The FDLP
distributes electronic and tangible publications to a network of Federal Depository
libraries across the country. Electronic versions of many, but not all, publications are
delivered to the public via GPO Access in PDF, ASCII text, and HTML file formats.
These formats are manually converted from the files supplied to GPO for printing.

Agencies currently submit content to GPO via digital media, camera copy, or film. There
is not a system in place for GPO to electronically deliver this content to Service
Providers.

GPO and external Service Providers regularly deliver hard copy publications and
removable digital media to agency customers, libraries participating in the FDLP and end
user requests from the GPO Sales Program. Many agency customers also request
digital files that they can place online for viewing and/or download from GPO, and GPQO’s
affiliated external Service Providers. Few files are currently supplied to GPO for strictly
digital output.

GPO’s current environment consists of legacy systems and manual operations to
support GPO’s operations. These are incapable of providing the breadth and depth of
functionality that the proposed system will provide. Currently no single system or group
of systems exists that will provide the capabilities envisioned for the proposed system.

GPO'’s implementation of new products and services has been conducted in an ad-hoc
manner, which has resulted in the development of disparate systems. These systems do
not interface on a common platform and are written in a number of different
programming languages.

3.21.2 Requirements for System, General

1.2.1 The system shall provide for the use of internal and external open interfaces.
(Release 1A; Must)
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1.2.1.1 The system may provide for the use of proprietary interfaces only when
open interfaces are not available or do not meet system requirements.

The system shall provide an architecture that allows preservation of content
independent of any specific hardware and software that was used to produce
them. (Release 1A; Must)

The system shall use plug-in components that can be replaced with minimal
impact to remaining components as workload and technology change. (Release
1A; Must)

The system shall accommodate changes in hardware, software, communication
technology, processes, policy, personnel, locations, etc. without requiring major
re-engineering or design changes. (Release 1A; Must)

The system shall be capable of accommodating growth and managing differing
sizes of repositories and ever increasing volumes of content. (Release 1A; Must)

The system shall have the ability to handle additional kinds of content over time,
not limited to specific types that exist today. (Release 1A; Must)

The system shall provide support for content management lifecycle processes for
all types of records. (Release 1A; Must)

The system shall enable GPO to tailor content-based services to suit its
customers’ needs and enable GPO to implement progressive improvements in its
business process over time. (Release 1A; Must)

The system shall have the ability to transform content and metadata into
packages that are compliant with open standards, including but not limited to
XML. (Release 1A; Must)

The system shall be available for use at all GPO locations. (Release 1A; Must)

The system shall have the capability to support 20,000 concurrent users.
(Release 1A; Must)

The system shall have the capability to support an overall sustained weekly
average uptime greater than or equal to 99.0%. (Release 1A; Must)

1.2.121 The system shall have the capability to support a sustained
weekly average uptime for peak periods greater than or equal to
99.7%. Peak time periods include all times with the exception of
midnight to 6 am Eastern Time on Saturday and midnight to 6 am
on Sunday. (Release 1A; Must)

1.2.12.2 The system shall have the capability to support uptime for off-peak
time periods greater than or equal to 90%. Off-peak times may be
changed as needed to provide Congress the appropriate level of
service. (Release 1A; Must)

The system shall have the capability to deliver digital services on a sustained
weekly average of less than 50 milliseconds. (Release 1A; Must)

25



The Future Digital System (FDsys) Requirements Document (RD) v.2.0

Office of the Chief Technical Officer (CTO)
FINAL

3.2.2 Content Metadata

Actions or processes in the Future Digital System require and/or create information
about target content. This information is recorded, stored, and subsequently used as
content metadata. Content metadata is a structured representation of information that
facilitates interpretation, management, and location by describing essential attributes
and significant properties of content. Generally, content metadata describes how, when,
and by whom a particular content package was collected, what the content is, where it
resides, and how it is formatted.

Content metadata creates a systematic approach to expressing information derived or
discerned from the content itself or from processes associated with the content. It
encompasses static properties (e.g., those related to the specific instance or version of
the content being processed, queried, or preserved) as well as the temporal aspects of
the lifecycle of the object, a continuum extending from creation through system ingest,
preservation, content processing, access, and use.

Content metadata is generally classified in the following broad categories, according to
its function:

o Descriptive - such as bibliographic information describing, classifying, and
characterizing the identity and context of the content.

o Administrative - describing rights, source, ownership, provenance, conditions of
use and business rules.

e Technical - describing file format, computer environment, functionality, etc., in
which the content was created or acquired and the attributes of the technical
environment necessary to render the content meaningfully.

e Structural - describing interrelationships and hierarchies of files and content.

e Preservation - information necessary to maintain viability (the bit stream is intact
and readable), renderability (translation of the bit stream into a form useable by
humans), and understandability (the rendered content can be interpreted and
understood by the intended user). Preservation metadata draws heavily on the
other four categories. Metadata in FDsys must record essential properties and
attributes which can be mapped to the major elements in the FDsys metadata
model, which is broadly adapted from the OAIS metadata model.

GPO will adopt the most current version of the Metadata Encoding and Transmission
Standard (METS) as the encoding standard for content packages in the system.

It is important to make the distinction that these requirements will describe content
metadata and how it will behave within the system. The following requirements will not
address the use of Business Process Information and system metadata. These
metadata types are described in the glossary and in other appropriate parts of the
Requirements Document.

3.2.21 Current Situation
GPO currently employs content metadata mainly to support cataloging, dissemination,
and permanent public access. Machine Readable Cataloging (MARC) is used as the
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standard for all cataloging records created for the Federal Depository Library Program
and the Cataloging and Indexing Program. Dublin Core is also used in metadata fields in
the header code of high-level HTML pages on GPO Access.

3.2.2.2 Requirements for Content Metadata

2211

2.2.1.2

2213

2214

2215

2216

2221

2222

2223

2.2.1 Content Metadata Core Capabilities

The system shall have a central functionality which collects, edits, and shares
content metadata among the broad functions of the system. (Release 1A;
Must)

The system shall have the capability to employ multiple content metadata
schema, and to process and preserve multiple sets of content metadata for a
digital object. (Release 1A; Must)

The system shall provide mechanisms to share content metadata and provide
linkages and interoperability between extension schema and input standards.
(Release 1A; Must)

The system shall employ interoperable programming interfaces which are
compliant with open standards, including, but not limited to, Extensible Markup
Language (XML). (Release 1A; Must)

The system must provide the capability to link content metadata with system
metadata. (Release 1A; Must)

The system must provide the capability to link content metadata with business
process information. (Release 1A; Must)

2.2.2 Content Metadata Types

The system shall employ metadata which relates descriptive information
related to a target digital object(s) and its associated content package.
(Release 1A; Must)

The system shall employ metadata which relates representation information
related to a target digital object(s) and its associated content package.
(Release 1A; Must)

The system shall employ metadata which relates administrative information
related to a target digital object(s) and its associated content package.
(Release 1A; Must)

2.2.2.31 The system shall employ metadata which relates technical
information related to a target digital object(s) and its associated
content package. (Release 1A; Must)

2.2.2.3.2 The system shall employ metadata which relates the structure of a
target digital object(s) and its associated content package.
(Release 1A; Must)
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2.2.2.3.2.1 Publication-specific metadata (e.g., Federal Register,
Code of Federal Regulations, United States Code, U.S.
Reports)

222322 Document-specific metadata (e.g., Congressional Bills,
Congressional Reports, Congressional Documents,
proposed rules, business cards, envelopes, agency
strategic plans)

22233 The system shall employ metadata which relates the rights
information of a target digital object(s) and its associated content
package. (Release 1A; Must)

22234 The system shall employ metadata which relates the source
information of a target digital object(s) and its associated content
package. (Release 1A; Must)

2.2.2.3.5 The system shall employ metadata which relates the provenance
information of a target digital object(s) and its associated content
package. (Release 1A; Must)

The system shall employ metadata which relates the Preservation Description
Information (PDI) of a target digital object(s) and its associated content
package. (Release 1A; Must)

The system shall employ metadata which relates the context of a digital object
and relationship to other objects. (Release 1A; Must)

The system shall employ metadata which relates the fixity and authority (e.g.,
official, certified, etc) of the digital object and its associated content package.
(Release 1A; Must)

The system shall employ metadata which describes and provides reference
information about the digital object and its associated content package.
(Release 1A; Must)

The system shall employ metadata which relates packaging information related
to a target digital object(s) and its associated content package. (Release 1A,
Must)

2.2.3 Content Metadata Schema

GPO shall adopt the most current version of the Metadata Encoding and
Transmission Standard (METS) as the encoding standard for content packages
in the system. (Release 1A; Must)

In general, GPO shall refer to metadata schema rather than embed data
elements in the METS wrapper. (Release 1A; Must)

GPO shall publish and register profiles that describe GPO’s use and
preferences for METS. (Release 1A; Must)
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2.2.3.4 The system shall have the capability to employ multiple established extension
schema and input standards for expressing metadata when possible, including
but not limited to:

2235

2.23.6

2.23.7

2.2.3.8

2239

2.2.3.4.1 Machine Readable Cataloging (MARC) (Release 1A; Must)
22342 Metadata Object Description Schema (MODS) (Release 1A; Must)
22343 Dublin Core (Release 1A; Must)
22344 Encoded Archival Description (EAD) (Release 1C; Could)
22345 Text Encoding Initiative (TEI) (Release 1A; Could)
22346 Data Document Initiative (DDI) (Release 1C; Could)
22347 Federal Geographic Data Committee (FGDC) (Release 1C;
Could)
22348 Premis (Release 1A; Must)
22349 MPEG 21 (Release 1B; Should)
2.2.3.4.10 JPEG 2000 (Release 1B; Should)
2.2.3.4.11 ONIX (Release 1B; Must)
2.2.34.12 MIX (NISO Metadata for Images) (Release 1A; Must)
The system shall employ a registry of extension schema and input standards in

use. (Release 1A; Must)

Authorized users shall have the capability to manage the registry of schema
employed by the system. (Release 1A; Must)

The system shall have the capability to employ new schema and add them to
the registry. (Release 1A; Must)

The system shall use the following criteria to determine what schema shall be
included in the registry. (Release 1A; Must)

2.2.3.8.1 The schema must interact with METS.

2.2.3.8.2 The schema must map to specific function(s), content type, or
content formats within the system.

2.2.3.8.3 The schema must be a recognized standard managed by a
trusted and recognized authority (e.g., Library of Congress, W3C).

2.2.3.8.4 The schema must not conflict with other schema in use by the

system.

Where established schema do not exist or are not sufficient to meet the needs
of a specific system function, content type, or content format, GPO shall
develop extension schema that comply with the criteria described in the
previous requirement and meet the specific system function, content type, or
content format requirements. (Release 1B; Must)
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2.2.3.10 Specific schema that will be used in each case shall be based on the specific

2241

22472

2243

2251

2252

2253

2254

2255

2256

needs of the target digital object(s) or content package [e.g., content type (text,
audio, video, multi-type), metadata type (descriptive, technical, structural)].
(Release 1A; Must)

2.2.4 Content Metadata Import and Export

The system shall have the capability to acquire existing metadata from sources
external to the system. (Release 1A; Must)

The system shall have the ability to export metadata with or without associated
content, including but not limited to: (Release 1B; Must)

22421 The ability to export metadata one record at a time.
2.24.2.2  The ability to export metadata in batches.

The system shall have the ability to export metadata compliant with multiple
standards including but not limited to: (Release 1B; Must)

e Open Archival Interfaces (OAl)
e MARC
e ONIX

2.2.5 Content Metadata Management

The system shall have the ability to manage metadata regardless of its source.
(Release 1A; Must)

The system shall have the ability to create metadata meeting the requirements
of multiple schema. (Release 1A; Must)

The system shall provide the capability for GPO to designate metadata
elements as mandatory. (Release 1A; Must)

The system must provide the capability for content metadata and system
metadata to interact (e.g., a time and date stamp of a content authentication
process). (Release 1A; Must)

The system must provide the capability for content metadata and Business
Process Information to interact. (Release 1A; Must)

The system shall log all additions, deletions, and changes to content metadata
within the system. (Release 1A; Must)
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3.2.3 CONTENT PACKAGES
3.231 Submission Information Packages (SIP)

This section specifies the packaging details for the Submission Information Package
(SIP), and describes how digital content and its associated metadata are logically
packaged for submission to FDsys.

A SIP contains the target digital object(s) and associated descriptive and administrative
metadata. It will be the vehicle whereby content packages are submitted to FDsys by
Content Originators. The concept of the SIP in the OAIS (Open Archival Information
System) model provides a starting point for the specification of content and associated
metadata, but it does not specify how it is packaged. It is necessary that a SIP follow
pre-specified rules so that FDsys can validate and accept the content for ingest.

Associated with the SIP are three types of information:
e Content Information (digital object(s) and Representation Information),
¢ Packaging Information, and
o Descriptive Information.

Packaging Information is the information that binds or encapsulates the Content
Information. To accomplish this, a SIP will include a binding metadata file (sip.xml) that
relates the digital objects and metadata together to form a system-compliant SIP. The
Metadata Encoding and Transmission Standard (METS) schema shall be adopted as the
encoding standard for the sip.xml file, and GPO will specify profiles for METS to drive its
implementation for FDsys.

Descriptive Information is the metadata that allows users to discover the Content
Information in the system.

All file components of the SIP will be populated within a structured file system directory
hierarchy and are then aggregated into a single file or entity for transmission and ingest
into the system.

3.2.3.1.1 Current Situation

GPO currently receives content from agencies in a variety of formats, intended for a
variety of output products. This diversity influences the treatment content receives in the
course of processing by GPO. Content may be received by GPO in digital form,
structured for hard or soft copy output, or in analog form from which digital files for
printing are created by GPO staff. Digital inputs may range from structured files intended
for producing hardcopy output or web presentations, to minimally structured ASCII text
to be loaded into a searchable database. GPQO's practice has been to accommodate
agency requirements by not limiting input forms.
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3.2.3.1.2 Requirements for SIP

3.1.2.1 SIP - Deposited Content

The SIP Deposited Object shall consist of digital object(s) associated with a
document or publication, including at least one of the following categories of
files: (Release 1A; Must)

¢ Native Files: original format in which the content was submitted

o Preservation Copy: fully faithful copy expressed in a format that is
capable of being preserved (e.g., XML).

e Access Copies: copies of the content that are optimized for access and
maintain acceptable presentation quality (e.g., screen-optimized,
searchable, press/print-optimized PDF)

The metadata for deposited content in the SIP shall consist of fundamental
representation information, any necessary DTD's (or schema), style sheets,
and submission level metadata. (Release 1A; Must)

3.1.2.2 SIP - Harvested Content

The SIP Harvested Object shall consist of digital object(s) as harvested,
including at least one of the following categories of files: (Release 1A; Must)

o Native Files: original format in which the content was harvested.

o Preservation Copy: fully faithful copy expressed in a format that is
capable of being preserved (e.g., XML).

o Access Copies: copies of the content that are optimized for access and
maintain acceptable presentation quality (e.g., screen-optimized,
searchable, press/print-optimized PDF).

The metadata for harvested content in the SIP shall consist of representation
information, documentation of harvest & transformation(s), submission level
metadata. (Release 1A; Must)

3.1.2.3 SIP - Converted Content

The SIP Converted Object shall consist of digital object(s) as obtained by
scanning or other method, including at least one of the following categories of
files: (Release 1A; Must)

¢ Native Files: original format in which the content was created (e.g., TIFF).

o Preservation Copy: fully faithful copy expressed in a format that is
capable of being preserved (e.g., XML).

o Access Copies: copies of the content that are optimized for access and
maintain acceptable presentation quality (e.g., screen-optimized,
searchable, press/print-optimized PDF).
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The metadata for converted content in the SIP shall refer to full technical
information on the conversion, using NISO Z 39.87-2002 as a guideline, in
addition to submission level metadata. (Release 1A; Must)

3.1.2.4 Core SIP Requirements

A SIP shall contain one content unit (e.g., publication) that may consist of one
or more digital objects. (Release 1A; Must)

A SIP shall contain a binding METS file, named sip.xml, which describes the
SIP as a whole and the relationships between digital objects and metadata.
(Release 1A; Must)

A SIP shall contain one or more metadata files associated with the content.
(Release 1A; Must)

All metadata files shall be encoded in XML and conform to schema that are
adopted by FDsys, according to the FDsys metadata requirements. (Release
1A; Must)

The SIP specified in this document shall apply to all content types specified
and accepted by FDsys: converted, deposited and harvested. (Release 1A;
Must)

3.1.25 Requirements for sip.xml File

The sip.xml file shall conform to the most current version of the METS
schema. (Release 1A; Must)

The sip.xml shall conform to the most current GPO profile for METS schema.
(Release 1A; Must)

In general, digital objects shall be referred to, but not directly embedded in,
the sip.xml file. (Release 1A; Must)

In general, metadata files shall be referred to, but not directly embedded in,
the sip.xml file. (Release 1A; Must)

A metadata file must be associated with one or more digital objects in the
sip.xml file. (Release 1A; Must)

3.1.2.6 Structural Layout for SIPs

The SIP shall contain the sip.xml file and two directories at the top level of
the structure layout. The two top directories should be nhamed as content and
metadata. (Release 1A; Must)

All digital objects for the content of a SIP shall be placed in the content
directory. (Release 1A; Must)

3.1.2.6.2.1 The content directory shall contain one or more sub-directories

that will reflect the category of content included in the SIP.
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3.1.2.6.3 All metadata files shall be placed in the metadata directory. (Release 1A;
Must)

3.1.2.6.3.1 The metadata directory shall contain one or more sub-directories
that will reflect the metadata included in the SIP.

3.1.2.6.4 Each content category file shall have one corresponding metadata file
expressed in the Metadata Object Description Schema (MODS) that includes
descriptive metadata about that content. (Release 1A; Must)

3.1.2.6.5 Each content category file shall have one or more corresponding metadata
files that comply with an extension schema and that include administrative
metadata appropriate to the class of object. (Release 1A; Must).

3.1.2.7 Packaging of SIPs

3.1.2.7.1 All file components of the SIP shall be assembled into a structured file system
directory hierarchy and then aggregated into a single file or entity for
transmission and ingest into the system. (Release 1A; Must)

3.1.2.8 SIP Descriptive Metadata Requirements

3.1.2.8.1 For descriptive metadata elements, GPO shall employ Metadata Object
Description Schema (MODS) records external to the binding METS file
(sip.xml). (Release 1A; Must)

3.1.2.8.2 All MODS elements and sub-elements shall be considered valid in the SIP.
(Release 1A; Must)

3.1.2.8.3 The following MODS descriptive metadata elements shall be considered
mandatory and shall be present and valid in order for a SIP to be eligible for
ingest: (Release 1A; Must)

e Origininfo:publisher

¢ Origininfo:datelssued, Captured, Created, Modified, Valid, or Other
e Language

e Identifier

e Location

o PhysicalDescription:internetMediaType

¢ PhysicalDescription:digitalOrigin

e PhysicalDescription:extent

o TypeOfResource

e RecordInfo
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3.1.2.9 SIP Administrative Metadata Requirements

3.1.2.9.1 The SIP shall include administrative metadata as needed, expressed in
extension schema appropriate to the class of object, including but not limited
to: (Release 1A; Must)

e Technical metadata (e.g., JPEG2000 for video, TEI for encoded text).
¢ Rights metadata
e Source metadata

¢ Provenance metadata

3.2.3.2 Archival Information Package (AIP)

Archival Information Packages (AlIPs) are preservation copies of digital objects with
associated technical, descriptive, and preservation metadata. AlPs will be stored in a
secure environment and acted upon by FDsys preservation processes to enable
permanent public access to the official version(s) of U.S. Government publications in
digital formats.

This document specifies the packaging details for the Archival Information Package
(AIP), and describes how digital content and its associated metadata are logically
packaged. Associated with the AIP are four types of information:

e Content Information (digital object(s) and Representation Information),
e Preservation Description Information,

e Packaging Information, and

e Descriptive Information.

Preservation Description Information (PDI) is the information needed to accurately
describe the Content Information and provide an understanding of the environment in
which the Content Information was created. The PDI includes several types of additional
information that are needed to help preserve the Content Information. These are:

o Reference: How users can uniquely identify the Content Information from any
other Content Information.

e Provenance: Who has had custody of the Content Information and what was its
source. This would include the processing that generated it.

e Technical environment

e Context: How the Content Information relates to other information objects, such
as why it was created and how it may be used with other information objects.

e Fixity: Information and mechanisms used to protect the Content Information from
accidental change.

Packaging Information is the information that binds or encapsulates the Content
Information and Preservation Description Information for transmission between
subsystems.
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Descriptive Information is the metadata that allows users to discover the Content
Information in the system.

An AIP is composed of target digital object(s) and metadata about the digital object(s),
and a binding metadata file (aip.xml) that relates the digital objects and metadata
together to form a system-compliant AIP. The Metadata Encoding and Transmission
Standard (METS) schema shall be adopted as the encoding standard for the aip.xml file,
and GPO will specify profiles for METS to drive its implementation for FDsys.

3.2.3.2.1 Current Situation

GPO presently has no integrated system for preservation or permanent storage of digital
content. The content that is archived typically does not meet preservation standards for
data structure or metadata; instead it usually consists of harvested access derivatives or
text data bases.

Access copies of digital publications, typically in PDF, HTML, or ASCII format are stored
on, and may be accessed from, several platforms. These include:

e GPO Access
e GPO’s archival server, http://www.permanent.access.gpo.gov
o OCLC’s digital archive

e Library partner sites, such as the University of North Texas’ Cybercemetery

o Agency partner sites, such as the Department of Energy’s Information Bridge
Routine backup of GPO-managed data is performed under contract by Iron Mountain.

The only preservation process currently in use is refreshment. There is no defined AIP in
the current environment.

3.2.3.2.2 Requirements for AIP
3.2.21 AIP Core Capabilities

3.2.2.1.1 AIPs shall be capable of including the digital object(s) in its native format.
(Release 1A; Must)

3.2.2.1.2 AIPs shall be capable of including the digital object(s) and corresponding
XML version(s) including associated DTD, style sheet(s), and schema.
(Release 1A; Must)

3.2.2.1.3 AIPs shall include the Representation Information for content. (Release 1A;
Must)

3.2.2.1.4 The system shall support the creation of AIPs which are independent of any
particular hardware and software component. (Release 1A; Must)

3.2.2.1.5 The system will provide the capability for authorized users to access AlPs for
the purpose of executing preservation processes or dissemination of AlPs.
(Release 1A; Must)
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3.2.2.1.6 The AIP shall be expressed using METS. (Release 1A; Must)

3.2.2.1.7 The AIP shall contain a binding METS file, named aip.xml, which describes
the AIP as a whole and the relationships between digital objects and
metadata. (Release 1A; Must)

3.2.2.1.8 The AIP shall contain one or more metadata files associated with the content.
(Release 1A; Must)

3.2.2.2 Requirements for aip.xml File

3.2.2.21 The aip.xml file shall conform to the most current version of the METS
schema. (Release 1A; Must)

3.2.2.2.2 The aip.xml shall conform to the most current GPO profile for METS schema.
(Release 1A; Must)

3.2.2.2.3 In general, digital objects shall be referred to, but not directly embedded in,
the aip.xml file. (Release 1A; Must)

3.2.2.2.4 In general, metadata files shall be referred to, but not directly embedded in,
the aip.xml file. (Release 1A; Must)

3.2.2.2.5 A metadata file must be associated with one or more digital objects inside the
aip.xml file. (Release 1A; Must)

3.2.2.3 Structural Layout for AIPs

3.2.2.3.1 The AIP shall contain the aip.xml file and two directories at the top level of
the structure layout. The two top directories should be named as content and
metadata. (Release 1A; Must)

3.2.2.3.2 All digital objects for the content of an AIP shall be placed in the content
directory. (Release 1A; Must)

3.2.2.3.2.1 The content directory shall contain one or more sub-directories
that will reflect the category of content included in the AIP.

3.2.2.3.3 All metadata files shall be placed in the metadata directory. (Release 1A;
Must)

3.2.2.3.3.1 The metadata directory shall contain one or more sub-directories
that will reflect the metadata included in the AIP.

3.2.2.3.4 Each content category file shall have one corresponding metadata file
expressed in the Metadata Object Description Schema (MODS) that includes
descriptive metadata about that content. (Release 1A; Must)

3.2.2.3.5 Each content category file shall have one corresponding metadata file that
complies with an extension schema that includes administrative metadata
about that content. (Release 1A; Must)
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3.2.24 AIP Metadata

3.2.2.41 All metadata files shall be encoded in XML and conform to schema that are
adopted by FDsys, according to the FDsys metadata requirements. (Release
1A; Must)

3.2.2.4.2 The AIP shall include PDI that identifies the essential attributes of the content
that is being preserved so it can be rendered usably and understandably.
(Release 1A; Must)

3.2.24.3 The AIP shall include preservation metadata to record preservation
processes, from ingest into the repository through disposal. (Release 1A;
Must)

3.2.2.4.4 The AIP shall refer to extension schema for descriptive metadata, including,
but not limited to, MODS and MARC. (Release 1A; Must)

3.2.24.41 The AIP shall incorporate the mandatory descriptive metadata
elements from the AIP.

3.2.24.5 The AIP shall include metadata that expresses Preservation Description
Information (PDI) according to the PREMIS Data Dictionary and extension
schema which implement it. (Release 1A; Must)

3.2.24.6 The AIP shall include administrative metadata as needed, expressed in
extension schema appropriate to the class of object, including but not limited
to: (Release 1A; Must)

e Technical metadata
¢ Rights metadata
e Source metadata

¢ Provenance metadata

3.2.25 AIP Unique ID

3.2.2.5.1 The AIP shall include the unique identification number assigned to the
content in the SIP. Release 1A; Must)

3.2.251.1 The system shall have the capability to assign a unique
identification number to any new AIP resulting from preservation
processes. (Release 1C; Must)

3.2.3.3 Access Content Package (ACP)

Access Content Packages (ACPs) are internal system copies of digital objects with
associated content metadata to support access and delivery. The ACP may include
access copies, native tiles, and optimized copies of content (e.g. XML) to facilitate and
optimize access and delivery to End Users. As necessary, ACPs should follow the
concept of a content package as outlined in the OAIS (Open Archival Information
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System) model, but more importantly, ACPs should address GPQO’s business needs
including the following:

¢ Provide timely and efficient access to official Federal Government information
through search, cataloging, and reference tools.

o Deliver content and metadata in a way that meets Content Originator and End
User expectations for structure, format, and presentation as specified through
Content Originator ordering and End User request.

The ACP is created as part of ingest processing and may be modified a part of
preservation processing and access processing. ACPs will be stored in high availability /
high access storage (ACS), as necessary, to enable timely search and retrieval. The
system must have the capability to send ACPs to delivery processing for creation of
DIPs that are then delivered to users.

The ACP consists of digital objects and content metadata about the digital objects,
including descriptive information to facilitate access. The ACP may also include a
binding metadata file that relates the digital objects and content metadata together to
form a package. The Metadata Encoding and Transmission Standard (METS) schema
has been adopted for the SIP and AIP and may be used as the encoding standard for
the binding metadata file, if a binding metadata file is required by the system.

3.2.3.3.1 Current Situation

GPO provides access to electronic content on GPO Access in HTML, minimally
structured ASCII text, and PDF formats. Most content on GPO Access has been indexed
into the legacy Wide Area Information Server (WAIS) application. GPO provides access
to content that is in scope for the Federal Depository Library Program through an Online
Public Access Catalog (OPAC) that is part of GPQO’s integrated library system (ILS). In
addition, access copies of digital publications are also stored on GPQO’s archival server
<http://permanent.access.gpo.gov>, OCLC’s digital archive, agency partner sites, and
library partner sites.

3.2.3.3.2 Requirements for ACP
3.3.2.1 ACP Core Capabilities

3.3.2.1.1  The ACP shall have the capability to include digital objects associated with a
document or publication, from one or more of the following: (Release 1B;
Must)

o Access copies of digital objects: copies of the content that are optimized
for access and maintain presentation quality that is acceptable to GPO
and/or Content Originators (e.g., screen, print, or press optimized PDF;
ASCII text; HTML).

o Optimized copies of digital objects: fully faithful copies of the content that
are expressed in a format which includes structural and descriptive
metadata (e.g., XML) including associated DTD, style sheets, and
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schema for the purpose of timely and efficient search, retrieval, and
delivery.

o Native Files: copies of the content in the original format in which the
content was created or submitted (e.g., TIFF, Microsoft Office formats,
Adobe InDesign formats, QuarkXPress formats, HTML).

The ACP shall have the capability to include the following: (Release 1B;
Must)

3.3.2.1.2.1 Ephemera (e.g., letterhead, envelopes, business cards).
3.3.2.1.2.2 Derivatives not included in the AIP but created from the AIP.

3.3.2.1.2.3 Derivatives created from access copies, native files, or optimized

copies.

3.3.2.1.2.4 Derivatives created from derivatives (e.g., thumbnail images).

The ACP shall have the capability to contain one content unit (e.g.,
publication, report, issue, bill, document, volume) that may consist of one or
more digital objects. (Release 1B; Must)

The ACP shall have the capability to include all digital objects included in its
corresponding AIP. (Release 1B; Must)

The ACP metadata shall have the capability to include descriptive, structural,
technical, administrative, and packaging metadata for access, content
transformation, content management, content processing, derivation, and
delivery. (Release 1B; Must)

The ACP shall have a structural layout that facilitates access and delivery.
(Release 1B; Must)

The ACP shall have the capability to replicate the structural layout of an AIP.
(Release 1B; Could)

The system shall have the capability to package ACPs in such a way to
facilitate access and delivery. (Release 1B; Must)

The ACP shall have the capability to refer to or embed one or more metadata
files associated with the content. (Release 1B; Must)

3.3.2.1.10 The ACP shall have the capability to refer to or embed one or more digital

objects associated with metadata. (Release 1B; Must)

3.3.2.1.11 The ACP shall have the capability to include all metadata files included in its

3.3.2.2.1

corresponding AIP. (Release 1B; Must)

3.3.2.2 ACP Binding Metadata File

If required by the system, the ACP shall have the capability to employ a
binding metadata file which describes the ACP as a whole and the
relationships between digital objects and content metadata to support access
and delivery. (Release 1B; Could)
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3.3.2.2.1.1 If required by the system, the binding metadata file shall conform

at a minimum to the most current version of the METS schema to
support access and delivery.

3.3.2.2.1.2 The system must provide the capability to embed or refer to digital

objects (e.g., XML, OCR-ed text) as required to support access
and delivery.

3.3.2.2.1.3 The system must provide the capability to embed or refer to

metadata files (e.g., MARC, ONIX, Dublin Core, MODS) as
required to support access and delivery.

3.3.2.2.1.4 The system must provide the capability to associate metadata files

with one or more digital objects in the ACP.

3.3.2.3 ACP Metadata

The system shall have the capability to encode metadata files in XML and
conform to schema adopted by FDsys, according to FDsys Content Metadata
requirements. (Release 1B; Must)

The ACP shall have the capability to embed or refer to metadata for access
and delivery. (Release 1B; Must)

The system must provide the capability to add structural and descriptive
metadata for digital objects at a level of granularity that facilitates access to
content at speeds that are at or above current industry standards for search
and retrieval. (Release 1B; Must)

The system must provide the capability to add structural and descriptive
content metadata for digital objects at a level of granularity that facilitates
access to content to meet or exceed End User expectations. (Release 1B;
Must)

The ACP shall have the capability to use extension schema for descriptive
metadata for access, including, but not limited to the following: (Release 1B;
Must)

¢ MODS
e MARC
e ONIX

e Dublin Core
e Premis

The ACP shall have the capability to include mandatory descriptive metadata
elements from the AIP and SIP. (Release 1B; Must)

The ACP shall have the capability to embed or refer to extension schema for
additional structural metadata as appropriate to the class of object and as
necessary for access and delivery. (Release 1B; Must)
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3.3.2.3.8 The ACP shall have the capability to embed or refer to extension schema for
administrative metadata as appropriate to the class of object and as
necessary for access and delivery, including but not limited to the following:
(Release 1B; Must)

Technical metadata

¢ Rights metadata
e Source metadata
¢ Provenance metadata

3.3.2.3.9 The ACP shall have the capability to embed or refer to extension schema for
other metadata as appropriate to the class of object and as necessary for
access and delivery, including but not limited to the following: (Release 1B;
Must)

o Publication-specific metadata (e.g., Federal Register, Code of Federal
Regulations, United States Code, U.S. Reports)

e Document-specific metadata (e.g., Congressional bill, Congressional
report, Congressional document, proposed rule, business card, envelop,
agency strategic plan)

e Business process information
¢ System metadata

3.3.2.3.10 The ACP must have the capability to include the unique ID assigned to the
SIP and AIP in metadata. (Release 1B; Must)

3.2.34 Dissemination Information Package (DIP)

Dissemination Information Packages (DIPs) are transient copies of digital objects,
associated content metadata, and business process information that are delivered from
the system to fulfill End User requests and Content Originator orders. As necessary,
DIPs should follow the concept of a DIP as outlined in the OAIS (Open Archival
Information System) model.

The DIP is created as part of delivery processing and digital objects may be adjusted
based on orders and requests to support the delivery of hard copy output, electronic
presentation, and digital media.

The DIP should include all digital objects and/or metadata necessary to fulfill requests
and orders. The DIP may also include a binding metadata file that relates the digital
objects and metadata together to form a package. The Metadata Encoding and
Transmission Standard (METS) schema has been adopted for the SIP and AIP and may
be used as the encoding standard for the binding metadata file, if a binding metadata file
is created.
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3.2.34.1 Current Situation

GPO disseminates official Federal Government information in print and electronic
formats from all three branches of the Federal Government. Electronic versions of many,

but not all,

publications are delivered to the public via GPO Access in PDF, ASCII text,

and HTML, and are usually by-products of GPO’s printing processes.

3.2.3.4.2 Requirements for DIP

3.4.21.1

3.421.2

34213

34214

34215

3.421.6

3.4.21.7

3.421.8

3.4.21.9

3.4.2.1.10

3.4.2.2.1

3.4.2.1 DIP Core Capabilities

The DIP shall have the capability to include digital objects, associated content
metadata, and business process information to fulfill End User requests and
Content Originator orders. (Release 1B; Must)

The DIP shall have the capability to include transient copies of digital objects
that are optimized for delivery from the system. (Release 1B; Must)

The DIP shall have the capability to contain one content unit (e.g.,
publication, report, issue, bill, document, volume) that may consist of one or
more digital objects. (Release 1B; Must)

The DIP shall have the capability to refer to or embed one or more metadata
files associated with the content. (Release 1B; Must)

The DIP shall have the capability to refer to or embed one or more digital
objects associated with metadata. (Release 1B; Must)

The system must provide the capability to delivery DIPs that only include
content metadata. (Release 1B; Must)

The DIP shall have the capability to be an exact replica of the AIP. (Release
1B; Must)

The DIP Metadata shall have the capability to include descriptive, structural,
technical, administrative, and packaging metadata necessary for delivery
from the system. (Release 1B; Must)

The DIP shall have a structural layout that facilitates delivery. (Release 1B;
Must)

The system shall have the capability to package DIPs in such a way to
facilitate delivery. (Release 1B; Must)

3.4.2.2 DIP Binding Metadata File

If required by the system, the DIP shall have the capability to employ a
binding metadata file which describes the DIP as a whole and the
relationships between digital objects and content metadata to support
delivery. (Release 1B; Could)
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3.4.2.2.1.1 If required by the system, the binding metadata file shall conform

at a minimum to the most current version of the METS schema to
support delivery.

3.4.2.2.1.2 The system must provide the capability to embed or refer to digital

objects (e.g., XML, OCR-ed text) as required to support delivery.

3.4.2.21.3 The system must provide the capability to embed or refer to

metadata files (e.g., MARC, ONIX, Dublin Core, MODS) as
required to support delivery.

3.4.2.21.4 The system must provide the capability to associate content

metadata files with one or more digital objects in the DIP.

3.4.2.3 DIP Metadata

The system shall have the capability to encode metadata files in XML and
conform to schema that are adopted by FDsys, according to FDsys Content
Metadata requirements. (Release 1B; Must)

The DIP shall have the capability to embed or reference metadata for
delivery. (Release 1B; Must)

The DIP shall have the capability to include mandatory descriptive metadata
elements from the SIP, ACP, and AIP. (Release 1B; Must)

The DIP shall have the capability to use extension schema for descriptive
metadata for delivery, including, but not limited to the following: (Release 1B;
Must)

e MODS
e MARC
e ONIX

e Dublin Core
e Premis

The DIP shall have the capability to embed or refer to extension schema for
additional structural metadata as appropriate to the class of object and as
required for delivery. (Release 1B; Must)

The DIP shall have the capability to embed or refer to extension schema for
administrative metadata as appropriate to the class of object and as required
for delivery, including but not limited to the following: (Release 1B; Must)

e Technical metadata
¢ Rights metadata
e Source metadata

¢ Provenance metadata
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3.4.2.3.7 The DIP shall have the capability to embed or refer to extension schema for
other metadata as appropriate to the class of object and as required for
delivery, including but not limited to the following: (Release 1B; Must)

e Business process information
¢ System metadata

3.4.2.3.8 The system must provide the capability to include information generated as a
result of Content Originator ordering. (Release 1C; Must)

3.4.2.3.9 The system must provide the capability to include information generated as a
result of an End User request. (Release 1B; Must)

3.4.2.3.10 The DIP must have the capability to include the unique ID assigned to the
SIP, ACP, and AIP in metadata. (Release 1B; Must)

3.4.2.3.11 The DIP shall have the capability to support the Open Archives Initiative
Protocol. (Release 1B; Must)

3.2.4 CONTENT PROCESSING

FDsys content processing identifies the processes that must be managed for functions
to identify, manage, and verify digital content as it moves through the system, from
creation to dissemination and archiving. Content processing consists of pre-ingest
processing, ingest processing, access processing, preservation processing and delivery
processing.

Pre-ingest processing prepares content for ingest into the system. During pre-ingest
processing, the system shall execute and manage the following functions:

e Version control processes

¢ Content Originator ordering processes
e Assign unique IDs to content

o Assign unique IDs to system jobs

e Scope assessment processes, per the Information Dissemination Scope
Determination policy.

¢ Integrity checking processes on content
o Accessibility assessment processes

e Accept content submitted from deposited processing, Content Originator
ordering, style tools, conversion processes and harvesting.

Ingest processing compares submitted content to established criteria, and either
accept the content and create initial Access Content Packages and Archival Information
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Packages or reject it. During ingest processing, the system shall execute and manage
the following functions:

e Accept and validate SIPs

e Create AIPs from SIPs

e Create initial ACPs from SIPs

o Apply digital time stamping to content

Access processing facilitates the finding, analyzing, ordering, and retrieving content
and content metadata. During access processing, the system shall execute and manage
the following functions:

¢ Manage ACPs
e Cataloging and reference tools processes

e Assign persistent names to content packages

Delivery processing facilitates the transfer from the stored form of a digital object in a
repository to a user. During delivery processing, the system shall execute and manage
the following functions:

e Create DIPs for service providers and end users.

e Create pre-ingest bundles (PIBs) from content in pre-ingest WIP to support the
publisher approval process (e.g., proofing).

o Apply accessibility processes to create DIPs compliant with GPO accessibility
policies.

e Apply integrity marks to DIPs to create packages compliant with GPO
authentication policies.

Preservation processing facilitates the maintenance of publications for use, either in
their original form or in some verifiable, usable form. During preservation processing, the
system shall execute and manage the following functions:

¢ Manage AlPs through refreshment, migration, and emulation.
e Manage ACPs.
e Create DIPs from AlPs.

For a visual of content processing, please see Figure 4 - Content Packages, Processing,
and Storage in section 2.1.2 Proposed System Capabilities.
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3.24.1 Pre-ingest Processing

FDsys pre-ingest processing includes the processes necessary for functions to identify,
manage, and verify digital content as it moves into the system.

Pre-Ingest processing manages the functions that prepare content for ingest into the
system. Content Originators and Service Specialists have the capability to submit
content to WIP storage. Content can be submitted from deposited processing, Content
Originator ordering, style tools, conversion processes and harvesting. The system will
assign unique identifiers, identify versions, detect duplicate content, and allow for
publisher approval processes. Pre-ingest processing performs the following functions:

4.1.

41.

4.1.

4.1.

4.1.
41.
4.1.

Version control processes

Content Originator ordering functions
Assign unique IDs to content

Assign unique IDs to system jobs

Scope assessment processes, per the Information Dissemination Scope
Determination policy.

Integrity checking processes on content
Accessibility assessment processes

Style tool, non-style tool, converted content, harvested content processing to
create a SIP

Publisher approval processes (i.e., proofing) to move content to ingest
processing.

3.24.1.1 Requirements for Pre-ingest Processing

4111 Pre-ingest Processing

1.1 The system shall accept content from Content Originators. (Release 1A;

Must)

.1.2 The system shall accept jobs from Content Originator ordering. (Release 1C;

Must)

.1.3 The system shall accept deposited content without style tools. (Release 1A;

Must)

.1.4 The system shall accept deposited content from style tools. (Release 1C;

Could / Release 2; Must)

.1.5 The system shall accept converted content. (Release 1A; Must)
.1.6 The system shall accept harvested content. (Release 1A; Must)

1.7 The system shall have the capability to apply version control. (Release 1A;

Must)
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4.1.1.1.8 The system shall detect duplicate content in the system and notify authorized

41.

4.1.

4.1.1.

41.1.

4.1.1.

4.1.1.

4.1.1.

4.1.1.

4.1.1.

4.1.1.

41.

41.

4.1.

41.

users. (Release 1A; Must)

4.1.1.1.8.1 The system shall determine if the version of content is already in

the system, using, at a minimum:
e Version information

e Bibliographic information

e Authentication information

¢ Content (e.g., hashes)

4.1.1.1.8.2 The system shall have the capability to reject duplicate content.

.1.9 The system shall have the capability to store content in WIP before job order

information is received. (Release 1A; Must)

.1.10 The system shall have the capability to assign a unique ID to content.

(Release 1A; Must)

.11 The system shall have the capability to assign a unique ID to jobs. (Release

1A; Must)

.12 The system shall populate the Identifier field in the corresponding MODS

record with the content unique ID. (Release 1A; Must)

.13 The system shall link related jobs, business process information (BPI), and

content through the content unique ID. (Release 1A; Must)

.14 The system shall allow Content Evaluators to make scope determinations.

(Release 1A; Must)

.15 The system shall have the capability to perform integrity checking. (Release

1A; Must)

.16 The system shall have the capability to apply a digital time stamp to content.

(Release 1A; Must)

.17 The system shall have the capability to perform accessibility assessments.

(Release 1A; Must)

.18 The system shall have the capability to support the creation of a pre-ingest

bundle (PIB). (Release 1C; Must)

.1.19 The system shall have the capability to accept modified DIPs from the

Service Provider after publisher approval. (Release 1B; Must)

.1.20 The system shall have the capability to accept modified PIBs from the

Service Provider after publisher approval. (Release 1C; Must)

.1.21 The system shall accept publisher approval information for SIP creation.

(Release 1A; Must)

.1.22 The system shall have the capability to assemble content into SIPs. (Release

1A; Must)
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4.1.1.1.23 The system shall have the capability to create a log of all transactions and
activities. (Release 1A; Must)

3.24.2 Ingest Processing

FDsys ingest processing includes the processes necessary for functions to identify,
manage, and verify digital content as it moves into the system.

Ingest processing is the function that manages content and content metadata as it is
received into the system as a Submission Information Package (SIP). Content
Originators and Service Specialists will have the capability to submit SIPs created from
deposited, harvested, and converted content and content created using GPO style tools.
Ingest processing creates AIPs and ACPs from SIPs and transfers the resulting content
packages to storage.

3.24.21 Requirements for Ingest Processing
4211 Ingest Processing Core Capabilities
4.2.1.1.1 Ingest processing performs the following functions:
4.2.1.1.1.1 Accept and validate SIPs (Release 1A; Must)
4.2.1.1.1.2 Create AIPs from SIPs (Release 1A; Must)
4.2.1.1.1.3 Create ACPs from SIPs (Release 1B; Must)
4.2.1.1.1.4 Apply digital time stamping to content (Release 1A; Must)

42.1.2 Ingest Processing

4.2.1.2.1 The system shall allow Content Originators and Service Specialists to submit
content to ingest once content has been approved for release by the
publisher. (Release 1A; Must)

4.2.1.2.1.1 The system shall provide a prompt to confirm that the user intends
to submit the SIP to ingest. (Release 1A; Should)

4.21.2.2 The system shall validate that SIPs conform to the requirements for a system
compliant SIP, including but not limited to: (Release 1A; Must)

4.21.2.21 The system shall verify that the SIP includes all mandatory
metadata elements.

4.2.1.2.2.2 The system shall verify that the METS file is valid.
4.2.1.2.2.3 The system shall verify that at least one digital object is present.
4.21.2.2.4 The system shall verify that all digital objects are functional.

4.2.1.2.3 The system shall provide the capability to reject non-conforming SIPs.
(Release 1A; Must)
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4.2.1.2.3.1 The system shall direct exceptions to Service Specialists.

42124 The system shall provide the capability to notify users that a SIP is
nonconforming. (Release 1A; Must)

4.2.1.2.5 The system shall provide the capability to notify users of the reasons a SIP is
nonconforming. (Release 1A; Must)

4.2.1.2.6 The system shall allow the use of automatic file format verification against a
format registry (e.g., the DROID software to check the PRONOM technical
registry). (Release 1A; Must)

4.2.1.2.7 The system shall have the capability to verify content integrity (e.g.,
checksum). (Release 1A; Must)

4.2.1.2.8 The system shall pass the AIP to archival information storage after creation.
(Release 1A; Must)

4.2.1.2.9 The system shall pass the ACP to access content storage after creation.
(Release 1B; Must)

4.2.1.2.10 The system shall have the capability to create a log of all transactions and
activities. (Release 1A; Must)

3.24.3 Preservation Processing

FDsys preservation processes will enable comprehensive, timely, permanent public
access to the official version(s) of U.S. Government publications in digital formats. Only
content in scope for GPO’s dissemination programs will be accepted into FDsys archival
storage and managed by preservation processes.

Preservation copies of digital publications, Archival Information Packages (AlPs), with
associated technical metadata, will be maintained in FDsys Archival Storage.

Inputs

AlPs are content information and associated Preservation Descriptive Information (PDI)
needed to preserve the content over the long term, bound together by packaging
information. Content Information is functional digital files with behaviors controlled by
applications.

Outcomes
In order of preference, the outcomes desired are:
¢ Faithfully duplicated files, rendered using the original application.

¢ Files which faithfully reproduce content, behavior and presentation of the original,
rendered using other software than the original application.

e Files which exactly convey the content but may alter behavior and/or
presentation, rendered using other software than the original application.
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Preservation Strategies

Refreshment (copying) of content to new media. Refreshment is the systematic transfer
of stored digital information to newer, fresher media.

Migration of data in formats or versions that are in danger of becoming or have become
obsolete, to newer versions of that application or format. Migration is a process in which
the underlying information is retained but older file formats and internal structures are
replaced by newer.

Emulation preserves the essential behaviors and attributes of digital objects by using
current software to mimic the original environment.

Hybrids of these approaches, or new approaches.

The preservation process employed in any given situation should be the least intrusive;
i.e. that which alters the original AIP the least. See Figure 6 - Preservation Processes
Flow Chart for a sample preservation decision process.

Criteria which Trigger Preservation Processes

Preservation processes are triggered by an assessment. Assessment criteria for
initiating a process include:

e Schedule

e Application Failure (loss of functionality)

o System-detected loss of content, functionality, or metadata
¢ Managed request (from a service specialist)

o Request for new type of derivative for access

e Scheduled random sampling of content in AIP storage

Selection of Preservation Processes

The specific preservation processes required by GPO are a policy determination. FDsys
must be capable of supporting activities necessary to keep content accessible and
usable, including:

e Migration
¢ Refreshment
e Emulation

The following Figure models the FDsys preservation process workflow. A viable
application refers to application software which retains all of its original functionality. For
example, an Archival Information Package (AIP) includes content in Microsoft Word 97
format. Word 97 is considered a viable application for GPO’s purposes if it will work
without loss of functionality in the current FDsys operating system environment.
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Figure 6 - Preservation Processes Flow Chart
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Content Management of Archived Content

Content management functions and decisions associated with preservation processes
include:

o File backup/redundant storage.
o Duration of preservation (can range from none to permanent).

e Validation of ACP against the AIP to ensure that the ACP is accurate.

Content disposition options include:
e Permanent retention in FDsys.
o Transfer to the National Archives and Records Administration (NARA).
e Scheduled removal of selected content from FDsys.

e Pushing or disseminating content to preservation partners, such as the
Library of Congress or depository libraries.
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3.2431 Current Situation

GPO presently has no integrated system for preservation or permanent storage of digital
content. The content that is archived typically does not meet preservation standards for
data structure or metadata; instead it usually consists of harvested access derivatives or
text data bases.

Access copies of digital publications, typically in PDF, HTML, or ASCII format are stored
on, and may be accessed from, several platforms. These include:

e GPO Access
e GPO’s archival server, http://www.permanent.access.gpo.gov
e OCLC’s digital archive

e Library partner sites, such as the University of North Texas’ Cybercemetery

o Agency partner sites, such as the Department of Energy’s Information Bridge

Routine backup of GPO-managed data is performed under contract by Iron Mountain.
Content mirrored on multiple Akamai servers functions as a failsafe. The only
preservation process currently in use is refreshment.

3.2.4.3.2 Requirements for Preservation Processing
4321 Preservation Processing Core Capabilities

4.3.2.1.1 The system shall have the ability to store AlIPs in a preservation repository
environment. (Release 1A; Must)

4.3.2.1.1.1 AIPs must remain free from corruption and remain accessible as
GPO undergoes changes in information technology and
infrastructure.

4.3.2.1.2 The system shall manage preservation processes. (Release 1C; Must)

4.3.2.1.2.1 Preservation process management includes the scheduled
assessments, and resulting actions based on the attributes of the
digital objects, their essential behaviors, etc., and applies the
appropriate processes.

4.3.2.1.3 The system shall maintain the integrity of content throughout preservation
processes. (Release 1C; Must)

4.3.2.1.3.1 When compared to the original AIP, the content is fully intelligible
and unchanged in meaning and representation.

4.3.2.1.4 The system shall preserve all essential behaviors of digital content. (Release
1C; Must)

4.3.2.1.4.1 The system shall maintain content functionality associated with
content presentation.
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4.3.2.1.5 The system shall preserve all significant properties and attributes of digital
content. (Release 1C; Must)

4.3.2.1.5.1 The system shall maintain content context.
4.3.2.1.5.2 The system shall maintain content structure.

4.3.2.1.5.3 The system shall maintain hyperlinks to content within the target
document.

4.3.2.1.6 The system shall have the capability to produce DIPs which faithfully replicate
AlIPs. (Release 1B; Could / Release 1C; Must)

4.3.2.1.6.1 The system shall have the capability to produce DIPs which are
interoperable with other OAIS-based repositories.

4.3.2.1.7 The system shall be capable of scheduling or executing preservation
processes on individual AlPs or on classes of archival content. (Release 1C;
Must)

4.3.2.2 Preservation Processing

4.3.2.2.1 The system shall have the ability to migrate data to formats other than those
in which the files were created or received. (Release 1C; Must)

4.3.2.2.1.1 The system shall assure that the files resulting from migrations will
be in a format free of proprietary restrictions. (Release 1C; Should
/ Release 2; Must)

4.3.2.2.1.2 The system shall have the ability to verify that a file migrated from
one format to another retains specified attributes and behaviors,
i.e. is authentic and faithful. (Release 1C; Must)

4.3.2.2.1.3 The system shall provide logs that record the results of migrations.
(Release 1C; Must)

4.3.2.2.1.4 The system shall have the ability to produce notification of
incomplete or unsuccessful migrations. (Release 1C; Must)

4.3.2.2.2 The system shall have the ability to preserve bitstreams in their native or
received form by refreshment. (Release 1C; Must)

4.3.2.2.2.1 The system shall have the ability to verify that the refreshed file
retains specified attributes and behaviors, i.e. is authentic and
faithful.

4.3.2.2.2.2 The system shall provide logs that record the results of
refreshment processes.

4.3.2.2.2.3 The system shall have the ability to produce notification of
incomplete or unsuccessful refreshments processes.

4.3.2.2.3 The system shall have the ability to support emulation to preserve access to
content. (Release 1C; Must)
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4.3.2.2.3.1 The system shall have the ability to verify that the emulated file
retains specified attributes and behaviors, i.e. is authentic and
faithful.

4.3.2.2.4 The system shall support the transformation of AlPs into ACPs. (Release 1B;
Must)

4.3.2.2.5 When a preservation process results in the creation of a modification of an
AIP, the system shall be capable of retaining the original AIP as it was
accepted into the repository. (Release 1C; Must)

4.3.2.3 Preservation Processing - Assessment

4.3.2.3.1 The system shall have the ability to assess ingested content and determine
preservation processes based on the assessments. (Release 1C; Must)

4.3.2.3.1.1 The system shall allow scheduling of preservation assessments.
Content attributes include, at a minimum, completeness,
determination of structure, file format, file size, and fitness for use.

4.3.2.3.1.2 There shall be no limit set on the number or frequency of
assessments.

4.3.2.3.1.3 The system shall have the ability to re-assess content stored in
the system.

4.3.2.3.2 The system shall present a range of options to the Service Specialist for
decision if the system is unable to make a determination. (Release 1C;
Could)

4.3.2.4 Preservation Processing - Administration

4.3.2.4.1 The system shall support scheduling the automatic execution of preservation
processes. (Release 1C; Must)

4.3.2.4.2 The system shall support batch preservation processing of content. (Release
1C; Must)

4.3.2.4.3 The system shall support preservation processing on an item-by-item basis.
(Release 1C; Must)

4.3.2.4.4 The system shall maintain an audit trail of preservation processes. (Release
1C; Must)

4.3.24.5 The system shall support the ability for authorized users to request
preservation processes. (Release 1C; Must)

4.3.2.5 Preservation Processing - Storage

4.3.2.5.1 The system shall provide a digital archival repository environment which is
based on open-standards architecture. (Release 1A; Must)
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4.3.2.5.1.1 The repository environment shall keep AIPs separate from
working or production copies.

4.3.2.5.1.2 The system shall ensure that the content in a working or
production copy is synchronized with the AIP.

4.3.2.5.1.3 The system shall maintain one on more backups of the repository
environment consistent with the overall FDsys storage
requirements.

4.3.2.6 Preservation Processing - Metadata

4.3.2.6.1 The system shall capture or generate metadata which specifies the
relationship of files resulting from preservation processes to their
predecessors. (Release 1A; Must)

4.3.2.6.2 The system shall employ metadata for preservation which is compliant with
the emerging standard developed by the PREMIS working group. (Release
1A; Must)

4.3.2.6.3 The system shall employ schema for facilitating preservation metadata
processes compliant with those developed by the PREMIS working group.
(Release 1A; Must)

4.3.2.7 Preservation Processing - Security

4.3.2.7.1 The system shall enable varying levels of access to preserved objects (e.g.
limiting access to authorized user classes, or denying or restoring access to
security-restricted content). (Release 1A; Must)

3.24.4 Unique Identifier

Unique identifiers are character strings that uniquely identify all content within the
system throughout the content lifecycle. Content managed by the system will be
assigned an identifier that exists only once and thus is linked indefinitely to the
corresponding content. The uniqueness of the assigned identifier ensures that the
identifier will refer to only one object.

The system will create and assign unique IDs to content as defined by GPO business
rules.

¢ Digital Objects: A unique ID will be assigned to all digital objects upon ingest into
the system.

o Content Packages: A unique ID will be assigned to Content Packages (SIP, ACP,
AlP)

e Jobs: A unique ID will be assigned to Jobs.

Style tools will assign unique ID's to digital objects, which will be passed to ingest. The
system will assign unique IDs to content not created using style tools at ingest. All
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assigned unique identifiers will be recorded and used in metadata. Once assigned, a
unique ID cannot be reused within the system.

3.24.4.1 Current Situation

Prior to FDsys, no unique IDs as defined in ConOps were in place, but some tracking
mechanisms were in use as listed below:

e Jacket numbers (repeats every 3 years) (xxx-xxx) (Agency Publishing and
Production)

0 Requisition numbers (agencies)
0 Purchase orders (Agency Publishing)
o ACSIS- assigns unique IDs

Granularity is currently at the jacket/purchase order level (generally 1 record per
document/publication).

3.24.4.2 Requirements for Unique Identifier
4421 Unique ID Core Capabilities

4.4.2.1.1 The system shall have the capability to organize file(s) into digital objects at a
level of granularity appropriate to the content and as defined by GPO.
(Release 1A; Must)

442111 The system shall have the capability to assign unique IDs to
publications. (Release 1A; Must)

44.2.1.1.2 The system shall have the capability to assign unique IDs to
publications down to paragraph level. (Release 1C; Should /
Release 2; Must)

4.4.2.1.1.3 The system shall have the capability to assign unique IDs to
individually provided graphical elements at the individual element
level. (Release 1A; Must)

44.2.1.1.4 The system shall have the capability to assign unique IDs to
embedded graphical elements at the individual element level.
(Release 1C; Should / Release 2; Must)

4.4.21.1.5 The system shall have the capability to assign unique IDs to video
content. (Release 1A; Must)

4.4.2.1.1.6 The system shall have the capability to assign unique IDs to video
content at a level of granularity as required by the system and
GPO business units. (Release 3; Must)

4.4.2.1.1.7 The system shall have the capability to assign unique IDs to audio
content. (Release 1A; Must)
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The system shall have the capability to assign unique IDs to audio
content at a level of granularity as required by the system and
GPO business units. (Release 2; Must)

44.21.2 The system must create and assign a 9 character alphanumeric identifier
(ANI) for each unique digital object. (Release 1A; Must)

44.21.2.1
442122

442123

442124
4421.2.5

Unique IDs must be non-intelligent.

Unique ID characters must include numbers 0-9 and letters A — Z
(minus | and O).

Unique IDs must start with the character “A” (technical
requirement).

Unique IDs must not conflict with other identifiers within FDsys.

The number of digital objects will be in accordance with the FDsys
System Sizing document.

4.4.2.1.3 The system shall have the ability to assign and accept a unique ID to a
related or continuous piece of content in context. (Release 1A; Must)

44214

44215

44221

44222

4.4.2.1.3.1

442132

Scanned publications and submission level metadata

e A 9 character alpha numeric unique ID following the Code 39
barcoding standard (ANSI: BC1-1995)

e The first character is the fixed letter “A” which enables
validation for METS

Example: A12345678
Scanned publications at the page level

e Publication unique ID followed by an underscore and a
sequential 5 digit identifier representing each scanned image.

o 5 digit identifier does not correspond with the physical page
number.

Example: A12345678_00001

Unique IDs must not conflict with other identifiers within FDsys. (Release 1A;

Must)

The system shall store unique IDs in metadata. (Release 1A; Must)

4422 Job ID

The system must create and assign a unique ID for each job. (Release 1A;

Must)

The system must provide the capability to assign a unique ID to each job.

442221

The system must provide the capability to assign unique IDs to
Content Originator orders of content jobs. (Release 1C; Must)
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4.4.2.2.2.2 The system must provide the capability to assign unique IDs to
Content Originator orders of service jobs. (Release 1C; Must)

4.4.2.2.2.3 The system must provide the capability to assign unique IDs to
non-Content Originator order related jobs. (Release 1A; Must)

4.4.2.2.3 The system must not re-use Job unique IDs. (Release 1A; Must)

4.4.2.3 Content Package ID

4.4.2.3.1 The system must create and assign a unique ID for each Content Package.
(Multiple Releases; Must)

4.4.2.3.1.1 The system must create and assign a unique ID to each SIP
(Release 1A; Must)

o Converted Content Packages

0 3 x 3 by publication (9 digits total xxx xxx xxx)

0 UID_Image # (14 digits total — XXX XXX XXX_XXXXX)
o Harvested Content Packages
o Deposited Content Packages

4.4.2.3.1.2 The system must create and assign a unique ID to each AIP
(Release 1A; Must)

4.4.23.1.3 The system must create and assign a unique ID to each ACP
(Release 1B; Must)

442314 The system must create and assign a unique ID to each DIP
(Release 1B; Must)

44232 The system must not re-use Content Package unique IDs. (Release 1A;
Must)

4.4.2.3.3 The system must record package unique ID's in metadata. (Release 1A;
Must)

4.4.2.4 User Interface for Unique ID

4.4.2.4.1 The system shall allow the capability for a user to input a unique ID and
retrieve content and information about the content associated with that ID.
(Release 1A; Must)

442411 The system shall restrict access to information about content
associated with unique IDs according to user profiles and the

FDsys security requirements (e.g., End User inputting an internal
Job ID).
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3.245 Persistent Name

In order for the digital content managed by FDsys to be easily found and shared by a
wide range of users with different needs and using different systems, there must be a
simple way of reliably and unambiguously identifying each resource independent of its
location.

Persistent naming allows for an interoperable schema of identifiers that uniquely identify
content, support permanent access to that content, and support access to information
about the content. A resolution system will locate and provide access to content and
metadata associated with assigned persistent names.

The system will assign persistent names to content packages at ingest. All assigned
persistent names will be recorded and used in metadata. Once assigned, a persistent
name cannot be reused within the system.

3.245.1 Current Situation

Since 1998, GPO has assigned unique Persistent Uniform Resource Locators, or
PURLs, which provide online access to electronic publications published by U.S.
Government agencies. Assigning persistent names to electronic federal resources is
seen as a key element in providing permanent public access to these resources for the
FDLP, as the value of these documents is reduced and maintenance issues increase if
they cannot be identified reliably, found, and accessed when referenced in bibliographic
records. If the references to the electronic files are not constant it could become a
difficult maintenance issue.

Access to electronic texts is maintained by updating electronic address information
(uniform resource locators, or URLs) in GPO's PURLSs server. Instead of pointing directly
to the location of an Internet resource, a PURL points to this intermediate resolution
service. The resolution service associates the PURL with the actual URL and returns
that URL to the client, which can then complete the transaction in the normal fashion.

3.24.5.2 Requirements for Persistent Name
4521 Persistent Name Core Capabilities

4.5.2.1.1 The system shall assign persistent names to all in-scope published versions
during access processing. (Release 1B; Must)

4521.1.1 Persistent name must not conflict with other identifiers within
FDsys.

4.5.21.2 The system shall comply with standards and best practices pertaining to
persistent naming. (Release 1B; Must)

4.5.2.1.3 The system shall support interoperability across different naming systems to
allow one system to access a resource within another. (Release 1B; Must)
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45214 The system shall accommodate OpenURL syntax to enable federated
searching. (Release 1B; Must)

45.2.1.5 The system shall arbitrate between Content Originator naming and global
naming standards. (Release 1B; Must)

4.5.2.1.5.1 The system shall defer to a persistent name assigned by GPO or
by a GPO naming authority.

45.2.1.6 The system shall assign persistent names that are location independent.
(Release 1B; Must)

4.5.21.7 The system shall assign persistent names that are protocol independent.
(Release 1B; Must)

4.5.2.1.8 The system must not reuse persistent names. (Release 1B; Must)

45.2.1.9 The system shall have the capability to assign intelligent persistent names.
(Release 1B; Must)

4.5.2.1.10 The system shall have the capability to assign non-intelligent persistent
names. (Release 1B; Could)

4.5.2.1.11 The system shall have the capability to incorporate existing identifiers into the
persistent naming string. (Release 1B; Could)

4.5.2.1.12 The system shall have the capability to record the date and time of persistent
name creation and modifications. (Release 1B; Must)

4.5.2.1.13 The system shall have the capability to create reports about persistent name
management. (Release 1C; Could)

4.5.2.1.14 The system shall associate persistent names to existing legacy GPO naming
schemes, including but not limited to GPO-assigned PURLs. (Release 1B;
Must)

4.5.2.1.15 The system shall be scalable in terms of persistent name assignment and
resolvability. (Release 1B; Must)

45272 Persistent Name Resolution

4.5.2.2.1 The system shall use a resolution system to locate and provide access to
content with persistent names. (Release 1B; Must)

45.2.2.1.1 The resolution process shall resolve an assigned name into a
resource or the resource metadata.

4.5.2.2.1.2 The resolution process must allow for persistent name recognition
within standard browsers.

45222 The system shall have the capability to support distributed persistent naming
and resolution at the local and global level. (Release 1B; Must)

45.2.2.3 The system shall support resolution of a single persistent name to multiple
distributed locations. (Release 1B; Should)
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45.2.2.3.1 The system shall be able to identify and resolve to multiple
identical copies of a resource at multiple locations through a single
persistent name.

45.2.2.4 The system shall support resolution of a single persistent name to multiple
content versions. (Release 1B; Should)

4.5.2.2.4.1 The system shall determine the most appropriate version based
attributes including, but not limited to, access privileges, format,
location, date.

45.2.3 Persistent Name Metadata

4.5.2.3.1 The system shall record persistent names associated with content. (Release
1B; Must)

4.5.2.3.2 The system shall record existing persistent names associated with content.
(Release 1B; Must)

452.3.3 The system shall provide the capability to associate metadata with the
persistent name (Release 1B; Must)

3.2.4.6 Authentication

The content authentication functional element will assure users that content made
available by GPO through FDsys is authentic and/or official. This includes identifying
content that has been approved by, contributed by, or harvested from an official source
such as a Federal publishing agency, its business partner, or other trusted source. GPO
generally defines its products as official if the content was issued by the United States
Government at Government expense or as required by law. However, not all of these
products are deemed official in the legal sense and may not be sufficient for use in court.
For example, the Federal Register is recognized as official in both online and tangible
formats whereas the U.S. Code can only be cited in court in its paper format. For
situations where Content Originators have designated that specific content delivery
methods, file formats, or content presentations must be used for the purpose of legal
citation, GPO will record information about this designation (intended use) in metadata.

The content authentication functional element will help GPO establish a clear chain of
custody for deposited, harvested, and converted content that is ingested into the system,
and chain of custody information will be made available to End Users. Content
authentication will assure users that content is authentic meaning that it has been
verified by GPO to be complete and unaltered when compared to the version approved
or published by the Content Originator.

The system will verify content integrity by assuring users that content has not been
altered or destroyed in an unauthorized manner. The system will verify content integrity
at various points throughout the content lifecycle including transmission from the Content
Originator to the system, while resident within the system, and upon certification and
delivery from the system. If content is modified, the content authentication functional
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element will have the ability to notify designated users when, where, by whom, and what
changes were made to content. Furthermore, the system will have the capability to
certify content at both the document and granular levels, and certification will be
conveyed to users through the use of integrity marks such as digital signatures and
watermarks.

3.246.1 Current Situation

In “A Strategic Vision for the 21st Century,” the Public Printer identified the need to
authenticate all known Federal documents whether printed or born digital. GPO
recognizes that as the amount of electronic Federal Government information increases,
there is a need to ensure that information is disseminated from an official source and
that content is protected against unauthorized modification or substitution.

In response to this need, GPO has established an operational Public Key Infrastructure
(PKI). A Public Key Infrastructure includes the hardware, software, personnel, and
operational policies that can be used to verify document authenticity and integrity,
authenticate users, and secure transactions. For example, processes exist to use GPO’s
PKI to issue personal user digital certificates to Federal agency customers, in
compliance with Federal Government PKI standards. In addition, GPO's PKIl is cross-
certified with the Federal Bridge Certification Authority (FBCA). Cross-certification
ensures that business, administrative, and technical processes related to GPO's PKI will
interoperate with other Federal agencies and user communities that are part of the
Federal Bridge. The FBCA is a fundamental element of the trust infrastructure that
provides the basis for intergovernmental and cross-governmental secure information
transmission.

As a step prior to the establishment of the FDsys, GPO plans to use authentication
technologies including digital certificates and digital signatures to verify the authenticity
and integrity of the electronic U.S. Government documents that it disseminates through
the Federal Depository Library Program (FDLP). GPO plans to use these technologies to
add GPO's Seal of Authenticity to Adobe Acrobat Portable Document Format (PDF)
documents that are available from the GPO Access web site. The GPO Seal of
Authenticity will provide verification that a document has not been altered since it was
authenticated and disseminated by GPO. The Seal will also help assure users that the
document has, in fact, been disseminated by GPO.

Additional content authentication needs and requirements for both Content Originators
and End Users are being addressed as part of FDsys. While current authentication
efforts are focused on content delivery, FDsys aims to extend authentication benefits
and safeguards throughout the entire content lifecycle.

GPO is poised to begin manually applying digital signatures to PDF files that are
available from the GPO Access Web site, and a procurement is pending for the
automated application of digital signatures to PDF files in bulk quantity. In addition,
processes exist to use GPO’s PKI to issue personal user digital certificates to Federal
agency customers, in compliance with Federal government PKI standards. GPO is also
cross-certified with the Federal Bridge and would like to become a Shared Service
Provider under the Federal E-Authentication initiative.
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3.2.4.6.2 Requirements for Authentication

4.6.21.1

46.21.2

46.21.3

46.21.4

46.21.5

46.21.6

46.21.7

46.21.8

4.6.2.2.1

46.2.1 Authentication Core Capabilities

The system must provide the capability to verify content as authentic
meaning that it is verified by GPO to be complete and unaltered when
compared to the version approved or published by the Content Originator.
(Release 1A; Must)

The system must provide the capability to certify content as official meaning
that the content has been approved by, contributed by, or harvested from an
official source such as a Federal publishing agency, its business partner, or
other trusted source. (Release 1A; Must)

4.6.2.1.2.1 In some situations, Content Originators direct that specific content

delivery methods, file formats, or content presentations must be
used for the purpose of legal citation. As directed by a Content
Originator, GPO will record information about this designation
(intended use) in metadata.

The system must provide the capability to certify content at levels of
granularity defined in GPO. (Release 1A; Must)

The system must provide the capability to convey certification by means of an
integrity mark. (Release 1A; Must)

The system shall provide the capability to use GPO’s Public Key
Infrastructure (PKI) wherever optimal. (Release 1A; Should)

The system must comply with GPO and Federal privacy policies. (Release
1A; Must)

The system must comply with GPO and Federal authentication policies.
(Release 1A; Must)

The system must use public key cryptography, digital certificates, encryption
or other widely accepted information security mechanisms. (Release 1A;
Must)

4.6.2.2 Authentication - Content Pre-ingest and Ingest

The system must provide the capability to verify and validate the authenticity,
integrity, and official status of deposited content. (Release 1A; Must)

4.6.2.2.1.1 The system shall verify Content Originator identity and authority to

publish for content that is deposited with the system.

4.6.2.2.1.2 Valid proof of the Content Originator’s identity shall be logged by

the system.
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46.2.21.7
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The source of the deposited content shall be recorded in
metadata.

The system shall ensure that deposited content has not been
altered or destroyed in an unauthorized manner during
transmission from the Content Originator to the system, and
information about content integrity should be recorded in
metadata.

The system shall verify that the sender (Content Originator) and
the recipient (GPO) were, in fact, the parties who claimed to send
or receive content, respectively, and this information should be
recorded in metadata.

The system shall have the capability to record intended use in
metadata.

The system shall have the capability to use PKI for the
establishment of a trust model for deposited content.

4.6.2.2.2 The system must provide the capability to verify and validate the authenticity,
integrity, and official status of harvested content. (Release 1A; Must)

46.2.2.2.1

46.2.2.2.2
46.22.23

The system shall examine harvested content for the purpose of
verifying the source of the harvested content.

The source of harvested content shall be recorded in metadata.

The system shall ensure that harvested content has not been
altered or destroyed in an unauthorized manner as compared to
the source from which the content was harvested, and information
about content integrity should be recorded in metadata.

4.6.2.2.3 The system must provide the capability to verify and validate the authenticity,
integrity, and official status of converted content. (Release 1A; Must)

4.6.2.2.3.1
46.2.23.2

46.2.2.3.3

46.2234

46.2.2.3.5

46.2.2.3.6

The source of converted content shall be recorded in metadata.

The source of tangible content that was used to create the
converted content shall be recorded in metadata.

The system shall ensure that converted content has not been
altered or destroyed in an unauthorized manner during
transmission from Service Provider to the system, and information
about content integrity should be recorded in metadata.

The system shall verify that the sender (Service Provider) and the
recipient (GPO) were, in fact, the parties who claimed to send or
receive content, respectively and this information should be
recorded in metadata.

The system shall have the capability to record intended use in
metadata.

The system shall have the capability to use PKI for the
establishment of a trust model for converted content.
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4.6.2.2.4 The system must provide the capability to recognize and validate integrity
marks at pre-ingest. (Release 1A; Must)

4.6.2.2.4.1 The system shall have the capability to retain integrity marks in
accordance with GPO business rules.

4.6.2.2.4.2 Where public key cryptography and digital certificates are used by
a Content Originator to create a digital signature integrity mark on
content that is submitted to GPO for ingest into the system, the
system shall record in metadata that a digital signature was
present and make this information available to End Users.

4.6.2.2.5 The system shall provide the capability to process encrypted files at pre-
ingest. (Release 1A; Could / Release 2: Must)

4.6.2.2.6 The system must verify chain of custody at pre-ingest. (Release 1A; Must)
4.6.2.2.6.1 Chain of custody information shall be recorded in metadata.

4.6.2.2.6.2 The system shall have the ability to gather relevant information
from integrity marks (e.g., digital signatures, digital certificates) for
use as part of the chain of custody.

4.6.2.2.7 The system must provide the capability to perform redundancy checking
(e.g., checksum) on content at ingest. (Release 1A; Must)

4.6.2.2.7.1 The system must provide the capability to record checksum type
and value in metadata.

4.6.2.2.8 The system must provide the capability to apply a digital timestamp to content
at ingest. (Release 1A; Must)

4.6.2.2.9 The system must update chain of custody information in metadata at ingest.
(Release 1A; Must)

4.6.2.3 Authentication - User Credentials

4.6.2.3.1 The system must provide the capability to verify the identity of the Content
Originator. (Release 1A; Must)

4.6.2.3.2 The system must provide the capability to verify the Content Originator’s
authority to publish. (Release 1A; Must)

4.6.2.4  Authentication - Content Integrity

4.6.2.4.1 The system must provide the capability to maintain content integrity by
ensuring that content has not been altered or destroyed in an unauthorized
manner. (Release 1A; Must)

4.6.2.4.2 The system must assure integrity of content within the system. (Release 1A,;
Must)

4.6.2.4.2.1 The system shall have the capability to assure integrity of content
within the system at a definable frequency.
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The system shall have the capability to assure integrity of content
in a timeframe based on GPO business rules.

The system shall not allow critical transaction and system log files
to be adjusted by any unauthorized party.

The system shall have the capability to assure integrity of content
during backup and other system processes.

4.6.2.4.3 The system must assure integrity of pre-ingested and ingested content.
(Release 1A; Must)

4.6.2.4.3.1

46.24.3.2

Content integrity shall be maintained during transmission from the
Content Originator to the system.

The system shall have the capability to verify and validate a
cryptographic digital signature, in accordance with IETF RFC 3447
on content in pre-ingest, to ensure that the content has not been
altered, and that the signer’s certificate is valid before ingesting
the content.

4.6.2.4.4 The system must have the capability to assure integrity of delivered content.
(Release 1B; Must)

46.24.4.1

46.244.2

The system shall have the capability to apply a cryptographic
digital signature, in accordance with IETF RFC 3447, to content
delivered from the system.

The system shall have the capability to verify that the electronic
content is valid, uncorrupted, and free of malicious code.

4.6.2.4.5 The system must provide the capability to provide notification that a change
has occurred to content within the system. (Release 1A; Must)

46.2.4.5.1

46.245.2

46.24.53

46.2454

46.24.5.5

46.24.5.6

46.2457

The system shall provide the capability to notify designated users
if content has been altered or destroyed in an unauthorized
manner.

The system shall provide the capability to notify designated users
if content has been altered or destroyed in an authorized manner.

The system shall provide the capability to notify designated users
when changes were made to content.

The system shall provide the capability to notify designated users
where changes were made to content.

The system shall provide the capability to notify designated users
by whom changes were made to content.

The system shall provide the capability to notify designated users
what changes were made to content.

The system shall log changes to content in metadata.
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The system must provide the capability of demonstrating continued integrity
of content packages when authorized changes are made (such as to the
metadata). (Release 1A; Must)

4.6.2.5 Authentication - Time Stamps
The system must support digital time stamping. (Release 1A; Must)

The system must provide the capability to provide date and time verification.
(Release 1A; Must)

The system must be flexible enough to provide date and time verification
through various mechanisms including a time certification authority, network
server, or the signer’s system. (Release 1A; Must)

4.6.2.6 Authentication - Integrity Marks
The system must support the use of integrity marks. (Release 1A; Must)
Integrity marks must include certification information. (Release 1A; Must)

Integrity marks must employ widely accepted information security
mechanisms (e.g., public key cryptography, digital certificates, digital
signatures, XML signatures, digital watermarks, or traditional watermarks).
(Release 1A; Must)

The system must support the capability to manually add integrity marks to
content. (Release 1B; Could)

The system must support the capability to automatically add integrity marks
to content. (Release 1B; Must)

The system must support the use of visible integrity marks. (Release 1B;
Must)

The system must support the use of invisible integrity marks. (Release 1B;
Could / Release 2; Must)

The system must provide flexibility regarding where the integrity mark is
applied through automated and manual processes. (Release 1B; Must)

The system must provide the capability to automatically position the exact
location (x, y coordinates) of where an integrity mark is applied for any set
number of documents. (Release 1B; Must)

The system must support the application of multiple integrity marks on the
same content. (Release 1B; Must)

The system must support the application of security policies, such that
integrity marks can be applied to content in particular sequences depending
on levels of authority. (Release 1B; Must)
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4.6.2.7 Authentication - Content Delivery

4.6.2.7.1 The system must provide the capability for users to validate the authenticity,
integrity, and official status of the content packages that are delivered from
the system. (Release 1B; Must)

4.6.2.7.2 The system must enable GPO to add integrity marks to FDsys content that is
delivered to End Users in the form of electronic presentation, hard copy
output, and digital media. (Release 1B; Must)

4.6.2.7.3 Where public key cryptography and digital certificates are used to create a
digital signature integrity mark on delivered content the following shall apply:

4.6.2.7.3.1

46.2.7.3.2

46.2.7.3.3

46.2.73.4

4.6.2.7.3.5

4.6.2.7.3.6

The integrity mark shall provide the capability to include the GPO
Seal of Authenticity logo if the digital signature is a visible digital
signature. (Release 1B; Could)

The integrity mark must include certification information including
the following but not limited to the following: (Release 1B; Must)

o Certifying organization

e Date on the signer’s digital certificate

e Digital time stamp

e Public key value

e Hash algorithm used

e Reason for signing

e Location

e Contact information

¢ Name of entity that certified the content
e Expiration date of the digital certificate

Wherever feasible, the values for the above fields shall be
extracted from the digital certificate that was used to create the
digital signature. (Release 1B; Must)

The system shall provide the flexibility to add new fields. (Release
1B; Must)

The system shall have the capability to confirm that the digital
certificate that was used to create the digital signature is valid and
accurate. As a result of the validation check, the system should
notify users if the digital certificate is valid, invalid, or can not be
validated. (Release 1B; Must)

The system shall have the capability to perform a bit for bit
comparison of the digital object as it was at the time of signing
against the document as it was at the time of the validation check.
As a result of the validation check, the system should notify users
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if the content has been modified, has not been modified, or if the
system cannot determine if the content has been modified.
(Release 1B; Must)

4.6.2.7.3.7 The digital signature shall include the date and time that the digital

signature was applied to content, and the expiration date of the
digital certificate. (Release 1B; Must)

4.6.2.7.3.8 Non-revoked certificates shall display a valid status regardless of

the expiration date of the digital certificate. The validity of the
digital certificate shall be based on the certificate validity at the
time and date the content was digitally signed. (Release 1B;
Should / Release 2; Must)

4.6.2.7.3.9 For electronic presentation, validation shall be done automatically

without End User intervention. (Release 1B; Should / Release 2;
Must)

46.2.8 Re-authentication of Content

The system must provide the capability to re-authenticate content that has
already been authenticated (e.g., expired certificate). (Release 1A; Could)

The system must provide the capability to notify GPO System Administrators
when content needs to be re-authenticated. (Release 1A; Could)

The system must provide the capability for GPO to change or revoke the
authentication status of content. (Release 1A; Must)

46.2.9 Authentication Standards/Best Practices

The system must have the capability to support RSA Digital Signature in
accordance with IETF RFC 3447. (Release 1A; Must)

The system must have the capability to support PKCS #1 for RSA key pair for
digital signatures. (Release 1A; Must)

The system must have the capability to support IEFT Public Key
Infrastructure (PKIX) X. 509 v. 3 standards for certificate compatibility.
(Release 1A; Must)

The system must have the capability to support PKCS #1, #7, #11, and #12.
(Release 1A; Must)

The system must have the capability to support ITU X.509 version 3 standard
for certificate format. (Release 1A; Must)

The system must have the capability to support up to 2048-bit RSA
public/private key generation (asymmetric algorithm). (Release 1A; Must)

The system must have the capability to support cryptographic standards in
accordance with the FIPS 140 series. (Release 1A; Must)
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4.6.2.9.7.1 The system must have the capability to comply with HMS FIPS

4.6.2.9.8

4.6.2.9.9

4.6.2.9.10

4.6.2.9.11

4.6.2.9.12

4.6.2.9.13

4.6.2.9.14

4.6.2.9.15

4.6.2.9.16

4.6.2.9.17
4.6.2.9.18

4.6.2.9.19

4.6.2.9.20

4.6.2.10.1

4.6.2.10.2

4.6.2.10.3

140-2.

The system must have the capability to support FIPS 180-2 for SHA-1, SHA-
256, SHA-384, and SHA-512. (Release 1A; Must)

The system must have the capability to support Redundancy Checking
including Cyclic Redundancy Checking (CRC) and checksum. (Release 1A;
Must)

The system must have the capability to support XML Digital Signature
standards RFC 3275 and XMLDSIG. (Release 1A; Must)

The system must have the capability to support AES encryption standard
FIPS 197. (Release 1A; Must)

The system must have the capability to support XML Encryption standard
XMLENC. (Release 1A; Must)

The system must have the capability to support TDES ANSI X9.52. (Release
1A; Must)

The system must have the capability to support SSL / TLS. (Release 1A,;
Must)

The system must have the capability to support LDAP IETF RFC 2251.
(Release 1A; Must)

The system must have the capability to support ITU X.500. (Release 1A;
Must)

The system must have the capability to support SAML. (Release 1A; Must)

The system must be based on open standards including ITU, ISO, PKCS,
IETF, ANSI and other open standards. (Release 1A; Must)

The system must accommodate updates to the above cryptographic
standards. (Release 1A; Must)

The system must have the capability to comply with current electronic
signature guidance from the National Archives and Records Administration
including “Records Management Guidance for Agencies Implementing
Electronic Signature Technologies.” (Release 1A; Must)

4.6.2.10 Authentication Records Management

The system must create administrative records of authentication processes.
(Release 1A; Must)

The system must create transaction records of administrative processes.
(Release 1A; Must)

The system must support an audit capability for content certification.
(Release 1A; Must)
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4.6.2.10.4 The system must support an audit capability for content validation. (Release

1A; Must)

4.6.2.10.5 The system must comply with GPO and Federal records management
policies. (Release 1A; Must)

46.2.11 Authentication Metadata

4.6.2.11.1 The system must provide the capability to include authentication and
certification information in metadata. (Release 1A; Must)

4.6.2.11.1.1 Authenticity metadata shall have the capability to include the
following: (Release 1A; Must)

Source of deposited, harvested, and converted content.

Content Originator identity and authority to publish for
deposited content.

Source of tangible content that was used to created converted
content.

Chain of custody information excluding information about End
User chain of custody.

4.6.2.11.1.2 Integrity metadata shall have the capability to include the
following: (Release 1A; Must)

Information about any pre-ingest and ingest integrity checks
for transmission to the system and any integrity checks within
the system.

What changed (e.g., deleted text, no changes).
Changed by (e.g., unknown user/Joe Smith/system).
Where (e.g., page 7).

When (e.g., 10/272006 6:01 am).

4.6.2.11.1.3 Non-repudiation metadata shall have the capability to include the
following: (Release 1A; Must)

Sender (identity and proof).
Recipient (identity and proof).

4.6.2.11.1.4 Intended Use metadata shall have the capability to include the
following: (Release 1A; Must)

Content Originators have designated that specific content
delivery methods, file formats, or content presentations must
be used for the purpose of citation in a court. Examples
include print, PDF, current version, content harvested from
specific site, content digitized from a specific collection.
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3.24.7 Version Control

Version control is a strategic goal to be met by FDsys. Version control in the FDsys will
evaluate and establish the version of a piece of content and subsequently track it
through its entire life cycle.

Version control will be called upon to analyze Content Packages and assign the
appropriate version identifier, consistent with requirements for version triggers and chain
of custody. The chain of custody will be reflected in metadata.

Serials control, which uses metadata to identify and manage the relationships among the
issues or volumes of serially-issued publications, is a bibliographic control issue and is
addressed in the cataloging and reference tools requirements. The Monthly Labor
Review is an example of a serially-issued title, in which each individual issue is related to
those before and after it, but is comprised of different content.

Other relationships between iterations of specific content, such as the progression from
a congressional bill to a public law in slip form to publication in the United States Code,
are content management issues, and are addressed in the overview of the content
processing section.

Users, including all categories in the FDsys User Class model, want to be certain that
they are using the version of information that meets their needs and to be able to track
the history of changes that may have occurred. In the case of Federal information,
multiple versions of Government publications may be available on public Web sites. This
can be confusing and potentially damaging to users who are not aware of the version
status of the content. Version control is a necessary operation in the management and
dissemination of digital content to ensure that users are accessing the appropriate or
desired content.

Version control is a critical function of GPO’s FDsys. But in order for this functionality to
work in the system context, GPO will need to fully define what constitutes a unique
manifestation of a publication across all publication formats (e.g., monograph, serial).

GPO envisions that the process of version control will include acquiring, cataloging,
storing, preserving, indicating relationships among, and retrieving different versions of
content. This process may be accomplished by assessing various document attributes
(e.g., structure, content, and format), creating metadata about these attributes,
monitoring changes to the attributes, updating the metadata to indicate changes to the
attributes, and creating links to related documents. The version control process within
the FDsys will be automated whenever possible, but subjective evaluation and
interpretation by Service Specialists may be a critical requirement at various points
through the process.

3.24.7.1 Current Situation

Version control at GPO is currently combined with GPO’s bibliographic processes, as
well as the ILS and currently operational PKI systems.
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GPO provides bibliographic control by observing a set of international rules and
standards, as well as local practices to create and maintain bibliographic records. The
standards, rules, terminology, and definitions were originally formulated to address “book
format” terminology and the traditional relationships within the book industry with
publishers, distributors, and libraries. GPO’s current functional requirements for
bibliographic control are derived from the Machine-Readable Cataloging (MARC) 21
standards. Elements of version control, in particular chain of custody functionalities, are
being addressed to some degree by GPOQO’s planned rollout of PKI.

3.2.4.7.2 Requirements for Version Control
4.7.2.1 Version Control Core Capabilities

4.7.21.1 The system shall have the ability to assign unique version identifiers to
content packages that do not already contain version identifiers. (Release 1A;
Should / Release 1C; Must)

4.7.2.1.1.1 Version identifiers will be created at the time the version detection
mechanism has activated a version trigger and detected a new
version.

4.7.2.1.2 The system shall record existing version identifiers. (Release 1A; Must)
47.21.2.1 Recorded version identifiers will be human and machine readable.

4.7.2.1.3 The system must allow authorized users to input, view, and manage version
information. (Release 1A; Must)

4.7.2.1.4 The system shall have the capability to alert a Service Specialist and Content
Originators when duplicate content is rejected. (Release 1A; Should /
Release 1B; Must)

4.7.2.1.5 The system shall log all version history. (Release 1A; Must)

4.7.2.1.5.1 The version history log shall be incorporated into the package’s
metadata.

4.7.2.1.6 The system shall provide the capability to apply version control to work in
progress content. (Release 1A; Could / Release 1C; Should; Release 2;
Must)

4.7.2.2 Version Triggers
4.7.2.2.1 The system must apply rules for version triggers. (Release 2; Must)

4.7.2.2.1.1 The system shall apply rules for version triggers to groups of
related content as defined by GPO business units.

4.7.2.2.1.2 Content Evaluators must be able to modify rules for version
triggers.
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4.7.2.2.2 The system shall detect version triggers as defined by GPO business units.
Version triggers include, but are not limited to, the following: (Release 2;
Must)

¢ Modifications to the content

o Changes to the “last updated” date

e Changes to a publication’s title

o Changes to a publication’s edition statement

¢ Changes in the issuing agency of a publication
¢ Changes in file format (e.g., TIFF to JPEG)

o Changes to the publication’s numbering scheme (e.g., volume 100, issue
50, year 2005, etc.)

e Version designation changes by Content Originator

4.7.2.2.3 The system shall provide the capability to alert users when version triggers
have been activated. (Release 2; Must)

4.7.2.2.3.1 This will be done through channels that include push and pull
technologies (e.g., notifications lists, RSS feeds).

4.7.2.2.4 The system shall provide the capability to notify designated GPO Service
Specialists when a version cannot be determined. (Release 2; Must)

47.2.3 Version Detection

4.7.2.3.1 The system shall determine if version identifiers are present in content
packages. (Release 1A; Must)

4.7.2.3.1.1 Version identifiers will be stored in metadata.

47.2.4 Version Metadata

4.7.2.4.1 The system shall express version information in metadata. (Release 1A,
Must)

4.7.24.1.1 The system will update the metadata to indicate changes to
attributes (e.g., structure, content, format, etc.).

4.7.2.4.2 The system shall record chain of custody in metadata (e.g., who created the
content, when it was created, who approved the content for release, etc.).
(Release 1A; Must)

4.7.2.5 Version Relationships

4.7.2.5.1 The system shall determine and record relationships between versions (e.g.,
version links). (Release 1A; Must)
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4.7.2.5.1.1 The system will establish links to related documents identified
through version information in metadata.

4.7.2.5.1.2 Reference to these relationships will be permanently available.

4.7.2.5.1.3 The system must be able to render relationship information so that
it is human-readable.

4.7.2.6 Version Notification

4.7.2.6.1 The system shall have the capability to notify users which version of content
they are accessing. (Release 1B; Must)

4.7.2.6.1.1 The system shall have the capability to notify users of the number
of available versions of selected content. (Release 1B; Must)

4.7.2.6.1.2 The system shall have the capability to notify users that they are
not viewing the latest available version of selected content.
(Release 1B; Must)

4.7.2.6.1.3 The system shall have the capability to notify users of the
relationship between the version of the content they are accessing
and the latest version. (Release 1B; Must)

4.7.26.1.4 The system shall have the capability for users to view the
difference in the content between versions. (Release 3; Must)

4.7.2.6.1.5 The system shall have the capability to notify users that access to
a version is restricted. (Release 1B; Must)

3.2.5 INFRASTRUCTURE

3.2.5.1 Workflow

Workflows are utilized in the FDsys to automate business processes. Workflows will also
allow manual interaction with the system if the business function requires such human
interaction.

The system shall provide the capabilities to define, execute and monitor the workflows at
various granularity levels. The system shall provide GUI tools for users to perform the
workflow management tasks.

Traditionally, workflows are backed up by workflow engines that are mainly concerned
with the flow patterns, tasks and their transitions within the workflow. Driven primarily by
business needs, the BPM (Business Process Management) has emerged to address
issues beyond the flow of work and execution of tasks that have been handled by
workflow engines. Technically BPM can be considered a superset of workflow. It is
concerned with the definition (BPMN, Business Process Modeling Notation), execution
(BPEL, Business Process Execution Language) and management of business
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processes. Also BPM addresses application interfaces explicitly, and is capable of
coordinating activities across multiple applications.

This document describes the overall requirements for workflows in the FDsys. A specific
workflow shall be defined according to its concrete business requirements. Both the
workflow engine based approach and the BPM approach should be evaluated to fulfill
the specific business needs during the course of concept selection.

3.251.1 Current Situation

Currently, GPO accepts content from many different areas and runs various processes
on the content. These processes are part of the various workflow tasks, but many of
these tasks are manual and undocumented. The workflows that are documented are
generally not defined in the same manner as workflows from other areas within GPO.

IT is currently working on defining workflows, and is looking at operation-based
workflows for In-Plant Production. Recent workflows for the Plant have been created
with Popkin, and some of these workflows may translate and/or be rolled over into
FDsys workflows.

3.25.1.2 Requirements for Workflow
5.1.2.1 Workflow Core Capabilities

5.1.2.1.1 The system shall provide the capability to define workflows. (Release 1A;
Must)

5.1.2.1.1.1 The workflow definition shall be in the XML form conforming to a
well established schema, such as XML Process Definition
Language (XPDL) of Workflow Management Coalition (WfMC) or
the Business Process Execution Language (BPEL) schema.

5.1.2.1.1.2 The system shall provide the capability to validate workflow
definitions against the established schema.

5.1.2.1.2 The system shall provide the capability to create new versions of existing
workflows. (Release 1A; Must)

5.1.2.1.3 The system shall provide the capability to test new versions of existing
workflows without interrupting the current workflow. (Release 1A; Must)

5.1.2.1.4 The system shall provide the capability to place new versions of workflow into
production. (Release 1A; Must)

5.1.2.1.41 The system shall provide the capability to deploy newly developed
or modified workflows without interruption to other workflows.

5.1.2.1.5 The system shall provide the capability to replace current versions of
workflows with previous versions when required without interruption to other
workflows. (Release 1A; Must)

5.1.2.1.6 The system shall provide the capability to manage business rules. (Release
1A; Must)
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5.1.2.1.6.1 The business rules shall support user-defined hierarchy structure
(e.g. related rules are self-aware of precedence).

5.1.2.1.7 The system shall provide the capability to manage manual activities.
(Release 1A; Must)

5.1.2.1.8 The system shall provide the capability to manage automated activities.
(Release 1A; Must)

5.1.2.1.9 The system shall provide the capability to assign comments on jobs/activities.
(Release 1B; Must)

5.1.2.1.10 The system shall provide the capability for checkpointing critical workflow
status and processes (e.g. taking a snapshot of the current system in the
event of a system failure). (Release 1A; Must)

5.1.2.1.10.1 The system shall provide the capability for saved data from
checkpointing to be portable to other failover locations.

5.1.2.1.10.2 The system shall provide the capability for the frequency of
checkpointing the system to be controlled by the user.

5.1.2.1.10.2.1 The system shall provide the capability for
checkpointing to be automated or manually controlled.

5.1.2.1.10.3 The system shall provide the capability for the user to control the
scope of the data captured by checkpointing.

5.1.2.1.10.4 The checkpointing of the system shall be transparent to the user.

5.1.2.1.11 The system shall store information related to workflows in metadata.
(Release 1A; Must)

5.1.2.1.11.1 The system shall store information about workflows in metadata.
5.1.2.1.11.2 The system shall store information about jobs in metadata.

5.1.2.1.11.3 The system shall store information about activities in metadata.

5.1.2.2 Workflow - Control of Execution

5.1.2.2.1 The system shall provide the capability to control the execution of activities.
(Release 1A; Must)

5.1.2.2.1.1 The system shall provide the capability to sequence activities to
optimize operations. (Release 1A; Could / Release 2; Must)

5.1.2.21.2 The system shall provide the capability to schedule for manual
and automated activities. (Release 1A; Could / Release 1B; Must)

5.1.2.2.1.21The system shall provide the capability to assign
deadlines for jobs/activities.

5.1.2.2.1.2.2The system shall provide the capability to assign
estimated completion times for jobs/activities.
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The system shall provide the capability to assign human
resources to manual activities. (Release 1A; Could)

The system shall provide the capability to suspend and resume
activities. (Release 1A; Must)

The system shall provide the capability to restart activities.
(Release 1A; Must)

The system shall provide the capability to cancel activities.
(Release 1A; Must)

The system shall provide the capability to log activities. (Release
1A; Must)

The system shall provide the capability to manage work lists of
activities. (Release 1A; Must)

The system shall provide the capability to perform actions on a
batch of activities. (Release 1A; Must)

5.1.2.2.2 The system shall provide the capability to control the execution of jobs.
(Release 1A; Must)

5.1.2.2.2.1

5.1.2.2.22

51.2.2.23

512224

The system shall provide the capability to sequence jobs to
optimize operations. (Release 1A; Should)

The system shall provide the capability to suspend and resume
jobs. (Release 1A; Must)

The system shall provide the capability to cancel a job. (Release
1A; Must)

The system shall provide the capability to adjust the priority of a
job at any time. (Release 1A; Must)

5.1.2.2.2.41The system shall provide the capability to adjust the

5.1.2.2.25

5.1.22.26

5.1.2.2.2.7

priority of a job manually or automatically.

The system shall provide the capability to log jobs. (Release 1A;
Must)

The system shall provide the capability to manage work lists of
jobs. (Release 1A; Must)

The system shall provide the capability to perform actions on a
batch of jobs. (Release 1A; Must)

5.1.2.3 Workflow - Monitoring
5.1.2.3.1 The system shall provide a monitoring tool for all workflow activities. (Release

1A; Must)

5.1.2.3.1.1

The monitoring tool shall provide the capability to visualize a set of
activities. (Release 1A; Must)
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5.1.2.3.1.2 The monitoring tool shall provide the capability for the user to
customize views. (Release 1A; Could / Release 2; Must)

5.1.2.3.1.3 The monitoring tool shall provide the capability to save customized
views for future use. (Release 1A; Could / Release 2; Must)

5.1.2.3.1.4 The monitoring tool shall provide the capability for users to
monitor processing history. (Release 1A; Must)

5.1.2.3.1.4.1 The monitoring tool shall provide the capability for users
to monitor processing history over a specified time
period. (Release 1A; Could / Release 2; Must)

5.1.2.3.1.5 The monitoring tool shall report performance measures, including
but not limited to: (Release 1A; Must)

o Throughput
e Delay
e Load

5.1.2.3.2 The system shall provide the capability for users to monitor jobs or groups of
jobs. (Release 1A; Must)

5.1.2.3.2.1 The system shall provide the capability for users to monitor one or
more jobs simultaneously.

5.1.2.3.2.2 The system shall provide the capability to monitor planned,
scheduled and actual times for selected jobs.

5.1.2.3.2.3 The system shall provide the capability to group jobs with a
defined status.

5.1.2.3.3 The system shall provide the capability for users to monitor activities or
groups of activities. (Release 1A; Must)

5.1.2.3.3.1 The system shall provide the capability for users to monitor one or
more activities simultaneously.

5.1.2.3.3.2 The system shall provide the capability to monitor planned,
scheduled and actual times for selected activities.

5.1.2.3.3.3 The system shall provide the capability to group activities with a
defined status.

5.1.2.4  Workflow - Resource Requirements

5.1.2.4.1 The system shall provide the capability to estimate resource requirements
associated with internal workflow. (Release 1A; Could / Release 1B; Must)

5.1.2.4.2 The system shall provide the capability to estimate resource requirements
associated with external workflow. (Release 1A; Could / Release 1B; Must)

5.1.2.4.3 The system shall provide the capability to estimate resource requirements for
automated and manual activities. (Release 1A; Could / Release 1B; Must)
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5.1.25 Workflow - Notification

The system shall provide the capability to associate notifications with
workflows. (Release 1A; Must)

The system shall provide the capability to manage notifications attached to
workflows. (Release 1A; Must)

The system shall send notifications including but not limited to e-mail and the
user’s screen. (Release 1A; Must)

The system shall provide the capability to configure the list of recipients of
notifications. (Release 1A; Must)

The system shall provide the capability to escalate notifications. (Release 1A;
Should)

5.1.2.6 Workflow - Security

The system shall provide the capability to have security controls on workflow
activities. (Release 1A; Must)

5.1.2.6.1.1 The security control (allow or deny actions) shall be rule based.

(Release 1A; Must)

5.1.2.6.1.2 Manual activities in the workflows shall be assigned with one or

more security rules. (Release 1A; Must)

5.1.2.7 Workflow - User Interface

The system shall provide a Graphical User Interface (GUI) edit tool to
manage workflow definitions and executions. (Release 1A; Must)

The Monitoring Tool shall contain a GUI for all workflow monitoring
capabilities. (Release 1A; Must)

3.2.5.2 Storage Management

Storage management will provide and coordinate access, backup, and archiving of
authentic and official Government information as well as ensure data reliability. Storage
management will consist of facilities that are scalable and support increasing and
changing storage requirements.

Storage Types

e Networked High Performance Storage — High performance, high availability
storage.
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o Networked Moderate Performance Storage - Moderate performance and
availability storage for less critical information.

o Low Criticality - Low Cost Storage - Designed for high storage capacity and low
cost, low criticality redundant storage.

o Failover Storage - Separate storage location to allow access to all data in the
event of an emergency with primary storage.

e Back-up Retrieval Media Storage - Off-site backup of critical data.

e Mid-term Archival Storage - Moderate capacity of offline storage with archival
capabilities for at least 10 years.

o Long-term Permanent Archival Storage - Large capacity of offline storage with
archival capabilities for at least 100 years.

Storage Categories
e Work In Progress Storage (WIP)
¢ Archival Information Storage (AIS)
e Access Content Storage (ACS)

o Business Process Storage (BPS)

WIP | AIS ACS | BPS
Networked High Performance Storage Yes No Yes Yes
Networked Moderate Performance Storage | No Yes Yes Yes
Low Criticality - Low Cost Storage No No Yes Yes
Failover Storage Yes Yes Yes Yes
Back-up Retrieval Media Storage Yes Yes Yes Yes
Mid-term Archival Storage Yes No Yes Yes
Long-term Permanent Archival Storage No Yes Yes Yes

3.25.2.1 Current Situation

GPO is currently running a Network Appliance NAS FAS940C Cluster in operation. This
is the major component in the near term infrastructure according to Infrastructure
Management. In general, GPO has a very heterogeneous storage environment across
mainframe, Vax, and Unix environments.

3.25.2.2 Requirements for Storage Management
5.2.2.1 Storage Core Capabilities

5.2.2.1.1 The system shall support error-free retrieval of data to network storage at
rated network speeds (e.g., 2 Gbps). (Release 1A; Must)
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The system shall be capable of providing a secure repository environment for
all storage. (Release 1A; Must)

The system shall provide the ability to move content into and between stores
transparently. (Release 1A; Must)

5.2.2.2 Networked High Performance Storage

Networked High Performance Storage shall have the ability to store data
dynamically in high performance-high availability stores and external Content
Delivery Networks (CDN) based on hit rate/criticality of content. (Release 1A;
Must)

5.2.2.2.1.1 Networked High Performance Storage shall have the capability to

manage the threshold hit rate for content to automatically move to
the Network High Performance Storage.

5.2.2.2.1.2 Networked High Performance Storage shall have the capability to

manage the criticality of specific content for Network High
Performance Storage.

The system shall have the capability to utilize external storage Service
Providers. (Release 1A; Must)

Networked High Performance Storage shall have the capability to support
direct application access with latency in application performance less than 1
second. (Release 1A; Must)

Networked High Performance Storage shall be able to support automated
fail-over without buffer application data loss. (Release 1A; Must)

Networked High Performance Storage shall operate reliably to allow less than
0.1% downtime. (Release 1A; Must)

Networked High Performance Storage shall have record management
capabilities. (Release 1A; Must)

Networked High Performance Storage shall have redundant components that
will take over in the event of a hardware failure in the primary part. (Release
1A; Must)

5.2.2.2.7.1 The system shall allow the switchover to redundant components

via either user action or automatic processes.

Networked High Performance Storage shall be able to support hot-spare
standby drives (e.g. extra drives installed in the disk array that automatically
come online in the event of a disk failure). (Release 1A; Must)

5.2.2.2.8.1 Networked High Performance Storage shall allow the switchover

to redundant components via either user action or automatic in
case of failure.
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Networked High Performance Storage shall have a full-system battery
backup to allow the disk array to remain operational in the event of a power
outage. (Release 1A; Must)

5.2.2.3 Networked Moderate Performance Storage

Networked Moderate Performance Storage shall support static and dynamic
storage assignment. (Release 1A; Must)

Networked Moderate Performance Storage shall have limited scalability (e.qg.,
multi- tens of terabyte capacities). (Release 1A; Must)

Networked Moderate Performance Storage shall have open support (control
of its resources) for a consolidated storage management back plane.
(Release 1A; Must)

Networked Moderate Performance Storage shall operate reliably to allow less
than 0.2% downtime. (Release 1A; Must)

Networked Moderate Performance Storage shall have the capability to
support direct application access with latency in application performance less
than 3 seconds. (Release 1A; Must)

5.2.2.4 Low Criticality- Low Cost Storage

Low Criticality - Low Cost Storage shall support low cost devices (e.g., Serial
ATA storage drives). (Release 1A; Must)

Low Criticality - Low Cost Storage shall allow central control and allocation of
storage resources. (Release 1A; Must)

Low Criticality - Low Cost Storage shall allow RAID 0 thru 5 configurations.
(Release 1A; Must)

Low Criticality - Low Cost Storage shall allow scaling and partitioning.
(Release 1A; Must)

Low Criticality - Low Cost Storage shall operate reliably with less than 0.3%
downtime. (Release 1A; Must)

5.2.25 Failover Storage

Failover Storage shall have a fault tolerance-system able to survive local
environmental casualties. (Release 1A; Must)

Failover Storage shall be able to reconstitute and switch-over to alternate
systems at a remote site in the event of local catastrophic damage. (Release
1A; Must)
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5.2.2.5.2.1 Failover Storage shall allow the switchover to redundant
components via either user action or automatic in case of failure.

5.2.2.5.3 Failover Storage shall allow RAID 0 thru 5 configurations. (Release 1A; Must)

5.2.2.5.4 Failover Storage shall support alternate pathing (e.g., ability to automatically
switch between input/output (I/0) paths in the event of a failure in one of the
paths). (Release 1A; Must)

5.2.2.6 Backup Retrieval Media Storage

5.2.2.6.1 Back-up Retrieval Media Storage shall be able to accomplish periodic backup
on mass removable storage media. (Release 1A; Must)

5.2.2.6.1.1 Back-up Retrieval Media Storage shall allow users to manage
periodic backup schedules.

5.2.2.6.1.2 Back-up Retrieval Media Storage shall allow backups on multiple
types of mass removable storage media.

5.2.2.6.2 Back-up Retrieval Media Storage shall be able to accomplish a full back-up of
all critical data in less than six hours or scheduled periodically over 24 hours.
(Release 1A; Must)

5.2.2.6.2.1 Back-up Retrieval Media Storage shall allow users to manage
which data is listed as critical.

5.2.2.6.2.2 Back-up Retrieval Media Storage shall allow users to manage the
backup schedule.

5.2.2.6.2.3 Back-up Retrieval Media Storage shall not interfere with current
system processes.

5.2.2.6.3 Back-up Retrieval Media Storage shall have battery backed-up cache (e.g.,
battery power that protects any data that happens to be in cache at the time
of a power interruption). (Release 1A; Must)

5.2.2.6.4 Back-up Retrieval Media Storage shall support mirrored cache (e.g., the
process of mirroring the write data in cache as a further method of data
protection). (Release 1A; Must)

5.2.2.6.4.1 Back-up Retrieval Media Storage shall allow users to manage
which data should be mirrored and where it should be stored.

5.2.2.6.5 Back-up Retrieval Media Storage shall have cache or disk scrubbing (e.g., a
method of proactively testing data for errors even when the cache or disk is
inactive, so that problems can be detected before they can disrupt data flow).
(Release 1A; Must)

5.2.2.6.5.1 Back-up Retrieval Media Storage shall allow users the ability to
both schedule and manually scrub disks/caches.

5.2.2.6.6 Back-up Retrieval Media Storage must be able to support remote mirroring,
or the process of copying data to a second disk array, often housed in a
separate location from the originating disk array. (Release 1A; Must)
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5.2.2.7 Mid-term Archival Storage

5.2.2.7.1 Mid-term Archival Storage shall have off-line storage and indexing capability
for 100's of Terabytes of data. (Release 1A; Must)

5.2.2.7.2 Mid-term Archival Storage shall preserve data integrity and quality for no less
than 10 Years in a data center environment. (Release 1A; Must)

5.2.2.8 Long-term Permanent Archival Storage

5.2.2.8.1 Long-term Permanent Archival Storage shall have off-line storage and
indexing capability for multiple Petabytes of data. (Release 1A; Must)

5.2.2.8.2 Long-term Permanent Archival Storage shall have a remote storage site over
600 miles from the main GPO facility. (Release 1A; Must)

5.2.2.8.3 Long-term Permanent Archival Storage site must preserve physical data
integrity and quality for no less than 100 Years under controlled storage
conditions (e.g., 70° F, 60% Humidity). (Release 1A; Must)

5.2.2.9 Functional Data Storage
5.2.2.9.1 Work In Progress (WIP) Storage (Release 1A; Must)
5.2.2.9.1.1 WIP Storage shall contain Networked High Performance Storage.
5.2.2.9.1.2 WIP Storage shall contain Mid-term Archival Storage.
5.2.2.9.1.3 WIP Storage shall contain Failover Storage.
5.2.2.9.1.4 WIP Storage shall contain Back-up Retrieval Media Storage.
5.2.2.9.1.5 WIP Storage shall contain both content and metadata.
5.2.2.9.2 Archival Information Storage (AlIS) (Release 1A; Must)
5.2.2.9.2.1 AIS shall contain Networked Moderate Performance Storage.
5.2.2.9.2.2 AIS shall contain Long-term Permanent Archival Storage.
5.2.2.9.2.3 AIS shall contain Failover Storage.
5.2.2.9.2.4 AIS shall contain Back-up Retrieval Media Storage.
5.2.2.9.2.5 AIS shall exist in isolation of other system stores.

5.2.2.9.26 AIS content must remain free from corruption and remain
accessible as GPO undergoes changes in information technology
and infrastructure.

5.2.2.9.2.7 AIS shall contain both content and metadata.
5.2.2.9.3 Access Content Storage (ACS) (Release 1B; Must)
5.2.2.9.3.1 ACS shall contain Networked High Performance Storage.
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5.2.2.9.3.2 ACS shall contain Networked Moderate Performance Storage.
5.2.2.9.3.3 ACS shall contain Low Criticality - Low Cost Storage.
5.2.2.9.3.4 ACS shall contain Mid-term Archival Storage.

5.2.2.9.3.5 ACS shall contain Long-term Permanent Archival Storage.
5.2.2.9.3.6 ACS shall contain Failover Storage.

5.2.2.9.3.7 ACS shall contain Back-up Retrieval Media Storage.
5.2.2.9.3.8 ACS shall contain both content and metadata.

52294

Business Process Storage (BPS) (Release 1A; Must)

5.2.2.9.4.1 BPS shall contain Networked High Performance Storage.
5.2.2.9.4.2 BPS shall contain Networked Moderate Performance Storage.
5.2.2.9.4.3 BPS shall contain Low Criticality - Low Cost Storage.
5.2.2.9.4.4 BPS shall contain Mid-term Archival Storage.

5.2.2.9.4.5 BPS shall contain Long-term Permanent Archival Storage.
5.2.2.9.4.6 BPS shall contain Failover Storage.

5.2.2.9.4.7 BPS shall contain Back-up Retrieval Media Storage.

5.2.2.10.1

5.2.2.10.2

5.2.2.10.3

5.2.2.104

5.2.2.10.5

5.2.2.10.6

5.2.2.10 Storage System Standards

The system shall integrate with Unix and Windows based Directory Services
(Lightweight Directory Access Protocol, Active Directory), and role based
access. (Release 1A; Must)

The system shall support multiple file systems including but not limited to:
Windows XP Filesystem, Linux File System, SunOS File System, Solaris
Filesystem, Apple, FAT, FAT32, VFAT, NTFS, HPFS, EXT2. (Release 1A;
Must)

The system shall utilize common Redundant Array of Independent Disks
(RAID) Disk Data Format (DDF) architecture. (Release 1A; Must)

The system shall conform to common protocols, including but not limited to:
Apple File Protocol (AFP), Network File System (NFS), SMB and CIFS
protocols, Simple Network Management Protocol (SNMP), Internet Small
Computer Systems Interface (iSCSI), Internet Fibre Channel Protocol (iFCP),
Fibre Channel over IP (FCIP), Serial across SCSI (SAS), and Serial ATA.
(Release 1A; Must)

The system shall allow interaction with management information bases (MIB)
via SNMP, and must conform to or interoperate within Object-based Storage
Device (OSD) specification. (Release 1A; Must)

The system storage shall support ANSI INCITS 388-2004 Storage
Management Initiative Specification. (Release 1A; Must)
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5.2.2.10.7 The system back-up tapes shall conform to Linear Tape-Open (LTO)
standard. (Release 1A; Must)

5.2.2.11 Storage - Monitoring

5.2.2.11.1 The system shall have the capability to be monitored for real-time health of
the system components. (Release 1A; Must)

5.2.2.11.2 Monitoring shall have the capability to have conditional thresholds
customized to allow timely preventative maintenance. (Release 1A; Must)

5.2.2.11.3 The system shall have the ability to send alerts to users via multiple channels
should a performance problem, failure condition or impending failure be
detected. (Release 1A; Must)

5.2.2.11.3.1 The system shall send natifications including but not limited to
notifications on appropriate user screen and e-mail.

5.2.2.11.3.2 The system shall allow for the definition and management of
different levels of notification by users.

5.2.2.11.4 The system shall have the capability to monitor real-time performance of the
system in terms of service levels. (Release 1A; Must)

5.2.2.11.5 The system shall have the ability to monitor data access history and evaluate
appropriate storage in terms of cost and performance, in accordance with the
FDsys Data Mining requirements. (Release 1A; Must)

5.2.2.11.6 The system shall have the ability to monitor health of externally hosted data
stores. (Release 1A; Must)

5.2.2.11.7 The system shall support user configurable RAID levels. (e.g., the ability to
configure storage RAID levels in the field without vendor intervention).
(Release 1A; Must)

5.2.2.12 Storage - Preventive Action

5.2.2.12.1 The system shall have the ability to have automated preventative actions
configured to allow critical failures from causing data loss. (Release 1A; Must)

5.2.2.12.2 The system shall have the ability to allow hot swapping of components should
a failure condition be detected. (Release 1A; Must)

5.2.2.12.3 The system shall have the ability to dynamically move data to improve
system performance. (Release 1A; Must)

5.2.2.12.4 The system shall be able to execute non-disruptive microcode updates or
replacements or the ability to update or replace the RAID controller
microcode without having to shut down the disk array. (Release 1A; Must)
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5.2.2.13 Storage - Data Integrity
5.2.2.13.1 The system shall allow for securing of partitions. (Release 1A; Must)
5.2.2.13.2 The system shall allow encryption of logical content. (Release 1A; Must)

5.2.2.13.3 The system shall have the capability to limit access to data via role-based
security. (Release 1A; Must)

5.2.2.14 Storage - Allocation

5.2.2.141 The system shall support the management of heterogeneous storage
architectures (e.g. direct attached storage (DAS), network attached storage
(NAS), storage area network (SAN)). (Release 1A; Must)

5.2.2.14.2 The system shall have capability to have conditional thresholds customized to
allow automated reallocation of storage to meet application needs. (Release
1A; Must)

5.2.2.14.3 The system shall be able to allocate any compliant serial drive, and near-line
storage devices. (Release 1A; Must)

5.2.2.14.4 The system shall allow both manual and automated compression of data at
various compression levels for infrequently accessed data. (Release 1A;
Must)

5.2.2.14.5 The system shall be able to immediately allocate newly added storage
assets. (Release 1A; Must)

3.2.5.3 Security

The security functional element provides the appropriate confidentiality, integrity, and
availability functions for FDsys information and processes. It also governs access to
content (both authentication and authorization), assigning user rights (authorization), and
maintaining system security (administration and auditing). Finally, the security element
provides mechanisms for the necessary technical, operational, and management
controls for FDsys, including interfaces that it will have with other systems.

There are several important metrics for security that are important for FDsys. These
include:

Number of users
2. Number of documents (digital objects) to be managed
a. number of objects to manage access authorization controls
3. Number of documents archived

a. number of documents to ensure they are retained and are not
compromised

4. Number of documents harvested from external sites
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a. federal agency sites (documents must be inspected for malicious
code (e.g., viruses) before ingested to FDsys)

b. non-federal agency sites (documents are potentially even less trust
worthy than documents from federal agency electronic sources)

5. Number of transactions for content dissemination

a. financial transactions associated with FDsys operations and content
management functions

6. Number of IT systems that make up FDsys

a. each system will require resources to properly secure for the following
aspects:

i. operating system configuration
ii. system software patching
iii. virus scanning and protection

NOTE: These metrics are important to the magnitude of resources required, in terms of
personnel, equipment and processing power, required to properly secure FDsys for
effective operations.

3.25.3.1 Current Situation

Security subsystems are implemented and operational at GPO at both network and
application levels. Most security subsystems for GPO applications and business
processes are currently stove-piped, with little integration or information sharing between
the security levels. Content management, ingest and dissemination are currently
controlled from a security perspective as separate elements.

GPO has an existing information technology (IT) and content management environment.
Both environments have elements that require significant modernization to facilitate
achieving GPO’s mission. FDsys must have certain inherent system security capabilities
which must be satisfied and work in harmony with the agency IT and IT security
environment. The purpose of this document is to describe those capabilities and
requirements, and also broadly articulate the ways in which the GPO IT and information
security environment will relate to FDsys.

Existing GPO IT Security Environment

The GPO IT and information security environment that FDsys will integrate to has the
following major system elements:

1. Network perimeter security systems
a. Firewalls
2. Network and system intrusion monitoring

a. Network Intrusion Detection Systems (NIDs)
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b. Host Intrusion Detection Systems (HIDs)
3. Anti-Virus protection and malware (spyware, etc.) protection
4. Vulnerability Assessment system

These systems will provide essential security functions that will serve FDsys.

FDsys Security Environment

FDsys will supply the required application level security capabilities to meet GPO
requirements, while the GPO IT environment will supply the required infrastructure level
security capabilities.

In general, FDsys will provide the following security capabilities to meet GPO and
applicable federal security requirements:

1. Application level security
a. Application audit logging
b. Application user access controls
c. Application authentication controls
d. Application user administration systems and controls

3.2.5.3.2 Requirements for Security
53.21 Security - System User Authentication

5.3.2.1.1  The system shall have the capability to authenticate users based on a unique
user identity. (Release 1A; Must)

5.3.2.1.1.1 The system shall authenticate system and security administrators.

5.3.21.11.1 The system shall support user ID and password
authentication.

5.3.21.1.1.2 The system shall support a configurable minimum
password length parameter, settable by authorized
system administrators. The minimum value allowable
for this parameter is eight (8).

53.21.1.1.3 The system shall permit stronger authentication
techniques to be used for system and security
administrators (such as longer and/or more complex
passwords, public key certificate, and token based
authentication).

5.3.2.1.2 The system shall permit users to create a unique user identity for access to
the system. (Release 1A; Must)

5.3.2.1.2.1 The system shall enforce uniqueness of user identity. No two
users shall be allowed to use the exact same user identity.
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5.3.2.1.2.2 The system shall be capable of Identity Management system
functionality to facilitate provisioning of user identities for users
and system administrators.

5.3.2.1.2.2.1 The system shall be capable of Identity Management
system functionality to provide users and system
administrators with one single interface and control
point for provisioning and managing user identities.

5.3.2.1.2.3 A user shall only be allowed to manage attributes associated with
their own user identity.

5.3.2.1.3 The system shall display a message to users if they fail to authenticate.
(Release 1A; Must)

5.3.2.1.4 The system shall permit access to a default workbench for public End Users,
which does not require them to login. (Release 1A; Must)

5.3.2.1.5 The system shall verify the identity and authority of the Content Originator.
(Release 1A; Must)

5.3.2.2 Security - User Access Control

5.3.2.2.1 