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and Infrastructure Security of the Department on and
after such date.”

§ 652a. Sector Risk Management Agencies
(a) Definitions

In this section:

(1) Appropriate congressional committees

The term ‘‘appropriate congressional com-
mittees’” means—

(A) the Committee on Homeland Security
and the Committee on Armed Services in the
House of Representatives; and

(B) the Committee on Homeland Security
and Governmental Affairs and the Com-
mittee on Armed Services in the Senate.

(2) Critical infrastructure

The term ‘‘critical infrastructure’” has the
meaning given that term in section 5195c(e) of
title 42.

(3) Department

The term ‘“‘Department’ means the Depart-
ment of Homeland Security.

(4) Director

The term ‘“‘Director’” means the Director of
the Cybersecurity and Infrastructure Security
Agency of the Department.

(5) Secretary

The term ‘‘Secretary’” means the Secretary
of Homeland Security.

(7)1 Sector Risk Management Agency

The term ‘‘Sector Risk Management Agen-
cy’”’ has the meaning given the term in section
650 of this title.

(b) Critical infrastructure sector designation
(1) Initial review

Not later than 180 days after January 1, 2021,
the Secretary, in consultation with the heads
of Sector Risk Management Agencies, shall—

(A) review the current framework for se-
curing critical infrastructure, as described
in section 652(c)(4) of this title and Presi-
dential Policy Directive 21; and

(B) submit to the President and appro-
priate congressional committees a report
that includes—

(i) information relating to—
(I) the analysis framework or method-
ology used to—

(aa) evaluate the current framework
for securing critical infrastructure re-
ferred to in subparagraph (A); and

(bb) develop recommendations to—

(AA) revise the current list of crit-
ical infrastructure sectors des-
ignated pursuant to Presidential Pol-
icy Directive 21, any successor or re-
lated document, or policy; or

(BB) identify and designate any
subsectors of such sectors;

(IT) the data, metrics, and other infor-
mation used to develop the recommenda-
tions required under clause (ii); and

(ii) recommendations relating to—

180 in original. Probably should be “(6).

(I) revising—

(aa) the current framework for secur-
ing critical infrastructure referred to
in subparagraph (A);

(bb) the current list of critical infra-
structure sectors designated pursuant
to Presidential Policy Directive 21,
any successor or related document, or
policy; or

(cc) the identification and designa-
tion of any subsectors of such sectors;
and

(IT) any revisions to the list of des-
ignated Federal departments or agencies
that serve as the Sector Risk Manage-
ment Agency for a sector or subsector of
such section, necessary to comply with
paragraph (3)(B).

(2) Periodic evaluation by the Secretary

At least once every five years, the Sec-
retary, in consultation with the Director and
the heads of Sector Risk Management Agen-
cies, shall—

(A) evaluate the current list of designated
critical infrastructure sectors and subsec-
tors of such sectors and the appropriateness
of Sector Risk Management Agency designa-
tions, as set forth in Presidential Policy Di-
rective 21, any successor or related docu-
ment, or policy; and

(B) recommend, as appropriate, to the
President—

(i) revisions to the current list of des-
ignated critical infrastructure sectors or
subsectors of such sectors; and

(ii) revisions to the designation of any
Federal department or agency designated
as the Sector Risk Management Agency
for a sector or subsector of such sector.

(3) Review and revision by the President

Not later than 180 days after the Secretary
submits a recommendation pursuant to para-
graph (1) or (2), the President shall—

(A) review the recommendation and revise,
as appropriate, the designation of a critical
infrastructure sector or subsector or the des-
ignation of a Sector Risk Management
Agency; and

(B) submit to the appropriate congres-
sional committees, the Majority and Minor-
ity Leaders of the Senate, and the Speaker
and Minority Leader of the House of Rep-
resentatives, a report that includes—

(i) an explanation with respect to the
basis for accepting or rejecting the rec-
ommendations of the Secretary; and

(ii) information relating to the analysis
framework, methodology, metrics, and
data used to—

(I) evaluate the current framework for
securing critical infrastructure referred
to in paragraph (1)(A); and

(IT) develop—

(aa) recommendations to revise—

(AA) the list of critical infrastruc-
ture sectors designated pursuant to
Presidential Policy Directive 21, any
successor or related document, or
policy; or
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(BB) the designation of any subsec-
tors of such sectors; and
(bb) the recommendations of the Sec-
retary.

(4) Publication

Any designation of critical infrastructure
sectors shall be published in the Federal Reg-
ister.

(¢) Sector Risk Management Agencies
(1) Omitted

(2) Omitted

(3) References

Any reference to a Sector Specific Agency
(including any permutations or conjugations
thereof) in any law, regulation, map, docu-
ment, record, or other paper of the United
States shall be deemed to—

(A) be a reference to the Sector Risk Man-
agement Agency of the relevant critical in-
frastructure sector; and

(B) have the meaning given such term in
section 650 of this title.

(4) Omitted
(d) Report and auditing

Not later than two years after January 1, 2021
and every four years thereafter for 12 years, the
Comptroller General of the United States shall
submit to the Committee on Homeland Security
of the House of Representatives and the Com-
mittee on Homeland Security and Governmental
Affairs of the Senate a report on the effective-
ness of Sector Risk Management Agencies in
carrying out their responsibilities under section
6656d of this title.

(Pub. L. 116-283, div. H, title XC, §9002, Jan. 1,
2021, 134 Stat. 4768; Pub. L. 117-263, div. G, title
LXXI, §7143(d)(5), Dec. 23, 2022, 136 Stat. 3663.)

Editorial Notes
CODIFICATION

Section was enacted as part of the William M. (Mac)
Thornberry National Defense Authorization Act for
Fiscal Year 2021 and not as part of the Homeland Secu-
rity Act of 2002 which comprises this chapter.

Section is comprised of section 9002 of Pub. L. 116-283.
Subsec. (¢)(1) of section 9002 of Pub. L. 116-283 enacted
section 665d of this title. Subsec. (c)(2) of section 9002 of
Pub. L. 116-283 amended sections 195f, 321m, 651, 652, and
664 of this title. Subsec. (c)(4) of section 9002 of Pub. L.
116-283 amended the table of contents in section 1(b) of
the Homeland Security Act of 2002.

AMENDMENTS

2022—Subsec. (a)(5). Pub. L. 117-263, §7143(d)(5)(A)(),
(ii), redesignated par. (6) as (5) and struck out former
par. (5). Prior to amendment, text of par. (5) read as fol-
lows: ““The term ‘information sharing and analysis or-
ganization’ has the meaning given that term in section
671(5) of this title.”

Subsec. (a)(6), (7). Pub. L. 117-263, §7143(d)(5)(A)(ii),
(iii), which redesignated par. (7) as (6) and then directed
the general amendment of par. (7), was executed by
making the redesignation and generally amending par.
(6) as redesignated, to reflect the probable intent of
Congress. As amended, such par. remained designated
as (7). Prior to amendment, text of par. (7) read as fol-
lows: “The term ‘sector risk management agency’ has
the meaning given the term ‘Sector-Specific Agency’ in
section 651(5) of this title.”
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Subsec. (¢)(3)(B). Pub. L. 117-263, §7143(d)(5)(B), which
directed substitution of ‘‘given such term in section 650
of this title” for ‘‘given such term in section 651(5) of
this title”, was executed by making the substitution
for ‘‘give such term in section 651(5) of this title’’, to
reflect the probable intent of Congress.

Subsec. (d). Pub. L. 117-263, §7143(d)(5)(C), made tech-
nical amendment to reference in original act which ap-
pears in text as reference to section 665d of this title.

§653. Cybersecurity Division
(a) Establishment
(1) In general

There is established
Cybersecurity Division.

(2) Executive Assistant Director

in the Agency a

The Cybersecurity Division shall be headed
by an Executive Assistant Director for
Cybersecurity (in this section referred to as
‘““the Executive Assistant Director’), who
shall—

(A) be at the level of Assistant Secretary
within the Department;

(B) be appointed by the President without
the advice and consent of the Senate; and

(C) report to the Director.

(3) Reference

Any reference to the Assistant Secretary for
Cybersecurity and Communications or Assist-
ant Director for Cybersecurity in any law, reg-
ulation, map, document, record, or other paper
of the United States shall be deemed to be a
reference to the Executive Assistant Director
for Cybersecurity.

(b) Functions

The Executive Assistant Director shall—

(1) direct the cybersecurity efforts of the
Agency;

(2) carry out activities, at the direction of
the Director, related to the security of Federal
information and Federal information systems
consistent with law, including subchapter II of
chapter 35 of title 44 and the Cybersecurity
Act of 2015 (contained in division N of the Con-
solidated Appropriations Act, 2016 (Public Law
114-113));

(3) fully participate in the mechanisms re-
quired under section 652(c)(7) of this title; and

(4) carry out such other duties and powers as
prescribed by the Director.

(Pub. L. 107-296, title XXII, §2203, as added Pub.
L. 115-278, §2(a), Nov. 16, 2018, 132 Stat. 4174;
amended Pub. L. 116-283, div. H, title XC,
§9001(c)(1), Jan. 1, 2021, 134 Stat. 4766.)

Editorial Notes
REFERENCES IN TEXT

The Cybersecurity Act of 2015, referred to in subsec.
(b)(2), is div. N of Pub. L. 114-113, Dec. 18, 2015, 129 Stat.
2835. For complete classification of this Act to the
Code, see Short Title note set out under section 1501 of
this title and Tables.

AMENDMENTS

2021—Subsec. (a)(2). Pub. L. 116-283, §9001(c)(1)(A)({),
in heading, substituted ‘‘Executive Assistant Director’’
for ‘““‘Assistant Director” and, in introductory provi-
sions, substituted ‘‘Executive Assistant Director for
Cybersecurity’’ for ““Assistant Director for
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