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(B) Prohibited activities

Cyber threat indicators and defensive
measures provided to the Federal Govern-
ment under this subchapter shall not be dis-
closed to, retained by, or used by any Fed-
eral agency or department for any use not
permitted under subparagraph (A).

(C) Privacy and civil liberties

Cyber threat indicators and defensive
measures provided to the Federal Govern-
ment under this subchapter shall be re-
tained, used, and disseminated by the Fed-
eral Government—

(i) in accordance with the policies, proce-
dures, and guidelines required by sub-
sections (a) and (b);

(ii) in a manner that protects from unau-
thorized use or disclosure any cyber threat
indicators that may contain—

(I) personal information of a specific
individual; or

(IT) information that identifies a spe-
cific individual; and

(iii) in a manner that protects the con-
fidentiality of cyber threat indicators con-
taining—

(I) personal information of a specific
individual; or

(IT) information that identifies a spe-
cific individual.

(D) Federal regulatory authority
(i) In general

Except as provided in clause (ii), cyber
threat indicators and defensive measures
provided to the Federal Government under
this subchapter shall not be used by any
Federal, State, tribal, or local government
to regulate, including an enforcement ac-
tion, the lawful activities of any non-Fed-
eral entity or any activities taken by a
non-Federal entity pursuant to mandatory
standards, including activities relating to
monitoring, operating defensive measures,
or sharing cyber threat indicators.

(ii) Exceptions

(I) Regulatory authority specifically re-
lating to prevention or mitigation of
cybersecurity threats

Cyber threat indicators and defensive
measures provided to the Federal Gov-
ernment under this subchapter may, con-
sistent with Federal or State regulatory
authority specifically relating to the
prevention or mitigation of
cybersecurity threats to information
systems, inform the development or im-
plementation of regulations relating to
such information systems.

(II) Procedures developed and imple-

mented under this subchapter

Clause (i) shall not apply to procedures
developed and implemented under this
subchapter.

(Pub. L. 114-113, div. N, title I, §105, Dec. 18, 2015,
129 Stat. 2943.)
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§ 1505. Protection from liability
(a) Monitoring of information systems

No cause of action shall lie or be maintained
in any court against any private entity, and
such action shall be promptly dismissed, for the
monitoring of an information system and infor-
mation under section 1503(a) of this title that is
conducted in accordance with this subchapter.
(b) Sharing or receipt of cyber threat indicators

No cause of action shall lie or be maintained
in any court against any private entity, and
such action shall be promptly dismissed, for the
sharing or receipt of a cyber threat indicator or
defensive measure under section 1503(c) of this
title if—

(1) such sharing or receipt is conducted in
accordance with this subchapter; and

(2) in a case in which a cyber threat indi-
cator or defensive measure is shared with the

Federal Government, the cyber threat indi-

cator or defensive measure is shared in a man-

ner that is consistent with section 1504(c)(1)(B)
of this title and the sharing or receipt, as the
case may be, occurs after the earlier of—

(A) the date on which the interim policies
and procedures are submitted to Congress
under section 1504(a)(1) of this title and
guidelines are submitted to Congress under
section 1504(b)(1) of this title; or

(B) the date that is 60 days after December
18, 2015.

(¢) Construction

Nothing in this subchapter shall be con-
strued—

(1) to create—

(A) a duty to share a cyber threat indi-
cator or defensive measure; or

(B) a duty to warn or act based on the re-
ceipt of a cyber threat indicator or defensive
measure; or

(2) to undermine or limit the availability of
otherwise applicable common law or statutory
defenses.

(Pub. L. 114-113, div. N, title I, §106, Dec. 18, 2015,
129 Stat. 2950.)

§ 1506. Oversight of government activities

(a) Report on implementation
(1) In general

Not later than 1 year after December 18,
2015, the heads of the appropriate Federal enti-
ties shall jointly submit to Congress a detailed
report concerning the implementation of this
subchapter.

(2) Contents

The report required by paragraph (1) may in-
clude such recommendations as the heads of
the appropriate Federal entities may have for
improvements or modifications to the authori-
ties, policies, procedures, and guidelines under
this subchapter and shall include the fol-
lowing:

(A) An evaluation of the effectiveness of
real-time information sharing through the
capability and process developed under sec-
tion 1504(c) of this title, including any im-
pediments to such real-time sharing.
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(B) An assessment of whether cyber threat
indicators or defensive measures have been
properly classified and an accounting of the
number of security clearances authorized by
the Federal Government for the purpose of
sharing cyber threat indicators or defensive
measures with the private sector.

(C) The number of cyber threat indicators
or defensive measures received through the
capability and process developed under sec-
tion 1504(c) of this title.

(D) A list of Federal entities that have re-
ceived cyber threat indicators or defensive
measures under this subchapter.

(b) Biennial report on compliance
(1) In general

Not later than 2 years after December 18,
2015 and not less frequently than once every 2
years thereafter, the inspectors general of the
appropriate Federal entities, in consultation
with the Inspector General of the Intelligence
Community and the Council of Inspectors Gen-
eral on Financial Oversight, shall jointly sub-
mit to Congress an interagency report on the
actions of the executive branch of the Federal
Government to carry out this subchapter dur-
ing the most recent 2-year period.

(2) Contents

Each report submitted under paragraph (1)
shall include, for the period covered by the re-
port, the following:

(A) An assessment of the sufficiency of the
policies, procedures, and guidelines relating
to the sharing of cyber threat indicators
within the Federal Government, including
those policies, procedures, and guidelines re-
lating to the removal of information not di-
rectly related to a cybersecurity threat that
is personal information of a specific indi-
vidual or information that identifies a spe-
cific individual.

(B) An assessment of whether cyber threat
indicators or defensive measures have been
properly classified and an accounting of the
number of security clearances authorized by
the Federal Government for the purpose of
sharing cyber threat indicators or defensive
measures with the private sector.

(C) A review of the actions taken by the
Federal Government based on cyber threat
indicators or defensive measures shared with
the Federal Government under this sub-
chapter, including a review of the following:

(i) The appropriateness of subsequent
uses and disseminations of cyber threat in-
dicators or defensive measures.

(ii) Whether cyber threat indicators or
defensive measures were shared in a time-
ly and adequate manner with appropriate
entities, or, if appropriate, were made pub-
licly available.

(D) An assessment of the cyber threat indi-
cators or defensive measures shared with the
appropriate Federal entities under this sub-
chapter, including the following:

(i) The number of cyber threat indicators
or defensive measures shared through the
capability and process developed under
section 1504(c) of this title.
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(ii) An assessment of any information
not directly related to a cybersecurity
threat that is personal information of a
specific individual or information identi-
fying a specific individual and was shared
by a non-Federal government?! entity with
the Federal government?! in contravention
of this subchapter, or was shared within
the Federal Government in contravention
of the guidelines required by this sub-
chapter, including a description of any sig-
nificant violation of this subchapter.

(iii) The number of times, according to
the Attorney General, that information
shared under this subchapter was used by
a Federal entity to prosecute an offense
listed in section 1504(d)(5)(A) of this title.

(iv) A quantitative and qualitative as-
sessment of the effect of the sharing of
cyber threat indicators or defensive meas-
ures with the Federal Government on pri-
vacy and civil liberties of specific individ-
uals, including the number of notices that
were issued with respect to a failure to re-
move information not directly related to a
cybersecurity threat that was personal in-
formation of a specific individual or infor-
mation that identified a specific individual
in accordance with the procedures required
by section 1504(b)(3)(E) of this title.

(v) The adequacy of any steps taken by
the Federal Government to reduce any ad-
verse effect from activities carried out
under this subchapter on the privacy and
civil liberties of United States persons.

(E) An assessment of the sharing of cyber
threat indicators or defensive measures
among Federal entities to identify inappro-
priate barriers to sharing information.

(3) Recommendations

Each report submitted under this subsection
may include such recommendations as the in-
spectors general may have for improvements
or modifications to the authorities and proc-
esses under this subchapter.

(c) Independent report on removal of personal
information

Not later than 3 years after December 18, 2015,
the Comptroller General of the United States
shall submit to Congress a report on the actions
taken by the Federal Government to remove
personal information from cyber threat indica-
tors or defensive measures pursuant to this sub-
chapter. Such report shall include an assess-
ment of the sufficiency of the policies, proce-
dures, and guidelines established under this sub-
chapter in addressing concerns relating to pri-
vacy and civil liberties.

(d) Form of reports

Each report required under this section shall
be submitted in an unclassified form, but may
include a classified annex.

(e) Public availability of reports

The unclassified portions of the reports re-
quired under this section shall be made avail-
able to the public.

180 in original. Probably should be capitalized.
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(Pub. L. 114-113, div. N, title I, §107, Dec. 18, 2015,
129 Stat. 2951.)

§1507. Construction and preemption
(a) Otherwise lawful disclosures

Nothing in this subchapter shall be con-
strued—

(1) to limit or prohibit otherwise lawful dis-
closures of communications, records, or other
information, including reporting of known or
suspected criminal activity, by a non-Federal
entity to any other non-Federal entity or the
Federal Government under this subchapter; or

(2) to limit or prohibit otherwise lawful use
of such disclosures by any Federal entity, even
when such otherwise lawful disclosures dupli-
cate or replicate disclosures made under this
subchapter.

(b) Whistle blower protections

Nothing in this subchapter shall be construed
to prohibit or limit the disclosure of informa-
tion protected under section 2302(b)(8) of title 5
(governing disclosures of illegality, waste, fraud,
abuse, or public health or safety threats), sec-
tion 7211 of title 5 (governing disclosures to Con-
gress), section 1034 of title 10 (governing disclo-
sure to Congress by members of the military),
section 3234 of title 50 (governing disclosure by
employees of elements of the intelligence com-
munity), or any similar provision of Federal or
State law.

(c) Protection of sources and methods

Nothing in this subchapter shall be con-
strued—

(1) as creating any immunity against, or
otherwise affecting, any action brought by the
Federal Government, or any agency or depart-
ment thereof, to enforce any law, executive
order, or procedure governing the appropriate
handling, disclosure, or use of classified infor-
mation;

(2) to affect the conduct of authorized law
enforcement or intelligence activities; or

(3) to modify the authority of a department
or agency of the Federal Government to pro-
tect classified information and sources and
methods and the national security of the
United States.

(d) Relationship to other laws

Nothing in this subchapter shall be construed
to affect any requirement under any other pro-
vision of law for a non-Federal entity to provide
information to the Federal Government.

(e) Prohibited conduct

Nothing in this subchapter shall be construed
to permit price-fixing, allocating a market be-
tween competitors, monopolizing or attempting
to monopolize a market, boycotting, or ex-
changes of price or cost information, customer
lists, or information regarding future competi-
tive planning.

(f) Information sharing relationships

Nothing in this subchapter shall be con-
strued—
(1) to limit or modify an existing informa-
tion sharing relationship;
(2) to prohibit a new information sharing re-
lationship;
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(3) to require a new information sharing re-
lationship between any non-Federal entity and
a Federal entity or another non-Federal enti-
ty; or

(4) to require the use of the capability and
process within the Department of Homeland
Security developed under section 1504(c) of
this title.

(g) Preservation of contractual obligations and
rights

Nothing
strued—
(1) to amend, repeal, or supersede any cur-
rent or future contractual agreement, terms of
service agreement, or other contractual rela-
tionship between any non-Federal entities, or
between any non-Federal entity and a Federal
entity; or
(2) to abrogate trade secret or intellectual
property rights of any non-Federal entity or
Federal entity.
(h) Anti-tasking restriction

Nothing in this subchapter shall be construed
to permit a Federal entity—

(1) to require a non-Federal entity to provide
information to a Federal entity or another
non-Federal entity;

(2) to condition the sharing of cyber threat
indicators with a non-Federal entity on such
entity’s provision of cyber threat indicators to
a Federal entity or another non-Federal enti-
ty; or

(3) to condition the award of any Federal
grant, contract, or purchase on the provision
of a cyber threat indicator to a Federal entity
or another non-Federal entity.

(i) No liability for non-participation

in this subchapter shall be con-

Nothing in this subchapter shall be construed
to subject any entity to liability for choosing
not to engage in the voluntary activities au-
thorized in this subchapter.

(§) Use and retention of information

Nothing in this subchapter shall be construed
to authorize, or to modify any existing author-
ity of, a department or agency of the Federal
Government to retain or use any information
shared under this subchapter for any use other
than permitted in this subchapter.

(k) Federal preemption

(1) In general

This subchapter supersedes any statute or
other provision of law of a State or political
subdivision of a State that restricts or other-
wise expressly regulates an activity author-
ized under this subchapter.

(2) State law enforcement

Nothing in this subchapter shall be con-
strued to supersede any statute or other provi-
sion of law of a State or political subdivision
of a State concerning the use of authorized
law enforcement practices and procedures.

(1) Regulatory authority

Nothing in this subchapter shall be con-
strued—
(1) to authorize the promulgation of any reg-
ulations not specifically authorized to be
issued under this subchapter;
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