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and the Secretary of Homeland Security shall
jointly carry out subsection (c) if such Directors
and the Secretary jointly determine—

(1) that on or after December 20, 2019, a sig-
nificant foreign cyber intrusion or active
measures campaign intended to influence an
upcoming election for any Federal office has
occurred or is occurring; and

(2) with moderate or high confidence, that
such intrusion or campaign can be attributed
to a foreign state or to a foreign nonstate per-
son, group, or other entity.

(c) Briefing
(1) In general

Not later than 14 days after making a deter-
mination under subsection (b), the Director of
National Intelligence, the Director of the Fed-
eral Bureau of Investigation, and the Sec-
retary of Homeland Security shall jointly pro-
vide a briefing to the congressional leadership,
the congressional intelligence committees
and, consistent with the protection of sources
and methods, the other appropriate congres-
sional committees. The briefing shall be clas-
sified and address, at a minimum, the fol-
lowing:

(A) A description of the significant foreign
cyber intrusion or active measures cam-
paign, as the case may be, covered by the de-
termination.

(B) An identification of the foreign state
or foreign nonstate person, group, or other
entity, to which such intrusion or campaign
has been attributed.

(C) The desirability and feasibility of the
public release of information about the
cyber intrusion or active measures cam-
paign.

(D) Any other information such Directors
and the Secretary jointly determine appro-
priate.

(2) Electronic election infrastructure briefings

With respect to a significant foreign cyber
intrusion covered by a determination under
subsection (b), the Secretary of Homeland Se-
curity, in consultation with the Director of
National Intelligence and the Director of the
Federal Bureau of Investigation, shall offer to
the owner or operator of any electronic elec-
tion infrastructure directly affected by such
intrusion, a briefing on such intrusion, includ-
ing steps that may be taken to mitigate such
intrusion. Such briefing may be classified and
made available only to individuals with appro-
priate security clearances.

(3) Protection of sources and methods

This subsection shall be carried out in a
manner that is consistent with the protection
of sources and methods.

(Pub. L. 116-92, div. E, title LXV, §6507, Dec. 20,
2019, 133 Stat. 2207.)

Statutory Notes and Related Subsidiaries

DEFINITIONS

For definition of ‘‘congressional intelligence commit-
tees” as used in this section, see section 5003 of div. E
of Pub. L. 116-92, set out as a note under section 3003 of
this title.
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§3371d. Designation of counterintelligence offi-
cer to lead election security matters

(a) In general

The Director of National Intelligence shall
designate a national counterintelligence officer
within the National Counterintelligence and Se-
curity Center to lead, manage, and coordinate
counterintelligence matters relating to election
security.

(b) Additional responsibilities

The person designated under subsection (a)
shall also lead, manage, and coordinate counter-
intelligence matters relating to risks posed by
interference from foreign powers (as defined in
section 1801 of this title) to the following:

(1) The Federal Government election secu-
rity supply chain.

(2) Election voting systems and software.

(3) Voter registration databases.

(4) Critical infrastructure related to elec-
tions.

(5) Such other Government goods and serv-
ices as the Director of National Intelligence
considers appropriate.

(Pub. L. 116-92, div. E, title LXV, §6508, Dec. 20,
2019, 133 Stat. 2208.)

§3372. Monitoring mineral investments under
Belt and Road Initiative of People’s Republic
of China

(a) Report required

Not later than 1 year after December 27, 2020,
the Director of National Intelligence (referred to
in this section as the ‘‘Director’’), in consulta-
tion with the Secretary of the Interior, the Sec-
retary of Energy, the Secretary of Commerce,
the Secretary of State, the Secretary of Defense,
and the United States Trade Representative,
shall submit to the appropriate congressional
committees a report on investments in minerals
under the Belt and Road Initiative of the Peo-
ple’s Republic of China that includes an assess-
ment of—

(1) notable past mineral investments;

(2) whether and how such investments have
increased the extent of control of minerals by
the People’s Republic of China;

(3) any efforts by the People’s Republic of
China to counter or interfere with the goals of
the Energy Resource Governance Initiative of
the Department of State; and

(4) the strategy of the People’s Republic of
China with respect to mineral investments.

(b) Monitoring mechanism

In conjunction with each report required by
subsection (a), the Director shall submit to the
appropriate congressional committees a list of
any minerals with respect to which—

(1) the People’s Republic of China, directly
or through the Belt and Road Initiative—

(A) is increasing its concentration of ex-
traction and processing;

(B) is acquiring significant mining and
processing facilities;

(C) is maintaining or increasing export re-
strictions; or

(D) has achieved substantial control of the
supply of minerals used within an industry
or related minerals;
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(2) there is a significant difference between
domestic prices in the People’s Republic of
China as compared to prices on international
markets; or

(3) there is a significant increase or vola-
tility in price as a result of the Belt and Road
Initiative of the People’s Republic of China.

(¢) Critical mineral evaluation

For any mineral included on the list required
by subsection (b) that is not already designated
as critical by the Secretary of the Interior pur-
suant to section 1606(c) of title 30, the Director
shall—

(1) determine, in consultation with the Sec-
retary of the Interior, the Secretary of En-
ergy, the Secretary of Commerce, the Sec-
retary of State, the Secretary of Defense, and
the United States Trade Representative,
whether the mineral is strategic and critical
to the defense or national security of the
United States; and

(2) make a recommendation to the Secretary
of the Interior regarding the designation of
the mineral under section 1606(c) of title 30.

(d) Annual updates

The Director shall update the report required
by subsection (a) and list required by subsection
(b) not less frequently than annually.

(e) Form

BEach report or list required by this section
shall be submitted in unclassified form but may
include a classified annex.

(f) Appropriate congressional committees de-
fined

In this section, the term ‘‘appropriate congres-
sional committees’ means—

(1) the Committee on Energy and Natural
Resources, the Committee on Foreign Rela-
tions, the Committee on Armed Services, the
Committee on Finance, the Committee on
Homeland Security and Governmental Affairs,
the Committee on Commerce, Science, and
Transportation, and the Committee on Appro-
priations of the Senate; and

(2) the Committee on Energy and Commerce,
the Committee on Foreign Affairs, the Com-
mittee on Armed Services, the Committee on
Ways and Means, the Committee on Homeland
Security, and the Committee on Appropria-
tions of the House of Representatives.

(Pub. L. 116-260, div. Z, title VII, §7003, Dec. 27,
2020, 134 Stat. 2577.)

§3373. Establishment of All-domain Anomaly
Resolution Office

(a) Establishment of Office
(1) In general

Not later than 120 days after December 23,
2022, the Secretary of Defense, in coordination
with the Director of National Intelligence,
shall establish an office within a component of
the Office of the Secretary of Defense, or with-
in a joint organization of the Department of
Defense and the Office of the Director of Na-
tional Intelligence, to carry out the duties of
the TUnidentified Aerial Phenomena Task
Force, as in effect on December 26, 2021, and
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such other duties as are required by this sec-
tion, including those pertaining to unidenti-
fied anomalous phenomena.

(2) Designation

The office established under paragraph (1)
shall be known as the ‘All-domain Anomaly
Resolution Office” (in this section referred to
as the ““Office”’).

(b) Director and Deputy Director of the Office
(1) Appointment of Director

The head of the Office shall be the Director
of the All-domain Anomaly Resolution Office
(in this section referred to as the ‘‘Director of
the Office’”), who shall be appointed by the
Secretary of Defense in consultation with the
Director of National Intelligence.

(2) Appointment of Deputy Director

The Deputy Director of the Office shall be
appointed by the Director of National Intel-
ligence in coordination with the Secretary of
Defense.

(3) Reporting
(A) In general

The Director of the Office shall report di-
rectly to the Deputy Secretary of Defense
and the Principal Deputy Director of Na-
tional Intelligence.

(B) Administrative and operational and secu-
rity matters

The Director of the Office shall report—

(i) to the Under Secretary of Defense for
Intelligence and Security on all adminis-
trative matters of the Office; and

(ii) to the Deputy Secretary of Defense
and the Principal Deputy Director of Na-
tional Intelligence on all operational and
security matters of the Office.

(c) Duties

The duties of the Office shall include the fol-
lowing:

(1) Developing procedures to synchronize and
standardize the collection, reporting, and
analysis of incidents, including adverse phys-
iological effects, regarding unidentified anom-
alous phenomena across the Department of
Defense and the intelligence community, in
coordination with the Director of National In-
telligence, which shall be provided to the con-
gressional defense committees, the congres-
sional intelligence committees, and congres-
sional leadership.

(2) Developing processes and procedures to
ensure that such incidents from each compo-
nent of the Department and each element of
the intelligence community are reported and
stored in an appropriate manner that allows
for the integration of analysis of such infor-
mation.

(3) Establishing procedures to require the
timely and consistent reporting of such inci-
dents.

(4) Evaluating links between unidentified
anomalous phenomena and adversarial foreign
governments, other foreign governments, or
nonstate actors.

(5) Evaluating the threat that such incidents
present to the United States.
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