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and the Secretary of Homeland Security shall 
jointly carry out subsection (c) if such Directors 
and the Secretary jointly determine—

(1) that on or after December 20, 2019, a sig-
nificant foreign cyber intrusion or active 
measures campaign intended to influence an 
upcoming election for any Federal office has 
occurred or is occurring; and 

(2) with moderate or high confidence, that 
such intrusion or campaign can be attributed 
to a foreign state or to a foreign nonstate per-
son, group, or other entity. 

(c) Briefing 

(1) In general 

Not later than 14 days after making a deter-
mination under subsection (b), the Director of 
National Intelligence, the Director of the Fed-
eral Bureau of Investigation, and the Sec-
retary of Homeland Security shall jointly pro-
vide a briefing to the congressional leadership, 
the congressional intelligence committees 
and, consistent with the protection of sources 
and methods, the other appropriate congres-
sional committees. The briefing shall be clas-
sified and address, at a minimum, the fol-
lowing: 

(A) A description of the significant foreign 
cyber intrusion or active measures cam-
paign, as the case may be, covered by the de-
termination. 

(B) An identification of the foreign state 
or foreign nonstate person, group, or other 
entity, to which such intrusion or campaign 
has been attributed. 

(C) The desirability and feasibility of the 
public release of information about the 
cyber intrusion or active measures cam-
paign. 

(D) Any other information such Directors 
and the Secretary jointly determine appro-
priate. 

(2) Electronic election infrastructure briefings 

With respect to a significant foreign cyber 
intrusion covered by a determination under 
subsection (b), the Secretary of Homeland Se-
curity, in consultation with the Director of 
National Intelligence and the Director of the 
Federal Bureau of Investigation, shall offer to 
the owner or operator of any electronic elec-
tion infrastructure directly affected by such 
intrusion, a briefing on such intrusion, includ-
ing steps that may be taken to mitigate such 
intrusion. Such briefing may be classified and 
made available only to individuals with appro-
priate security clearances. 

(3) Protection of sources and methods 

This subsection shall be carried out in a 
manner that is consistent with the protection 
of sources and methods. 

(Pub. L. 116–92, div. E, title LXV, § 6507, Dec. 20, 
2019, 133 Stat. 2207.)

Statutory Notes and Related Subsidiaries 

DEFINITIONS 

For definition of ‘‘congressional intelligence commit-

tees’’ as used in this section, see section 5003 of div. E 

of Pub. L. 116–92, set out as a note under section 3003 of 

this title. 

§ 3371d. Designation of counterintelligence offi-
cer to lead election security matters 

(a) In general 

The Director of National Intelligence shall 
designate a national counterintelligence officer 
within the National Counterintelligence and Se-
curity Center to lead, manage, and coordinate 
counterintelligence matters relating to election 
security. 

(b) Additional responsibilities 

The person designated under subsection (a) 
shall also lead, manage, and coordinate counter-
intelligence matters relating to risks posed by 
interference from foreign powers (as defined in 
section 1801 of this title) to the following: 

(1) The Federal Government election secu-
rity supply chain. 

(2) Election voting systems and software. 
(3) Voter registration databases. 
(4) Critical infrastructure related to elec-

tions. 
(5) Such other Government goods and serv-

ices as the Director of National Intelligence 
considers appropriate. 

(Pub. L. 116–92, div. E, title LXV, § 6508, Dec. 20, 
2019, 133 Stat. 2208.) 

§ 3372. Monitoring mineral investments under 
Belt and Road Initiative of People’s Republic 
of China 

(a) Report required 

Not later than 1 year after December 27, 2020, 
the Director of National Intelligence (referred to 
in this section as the ‘‘Director’’), in consulta-
tion with the Secretary of the Interior, the Sec-
retary of Energy, the Secretary of Commerce, 
the Secretary of State, the Secretary of Defense, 
and the United States Trade Representative, 
shall submit to the appropriate congressional 
committees a report on investments in minerals 
under the Belt and Road Initiative of the Peo-
ple’s Republic of China that includes an assess-
ment of—

(1) notable past mineral investments; 
(2) whether and how such investments have 

increased the extent of control of minerals by 
the People’s Republic of China; 

(3) any efforts by the People’s Republic of 
China to counter or interfere with the goals of 
the Energy Resource Governance Initiative of 
the Department of State; and 

(4) the strategy of the People’s Republic of 
China with respect to mineral investments. 

(b) Monitoring mechanism 

In conjunction with each report required by 
subsection (a), the Director shall submit to the 
appropriate congressional committees a list of 
any minerals with respect to which—

(1) the People’s Republic of China, directly 
or through the Belt and Road Initiative—

(A) is increasing its concentration of ex-
traction and processing; 

(B) is acquiring significant mining and 
processing facilities; 

(C) is maintaining or increasing export re-
strictions; or 

(D) has achieved substantial control of the 
supply of minerals used within an industry 
or related minerals;
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