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frastructure, taking into account any recommenda-
tions of the relevant agency CIO; and

(c) increase use of industry best practices, such as the
shared use of IT solutions within agencies and across
the executive branch.

SEC. 6. Strengthening Cybersecurity. Consistent with
the purposes of Executive Order 13800 of May 11, 2017
(Strengthening the Cybersecurity of Federal Networks
and Critical Infrastructure) [6 U.S.C. note prec. 1500],
the head of each covered agency shall take all nec-
essary and appropriate action to ensure that:

(a) the CIO, as the principal advisor to the agency
head for the management of IT resources, works closely
with an integrated team of senior executives with ex-
pertise in IT, security, budgeting, acquisition, law, pri-
vacy, and human resources to implement appropriate
risk management measures; and

(b) the agency prioritizes procurement of shared IT
services, including modern email and other cloud-based
services, where possible and to the extent permitted by
law.

SEC. 7. Knowledge and Skill Standards for IT Personnel.
The head of each covered agency shall take all nec-
essary and appropriate action to ensure that:

(a) consistent with 40 U.S.C. 11315(c)(3), the CIO as-
sesses and advises the agency head regarding knowl-
edge and skill standards established for agency IT per-
sonnel;

(b) the established knowledge and skill standards are
included in the performance standards and reflected in
the performance evaluations of all component CIOs,
and that the CIO is responsible for that portion of the
evaluation; and

(c) all component CIOs apply those standards within
their own components.

SEC. 8. Chief Information Officer Role on IT Governance
Boards. Wherever appropriate and consistent with ap-
plicable law, the head of each covered agency shall en-
sure that the CIO shall be a member of any investment
or related board of the agency with purview over IT, or
any board responsible for setting agency-wide IT stand-
ards. The head of each covered agency shall also, as ap-
propriate and consistent with applicable law, direct the
CIO to chair any such board. To the extent any such
board operates through member votes, the head of each
covered agency shall also, as appropriate and con-
sistent with applicable law, direct the CIO to fulfill the
role of voting member.

SEC. 9. Chief Information Officer Hiring Authorities. The
Director of OPM (Director) shall publish a proposed
rule delegating to the head of each covered agency au-
thority to determine whether there is a severe shortage
of candidates (or, with respect to the Department of
Veterans Affairs, that there exists a severe shortage of
highly qualified candidates), or that a critical hiring
need exists, for IT positions at the covered agency pur-
suant to 5 U.S.C. 3304(a)(3) [now 3304(b)(3)], under cri-
teria established by OPM.

(a) Such proposed rule shall provide that, upon an af-
firmative determination by the head of a covered agen-
cy that there is a severe shortage of candidates (or,
with respect to the Department of Veterans Affairs,
that there exists a severe shortage of highly qualified
candidates), or that a critical hiring need exists for IT
positions, under the criteria established by OPM, the
Director shall, within 30 days, grant that agency direct
hiring authority for IT positions.

(b) Such proposed rule shall further provide that em-
ployees hired using this authority may not be trans-
ferred to positions that are not IT positions; that the
employees shall initially be given term appointments
not to exceed 4 years; and that the terms of such em-
ployees may be extended up to 4 additional years at the
discretion of the hiring agency.

(c) The Director shall submit the proposed rule for
publication within 30 days of the date of this order
[May 15, 2018].

SEC. 10. Guidance. The Director of the Office of Man-
agement and Budget shall amend or replace relevant
guidance, as appropriate, to agencies to reflect the re-
quirements of this order.

TITLE 40—PUBLIC BUILDINGS, PROPERTY, AND WORKS

§11318

SEC. 11. General Provisions. (a) Nothing in this order
shall be construed to impair or otherwise affect:

(i) the authority granted by law to an executive de-
partment or agency, or the head thereof; or

(ii) the functions of the Director of the Office of Man-
agement and Budget relating to budgetary, administra-
tive, or legislative proposals.

(b) This order shall be implemented consistent with
applicable law and subject to the availability of appro-
priations.

(c) This order is not intended to, and does not, create
any right or benefit, substantive or procedural, enforce-
able at law or in equity by any party against the
United States, its departments, agencies, or entities,
its officers, employees, or agents, or any other person.

DONALD J. TRUMP.

§11316. Accountability

The head of each executive agency, in con-
sultation with the Chief Information Officer and
the Chief Financial Officer of that executive
agency (or, in the case of an executive agency
without a chief financial officer, any com-
parable official), shall establish policies and pro-
cedures to ensure that—

(1) the accounting, financial, asset manage-
ment, and other information systems of the
executive agency are designed, developed,
maintained, and used effectively to provide fi-
nancial or program performance data for fi-
nancial statements of the executive agency;

(2) financial and related program perform-
ance data are provided on a reliable, con-
sistent, and timely basis to executive agency
financial management systems; and

(3) financial statements support—

(A) assessments and revisions of mission-
related processes and administrative proc-
esses of the executive agency; and

(B) measurement of the performance of in-
vestments made by the agency in informa-
tion systems.

(Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1242.)
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§11317. Significant deviations

The head of each executive agency shall iden-
tify in the strategic information resources man-
agement plan required under section 3506(b)(2) of
title 44 any major information technology ac-
quisition program, or any phase or increment of
that program, that has significantly deviated
from the cost, performance, or schedule goals es-
tablished for the program.

(Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1242.)
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§ 11318. Interagency support

The head of an executive agency may use
amounts available to the agency for oversight,
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acquisition, and procurement of information
technology to support jointly with other execu-
tive agencies the activities of interagency
groups that are established to advise the Direc-
tor of the Office of Management and Budget in
carrying out the Director’s responsibilities
under this chapter. The use of those amounts for
that purpose is subject to requirements and lim-
itations on uses and amounts that the Director
may prescribe. The Director shall prescribe the
requirements and limitations during the Direc-
tor’s review of the executive agency’s proposed
budget submitted to the Director by the head of
the executive agency for purposes of section 1105
of title 31.

(Pub. L. 107-217, Aug. 21, 2002, 116 Stat. 1242.)
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§11319. Resources, planning, and portfolio man-
agement

(a) DEFINITIONS.—In this section:

(1) The term ‘‘covered agency’’ means each
agency listed in section 901(b)(1) or 901(b)(2) of
title 31.

(2) The term ‘“‘information technology’ has
the meaning given that term under capital
planning guidance issued by the Office of Man-
agement and Budget.

(b) ADDITIONAL AUTHORITIES FOR CHIEF INFOR-
MATION OFFICERS.—
(1) PLANNING, PROGRAMMING, BUDGETING, AND
EXECUTION AUTHORITIES FOR CIOS.—

(A) IN GENERAL.—The head of each covered
agency other than the Department of De-
fense shall ensure that the Chief Informa-
tion Officer of the agency has a significant
role in—

(i) the decision processes for all annual
and multi-year planning, programming,
budgeting, and execution decisions, related
reporting requirements, and reports re-
lated to information technology; and

(ii) the management, governance, and
oversight processes related to information
technology.

(B) BUDGET FORMULATION.—The Director of
the Office of Management and Budget shall
require in the annual information tech-
nology capital planning guidance of the Of-
fice of Management and Budget the fol-
lowing:

(i) That the Chief Information Officer of
each covered agency other than the De-
partment of Defense approve the informa-
tion technology budget request of the cov-
ered agency, and that the Chief Informa-
tion Officer of the Department of Defense
review and provide recommendations to
the Secretary of Defense on the informa-
tion technology budget request of the De-
partment.

(ii) That the Chief Information Officer of
each covered agency certify that informa-
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tion technology investments are ade-
quately implementing incremental devel-
opment, as defined in capital planning
guidance issued by the Office of Manage-
ment and Budget.

(C) REVIEW.—
(i) IN GENERAL.—A covered agency other
than the Department of Defense—

(I) may not enter into a contract or
other agreement for information tech-
nology or information technology serv-
ices, unless the contract or other agree-
ment has been reviewed and approved by
the Chief Information Officer of the
agency;

(IT) may not request the reprogram-
ming of any funds made available for in-
formation technology programs, unless
the request has been reviewed and ap-
proved by the Chief Information Officer
of the agency; and

(ITI) may use the governance processes
of the agency to approve such a contract
or other agreement if the Chief Informa-
tion Officer of the agency is included as
a full participant in the governance
processes.

(ii) DELEGATION.—

(I) IN GENERAL.—Except as provided in
subclause (II), the duties of a Chief Infor-
mation Officer under clause (i) are not
delegable.

(II) NON-MAJOR INFORMATION TECH-
NOLOGY INVESTMENTS.—For a contract or
agreement for a non-major information
technology investment, as defined in the
annual information technology capital
planning guidance of the Office of Man-
agement and Budget, the Chief Informa-
tion Officer of a covered agency other
than the Department of Defense may
delegate the approval of the contract or
agreement under clause (i) to an indi-
vidual who reports directly to the Chief
Information Officer.

(2) PERSONNEL-RELATED AUTHORITY.—NoOt-
withstanding any other provision of law, for
each covered agency other than the Depart-
ment of Defense, the Chief Information Officer
of the covered agency shall approve the ap-
pointment of any other employee with the
title of Chief Information Officer, or who func-
tions in the capacity of a Chief Information
Officer, for any component organization with-
in the covered agency.

(c) LIMITATION.—None of the authorities pro-
vided in this section shall apply to tele-
communications or information technology that
is fully funded by amounts made available—

(1) under the National Intelligence Program,
defined by section 3(6) of the National Secu-
rity Act of 1947 (50 U.S.C. 3003(6));

(2) under the Military Intelligence Program
Or any successor program or programs; or

(3) jointly under the National Intelligence
Program and the Military Intelligence Pro-
gram (Or any SUCCessor program or programs).

(d) INFORMATION TECHNOLOGY PORTFOLIO, PRO-
GRAM, AND RESOURCE REVIEWS.—



		Superintendent of Documents
	2026-02-24T13:17:38-0500
	Government Publishing Office, Washington, DC 20401
	U.S. Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




