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(2) For each MISO plan—

(A) a description of the plan and any sup-
porting plans, including the objectives for
the plan;

(B) a description of the intended target au-
dience for the activities carried out under
the plan and the means of distribution; and

(C) the cost of executing the plan.

(c) PROHIBITION ON CLANDESTINE OPERATIONS
DESIGNED TO INFLUENCE OPINIONS AND POLITICS
IN UNITED STATES.—None of the funds authorized
to be appropriated or otherwise made available
for the Department of Defense for any fiscal
year may be used to conduct a clandestine mili-
tary information support operation that is de-
signed to influence—

(1) any political process taking place in the

United States;

(2) the opinions of United States persons;

(3) United States policies; or

(4) media produced by United States entities
for United States persons.

(Added Pub. L. 117-263, div. A, title X, §10562(a),
Dec. 23, 2022, 136 Stat. 2776.)

Editorial Notes
CODIFICATION

Another section 398 was renumbered section 398a of
this title.

§398a. Pilot program for sharing cyber capabili-
ties and related information with foreign
operational partners

(a) AUTHORITY TO ESTABLISH PILOT PROGRAM
TO SHARE CYBER CAPABILITIES.—The Secretary
of Defense may, with the concurrence of the
Secretary of State, provide cyber capabilities
and related information developed or procured
by the Department of Defense to foreign coun-
tries or organizations described in subsection (b)
without compensation, to meet operational im-
peratives if the Secretary of Defense determines
that the provision of such cyber capabilities is
in the national security interests of the United
States.

(b) LIST OF FOREIGN COUNTRIES.—The Sec-
retary of Defense, with the concurrence of the
Secretary of State, shall—

(1) establish—

(A) a list of foreign countries that the Sec-
retary of Defense considers suitable for shar-
ing of cyber capabilities and related infor-
mation under the authority established
under subsection (a); and

(B) criteria for establishing the list under
subparagraph (A);

(2) not later than 14 days after establishing
the list required by paragraph (1), submit to
the appropriate committees of Congress such
list; and

(3) notify the appropriate committees of
Congress in writing of any changes to the list
established under paragraph (1) at least 14
days prior to the adoption of any such
changes.

(c) PROCEDURES.—Prior to the first use of the
authority provided by subsection (a), the Secre-
taries of Defense and State shall—
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(1) establish and submit to the appropriate
committees of Congress procedures for a co-
ordination process for subsection (a) that is
consistent with the operational timelines re-
quired to support the national security of the
United States; and

(2) notify the appropriate committees of
Congress in writing of any changes to the pro-
cedures established under paragraph (1) at
least 14 days prior to the adoption of any such
changes.

(d) NOTIFICATION REQUIRED.—(1) The Secretary
of Defense and Secretary of State jointly shall
promptly submit to the appropriate committees
of Congress notice in writing of any use of the
authority provided by subsection (a) no later
than 48 hours following the use of the authority.

(2) Notification under paragraph (1) shall in-
clude a certification that the provision of the
cyber capabilities was in the national security
interests of the United States.

(3) The notification under paragraph (1) shall
include an analysis of whether the transfer and
the underlying operational imperative could
have been met using another authority.

(e) TERMINATION.—The authority established
under subsection (a) shall terminate on the date
that is 3 years after the date on which this au-
thority becomes law.

(f) PERFORMANCE METRICS.—(1) The Secretary
of Defense shall maintain performance metrics
to track the results of sharing cyber capabilities
and related information with foreign oper-
ational partners under a pilot program author-
ized by subsection (a).

(2) The performance metrics under paragraph
(1) shall include the following:

(A) Whom the cyber capability was used
against.

(B) The effect of the cyber capability, in-
cluding whether and how the transfer of the
cyber capability improved the operational
cyber posture of the United States and
achieved operational objectives of the United
States, or had no effect.

(C) Such other outcome-based or appropriate
performance metrics as the Secretary con-
siders appropriate for evaluating the effective-
ness of a pilot program carried out under sub-
section (a).

(g) DEFINITIONS.—In this section:

(1) The term ‘‘appropriate committees of
Congress’” means—

(A) the congressional defense committees;

(B) the Committee on Foreign Relations of
the Senate; and

(C) Committee on Foreign Affairs of the
House of Representatives.

(2) The term ‘‘cyber capability’” means a de-
vice or computer program, including any com-
bination of software, firmware, or hardware,
designed to create an effect in or through
cyberspace.

(h) RULE OF CONSTRUCTION.—Nothing in this
section shall be construed as amending, dimin-
ishing, or otherwise impacting reporting or
other obligations under the War Powers Resolu-
tion.

(Added Pub. L. 117-263, div. A, title XV, §1551(a),
Dec. 23, 2022, 136 Stat. 2918, §398; renumbered
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§398a and amended Pub. L. 118-31, div. A, title
XV, §15601, title XVIII, §1801(a)(6), (7), Dec. 22,
2023, 137 Stat. 533, 683.)

Editorial Notes
REFERENCES IN TEXT

The War Powers Resolution, referred to in subsec. (h),
is Pub. L. 93-148, Nov. 7, 1973, 87 Stat. 555, which is clas-
sified generally to chapter 33 (§1541 et seq.) of Title 50,
War and National Defense. For complete classification
of this Resolution to the Code, see Short Title note set
out under section 1541 of Title 50 and Tables.

AMENDMENTS

2023—Pub. L. 118-31, §§1501(1), 1801(a)(6), made iden-
tical amendments, renumbering section 398 of this title
relating to pilot program for sharing cyber capabilities
and related information with foreign operational part-
ners as this section.

Subsec. (b)(1)(A). Pub. L. 118-31, §1801(a)(7)(A)({), sub-
stituted ‘‘subsection (a)’’ for ‘‘paragraph (a)”.

Subsec. (b)(2). Pub. L. 118-31, §1801(a)(7)(A)(ii), sub-
stituted ‘‘paragraph (1) for ‘‘paragraph (a)”.

Subsec. (b)(3). Pub. L. 118-31, §1801(a)(7)(A)(iii), sub-
stituted ‘“‘paragraph (1) for ‘‘clause (1)”.

Subsec. (e). Pub. L. 118-31, §1801(a)(7)(B), substituted
‘“‘subsection (a)’’ for ‘‘paragraph (a)”’.

Subsecs. (f) to (h). Pub. L. 118-31, §1501(2), added sub-
sec. (f) and redesignated former subsecs. (f) and (g) as
(g) and (h), respectively.

§399. Notifications relating to military oper-
ations in the information environment: re-
quirement to notify Chief of Mission

The Secretary may not authorize a military
operation in the information environment under
this title intended to cause an effect in a coun-
try unless the Secretary fully informs the chief
of mission for that country under section 207 of
the Foreign Service Act of 1980 (22 U.S.C. 3927) of
the planned operation.

(Added Pub. L. 117-263, div. A, title XV, §1521,
Dec. 23, 2022, 136 Stat. 2897.)

CHAPTER 20—HUMANITARIAN AND OTHER

ASSISTANCE

Sec.

401. Humanitarian and civic assistance provided
in conjunction with military operations.

402. Transportation of humanitarian relief sup-
plies to foreign countries.

[403. Repealed.]

404. Foreign disaster assistance.

405. Use of Department of Defense funds for
United States share of costs of United Na-
tions peacekeeping activities: limitation.

[406. Renumbered.]

407. Humanitarian demining assistance and stock-

piled conventional munitions assistance:
authority; limitations.

408. Assistance in support of Department of De-
fense accounting for missing United States
Government personnel.

Center for Complex Operations.

Repealed.]

409.
[410.

Editorial Notes
PRIOR PROVISIONS

Chapter was comprised of subchapter I, sections 401
to 404, and subchapter II, section 410, prior to amend-
ment by Pub. L. 104-106, div. A, title V, §571(c), Feb. 10,
1996, 110 Stat. 353, which struck out headings for sub-
chapters I and II.
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AMENDMENTS

2023—Pub. L. 118-31, div. A, title X, §1042(a)(1), Dec.
22, 2023, 137 Stat. 388, substituted ‘‘Assistance in sup-
port of” for ‘“Equipment and training of foreign per-
sonnel to assist in” in item 408. Amendment was made
pursuant to operation of section 102 of this title.

2011—Pub. L. 112-81, div. A, title X, §1092(b)(2), Dec.
31, 2011, 125 Stat. 1606, added item 407 and struck out
former item 407 ‘“‘Humanitarian demining assistance:
authority; limitations”’.

2008—Pub. L. 110-417, [div. A], title X, §1031(b), Oct.
14, 2008, 122 Stat. 4590, added item 409.

Pub. L. 110-181, div. A, title XII, §1207(b), Jan. 28, 2008,
122 Stat. 367, added item 408.

2006—Pub. L. 109-364, div. A, title XII, §1203(b)(2), Oct.
17, 2006, 120 Stat. 2415, added item 407.

1996—Pub. L. 104-106, div. A, title X, §1061(g)(2), title
XIII, §1301(b), Feb. 10, 1996, 110 Stat. 443, 473, which di-
rected amendment of table of sections at beginning of
subchapter I of this chapter by striking out item 403
and adding item 405, were executed by striking out
item 403 ‘‘International peacekeeping activities’ and
adding item 405 in analysis for this chapter to reflect
the probable intent of Congress and amendments by
Pub. L. 104-106, §571(c)(1), (2). See below.

Pub. L. 104-106, div. A, title V, §571(c)(1), (2), Feb. 10,
1996, 110 Stat. 353, struck out subchapter analysis, con-
sisting of items for subchapter I ‘“‘Humanitarian Assist-
ance’ and subchapter II ‘‘Civil-Military Cooperation’’
and struck out subchapter I heading “HUMANITARIAN
ASSISTANCE”.

1994—Pub. L. 103-337, div. A, title XIV, §1412(b), Oct.
5, 1994, 108 Stat. 2913, added item 404.

1992—Pub. L. 102-484, div. A, title X, §1081(b)(2), title
XIII, §1342(c)(2), Oct. 23, 1992, 106 Stat. 2516, 2558, added
subchapter analysis, subchapter I heading, and item
403.

1987—Pub. L. 100-180, div. A, title III, §332(b)(6), Dec.
4, 1987, 101 Stat. 1080, substituted “‘HUMANITARIAN
AND OTHER ASSISTANCE” for “HUMANITARIAN
AND CIVIC ASSISTANCE PROVIDED IN CONJUNC-
TION WITH MILITARY OPERATIONS” in chapter
heading, ‘“Humanitarian and civic assistance provided
in conjunction with military operations’ for ‘“Armed
forces participation in humanitarian and civic assist-
ance activities’ in item 401, and ‘‘Transportation of hu-
manitarian relief supplies to foreign countries’ for
‘““‘Approval of Secretary of State” in item 402, and
struck out items 403 ‘‘Payment of expenses’, 404 ‘‘An-
nual report to Congress’, 405 ‘“‘Definition of humani-
tarian and civic assistance’’, and 406 ‘‘Expenditure limi-
tation”.

§401. Humanitarian and civic assistance pro-
vided in conjunction with military oper-
ations

(a)(1) Under regulations prescribed by the Sec-
retary of Defense, the Secretary of a military
department may carry out humanitarian and
civic assistance activities in conjunction with
authorized military operations of the armed
forces in a country if the Secretary concerned
determines that the activities will promote—

(A) the security interests of both the United
States and the country in which the activities
are to be carried out; and

(B) the specific operational readiness skills
of the members of the armed forces who par-
ticipate in the activities.

(2) Humanitarian and civic assistance activi-
ties carried out under this section shall com-
plement, and may not duplicate, any other form
of social or economic assistance which may be
provided to the country concerned by any other
department or agency of the United States.
Such activities shall serve the basic economic



		Superintendent of Documents
	2025-08-22T12:37:45-0400
	Government Publishing Office, Washington, DC 20401
	U.S. Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




