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bill H.R. 268, supra; which was ordered to lie
on the table.

SA 16. Mr. SHELBY submitted an amend-
ment intended to be proposed by him to the
bill H.R. 268, supra; which was ordered to lie
on the table.

SA 17. Mr. SHELBY submitted an amend-
ment intended to be proposed by him to the
bill H.R. 268, supra; which was ordered to lie
on the table.

SA 18. Mr. SHELBY submitted an amend-
ment intended to be proposed by him to the
bill H.R. 268, supra; which was ordered to lie
on the table.

SA 19. Mr. SHELBY submitted an amend-
ment intended to be proposed by him to the
bill H.R. 268, supra; which was ordered to lie
on the table.

SA 20. Mr. JOHNSON submitted an amend-
ment intended to be proposed by him to the
bill H.R. 268, supra; which was ordered to lie
on the table.

————

TEXT OF AMENDMENTS

SA 7. Mr. BURR submitted an amend-
ment intended to be proposed by him
to the bill H.R. 268, making supple-
mental appropriations for the fiscal
year ending September 30, 2019, and for
other purposes; which was ordered to
lie on the table; as follows:

At the appropriate place, insert the fol-
lowing:

DIVISION @~ —INTELLIGENCE AUTHOR-
IZATION ACT FOR FISCAL YEARS 2018
AND 2019

SEC. 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This division may be
cited as the “Damon Paul Nelson and Mat-
thew Young Pollard Intelligence Authoriza-
tion Act for Fiscal Years 2018 and 2019,

(b) TABLE OF CONTENTS.—The table of con-
tents for this division is as follows:

Sec. 1. Short title; table of contents.
Sec. 2. Definitions.
Sec. 3. Explanatory statement.

TITLE I-INTELLIGENCE ACTIVITIES

Sec. 101. Authorization of appropriations.

Sec. 102. Classified Schedule of Authoriza-
tions.

Sec. 103. Intelligence Community Manage-
ment Account.

TITLE II—-CENTRAL INTELLIGENCE
AGENCY RETIREMENT AND  DIS-
ABILITY SYSTEM

Sec. 201. Authorization of appropriations.
Sec. 202. Computation of annuities for em-
ployees of the Central Intel-
ligence Agency.
TITLE III—GENERAL INTELLIGENCE
COMMUNITY MATTERS

Restriction on conduct of intel-
ligence activities.

Increase in employee compensation
and benefits authorized by law.

Modification of special pay author-
ity for science, technology, en-
gineering, or mathematics posi-
tions and addition of special
pay authority for cyber posi-
tions.

Modification of appointment of
Chief Information Officer of the
Intelligence Community.

Director of National Intelligence
review of placement of posi-
tions within the intelligence
community on the Executive
Schedule.

Supply Chain and Counterintel-
ligence Risk Management Task
Force.

Sec. 301.

Sec. 302.

Sec. 303.

304.

Sec.

Sec. 305.

Sec. 306.
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Sec. 307. Consideration of adversarial tele-
communications and cybersecu-
rity infrastructure when shar-
ing intelligence with foreign
governments and entities.

Cyber protection support for the
personnel of the intelligence
community in positions highly
vulnerable to cyber attack.

Modification of authority relating
to management of supply-chain
risk.

Limitations on determinations re-
garding certain security classi-
fications.

Joint Intelligence
Council.

Intelligence community informa-
tion technology environment.

Report on development of secure
mobile voice solution for intel-
ligence community.

Policy on minimum insider threat
standards.

Submission of intelligence commu-
nity policies.

Sec. 316. Expansion of intelligence commu-

nity recruitment efforts.

TITLE IV—-MATTERS RELATING TO ELE-
MENTS OF THE INTELLIGENCE COMMU-
NITY

Subtitle A—Office of the Director of
National Intelligence

401. Authority for protection of current
and former employees of the Of-
fice of the Director of National
Intelligence.

402. Designation of the program man-
ager-information sharing envi-
ronment.

403. Technical modification to the exec-
utive schedule.

404. Chief Financial Officer of the Intel-
ligence Community.

Sec. 405. Chief Information Officer of the In-

telligence Community.

Subtitle B—Central Intelligence Agency

Sec. 411. Central Intelligence Agency sub-
sistence for personnel assigned
to austere locations.

Sec. 412. Special rules for certain monthly
workers’ compensation pay-
ments and other payments for
Central Intelligence Agency
personnel.

Sec. 413. Expansion of security protective
service jurisdiction of the Cen-
tral Intelligence Agency.

Sec. 414. Repeal of foreign language pro-
ficiency requirement for cer-
tain senior level positions in
the Central Intelligence Agen-
cy.

Subtitle C—Office of Intelligence and Coun-

terintelligence of Department of Energy

Sec. 421. Consolidation of Department of En-
ergy Offices of Intelligence and
Counterintelligence.

422. Establishment of Energy Infra-
structure Security Center.

423. Repeal of Department of Energy In-
telligence Executive Com-
mittee and budget reporting re-
quirement.

Subtitle D—Other Elements

431. Plan for designation of counter-
intelligence component of De-
fense Security Service as an
element of intelligence commu-
nity.

432. Notice not required for private en-
tities.

433. Framework for roles, missions, and
functions of Defense Intel-
ligence Agency.

Sec. 308.

Sec. 309.

Sec. 310.

Sec. 311. Community

Sec. 312.

Sec. 313.

Sec. 314.

Sec. 315.
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Sec.
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Sec. 434. Establishment of advisory board
for National Reconnaissance
Office.

435. Collocation of certain Department
of Homeland Security personnel
at field locations.

TITLE V—ELECTION MATTERS

501. Report on cyber attacks by foreign
governments against United
States election infrastructure.

Review of intelligence commu-
nity’s posture to collect against
and analyze Russian efforts to
influence the Presidential elec-
tion.

Assessment of foreign intelligence
threats to Federal elections.
Strategy for countering Russian
cyber threats to United States

elections.

Assessment of significant Russian
influence campaigns directed at
foreign elections and referenda.

Foreign counterintelligence and
cybersecurity threats to Fed-
eral election campaigns.

Information sharing with State
election officials.

Notification of significant foreign
cyber intrusions and active
measures campaigns directed at
elections for Federal offices.

Designation of counterintelligence
officer to lead election security
matters.

TITLE VI—SECURITY CLEARANCES

Sec. 601. Definitions.

Sec. 602. Reports and plans relating to secu-
rity clearances and background
investigations.

Improving the process for security
clearances.

Goals for promptness of determina-
tions regarding security clear-
ances.

Security Executive Agent.

Report on unified, simplified, Gov-
ernmentwide standards for po-
sitions of trust and security
clearances.

Report on clearance in person con-
cept.

Budget request documentation on
funding for background inves-
tigations.

Reports on reciprocity for security
clearances inside of depart-
ments and agencies.

Intelligence community reports on
security clearances.

Periodic report on positions in the
intelligence community that
can be conducted without ac-
cess to classified information,
networks, or facilities.

Information sharing program for
positions of trust and security
clearances.

Report on protections for confiden-
tiality of whistleblower-related
communications.

TITLE VII-REPORTS AND OTHER
MATTERS

Subtitle A—Matters Relating to Russia and
Other Foreign Powers

Sec. 701. Limitation relating to establish-
ment or support of cybersecu-
rity unit with the Russian Fed-
eration.

Sec. 702. Report on returning Russian com-
pounds.

Sec. 703. Assessment of threat finance relat-
ing to Russia.

Sec. 704. Notification of an active measures
campaign.

Sec.

Sec.

Sec. 502.
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Sec. 504.
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. Notification of travel by accredited
diplomatic and consular per-
sonnel of the Russian Federa-
tion in the United States.

Report on outreach strategy ad-
dressing threats from United
States adversaries to the
United States technology sec-
tor.

Report on Iranian support of proxy
forces in Syria and Lebanon.
Annual report on Iranian expendi-
tures supporting foreign mili-

tary and terrorist activities.

Expansion of scope of committee to
counter active measures and re-
port on establishment of For-
eign Malign Influence Center.
Subtitle B—Reports

Technical correction to Inspector
General study.

Reports on authorities of the Chief
Intelligence Officer of the De-
partment of Homeland Secu-
rity.

Report on cyber exchange program.

Review of intelligence community
whistleblower matters.

Report on role of Director of Na-
tional Intelligence with respect
to certain foreign investments.

Report on surveillance by foreign
governments against United
States telecommunications net-
works.

Biennial report on foreign invest-
ment risks.

Modification of certain reporting
requirement on travel of for-
eign diplomats.

Semiannual reports on investiga-
tions of wunauthorized disclo-
sures of classified information.

Congressional notification of des-
ignation of covered intelligence
officer as persona non grata.

Reports on intelligence community
participation in vulnerabilities
equities process of Federal Gov-
ernment.

Inspectors General reports on clas-
sification.

Reports on global water insecurity
and national security implica-
tions and briefing on emerging

infectious disease and
pandemics.

Annual report on memoranda of
understanding between ele-

ments of intelligence commu-
nity and other entities of the
United States Government re-
garding significant operational
activities or policy.

Study on the feasibility of
encrypting unclassified wireline
and wireless telephone calls.

Modification of requirement for an-
nual report on hiring and reten-
tion of minority employees.

Reports on intelligence community
loan repayment and related
programs.

Repeal of certain reporting require-
ments.

Inspector General of the Intel-
ligence Community report on
senior executives of the Office
of the Director of National In-
telligence.

Briefing on Federal Bureau of In-
vestigation offering permanent
residence to sources and co-
operators.

Intelligence assessment of North
Korea revenue sources.

Report on possible exploitation of
virtual currencies by terrorist
actors.

Sec. 733. Inclusion of disciplinary actions in
annual report relating to sec-
tion 702 of the Foreign Intel-
ligence Surveillance Act of 1978.

Subtitle C—Other Matters

Public Interest Declassification
Board.

Securing energy infrastructure.

Bug bounty programs.

Modification of authorities relating
to the National Intelligence
University.

Technical and clerical amendments
to the National Security Act of
1947.

Technical amendments related to
the Department of Energy.

Sense of Congress on notification of
certain disclosures of classified
information.

Sense of Congress on consideration
of espionage activities when
considering whether or not to
provide visas to foreign individ-
uals to be accredited to a
United Nations mission in the
United States.

Sec. 749. Sense of Congress on WikiLeaks.

SEC. 2. DEFINITIONS.

In this division:

(1) CONGRESSIONAL INTELLIGENCE COMMIT-
TEES.—The term ‘‘congressional intelligence
committees’” has the meaning given such
term in section 3 of the National Security
Act of 1947 (50 U.S.C. 3003).

(2) INTELLIGENCE COMMUNITY.—The term
“‘intelligence community’ has the meaning
given such term in such section.

SEC. 3. EXPLANATORY STATEMENT.

The explanatory statement regarding this
division, printed in the Senate section of the
Congressional Record, by the Chairman of
the Select Committee on Intelligence of the
Senate, shall have the same effect with re-
spect to the implementation of this division
as if it were a joint explanatory statement of
a committee of conference.

TITLE I—INTELLIGENCE ACTIVITIES

SEC. 101. AUTHORIZATION OF APPROPRIATIONS.

(a) FISCAL YEAR 2019.—Funds are hereby
authorized to be appropriated for fiscal year
2019 for the conduct of the intelligence and
intelligence-related activities of the fol-
lowing elements of the United States Gov-
ernment:

(1) The Office of the Director of National
Intelligence.

(2) The Central Intelligence Agency.

(3) The Department of Defense.

(4) The Defense Intelligence Agency.

(5) The National Security Agency.

(6) The Department of the Army, the De-
partment of the Navy, and the Department
of the Air Force.

(7) The Coast Guard.

(8) The Department of State.

(9) The Department of the Treasury.

(10) The Department of Energy.

(11) The Department of Justice.

(12) The Federal Bureau of Investigation.

(13) The Drug Enforcement Administra-
tion.

(14) The National Reconnaissance Office.

(156) The National Geospatial-Intelligence
Agency.

(16) The Department of Homeland Secu-
rity.

(b) FISCAL YEAR 2018.—Funds that were ap-
propriated for fiscal year 2018 for the conduct
of the intelligence and intelligence-related
activities of the elements of the United
States set forth in subsection (a) are hereby
authorized.

SEC. 102. CLASSIFIED SCHEDULE OF AUTHORIZA-

TIONS.

(a) SPECIFICATIONS OF AMOUNTS.—The

amounts authorized to be appropriated under

Sec. T41.
742.
743.
744.

Sec.
Sec.
Sec.

Sec. 745.

Sec. T46.

Sec. T47.

Sec. 748.
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section 101 for the conduct of the intel-

ligence activities of the elements listed in

paragraphs (1) through (16) of section 101, are
those specified in the classified Schedule of

Authorizations prepared to accompany this

division.

(b) AVAILABILITY OF CLASSIFIED SCHEDULE
OF AUTHORIZATIONS.—

(1) AVAILABILITY.—The classified Schedule
of Authorizations referred to in subsection
(a) shall be made available to the Committee
on Appropriations of the Senate, the Com-
mittee on Appropriations of the House of
Representatives, and to the President.

(2) DISTRIBUTION BY THE PRESIDENT.—Sub-
ject to paragraph (3), the President shall pro-
vide for suitable distribution of the classified
Schedule of Authorizations referred to in
subsection (a), or of appropriate portions of
such Schedule, within the executive branch.

(3) LIMITS ON DISCLOSURE.—The President
shall not publicly disclose the classified
Schedule of Authorizations or any portion of
such Schedule except—

(A) as provided in section 601(a) of the Im-
plementing Recommendations of the 9/11
Commission Act of 2007 (50 U.S.C. 3306(a));

(B) to the extent necessary to implement
the budget; or

(C) as otherwise required by law.

SEC. 103. INTELLIGENCE COMMUNITY MANAGE-

MENT ACCOUNT.

(a) AUTHORIZATION OF APPROPRIATIONS.—
There is authorized to be appropriated for
the Intelligence Community Management
Account of the Director of National Intel-
ligence for fiscal year 2019 the sum of
$522,424,000.

(b) CLASSIFIED AUTHORIZATION OF APPRO-
PRIATIONS.—In addition to amounts author-
ized to be appropriated for the Intelligence
Community Management Account by sub-
section (a), there are authorized to be appro-
priated for the Intelligence Community Man-
agement Account for fiscal year 2019 such ad-
ditional amounts as are specified in the clas-
sified Schedule of Authorizations referred to
in section 102(a).

TITLE II—CENTRAL INTELLIGENCE AGEN-
CY RETIREMENT AND DISABILITY SYS-
TEM

SEC. 201. AUTHORIZATION OF APPROPRIATIONS.
There is authorized to be appropriated for

the Central Intelligence Agency Retirement

and Disability Fund $514,000,000 for fiscal

year 2019.

SEC. 202. COMPUTATION OF ANNUITIES FOR EM-

PLOYEES OF THE CENTRAL INTEL-
LIGENCE AGENCY.

(a) COMPUTATION OF ANNUITIES.—

(1) IN GENERAL.—Section 221 of the Central
Intelligence Agency Retirement Act (50
U.S.C. 2031) is amended—

(A) in subsection (a)(3)(B), by striking the
period at the end and inserting ‘‘, as deter-
mined by using the annual rate of basic pay
that would be payable for full-time service in
that position.”’;

(B) in subsection (b)(1)(C)(i), by striking
““12-month” and inserting ‘‘2-year’’;

(C) in subsection (f)(2), by striking ‘‘one
year’ and inserting ‘‘two years’’;

(D) in subsection (g)(2), by striking ‘‘one
year’ each place such term appears and in-
serting ‘‘two years’’;

(E) by redesignating subsections (h), (i), (j),
(k), and (1) as subsections (i), (j), (k), (1), and
(m), respectively; and

(F) by inserting after subsection (g) the
following:

““(h) CONDITIONAL ELECTION OF INSURABLE
INTEREST SURVIVOR ANNUITY BY PARTICI-
PANTS MARRIED AT THE TIME OF RETIRE-
MENT.—

‘(1) AUTHORITY TO MAKE DESIGNATION.—
Subject to the rights of former spouses under
subsection (b) and section 222, at the time of
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retirement a married participant found by
the Director to be in good health may elect
to receive an annuity reduced in accordance
with subsection (f)(1)(B) and designate in
writing an individual having an insurable in-
terest in the participant to receive an annu-
ity under the system after the participant’s
death, except that any such election to pro-
vide an insurable interest survivor annuity
to the participant’s spouse shall only be ef-
fective if the participant’s spouse waives the
spousal right to a survivor annuity under
this Act. The amount of the annuity shall be
equal to 55 percent of the participant’s re-
duced annuity.

¢“(2) REDUCTION IN PARTICIPANT’S ANNUITY.—
The annuity payable to the participant mak-
ing such election shall be reduced by 10 per-
cent of an annuity computed under sub-
section (a) and by an additional 5 percent for
each full 5 years the designated individual is
younger than the participant. The total re-
duction under this subparagraph may not ex-
ceed 40 percent.

‘(3) COMMENCEMENT OF SURVIVOR ANNU-
ITY.—The annuity payable to the designated
individual shall begin on the day after the
retired participant dies and terminate on the
last day of the month before the designated
individual dies.

‘“(4) RECOMPUTATION OF PARTICIPANT’S AN-
NUITY ON DEATH OF DESIGNATED INDIVIDUAL.—
An annuity that is reduced under this sub-
section shall, effective the first day of the
month following the death of the designated
individual, be recomputed and paid as if the
annuity had not been so reduced.”.

(2) CONFORMING AMENDMENTS.—

(A) CENTRAL INTELLIGENCE AGENCY RETIRE-
MENT ACT.—The Central Intelligence Agency
Retirement Act (560 U.S.C. 2001 et seq.) is
amended—

(1) in section 232(b)(1) (50 U.S.C. 2052(b)(1)),
by striking ¢221(h),” and inserting 221(i),”’;
and

(ii) in section 252(h)(4) (50 U.S.C. 2082(h)(4)),
by striking ‘‘221(k)’’ and inserting ‘221(1)”.

(B) CENTRAL INTELLIGENCE AGENCY ACT OF
1949.—Subsection (a) of section 14 of the Cen-
tral Intelligence Agency Act of 1949 (50
U.S.C. 3514(a)) is amended by striking
¢“221(h)(2), 221(d), 221(1),” and inserting
£221(1)(2), 221(j), 221(m),”".

(b) ANNUITIES FOR FORMER SPOUSES.—Sub-
paragraph (B) of section 222(b)(5) of the Cen-
tral Intelligence Agency Retirement Act (50
U.S.C. 2032(b)(5)(B)) is amended by striking
‘“‘one year’” and inserting ‘‘two years’.

(¢c) PRIOR SERVICE CREDIT.—Subparagraph
(A) of section 252(b)(3) of the Central Intel-
ligence Agency Retirement Act (50 U.S.C.
2082(b)(3)(A)) is amended by striking ‘‘Octo-
ber 1, 1990 both places that term appears
and inserting ‘‘March 31, 1991"°.

(d) REEMPLOYMENT COMPENSATION.—Sec-
tion 273 of the Central Intelligence Agency
Retirement Act (50 U.S.C. 2113) is amended—

(1) by redesignating subsections (b) and (c)
as subsections (¢) and (d), respectively; and

(2) by inserting after subsection (a) the fol-
lowing:

“(b) PART-TIME REEMPLOYED ANNU-
ITANTS.—The Director shall have the author-
ity to reemploy an annuitant on a part-time
basis in accordance with section 8344(1) of
title 5, United States Code.”.

(e) EFFECTIVE DATE AND APPLICATION.—The
amendments made by subsection (a)(1)(A)
and subsection (c) shall take effect as if en-
acted on October 28, 2009, and shall apply to
computations or participants, respectively,
as of such date.

TITLE III—GENERAL INTELLIGENCE
COMMUNITY MATTERS
SEC. 301. RESTRICTION ON CONDUCT OF INTEL-
LIGENCE ACTIVITIES.

The authorization of appropriations by

this division shall not be deemed to con-
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stitute authority for the conduct of any in-

telligence activity which is not otherwise

authorized by the Constitution or the laws of

the United States.

SEC. 302. INCREASE IN EMPLOYEE COMPENSA-
TION AND BENEFITS AUTHORIZED
BY LAW.

Appropriations authorized by this division
for salary, pay, retirement, and other bene-
fits for Federal employees may be increased
by such additional or supplemental amounts
as may be necessary for increases in such
compensation or benefits authorized by law.
SEC. 303. MODIFICATION OF SPECIAL PAY AU-

THORITY FOR SCIENCE, TECH-
NOLOGY, ENGINEERING, OR MATHE-
MATICS POSITIONS AND ADDITION
OF SPECIAL PAY AUTHORITY FOR
CYBER POSITIONS.

Section 113B of the National Security Act
of 1947 (50 U.S.C. 3049a) is amended—

(1) by amending subsection (a) to read as
follows:

‘‘(a) SPECIAL RATES OF PAY FOR POSITIONS
REQUIRING EXPERTISE IN SCIENCE, TECH-
NOLOGY, ENGINEERING, OR MATHEMATICS.—

‘(1) IN GENERAL.—Notwithstanding part III
of title 5, United States Code, the head of
each element of the intelligence community
may, for 1 or more categories of positions in
such element that require expertise in
science, technology, engineering, or mathe-
matics—

‘““(A) establish higher minimum rates of
pay; and

‘(B) make corresponding increases in all
rates of pay of the pay range for each grade
or level, subject to subsection (b) or (c), as
applicable.

‘“(2) TREATMENT.—The special rate supple-
ments resulting from the establishment of
higher rates under paragraph (1) shall be
basic pay for the same or similar purposes as
those specified in section 5305(j) of title 5,
United States Code.”’;

(2) by redesignating subsections (b)
through (f) as subsections (c¢) through (g), re-
spectively;

(3) by inserting after subsection (a) the fol-
lowing:

“(b) SPECIAL RATES OF PAY FOR CYBER Po-
SITIONS.—

‘(1) IN GENERAL.—Notwithstanding sub-
section (c), the Director of the National Se-
curity Agency may establish a special rate of
pay—

‘“(A) not to exceed the rate of basic pay
payable for level II of the Executive Sched-
ule under section 5313 of title 5, United
States Code, if the Director certifies to the
Under Secretary of Defense for Intelligence,
in consultation with the Under Secretary of
Defense for Personnel and Readiness, that
the rate of pay is for positions that perform
functions that execute the cyber mission of
the Agency; or

‘“(B) not to exceed the rate of basic pay
payable for the Vice President of the United
States under section 104 of title 3, United
States Code, if the Director certifies to the
Secretary of Defense, by name, individuals
that have advanced skills and competencies
and that perform critical functions that exe-
cute the cyber mission of the Agency.

‘“(2) PAY LIMITATION.—Employees receiving
a special rate under paragraph (1) shall be
subject to an aggregate pay limitation that
parallels the limitation established in sec-
tion 5307 of title 5, United States Code, ex-
cept that—

‘“(A) any allowance, differential, bonus,
award, or other similar cash payment in ad-
dition to basic pay that is authorized under
title 10, United States Code, (or any other
applicable law in addition to title 5 of such
Code, excluding the Fair Labor Standards
Act of 1938 (29 U.S.C. 201 et seq.)) shall also
be counted as part of aggregate compensa-
tion; and
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‘‘(B) aggregate compensation may not ex-
ceed the rate established for the Vice Presi-
dent of the United States under section 104
of title 3, United States Code.

¢(3) LIMITATION ON NUMBER OF RECIPI-
ENTS.—The number of individuals who re-
ceive basic pay established under paragraph
(1)(B) may not exceed 100 at any time.

‘(4) LIMITATION ON USE AS COMPARATIVE
REFERENCE.—Notwithstanding any other pro-
vision of law, special rates of pay and the
limitation established under paragraph (1)(B)
may not be used as comparative references
for the purpose of fixing the rates of basic
pay or maximum pay limitations of qualified
positions under section 1599f of title 10,
United States Code, or section 226 of the
Homeland Security Act of 2002 (6 U.S.C.
147).”;

(4) in subsection (c), as redesignated by
paragraph (2), by striking ‘“A minimum’’ and
inserting ‘‘Except as provided in subsection
(b), a minimum”’;

(5) in subsection (d), as redesignated by
paragraph (2), by inserting ‘“‘or (b)’’ after ‘“‘by
subsection (a)”’; and

(6) in subsection (g), as redesignated by
paragraph (2)—

(A) in paragraph (1), by striking ‘‘Not later
than 90 days after the date of the enactment
of the Intelligence Authorization Act for Fis-
cal Year 2017 and inserting ‘‘Not later than
90 days after the date of the enactment of
the Damon Paul Nelson and Matthew Young
Pollard Intelligence Authorization Act for
Fiscal Years 2018 and 2019°’; and

(B) in paragraph (2)(A), by inserting
(b)”’ after ‘‘subsection (a)’’.

SEC. 304. MODIFICATION OF APPOINTMENT OF
CHIEF INFORMATION OFFICER OF
THE INTELLIGENCE COMMUNITY.

Section 103G(a) of the National Security
Act of 1947 (50 U.S.C. 3032(a)) is amended by
striking ‘‘President’” and inserting ‘‘Direc-
tor”.
SEC.

“

or

305. DIRECTOR OF NATIONAL INTEL-
LIGENCE REVIEW OF PLACEMENT
OF POSITIONS WITHIN THE INTEL-
LIGENCE COMMUNITY ON THE EXEC-
UTIVE SCHEDULE.

(a) REVIEW.—The Director of National In-
telligence, in coordination with the Director
of the Office of Personnel Management, shall
conduct a review of positions within the in-
telligence community regarding the place-
ment of such positions on the Executive
Schedule under subchapter II of chapter 53 of
title 5, United States Code. In carrying out
such review, the Director of National Intel-
ligence, in coordination with the Director of
the Office of Personnel Management, shall
determine—

(1) the standards under which such review
will be conducted;

(2) which positions should or should not be
on the Executive Schedule; and

(3) for those positions that should be on the
Executive Schedule, the level of the Execu-
tive Schedule at which such positions should
be placed.

(b) REPORT.—Not later than 60 days after
the date on which the review under sub-
section (a) is completed, the Director of Na-
tional Intelligence shall submit to the con-
gressional intelligence committees, the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate, and the Com-
mittee on Oversight and Government Reform
of the House of Representatives an
unredacted report describing the standards
by which the review was conducted and the
outcome of the review.

SEC. 306. SUPPLY CHAIN AND COUNTERINTEL-
LIGENCE RISK MANAGEMENT TASK
FORCE.

(a) APPROPRIATE CONGRESSIONAL COMMIT-
TEES DEFINED.—In this section, the term
‘“‘appropriate congressional committees’’
means the following:
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(1) The congressional intelligence commit-
tees.

(2) The Committee on Armed Services and
the Committee on Homeland Security and
Governmental Affairs of the Senate.

(3) The Committee on Armed Services, the
Committee on Homeland Security, and the
Committee on Oversight and Government
Reform of the House of Representatives.

(b) REQUIREMENT TO ESTABLISH.—The Di-
rector of National Intelligence shall estab-
lish a Supply Chain and Counterintelligence
Risk Management Task Force to standardize
information sharing between the intelligence
community and the acquisition community
of the United States Government with re-
spect to the supply chain and counterintel-
ligence risks.

(c) MEMBERS.—The Supply Chain and
Counterintelligence Risk Management Task
Force established under subsection (b) shall
be composed of—

(1) a representative of the Defense Security
Service of the Department of Defense;

(2) a representative of the General Services
Administration;

(3) a representative of the Office of Federal
Procurement Policy of the Office of Manage-
ment and Budget;

(4) a representative of the Department of
Homeland Security;

(5) a representative of the Federal Bureau
of Investigation;

(6) the Director of the National Counter-
intelligence and Security Center; and

(7) any other members the Director of Na-
tional Intelligence determines appropriate.

(d) SECURITY CLEARANCES.—Each member
of the Supply Chain and Counterintelligence
Risk Management Task Force established
under subsection (b) shall have a security
clearance at the top secret level and be able
to access sensitive compartmented informa-
tion.

(e) ANNUAL REPORT.—The Supply Chain
and Counterintelligence Risk Management
Task Force established under subsection (b)
shall submit to the appropriate congres-
sional committees an annual report that de-
scribes the activities of the Task Force dur-
ing the previous year, including identifica-
tion of the supply chain and counterintel-
ligence risks shared with the acquisition
community of the United States Government
by the intelligence community.

SEC. 307. CONSIDERATION OF ADVERSARIAL
TELECOMMUNICATIONS AND CYBER-
SECURITY INFRASTRUCTURE WHEN
SHARING INTELLIGENCE WITH FOR-
EIGN GOVERNMENTS AND ENTITIES.

Whenever the head of an element of the in-
telligence community enters into an intel-
ligence sharing agreement with a foreign
government or any other foreign entity, the
head of the element shall consider the perva-
siveness of telecommunications and cyberse-
curity infrastructure, equipment, and serv-
ices provided by adversaries of the United
States, particularly China and Russia, or en-
tities of such adversaries in the country or
region of the foreign government or other
foreign entity entering into the agreement.
SEC. 308. CYBER PROTECTION SUPPORT FOR THE

PERSONNEL OF THE INTELLIGENCE
COMMUNITY IN POSITIONS HIGHLY
VULNERABLE TO CYBER ATTACK.

(a) DEFINITIONS.—In this section:

(1) PERSONAL ACCOUNTS.—The term ‘‘per-
sonal accounts’” means accounts for online
and telecommunications services, including
telephone, residential Internet access, email,
text and multimedia messaging, cloud com-
puting, social media, health care, and finan-
cial services, used by personnel of the intel-
ligence community outside of the scope of
their employment with elements of the in-
telligence community.

(2) PERSONAL TECHNOLOGY DEVICES.—The
term ‘‘personal technology devices’” means
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technology devices used by personnel of the
intelligence community outside of the scope
of their employment with elements of the in-
telligence community, including networks to
which such devices connect.

(b) AUTHORITY TO PROVIDE CYBER PROTEC-
TION SUPPORT.—

(1) IN GENERAL.—Subject to a determina-
tion by the Director of National Intelligence,
the Director may provide cyber protection
support for the personal technology devices
and personal accounts of the personnel de-
scribed in paragraph (2).

(2) AT-RISK PERSONNEL.—The personnel de-
scribed in this paragraph are personnel of
the intelligence community—

(A) who the Director determines to be
highly vulnerable to cyber attacks and hos-
tile information collection activities because
of the positions occupied by such personnel
in the intelligence community; and

(B) whose personal technology devices or
personal accounts are highly wvulnerable to
cyber attacks and hostile information collec-
tion activities.

(¢) NATURE OF CYBER PROTECTION SUP-
PORT.—Subject to the availability of re-
sources, the cyber protection support pro-
vided to personnel under subsection (b) may
include training, advice, assistance, and
other services relating to cyber attacks and
hostile information collection activities.

(d) LIMITATION ON SUPPORT.—Nothing in
this section shall be construed—

(1) to encourage personnel of the intel-
ligence community to use personal tech-
nology devices for official business; or

(2) to authorize cyber protection support
for senior intelligence community personnel
using personal devices, networks, and per-
sonal accounts in an official capacity.

(e) REPORT.—Not later than 180 days after
the date of the enactment of this Act, the
Director shall submit to the congressional
intelligence committees a report on the pro-
vision of cyber protection support under sub-
section (b). The report shall include—

(1) a description of the methodology used
to make the determination under subsection
(b)(2); and

(2) guidance for the use of cyber protection
support and tracking of support requests for
personnel receiving cyber protection support
under subsection (b).

SEC. 309. MODIFICATION OF AUTHORITY RELAT-
ING TO MANAGEMENT OF SUPPLY-
CHAIN RISK.

(a) MODIFICATION OF EFFECTIVE DATE.—
Subsection (f) of section 309 of the Intel-
ligence Authorization Act for Fiscal Year
2012 (Public Law 112-87; 50 U.S.C. 3329 note) is
amended by striking ‘‘the date that is 180
days after”.

(b) REPEAL OF SUNSET.—Such section is
amended by striking subsection (g).

(c) REPORTS.—Such section, as amended by
subsection (b), is further amended—

(1) by redesignating subsection (f), as
amended by subsection (a), as subsection (g);
and

(2) by inserting after subsection (e) the fol-
lowing:

“(f) ANNUAL REPORTS.—

‘(1) IN GENERAL.—Except as provided in
paragraph (2), not later than 180 days after
the date of the enactment of the Damon Paul
Nelson and Matthew Young Pollard Intel-
ligence Authorization Act for Fiscal Years
2018 and 2019 and not less frequently than
once each calendar year thereafter, the Di-
rector of National Intelligence shall, in con-
sultation with each head of a covered agen-
cy, submit to the congressional intelligence
committees (as defined in section 3 of the
National Security Act of 1947 (50 U.S.C.
3003)), a report that details the determina-
tions and notifications made under sub-
section (c¢) during the most recently com-
pleted calendar year.
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‘(2) INITIAL REPORT.—The first report sub-
mitted under paragraph (1) shall detail all
the determinations and notifications made
under subsection (c) before the date of the
submittal of the report.”.

SEC. 310. LIMITATIONS ON DETERMINATIONS RE-
GARDING CERTAIN SECURITY CLAS-
SIFICATIONS.

(a) PROHIBITION.—An officer of an element
of the intelligence community who has been
nominated by the President for a position
that requires the advice and consent of the
Senate may not make a classification deci-
sion with respect to information related to
such officer’s nomination.

(b) CLASSIFICATION DETERMINATIONS.—

(1) IN GENERAL.—Except as provided in
paragraph (2), in a case in which an officer
described in subsection (a) has been nomi-
nated as described in such subsection and
classification authority rests with the officer
or another officer who reports directly to
such officer, a classification decision with
respect to information relating to the officer
shall be made by the Director of National In-
telligence.

(2) NOMINATIONS OF DIRECTOR OF NATIONAL
INTELLIGENCE.—In a case described in para-
graph (1) in which the officer nominated is
the Director of National Intelligence, the
classification decision shall be made by the
Principal Deputy Director of National Intel-
ligence.

(¢) REPORTS.—Whenever the Director or
the Principal Deputy Director makes a deci-
sion under subsection (b), the Director or the
Principal Deputy Director, as the case may
be, shall submit to the congressional intel-
ligence committees a report detailing the
reasons for the decision.

SEC. 311. JOINT INTELLIGENCE COMMUNITY
COUNCIL.

(a) MEETINGS.—Section 101A(d) of the Na-
tional Security Act of 1947 (50 U.S.C. 3022(d))
is amended—

(1) by striking ‘‘regular’’; and

(2) by inserting ‘‘as the Director considers
appropriate’ after ‘‘Council”.

(b) REPORT ON FUNCTION AND UTILITY OF
THE JOINT INTELLIGENCE COMMUNITY COUN-
CIL.—

(1) IN GENERAL.—No later than 180 days
after the date of the enactment of this Act,
the Director of National Intelligence, in co-
ordination with the Executive Office of the
President and members of the Joint Intel-
ligence Community Council, shall submit to
the congressional intelligence committees a
report on the function and utility of the
Joint Intelligence Community Council.

(2) CONTENTS.—The report required by
paragraph (1) shall include the following:

(A) The number of physical or virtual
meetings held by the Council per year since
the Council’s inception.

(B) A description of the effect and accom-
plishments of the Council.

(C) An explanation of the unique role of
the Council relative to other entities, includ-
ing with respect to the National Security
Council and the Executive Committee of the
intelligence community.

(D) Recommendations for the future role
and operation of the Council.

(E) Such other matters relating to the
function and utility of the Council as the Di-
rector considers appropriate.

(3) FORM.—The report submitted under
paragraph (1) shall be submitted in unclassi-
fied form, but may include a classified
annex.

SEC. 312. INTELLIGENCE COMMUNITY INFORMA-
TION TECHNOLOGY ENVIRONMENT.

(a) DEFINITIONS.—In this section:

(1) CORE SERVICE.—The term ‘‘core service’’
means a capability that is available to mul-
tiple elements of the intelligence community
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and required for consistent operation of the
intelligence community information tech-
nology environment.

(2) INTELLIGENCE COMMUNITY INFORMATION
TECHNOLOGY ENVIRONMENT.—The term ‘‘intel-
ligence community information technology
environment’’ means all of the information
technology services across the intelligence
community, including the data sharing and
protection environment across multiple clas-
sification domains.

(b) ROLES AND RESPONSIBILITIES.—

(1) DIRECTOR OF NATIONAL INTELLIGENCE.—
The Director of National Intelligence shall
be responsible for coordinating the perform-
ance by elements of the intelligence commu-
nity of the intelligence community informa-
tion technology environment, including each
of the following:

(A) Ensuring compliance with all applica-
ble environment rules and regulations of
such environment.

(B) Ensuring measurable performance
goals exist for such environment.

(C) Documenting standards and practices
of such environment.

(D) Acting as an arbiter among elements of
the intelligence community related to any
disagreements arising out of the implemen-
tation of such environment.

(E) Delegating responsibilities to the ele-
ments of the intelligence community and
carrying out such other responsibilities as
are necessary for the effective implementa-
tion of such environment.

(2) CORE SERVICE PROVIDERS.—Providers of
core services shall be responsible for—

(A) providing core services, in coordination
with the Director of National Intelligence;
and

(B) providing the Director with informa-
tion requested and required to fulfill the re-
sponsibilities of the Director under para-
graph (1).

(3) USE OF CORE SERVICES.—

(A) IN GENERAL.—Except as provided in
subparagraph (B), each element of the intel-
ligence community shall use core services
when such services are available.

(B) EXCEPTION.—The Director of National
Intelligence may provide for a written excep-
tion to the requirement under subparagraph
(A) if the Director determines there is a com-
pelling financial or mission need for such ex-
ception.

(¢) MANAGEMENT ACCOUNTABILITY.—Not
later than 90 days after the date of the enact-
ment of this Act, the Director of National
Intelligence shall designate and maintain
one or more accountable executives of the
intelligence community information tech-
nology environment to be responsible for—

(1) management, financial control, and in-
tegration of such environment;

(2) overseeing the performance of each core
service, including establishing measurable
service requirements and schedules;

(3) to the degree feasible, ensuring testing
of each core service of such environment, in-
cluding testing by the intended users, to
evaluate performance against measurable
service requirements and to ensure the capa-
bility meets user requirements; and

(4) coordinate transition or restructuring
efforts of such environment, including phase-
out of legacy systems.

(d) SECURITY PLAN.—Not later than 180
days after the date of the enactment of this
Act, the Director of National Intelligence
shall develop and maintain a security plan
for the intelligence community information
technology environment.

(e) LONG-TERM ROADMAP.—Not later than
180 days after the date of the enactment of
this Act, and during each of the second and
fourth fiscal quarters thereafter, the Direc-
tor of National Intelligence shall submit to
the congressional intelligence committees a
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long-term roadmap that shall include each of
the following:

(1) A description of the minimum required
and desired core service requirements, in-
cluding—

(A) key performance parameters; and

(B) an assessment of current, measured
performance.

(2) implementation milestones for the in-
telligence community information tech-
nology environment, including each of the
following:

(A) A schedule for expected deliveries of
core service capabilities during each of the
following phases:

(i) Concept refinement and technology ma-
turity demonstration.

(ii) Development, integration, and dem-
onstration.

(iii) Production,
sustainment.

(iv) System retirement.

(B) Dependencies of such core service capa-
bilities.

(C) Plans for the transition or restruc-
turing necessary to incorporate core service
capabilities.

(D) A description of any legacy systems
and discontinued capabilities to be phased
out.

(3) Such other matters as the Director de-
termines appropriate.

(f) BUSINESS PLAN.—Not later than 180 days
after the date of the enactment of this Act,
and during each of the second and fourth fis-
cal quarters thereafter, the Director of Na-
tional Intelligence shall submit to the con-
gressional intelligence committees a busi-
ness plan that includes each of the following:

(1) A systematic approach to identify core
service funding requests for the intelligence
community information technology environ-
ment within the proposed budget, including
multiyear plans to implement the long-term
roadmap required by subsection (e).

(2) A uniform approach by which each ele-
ment of the intelligence community shall
identify the cost of legacy information tech-
nology or alternative capabilities where
services of the intelligence community infor-
mation technology environment will also be
available.

(3) A uniform effort by which each element
of the intelligence community shall identify
transition and restructuring costs for new,
existing, and retiring services of the intel-
ligence community information technology
environment, as well as services of such en-
vironment that have changed designations as
a core service.

(g) QUARTERLY PRESENTATIONS.—Beginning
not later than 180 days after the date of the
enactment of this Act, the Director of Na-
tional Intelligence shall provide to the con-
gressional intelligence committees quarterly
updates regarding ongoing implementation
of the intelligence community information
technology environment as compared to the
requirements in the most recently submitted
security plan required by subsection (d),
long-term roadmap required by subsection
(e), and business plan required by subsection
(f).

(h) ADDITIONAL NOTIFICATIONS.—The Direc-
tor of National Intelligence shall provide
timely notification to the congressional in-
telligence committees regarding any policy
changes related to or affecting the intel-
ligence community information technology
environment, new initiatives or strategies
related to or impacting such environment,
and changes or deficiencies in the execution
of the security plan required by subsection
(d), long-term roadmap required by sub-
section (e), and business plan required by
subsection (f)

(i) SUNSET.—The section shall have no ef-
fect on or after September 30, 2024.
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SEC. 313. REPORT ON DEVELOPMENT OF SECURE
MOBILE VOICE SOLUTION FOR IN-
TELLIGENCE COMMUNITY.

(a) IN GENERAL.—Not later than 180 days
after the date of the enactment of this Act,
the Director of National Intelligence, in co-
ordination with the Director of the Central
Intelligence Agency and the Director of the
National Security Agency, shall submit to
the congressional intelligence committees a
classified report on the feasibility, desir-
ability, cost, and required schedule associ-
ated with the implementation of a secure
mobile voice solution for the intelligence
community.

(b) CONTENTS.—The report required by sub-
section (a) shall include, at a minimum, the
following:

(1) The benefits and disadvantages of a se-
cure mobile voice solution.

(2) Whether the intelligence community
could leverage commercially available tech-
nology for classified voice communications
that operates on commercial mobile net-
works in a secure manner and identifying
the accompanying security risks to such net-
works.

(3) A description of any policies or commu-
nity guidance that would be necessary to
govern the potential solution, such as a proc-
ess for determining the appropriate use of a
secure mobile telephone and any limitations
associated with such use.

SEC. 314. POLICY ON MINIMUM INSIDER THREAT
STANDARDS.

(a) PoLicY REQUIRED.—Not later than 60
days after the date of the enactment of this
Act, the Director of National Intelligence
shall establish a policy for minimum insider
threat standards that is consistent with the
National Insider Threat Policy and Min-
imum Standards for Executive Branch In-
sider Threat Programs.

(b) IMPLEMENTATION.—Not later than 180
days after the date of the enactment of this
Act, the head of each element of the intel-
ligence community shall implement the pol-
icy established under subsection (a).

SEC. 315. SUBMISSION OF INTELLIGENCE COM-
MUNITY POLICIES.

(a) DEFINITIONS.—In this section:

(1) ELECTRONIC REPOSITORY.—The term
‘‘electronic repository’ means the electronic
distribution mechanism, in use as of the date
of the enactment of this Act, or any suc-
cessor electronic distribution mechanism, by
which the Director of National Intelligence
submits to the congressional intelligence
committees information.

(2) PoLicY.—The term ‘‘policy”, with re-
spect to the intelligence community, in-
cludes unclassified or classified—

(A) directives, policy guidance, and policy
memoranda of the intelligence community;

(B) executive correspondence of the Direc-
tor of National Intelligence; and

(C) any equivalent successor policy instru-
ments.

(b) SUBMISSION OF POLICIES.—

(1) CURRENT POLICY.—Not later than 180
days after the date of the enactment of this
Act, the Director of National Intelligence
shall submit to the congressional intel-
ligence committees using the electronic re-
pository all nonpublicly available policies
issued by the Director of National Intel-
ligence for the intelligence community that
are in effect as of the date of the submission.

(2) CONTINUOUS UPDATES.—Not later than 15
days after the date on which the Director of
National Intelligence issues, modifies, or re-
scinds a policy of the intelligence commu-
nity, the Director shall—

(A) notify the congressional intelligence
committees of such addition, modification,
or removal; and

(B) update the electronic repository with
respect to such addition, modification, or re-
moval.
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SEC. 316. EXPANSION OF INTELLIGENCE COMMU-
NITY RECRUITMENT EFFORTS.

In order to further increase the diversity of
the intelligence community workforce, not
later than 90 days after the date of the enact-
ment of this Act, the Director of National
Intelligence, in consultation with heads of
elements of the Intelligence Community,
shall create, implement, and submit to the
congressional intelligence committees a
written plan to ensure that rural and under-
represented regions are more fully and con-
sistently represented in such elements’ em-
ployment recruitment efforts. Upon receipt
of the plan, the congressional committees
shall have 60 days to submit comments to
the Director of National Intelligence before
such plan shall be implemented.

TITLE IV—MATTERS RELATING TO ELE-
MENTS OF THE INTELLIGENCE COMMU-
NITY

Subtitle A—Office of the Director of National

Intelligence
SEC. 401. AUTHORITY FOR PROTECTION OF CUR-
RENT AND FORMER EMPLOYEES OF
THE OFFICE OF THE DIRECTOR OF
NATIONAL INTELLIGENCE.

Section 5(a)(4) of the Central Intelligence
Agency Act of 1949 (50 U.S.C. 3506(a)(4)) is
amended by striking ‘‘such personnel of the
Office of the Director of National Intel-
ligence as the Director of National Intel-
ligence may designate;”’ and inserting ‘‘cur-
rent and former personnel of the Office of the
Director of National Intelligence and their
immediate families as the Director of Na-
tional Intelligence may designate;”’.

SEC. 402. DESIGNATION OF THE PROGRAM MAN-

AGER-INFORMATION SHARING ENVI-
RONMENT.

(a) INFORMATION SHARING ENVIRONMENT.—
Section 1016(b) of the Intelligence Reform
and Terrorism Prevention Act of 2004 (6
U.S.C. 485(b)) is amended—

(1) in paragraph (1), by striking ‘‘Presi-
dent’’ and inserting ‘‘Director of National In-
telligence’’; and

(2) in paragraph (2), by striking ‘‘Presi-
dent’’ both places that term appears and in-
serting ‘‘Director of National Intelligence’’.

(b) PROGRAM MANAGER.—Section 1016(f)(1)
of the Intelligence Reform and Terrorism
Prevention Act of 2004 (6 U.S.C. 485(f)(1)) is
amended by striking ‘‘The individual des-
ignated as the program manager shall serve
as program manager until removed from
service or replaced by the President (at the
President’s sole discretion).” and inserting
‘“‘Beginning on the date of the enactment of
the Damon Paul Nelson and Matthew Young
Pollard Intelligence Authorization Act for
Fiscal Years 2018 and 2019, each individual
designated as the program manager shall be
appointed by the Director of National Intel-
ligence.”’.

SEC. 403. TECHNICAL MODIFICATION TO THE EX-

ECUTIVE SCHEDULE.

Section 5315 of title 5, United States Code,
is amended by adding at the end the fol-
lowing:

“Director of the National Counterintel-
ligence and Security Center.”.

SEC. 404. CHIEF FINANCIAL OFFICER OF THE IN-

TELLIGENCE COMMUNITY.

Section 103I(a) of the National Security
Act of 1947 (50 U.S.C. 3034(a)) is amended by
adding at the end the following new sen-
tence: ‘“The Chief Financial Officer shall re-
port directly to the Director of National In-
telligence.”.

SEC. 405. CHIEF INFORMATION OFFICER OF THE

INTELLIGENCE COMMUNITY.

Section 103G(a) of the National Security
Act of 1947 (50 U.S.C. 3032(a)) is amended by
adding at the end the following new sen-
tence: ‘“The Chief Information Officer shall
report directly to the Director of National
Intelligence.’’.
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Subtitle B—Central Intelligence Agency
SEC. 411. CENTRAL INTELLIGENCE AGENCY SUB-
SISTENCE FOR PERSONNEL AS-

SIGNED TO AUSTERE LOCATIONS.

Subsection (a) of section 5 of the Central
Intelligence Agency Act of 1949 (50 U.S.C.
3506) is amended—

(1) in paragraph (1), by striking ‘(50 U.S.C.
403-4a).,”” and inserting ‘(50 U.S.C. 403-4a),”’;

(2) in paragraph (6), by striking ‘“‘and” at
the end;

(3) in paragraph (7), by striking the period
at the end and inserting ‘‘; and’’; and

(4) by adding at the end the following new
paragraph (8):

‘“(8) Upon the approval of the Director, pro-
vide, during any fiscal year, with or without
reimbursement, subsistence to any personnel
assigned to an overseas location designated
by the Agency as an austere location.”.

SEC. 412. SPECIAL RULES FOR CERTAIN MONTH-
LY WORKERS’ COMPENSATION PAY-
MENTS AND OTHER PAYMENTS FOR
CENTRAL INTELLIGENCE AGENCY
PERSONNEL.

(a) IN GENERAL.—The Central Intelligence
Agency Act of 1949 (50 U.S.C. 3501 et seq.) is
amended by inserting after section 19 the fol-
lowing new section:

“SEC. 19A. SPECIAL RULES FOR CERTAIN INDI-
VIDUALS INJURED BY REASON OF
WAR, INSURGENCY, HOSTILE ACT,
OR TERRORIST ACTIVITIES.

‘‘(a) DEFINITIONS.—In this section:

‘(1) COVERED DEPENDENT.—The term ‘cov-
ered dependent’ means a family member (as
defined by the Director) of a covered em-
ployee who, on or after September 11, 2001—

‘“(A) accompanies the covered employee to
an assigned duty station in a foreign coun-
try; and

‘(B) becomes injured by reason of a quali-
fying injury.

‘“(2) COVERED EMPLOYEE.—The term ‘cov-
ered employee’ means an officer or employee
of the Central Intelligence Agency who, on
or after September 11, 2001, becomes injured
by reason of a qualifying injury.

¢(3) COVERED INDIVIDUAL.—The term ‘cov-
ered individual’ means an individual who—

“(A)(d) is detailed to the Central Intel-
ligence Agency from other agencies of the
United States Government or from the
Armed Forces; or

‘“(ii) is affiliated with the Central Intel-
ligence Agency, as determined by the Direc-
tor; and

‘(B) who, on or after September 11, 2001,
becomes injured by reason of a qualifying in-
jury.

‘“(4) QUALIFYING INJURY.—The term ‘quali-
fying injury’ means the following:

““(A) With respect to a covered dependent,
an injury incurred—

‘(i) during war, insurgency, hostile act, or
terrorist activities occurring during a period
in which the covered dependent is accom-
panying the covered employee to an assigned
duty station in a foreign country; and

“(ii) that was not the result of the willful
misconduct of the covered dependent.

‘“(B) With respect to a covered employee or
a covered individual, an injury incurred—

‘(i) during war, insurgency, hostile act, or
terrorist activities occurring during a period
of assignment to a duty station in a foreign
country; and

‘(i) that was not the result of the willful
misconduct of the covered employee or the
covered individual.

“(b) ADJUSTMENT OF COMPENSATION FOR
CERTAIN INJURIES.—

‘(1) INCREASE.—The Director may increase
the amount of monthly compensation paid to
a covered employee under section 8105 of
title 5, United States Code. Subject to para-
graph (2), the Director may determine the
amount of each such increase by taking into
account—
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““(A) the severity of the qualifying injury;

‘(B) the circumstances by which the cov-
ered employee became injured; and

‘(C) the seniority of the covered employee.

‘(2) MaAxXiMUM.—Notwithstanding chapter
81 of title 5, United States Code, the total
amount of monthly compensation increased
under paragraph (1) may not exceed the
monthly pay of the maximum rate of basic
pay for GS-15 of the General Schedule under
section 5332 of such title.

“(c) COSTS FOR TREATING QUALIFYING INJU-
RIES.—The Director may pay the costs of
treating a qualifying injury of a covered em-
ployee, a covered individual, or a covered de-
pendent, or may reimburse a covered em-
ployee, a covered individual, or a covered de-
pendent for such costs, that are not other-
wise covered by chapter 81 of title 5, United
States Code, or other provision of Federal
law.

‘(d) TREATMENT OF AMOUNTS.—For pur-
poses of section 104 of the Internal Revenue
Code of 1986, amounts paid pursuant to this
section shall be treated as amounts paid
under chapter 81 of title 5, United States
Code.”.

(b) REGULATIONS.—Not later than 120 days
after the date of the enactment of this Act,
the Director of the Central Intelligence
Agency shall—

(1) prescribe regulations ensuring the fair
and equitable implementation of section 19A
of the Central Intelligence Agency Act of
1949, as added by subsection (a); and

(2) submit to the congressional intelligence
committees such regulations.

(c) APPLICATION.—Section 19A of the Cen-
tral Intelligence Agency Act of 1949, as added
by subsection (a), shall apply with respect
to—

(1) payments made to covered employees
(as defined in such section) under section
8105 of title 5, United States Code, beginning
on or after the date of the enactment of this
Act; and

(2) treatment described in subsection (b) of
such section 19A occurring on or after the
date of the enactment of this Act.

SEC. 413. EXPANSION OF SECURITY PROTECTIVE
SERVICE JURISDICTION OF THE
CENTRAL INTELLIGENCE AGENCY.

Subsection (a) of section 15 of the Central
Intelligence Act of 1949 (50 U.S.C. 3515(a)) is
amended—

(1) in the subsection heading, by striking
“POLICEMEN” and inserting ‘‘POLICE OFFI-
CERS’’; and

(2) in paragraph (1)—

(A) in subparagraph (B), by striking ‘500
feet;” and inserting ‘500 yards;’’; and

(B) in subparagraph (D), by striking ‘500
feet.”” and inserting ‘500 yards.”’.

SEC. 414. REPEAL OF FOREIGN LANGUAGE PRO-
FICIENCY REQUIREMENT FOR CER-
TAIN SENIOR LEVEL POSITIONS IN
THE CENTRAL INTELLIGENCE AGEN-
CY.

(a) REPEAL OF FOREIGN LANGUAGE PRO-
FICIENCY REQUIREMENT.—Section 104A of the
National Security Act of 1947 (50 U.S.C. 3036)
is amended by striking subsection (g).

(b) CONFORMING REPEAL OF REPORT RE-
QUIREMENT.—Section 611 of the Intelligence
Authorization Act for Fiscal Year 2005 (Pub-
lic Law 108-487) is amended by striking sub-
section (c).

Subtitle C—Office of Intelligence and
Counterintelligence of Department of Energy
SEC. 421. CONSOLIDATION OF DEPARTMENT OF

ENERGY OFFICES OF INTELLIGENCE
AND COUNTERINTELLIGENCE.

(a) IN GENERAL.—Section 215 of the Depart-
ment of Energy Organization Act (42 U.S.C.
7144b) is amended to read as follows:
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‘‘OFFICE OF INTELLIGENCE AND
COUNTERINTELLIGENCE

‘“SEC. 215. (a) DEFINITIONS.—In this section,
the terms ‘intelligence community’ and ‘Na-
tional Intelligence Program’ have the mean-
ings given such terms in section 3 of the Na-
tional Security Act of 1947 (50 U.S.C. 3003).

“(b) IN GENERAL.—There is in the Depart-
ment an Office of Intelligence and Counter-
intelligence. Such office shall be under the
National Intelligence Program.

““(c) DIRECTOR.—(1) The head of the Office
shall be the Director of the Office of Intel-
ligence and Counterintelligence, who shall
be an employee in the Senior Executive
Service, the Senior Intelligence Service, the
Senior National Intelligence Service, or any
other Service that the Secretary, in coordi-
nation with the Director of National Intel-
ligence, considers appropriate. The Director
of the Office shall report directly to the Sec-
retary.

‘“(2) The Secretary shall select an indi-
vidual to serve as the Director from among
individuals who have substantial expertise in
matters relating to the intelligence commu-
nity, including foreign intelligence and
counterintelligence.

‘(d) DUTIES.—(1) Subject to the authority,
direction, and control of the Secretary, the
Director shall perform such duties and exer-
cise such powers as the Secretary may pre-
scribe.

‘“(2) The Director shall be responsible for
establishing policy for intelligence and coun-
terintelligence programs and activities at
the Department.”’.

(b) CONFORMING REPEAL.—Section 216 of
the Department of Energy Organization Act
(42 U.S.C. 7144c) is hereby repealed.

(c) CLERICAL AMENDMENT.—The table of
contents at the beginning of the Department
of Energy Organization Act is amended by
striking the items relating to sections 215
and 216 and inserting the following new item:

¢“215. Office of Intelligence and Counterintel-
ligence.”.
SEC. 422. ESTABLISHMENT OF ENERGY INFRA-
STRUCTURE SECURITY CENTER.

Section 215 of the Department of Energy
Organization Act (42 U.S.C. 7144b), as amend-
ed by section 421, is further amended by add-
ing at the end the following:

‘“(e) ENERGY INFRASTRUCTURE SECURITY
CENTER.—(1)(A) The President shall establish
an Energy Infrastructure Security Center,
taking into account all appropriate govern-
ment tools to analyze and disseminate intel-
ligence relating to the security of the energy
infrastructure of the United States.

‘(B) The Secretary shall appoint the head
of the Energy Infrastructure Security Cen-
ter.

‘“(C) The Energy Infrastructure Security
Center shall be located within the Office of
Intelligence and Counterintelligence.

‘(2) In establishing the Energy Infrastruc-
ture Security Center, the Director of the Of-
fice of Intelligence and Counterintelligence
shall address the following missions and ob-
jectives to coordinate and disseminate intel-
ligence relating to the security of the energy
infrastructure of the United States:

‘“‘(A) Establishing a primary organization
within the United States Government for
analyzing and integrating all intelligence
possessed or acquired by the United States
pertaining to the security of the energy in-
frastructure of the United States.

‘“(B) Ensuring that appropriate depart-
ments and agencies have full access to and
receive intelligence support needed to exe-
cute the plans or activities of the agencies,
and perform independent, alternative anal-
yses.

‘‘(C) Establishing a central repository on
known and suspected foreign threats to the
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energy infrastructure of the United States,
including with respect to any individuals,
groups, or entities engaged in activities tar-
geting such infrastructure, and the goals,
strategies, capabilities, and networks of such
individuals, groups, or entities.

‘(D) Disseminating intelligence informa-
tion relating to the security of the energy
infrastructure of the United States, includ-
ing threats and analyses, to the President, to
the appropriate departments and agencies,
and to the appropriate committees of Con-
gress.

‘“(3) The President may waive the require-
ments of this subsection, and any parts
thereof, if the President determines that
such requirements do not materially im-
prove the ability of the United States Gov-
ernment to prevent and halt attacks against
the energy infrastructure of the United
States. Such waiver shall be made in writing
to Congress and shall include a description of
how the missions and objectives in para-
graph (2) are being met.

‘“(4) If the President decides not to exercise
the waiver authority granted by paragraph
(3), the President shall submit to Congress
from time to time updates and plans regard-
ing the establishment of an Energy Infra-
structure Security Center.”’.

SEC. 423. REPEAL OF DEPARTMENT OF ENERGY
INTELLIGENCE EXECUTIVE COM-
MITTEE AND BUDGET REPORTING
REQUIREMENT.

Section 214 of the Department of Energy
Organization Act (42 U.S.C. 7144a) is amend-
ed—

(1) by striking ‘‘(a) DUTY OF SECRETARY.—
> and

(2) by striking subsections (b) and (c).

Subtitle D—Other Elements

SEC. 431. PLAN FOR DESIGNATION OF COUNTER-
INTELLIGENCE COMPONENT OF DE-
FENSE SECURITY SERVICE AS AN
ELEMENT OF INTELLIGENCE COM-
MUNITY.

Not later than 90 days after the date of the
enactment of this Act, the Director of Na-
tional Intelligence and Under Secretary of
Defense for Intelligence, in coordination
with the Director of the National Counter-
intelligence and Security Center, shall sub-
mit to the congressional intelligence com-
mittees, the Committee on Armed Services
of the Senate, and the Committee on Armed
Services of the House of Representatives a
plan to designate the counterintelligence
component of the Defense Security Service
of the Department of Defense as an element
of the intelligence community by not later
than January 1, 2019. Such plan shall—

(1) address the implications of such des-
ignation on the authorities, governance, per-
sonnel, resources, information technology,
collection, analytic products, information
sharing, and business processes of the De-
fense Security Service and the intelligence
community; and

(2) not address the personnel security func-
tions of the Defense Security Service.

SEC. 432. NOTICE NOT REQUIRED FOR PRIVATE
ENTITIES.

Section 3553 of title 44, United States Code,
is amended—

(1) by redesignating subsection (j) as sub-
section (k); and

(2) by inserting after subsection (i) the fol-
lowing:

“(j)) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed to require the
Secretary to provide notice to any private
entity before the Secretary issues a binding
operational directive under subsection
(0)(2).”.

SEC. 433. FRAMEWORK FOR ROLES, MISSIONS,
AND FUNCTIONS OF DEFENSE IN-
TELLIGENCE AGENCY.

(a) IN GENERAL.—The Director of National
Intelligence and the Secretary of Defense
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shall jointly establish a framework to ensure
the appropriate balance of resources for the
roles, missions, and functions of the Defense
Intelligence Agency in its capacity as an ele-
ment of the intelligence community and as a
combat support agency. The framework shall
include supporting processes to provide for
the consistent and regular reevaluation of
the responsibilities and resources of the De-
fense Intelligence Agency to prevent imbal-
anced priorities, insufficient or misaligned
resources, and the unauthorized expansion of
mission parameters.

(b) MATTERS FOR INCLUSION.—The frame-
work required under subsection (a) shall in-
clude each of the following:

(1) A lexicon providing for consistent defi-
nitions of relevant terms used by both the
intelligence community and the Department
of Defense, including each of the following:

(A) Defense intelligence enterprise.

(B) Enterprise manager.

(C) Executive agent.

(D) Function.

(E) Functional manager.

(F) Mission.

(G) Mission manager.

(H) Responsibility.

(I) Role.

(J) Service of common concern.

(2) An assessment of the necessity of main-
taining separate designations for the intel-
ligence community and the Department of
Defense for intelligence functional or enter-
prise management constructs.

(3) A repeatable process for evaluating the
addition, transfer, or elimination of defense
intelligence missions, roles, and functions,
currently performed or to be performed in
the future by the Defense Intelligence Agen-
cy, which includes each of the following:

(A) A justification for the addition, trans-
fer, or elimination of a mission, role, or func-
tion.

(B) The identification of which, if any, ele-
ment of the Federal Government performs
the considered mission, role, or function.

(C) In the case of any new mission, role, or
function—

(i) an assessment of the most appropriate
agency or element to perform such mission,
role, or function, taking into account the re-
source profiles, scope of responsibilities, pri-
mary customers, and existing infrastructure
necessary to support such mission, role, or
function; and

(ii) a determination of the appropriate re-
source profile and an identification of the
projected resources needed and the proposed
source of such resources over the future-
years defense program, to be provided in
writing to any elements of the intelligence
community or the Department of Defense af-
fected by the assumption, transfer, or elimi-
nation of any mission, role, or function.

(D) In the case of any mission, role, or
function proposed to be assumed, trans-
ferred, or eliminated, an assessment, which
shall be completed jointly by the heads of
each element affected by such assumption,
transfer, or elimination, of the risks that
would be assumed by the intelligence com-
munity and the Department if such mission,
role, or function is assumed, transferred, or
eliminated.

(E) A description of how determinations
are made regarding the funding of programs
and activities under the National Intel-
ligence Program and the Military Intel-
ligence Program, including—

(i) which programs or activities are funded
under each such Program;

(ii) which programs or activities should be
jointly funded under both such Programs and
how determinations are made with respect to
funding allocations for such programs and
activities; and
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(iii) the thresholds and process for chang-
ing a program or activity from being funded
under one such Program to being funded
under the other such Program.

SEC. 434. ESTABLISHMENT OF ADVISORY BOARD
FOR NATIONAL RECONNAISSANCE
OFFICE.

(a) ESTABLISHMENT.—Section 106A of the
National Security Act of 1947 (60 U.S.C.
3041a) is amended by adding at the end the
following new subsection:

‘(d) ADVISORY BOARD.—

‘(1) ESTABLISHMENT.—There is established
in the National Reconnaissance Office an ad-
visory board (in this section referred to as
the ‘Board’).

‘(2) DUTIES.—The Board shall—

““(A) study matters relating to the mission
of the National Reconnaissance Office, in-
cluding with respect to promoting innova-
tion, competition, and resilience in space,
overhead reconnaissance, acquisition, and
other matters; and

‘“(B) advise and report directly to the Di-
rector with respect to such matters.

*(3) MEMBERS.—

‘“(A) NUMBER AND APPOINTMENT.—

‘(i) IN GENERAL.—The Board shall be com-
posed of 5 members appointed by the Direc-
tor from among individuals with dem-
onstrated academic, government, business,
or other expertise relevant to the mission
and functions of the National Reconnais-
sance Office.

‘‘(ii) NOTIFICATION.—Not later than 30 days
after the date on which the Director ap-
points a member to the Board, the Director
shall notify the congressional intelligence
committees and the congressional defense
committees (as defined in section 101(a) of
title 10, United States Code) of such appoint-
ment.

‘(B) TERMS.—Each member shall be ap-
pointed for a term of 2 years. Except as pro-
vided by subparagraph (C), a member may
not serve more than 3 terms.

¢“(C) VACANCY.—Any member appointed to
fill a vacancy occurring before the expira-
tion of the term for which the member’s
predecessor was appointed shall be appointed
only for the remainder of that term. A mem-
ber may serve after the expiration of that
member’s term until a successor has taken
office.

‘(D) CHAIR.—The Board shall have a Chair,
who shall be appointed by the Director from
among the members.

‘“(E) TRAVEL EXPENSES.—HEach member
shall receive travel expenses, including per
diem in lieu of subsistence, in accordance
with applicable provisions under subchapter
I of chapter 57 of title 5, United States Code.

‘(F) EXECUTIVE SECRETARY.—The Director
may appoint an executive secretary, who
shall be an employee of the National Recon-
naissance Office, to support the Board.

‘“(4) MEETINGS.—The Board shall meet not
less than quarterly, but may meet more fre-
quently at the call of the Director.

() REPORTS.—Not later than March 31 of
each year, the Board shall submit to the Di-
rector and to the congressional intelligence
committees a report on the activities and
significant findings of the Board during the
preceding year.

¢‘(6) NONAPPLICABILITY OF CERTAIN REQUIRE-
MENTS.—The Federal Advisory Committee
Act (b U.S.C. App.) shall not apply to the
Board.

¢“(7T) TERMINATION.—The Board shall termi-
nate on the date that is 3 years after the
date of the first meeting of the Board.”.

(b) INITIAL APPOINTMENTS.—Not later than
180 days after the date of the enactment of
this Act, the Director of the National Recon-
naissance Office shall appoint the initial 5
members to the advisory board under sub-
section (d) of section 106A of the National
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Security Act of 1947 (50 U.S.C. 304la), as

added by subsection (a).

SEC. 435. COLLOCATION OF CERTAIN DEPART-
MENT OF HOMELAND SECURITY
PERSONNEL AT FIELD LOCATIONS.

(a) IDENTIFICATION OF OPPORTUNITIES FOR
COLLOCATION.—Not later than 60 days after
the date of the enactment of this Act, the
Under Secretary of Homeland Security for
Intelligence and Analysis shall identify, in
consultation with the Commissioner of U.S.
Customs and Border Protection, the Admin-
istrator of the Transportation Security Ad-
ministration, the Director of U.S. Immigra-
tion and Customs Enforcement, and the
heads of such other elements of the Depart-
ment of Homeland Security as the Under
Secretary considers appropriate, opportuni-
ties for collocation of officers of the Office of
Intelligence and Analysis in the field outside
of the greater Washington, District of Co-
lumbia, area in order to support operational
units from U.S. Customs and Border Protec-
tion, the Transportation Security Adminis-
tration, U.S. Immigration and Customs En-
forcement, and other elements of the Depart-
ment of Homeland Security.

(b) PLAN FOR COLLOCATION.—Not later than
120 days after the date of the enactment of
this Act, the Under Secretary shall submit
to the congressional intelligence committees
a report that includes a plan for collocation
as described in subsection (a).

TITLE V—ELECTION MATTERS
SEC. 501. REPORT ON CYBER ATTACKS BY FOR-

EIGN GOVERNMENTS AGAINST
UNITED STATES ELECTION INFRA-
STRUCTURE.

(a) DEFINITIONS.—In this section:

(1) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional
committees’” means—

(A) the congressional intelligence commit-
tees;

(B) the Committee on Homeland Security
and Governmental Affairs of the Senate;

(C) the Committee on Homeland Security
of the House of Representatives;

(D) the Committee on Foreign Relations of
the Senate; and

(E) the Committee on Foreign Affairs of
the House of Representatives.

(2) CONGRESSIONAL LEADERSHIP.—The term
‘‘congressional leadership’ includes the fol-
lowing:

(A) The majority leader of the Senate.

(B) The minority leader of the Senate.

(C) The Speaker of the House of Represent-
atives.

(D) The minority leader of the House of
Representatives.

(3) STATE.—The term ‘‘State’” means any
State of the United States, the District of
Columbia, the Commonwealth of Puerto
Rico, and any territory or possession of the
United States.

(b) REPORT REQUIRED.—Not later than 60
days after the date of the enactment of this
Act, the Under Secretary of Homeland Secu-
rity for Intelligence and Analysis shall sub-
mit to congressional leadership and the ap-
propriate congressional committees a report
on cyber attacks and attempted cyber at-
tacks by foreign governments on United
States election infrastructure in States and
localities in connection with the 2016 Presi-
dential election in the United States and
such cyber attacks or attempted cyber at-
tacks as the Under Secretary anticipates
against such infrastructure. Such report
shall identify the States and localities af-
fected and shall include cyber attacks and
attempted cyber attacks against voter reg-
istration databases, voting machines, voting-
related computer networks, and the net-
works of Secretaries of State and other elec-
tion officials of the various States.
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(c) ForM.—The report submitted under
subsection (b) shall be submitted in unclassi-
fied form, but may include a classified
annex.

SEC. 502. REVIEW OF INTELLIGENCE COMMU-
NITY'S POSTURE TO COLLECT
AGAINST AND ANALYZE RUSSIAN EF-
FORTS TO INFLUENCE THE PRESI-
DENTIAL ELECTION.

(a) REVIEW REQUIRED.—Not later than 1
year after the date of the enactment of this
Act, the Director of National Intelligence
shall—

(1) complete an after action review of the
posture of the intelligence community to
collect against and analyze efforts of the
Government of Russia to interfere in the 2016
Presidential election in the United States;
and

(2) submit to the congressional intelligence
committees a report on the findings of the
Director with respect to such review.

(b) ELEMENTS.—The review required by
subsection (a) shall include, with respect to
the posture and efforts described in para-
graph (1)