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when an automated tabulation method
was used to organize that year’s Census
data encoded on punch cards.

Let me remind our colleagues that
we are about to venture on to Census
now. Imagine a cyberattack on that
process.

Since a modest beginning in 1890, the
Federal Government has blazed a path
for adoption of computing technology
throughout the Federal Government,
which established an unprecedented
pace for innovation in the private sec-
tor that transformed our world from
analog to digital in 129 years.

One of the consequences of the Fed-
eral Government’s use of computing
technology over the last 129 years is
the challenges of operating legacy sys-
tems that use outdated software, which
cannot be quickly upgraded to elimi-
nate known cybersecurity vulnerabili-
ties.

Federal Government offices are vul-
nerable to cyberattacks, with the num-
ber of cyber incidents reported by Fed-
eral agencies increasing more than
1,300 percent between 2006 and 2015.

In 2015, a hacker exploited access by
a government agency contractor to
break into the government databases
to gain access to 22 million security
clearance files from the Office of Per-
sonnel Management.

In 2017, Federal agencies reported
more than 35,000 cyber incidents, some
of which targeted old operating sys-
tems that were no longer supported by
a vendor.

According to the National Security
Agency, it has not responded to a zero-
day attack on government systems in
the last 4 years because hackers have
found better success through basic at-
tack methods.

I would hope my colleagues would
consider recognizing that we must be
in front of these potential attacks and
not behind them.

Mr. Speaker, I reserve the balance of
my time.

Mr. GREEN of Tennessee. Mr. Speak-
er, I urge adoption to the bill, and I
yield back the balance of my time.

Ms. JACKSON LEE. Mr. Speaker, I
want to thank the minority for its sup-
port of this legislation and ask my col-
leagues to support it.

As I do so, Mr. Speaker, I include in
the RECORD an article, “‘DHS Flags Cy-
bersecurity Vulnerabilities in Philips
Patient Monitors: The Department of
Homeland Security has issued an advi-
sory about cybersecurity vulnerabili-
ties in the wireless local area network
modules of Philips IntelliVue portable
patient monitors.”

[Sept. 13, 2019]
DHS FLAGS CYBERSECURITY VULNERABILITIES
IN PHILIPS PATIENT MONITORS
THE DEPARTMENT OF HOMELAND SECURITY HAS

ISSUED AN ADVISORY ABOUT CYBERSECURITY

VULNERABILITIES IN THE WIRELESS LOCAL

AREA NETWORK MODULES OF PHILIPS

INTELLIVUE PORTABLE PATIENT MONITORS

(By Fred Donovan)

The Department of Homeland Security has

issued (https:/www.us-cert.gov/ics/advisories/

CONGRESSIONAL RECORD —HOUSE

icsma-19-255-01) an advisory about cybersecu-
rity vulnerabilities in the wireless local area
network (WLAN) modules of certain Philips
IntelliVue portable patient monitors.

DHS’s Industrial Control Systems Cyber
Emergency Response Team (ICS-CERT)
warned that an attacker could corrupt the
IntelliVue WLAN firmware and alter the
data flow over to the patient monitor, caus-
ing an inoperative condition alert at the de-
vice and central station.

The vulnerable patient monitors are
IntelliVue MP monitors MP20-MP90, MP5/
5SC, MP2/X2, and MX800/700/600.

The vulnerabilities include use of hard-
coded password and download of code with-
out integrity check.

The use of a hard-coded password makes it
easier for an attacker to guess the password
and login via FTP and upload malicious
firmware. In addition, the ‘“‘product
downloads source code or an executable from
a remote location and executes the code
without sufficiently verifying the origin and
integrity of the code,” warned the advisory.

Shawn Loveric of Finite State reported the
vulnerabilities to Philips.

In a product security advisory (https:/
www.usa.philips.com/healthcare/about/cus-
tomer-support/product-security), Philips rec-
ommended that wusers of the affected
IntelliVue patient monitors update to the
WLAN Module Version C wireless module
with current firmware.

Philips said it will also issue a software
patch for WLAN Version A that will be avail-
able by the end of 2019, while WLAN Version
B is obsolete.

“Wireless network access should be con-
trolled by authentication and authorization
(e.g. WPA2), which are supported by Philips.
Additional mitigations include imple-
menting a firewall rule on the customer
wireless network, and further controls on
physical access to the system,” Philips ad-
vised.

Philips said it had received no reports of
patient harm. Its analysis judged that it is
unlikely that the cybersecurity vulner-
ability would impact clinical use, due to
mitigating controls in place. To date, Philips
has received no complaints involving clinical
use that it has been able to associate with
the vulnerability or evidence of patient iden-
tifiers compromised.

DHS’s Cybersecurity and Infrastructure
Security Agency recommended users of the
vulnerable Philips devices take defensive
measures to minimize the risk of exploi-
tation of these vulnerabilities. Users should
restrict system access to authorized per-
sonnel and follow a least privilege approach,
apply defense-in-depth strategies, and dis-
able unnecessary accounts and services.

Ms. JACKSON LEE. With that in
mind, this is a real-life example of
what can happen if we are not first in
front.

Mr. Speaker, I hope that my col-
leagues will join me in voting for H.R.
3710, and I yield back the balance of my
time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentlewoman from Texas (Ms.
JACKSON LEE) that the House suspend
the rules and pass the bill, H.R. 3710.

The question was taken; and (two-
thirds being in the affirmative) the
rules were suspended and the bill was
passed.

A motion to reconsider was laid on
the table.
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UNIFYING DHS INTELLIGENCE
ENTERPRISE ACT

Ms. JACKSON LEE. Mr. Speaker, 1
move to suspend the rules and pass the
bill (H.R. 2589) to amend the Homeland
Security Act of 2002 to establish a
homeland intelligence doctrine for the
Department of Homeland Security, and
for other purposes, as amended.

The Clerk read the title of the bill.

The text of the bill is as follows:

H.R. 2589

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘“‘Unifying
DHS Intelligence Enterprise Act”’.

SEC. 2. HOMELAND INTELLIGENCE DOCTRINE.

(a) IN GENERAL.—Subtitle A of title II of
the Homeland Security Act of 2002 (6 U.S.C.
121 et seq.) is amended by adding at the end
the following new section:

“SEC. 210H. HOMELAND INTELLIGENCE DOC-
TRINE.

‘‘(a) IN GENERAL.—Not later than 180 days
after the date of the enactment of this sec-
tion, the Secretary, acting through the Chief
Intelligence Officer of the Department, in co-
ordination with intelligence components of
the Department, the Office of the General
Counsel, the Privacy Office, and the Office
for Civil Rights and Civil Liberties, shall de-
velop and disseminate written Department-
wide guidance for the processing, analysis,
production, and dissemination of homeland
security information (as such term is defined
in section 892) and terrorism information (as
such term is defined in section 1016 of the In-
telligence Reform and Terrorism Prevention
Act of 2004 (6 U.S.C. 485)).

“(b) CONTENTS.—The guidance required
under subsection (a) shall, at a minimum, in-
clude the following:

‘(1) A description of guiding principles and
purposes of the Department’s intelligence
enterprise.

““(2) A summary of the roles, responsibil-
ities, and programs of each intelligence com-
ponent of the Department in the processing,
analysis, production, or dissemination of
homeland security information and ter-
rorism information, including relevant au-
thorities and restrictions applicable to each
such intelligence component.

“(3) Guidance for the processing, analysis,
and production of such information.

‘“(4) Guidance for the dissemination of such
information, including within the Depart-
ment, among and between Federal depart-
ments and agencies, among and between
State, local, Tribal, and territorial govern-
ments, including law enforcement, and with
foreign partners and the private sector, con-
sistent with the protection of privacy, civil
rights, and civil liberties.

‘() A description of how the dissemination
to the intelligence community (as such term
is defined in section 3(4) of the National Se-
curity Act of 1947 (50 U.S.C. 3003(4))) and Fed-
eral law enforcement of such information as-
sists such entities in carrying out their re-
spective missions.

‘“(c) ForM.—The guidance required under
subsection (a) shall be submitted in unclassi-
fied form, but may include a classified
annex.

‘‘(d) ANNUAL REVIEW.—For each of the five
fiscal years beginning with the first fiscal
year that begins after the date of the enact-
ment of this section, the Secretary shall con-
duct a review of the guidance required under
subsection (a) and, as appropriate, revise
such guidance.”.

(b) CLERICAL AMENDMENT.—The table of
contents in section 1(b) of the Homeland Se-
curity Act of 2002 is amended by inserting
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after the item relating to section 210G the
following new item:
‘“‘Sec. 210H. Homeland
trine.”.
SEC. 3. COMPTROLLER GENERAL ASSESSMENT.

(a) ANNUAL ASSESSMENT REQUIRED.—Not
later than one year after the date of the en-
actment of this Act and again not later than
five years thereafter, the Comptroller Gen-
eral of the United States shall submit to the
Committee on Homeland Security of the
House of Representatives and the Committee
on Homeland Security and Governmental Af-
fairs of the Senate an assessment of the de-
gree to which guidance established pursuant
to section 210H of the Homeland Security
Act of 2002 (as added by section 2 of this Act)
is implemented across the Department of
Homeland Security. Such assessment should
evaluate the extent to which such guidance
is carried out in a manner that protects pri-
vacy, civil rights, and civil liberties.

(b) ELEMENTS OF ASSESSMENT.—In con-
ducting each assessment under subsection
(a), the Comptroller General of the United
States shall—

(1) use standard methodology and report-
ing formats in order to demonstrate and dis-
play any changes over time; and

(2) include any other subject matter the
Comptroller General determines appropriate.

(c) ACCESS TO RELEVANT DATA.—To carry
out this section, the Secretary of Homeland
Security shall ensure that the Comptroller
General of the United States has access to
all relevant data.

SEC. 4. ANALYSTS FOR THE CHIEF INTEL-
LIGENCE OFFICER.

Paragraph (1) of section 201(e) of the Home-
land Security Act of 2002 (6 U.S.C. 121(e)) is
amended by adding at the end the following
new sentence: ‘‘The Secretary shall also pro-
vide the Chief Intelligence Officer with a
staff having appropriate expertise and expe-
rience to assist the Chief Intelligence Offi-
cer.”.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentlewoman from
Texas (Ms. JACKSON LEE) and the gen-
tleman from Tennessee (Mr. GREEN)
each will control 20 minutes.

The Chair recognizes the gentle-
woman from Texas.

GENERAL LEAVE

Ms. JACKSON LEE. Mr. Speaker, I
ask unanimous consent that all Mem-
bers may have 5 legislative days to re-
vise and extend their remarks and to
include extraneous material on this
measure.

The SPEAKER pro tempore. Is there
objection to the request of the gentle-
woman from Texas?

There was no objection.

Ms. JACKSON LEE. Mr. Speaker, I
yield myself such time as I may con-
sume.

Mr. Speaker, I rise today in support
of H.R. 2589, the Unifying DHS Intel-
ligence Enterprise Act.

H.R. 2589 seeks to improve the De-
partment of Homeland Security’s intel-
ligence enterprise by ensuring intel-
ligence officers across DHS are sharing
information and countering threats in
a unified manner.

Since the Department was estab-
lished, intelligence and information
sharing capabilities have matured, but
DHS still lacks a coordinated intel-
ligence enterprise.

In 2016, the Committee on Homeland
Security released a comprehensive re-

intelligence doc-
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view of the Department of Homeland
Security’s wuse of intelligence to
counter terrorist threats and pre-
scribed 30 recommendations.

As a result, this bill directs the Sec-
retary of Homeland Security, through
a DHS chief intelligence officer, to de-
velop and disseminate written DHS-
wide guidance for the processing, anal-
ysis, production, and dissemination of
Homeland Security and terrorism in-
formation, and ensures this guidance is
consistent with the protection of pri-
vacy, civil rights, and civil liberties.

Given the diversity of missions
across the Department, it is vital that
component intelligence officers are
working together, sharing information,
and vetting that information against
the broader U.S. intelligence commu-
nity holdings.

H.R. 2589 requires an assessment and
description of how the dissemination of
information to the intelligence com-
munity and Federal law enforcement
assists such entities in carrying out
their respective missions.

One of the key missions of DHS is to
act as a clearinghouse for threat infor-
mation, and this bill will ensure that
the Department continues to evolve
into a better, more effective asset in
responding to threats to the homeland.

Mr. Speaker, I urge my colleagues to
support H.R. 2589, and I reserve the bal-
ance of my time.

Mr. GREEN of Tennessee. Mr. Speak-
er, I yield myself such time as I may
consume.

Mr. Speaker, I rise today in support
of H.R. 2589, the Unifying DHS Intel-
ligence Enterprise Act.

In December of 2003, I had the unbe-
lievable opportunity to fly with our
Nation’s elite special operations avia-
tion unit, the Night Stalkers, in con-
junction with our Army’s tier I coun-
terterrorism unit in the capture of
Iraqi dictator Saddam Hussein. It was
the highlight of my Army career.

Whether it was on missions in Iraq or
hunting Osama bin Laden in Afghani-
stan, I realized that having a system-
atic way to gather, process, analyze,
and disseminate intelligence informa-
tion was critical to our success on the
battlefield. That experience encour-
aged me to introduce this bill back in
May so that DHS can best fulfill its
very important mission to keep Amer-
ica safe.

This bill requires the Department’s
chief intelligence officer, or CINT, to
establish a homeland intelligence doc-
trine for the Department, and it re-
quires the CINT to maintain a dedi-
cated staff.

In the years following the terrorist
attacks of September 11, the Depart-
ment was established to consolidate 22
existing Federal agencies and reshape
the domestic intelligence and counter-
terrorism structure of the U.S.

Over the years, DHS has matured and
refined its intelligence enterprise. Sig-
nificant improvements have been
made, but there is not yet complete
unity among the various intelligence
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offices within all the component agen-
cies.

In 2016, the House Committee on
Homeland Security released a com-
prehensive review of the Department’s
use of intelligence to counter terrorist
attacks. They recognized that DHS,
‘““has improved its ability to protect
the homeland against terrorist threats
over time, but major gaps remain.”
They prescribed over 30 recommenda-
tions to the Department for improved
intelligence sharing.

The goal of H.R. 2589 is to ensure all
of the component entities at DHS are
speaking the same language, using the
same trade craft, and disseminating
their products to the appropriate
stakeholders, which include both intel-
ligence communities and State and
local partners. This legislation will
help professionalize the DHS intel-
ligence enterprise by establishing a
shared intelligence doctrine.

Across DHS, dedicated border and
immigration agents are gathering in-
formation on individuals seeking to
enter the United States. Threats to
transportation systems and critical in-
frastructure are gathered and assessed,
and real-time cyber threats to the gov-
ernment and private networks are ana-
lyzed.

The incredible differences in the
agencies of the Department create nat-
ural barriers to information flow.
Given this diversity of missions, it is
vital that component intelligence of-
fices are working together, sharing in-
formation, and vetting that informa-
tion against intelligence community
holdings.

As a former member of the Army spe-
cial operations task forces, I know the
value of synchronized intelligence
processes in order to connect the dots
and successfully carry out a mission.
This bill also authorizes the continued
dedication to providing staff to the
chief intelligence officer ensuring that
this distinct mission continues to pro-
vide the value necessary to support the
intelligence enterprise.

I support this legislation, and I urge
my colleagues to join me in doing so.

Mr. Speaker, I reserve the balance of
my time.

Ms. JACKSON LEE. Mr. Speaker, I
yield myself such time as I may con-
sume.

Mr. Speaker, I thank the gentleman
from Tennessee (Mr. GREEN) for his
service, and I thank him for this legis-
lation.

It is worth noting that the bill that
we just passed and the bill that we are
now debating specifically dealing with
cybersecurity and intelligence are cru-
cial elements of our security.

I think that with the combination of
recognizing the importance of the in-
telligence community that is on the
front lines of providing our safety and
then acknowledging the vulnerabilities
in the cyber system as one of the com-
ponents of new technology, I started
out my remarks by taking note of the
drone attack on the refineries in Saudi
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Arabia. Here we are talking about
cyber and its impact.

But I think the overall sense of these
two initiatives is to ensure that we in
Homeland Security are on the front
end of dealing with the importance of
securing this Nation on the new tech-
nologies that we are facing every single
day.

I ask my colleagues to support the
underlying legislation.

I include in the RECORD the following
articles on this very topic: ‘“Thousands
of Vulnerabilities in Seattle’s IT Net-
work Attributed to Siloed Approach to
Cybersecurity,” September 17, 2019;
“Leader of New NSA Cybersecurity Di-
rectorate Outlines Threats, Objec-
tives,” dated September 5, 2019; and
then, August 30, 2019, “Why Focusing
on Threat Hunting May Leave You
Vulnerable.”’

[September 17, 2019]
THOUSANDS OF VULNERABILITIES IN SEATTLE’S

IT NETWORK ATTRIBUTED TO SILOED AP-

PROACH TO CYBERSECURITY

(By David Kroman)

Last May, Seattle’s head of information se-
curity flagged a problem within the city’s
technology department: Because of a process
breakdown, employees were indicating that
they had fixed vulnerabilities in the depart-
ment’s computer network when, in fact, they
had not been fixed.

“It has been discovered that there are cur-
rently over 21,000 known critical and high
vulnerabilities on systems throughout Se-
attle IT,” Andrew Whitaker, then the de-
partment’s chief information security offi-
cer, wrote in a May 22 email to technology
leadership. ‘‘Tickets have been closed out,
claiming to have vulnerabilities remediated,
but upon follow-up review they were, with a
few exceptions, not remediated.”

The result was that the servers, desktops
and applications within the newly consoli-
dated Department of Information Tech-
nology—which now handles the vast major-
ity of the city of Seattle’s technology func-
tions, from utilities to the fire department—
contained open miniportals that could be
accessed by would-be hackers.

When left unremediated, vulnerabilities
provide possible paths for hackers to plant
spyware, ransomware, viruses and other ma-
licious software that can be immensely
harmful to an organization, especially one
that provides critical services. Cities are
often particularly open to an attack and the
effect can be devastating, as recent ransom
attacks in Baltimore and Atlanta have
shown.

Saad Bashir, Seattle’s new head of the De-
partment of Information Technology, said in
an interview that he Dbelieves the
vulnerabilities are manageable. He said Se-
attle is at risk, as are all organizations, but,
in general, not abnormally so.

However, Bashir acknowledged the process
breakdown was indicative of a broader prob-
lem (https:/crosscut.com/2017/07/at-city-hall-
a-massive-department-is-mired-in-chaos) he
has been attempting to address within the
organization since taking his position earlier
this year. “What I observed very early was
that there was a siloed approach in how cy-
bersecurity was being practiced in the world
of IT,” he said.

Because of a disconnect between teams,
Bashir said, some part of the security proc-
ess would get completed, but would not be
properly handed off to the next team. “If
you’re not clear, then you may not know
whether that particular vulnerability man-
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agement work has been completed the way
it’s supposed to be completed,” Bashir said.

In an effort to improve the processes with-
in the department, Bashir began a major re-
organization of the relatively new depart-
ment—including his firing of 14 directors and
managers (https://crosscut.com/2019/05/se-
attles-new-it-boss-fires-14-directors-part-or-
ganizational-change)—just two days before
Whitaker’s message. The reorganization was
not motivated solely by security weaknesses,
he said, but was intended to create a smooth-
er structure that would better catch possible
entry points. When asked if the city was
safer from an attack since he took over,
Bashir said, ‘‘Absolutely.”

Every organization contains some number
of vulnerabilities. The trick is to continually
identify and address them as they arise—an
e-windshield wiper of sorts, where the
vulnerabilities are the raindrops.

Experts say hackers are increasingly less
likely to gain access through a vulnerability
than they are through a phishing expedition.
In such cases, a deceiving email message per-
suades employees to provide passwords or a
malware-infected USB drive is left in a park-
ing lot in hopes that someone finds it and
plugs it in to their computer.

But addressing vulnerabilities in the city’s
systems continues to be an important func-
tion of its IT department.

“If T were a serious bad guy I'd be looking
at the most vulnerable place,” said Dr. Bar-
bara Endicott-Popovsky, executive director
of the Center for Information Assurance &
Cybersecurity at the University of Wash-
ington. “‘I’d be looking at cities and I’'d be
looking at universities, because they’re open
and they can’t afford the latest and greatest.
It’s kind of like, ‘Open sesame.’”’

Mike Hamilton, founder of CI Security and
Seattle’s chief information security officer
from 2006 to 2013, said there are a number of
reasons cities struggle to stay ahead of
cyberattacks.

For one, the number of qualified security
experts is down across the country, he said.
And of those who are on the market, cities
can’t match the pay of large companies like
Amazon or Microsoft.

‘““The ones that are good are in short sup-
ply, which means that local governments
cannot compete for those resources,” he
said.

Additionally, cities are responsible for the
security of all their departments, each of
which may require vastly different things.
‘‘Because government is a federation of
agencies, that makes it a little difficult to
have policies in place that apply to [for ex-
ample] the regulated industry of human re-
sources without raising the ire of unions,”
he said.

Hamilton also said the biennial budgeting
of local government makes keeping up chal-
lenging. ‘‘Technology moves a whole lot
freaking faster,” he said.

All of this, Hamilton said, is in the context
of extremely high stakes. Compared with for-
profit companies, ‘‘the potential impact [of
an attack on government] is so much greater
and government can’t afford it,”” said Ham-
ilton. “We know something needs to be fixed,
and we don’t fix it until something blows
up.”

Bashir said the new processes he’s put into
place has made him ‘‘confident that we no
longer have any glaring process gaps.” He
couldn’t say exactly how many
vulnerabilities are still open on city sys-
tems, but that it was less than 21,000. The
ideal number, Bashir said, is zero, but that’s
also extremely unlikely, which makes it
hard to identify what a ‘‘good’ number is.

“I worry about all of them,” said Andrew
Cushman, the city’s new chief security offi-
cer. ‘‘Whether that number is 21,000 or
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whether that number is 10 depends on the
attacker and how skilled that attacker is
and how motivated that attacker is. So I
don’t worry more because that number is
21,000, then I do if that number is 10.”’

Going forward, Bashir said he wants ‘‘to
create a high level of security awareness
mindset across the organization.”” The city
could have zero vulnerabilities and it
wouldn’t matter if one employee plugs in the
wrong USB to a work computer.

Hamilton said there are several easy
things cities can do that, while not offering
total protection, would make it so they are
no longer ‘‘the slowest gnu in the herd get-
ting picked off.”” For one, mandate zero per-
sonal use of city equipment, something
Singapore implemented in 2017.

Phishing attacks remain the easiest entry
point for hackers and so that’s where the
bulk of the city’s attention should focus,
Hamilton said. Because no matter how many
protections are put into place, ‘‘There is not
now, nor will there ever be, a firewall for
stupid.”

[From CSO Online, Sept. 5, 2019]
LEADER OF NEW NSA CYBERSECURITY
DIRECTORATE OUTLINES THREATS, OBJECTIVES
(By Cynthia Brumfield)

Ransomware, Russia, China, Iran and
North Korea are the top cybersecurity
threats that will be the focus of a new divi-
sion within the National Security Agency
(NSA), the Cybersecurity Directorate, which
is set to be operational on October 1, accord-
ing to NSA director of cybersecurity Anne
Neuberger. She was tapped in July by Direc-
tor General Paul Nakasone to head the
group. The Directorate aims to bring the
agency’s foreign intelligence and cyber oper-
ations together and ‘‘operationalize [its]
threat intelligence, vulnerability assess-
ments and cyber defense expertise,” the
agency announced when launching the new
division.

“NSA really had to up its game,”
Neuberger said in a fireside chat with
Niloofar Razi Howe, cybersecurity venture
investor and executive at the Billington Cy-
bersecurity Summit in Washington on Sep-
tember 4. ‘“‘And that’s what drove this desire
to stand up a directorate and frankly to set
a pretty aggressive mission, which is to pre-
vent and eradicate cyber actors from na-
tional security systems and critical infra-
structure with a focus on the defense indus-
trial base.”

In terms of the threats, ‘‘Clearly
ransomware is the focus. We’ve seen there
are roughly 4,000 ransomware attacks a
day,” Neuberger said. ‘‘When we look at Rus-
sia, we see a country that uses influence op-
erations, uses cyber [that is] really inte-
grated and below the level of armed conflict.
They also use entities who aren’t necessarily
tied to the government, whether the Internet
Research Agency for potential elections in-
fluence or China has its own unique approach
to how the country uses cyber threats to
achieve its national security and military
objectives, Neuberger said. China’s cyber
threats are exemplified by three different
and wholly distinct types of operations: the
2015 theft of 21.5 million records from the Of-
fice of Personnel Management, the hacking
campaign known as Cloud Hopper that tar-
geted eight of the world’s biggest technology
service providers, and ongoing theft of intel-
lectual property such as when Chinese intel-
ligence and business insiders sought to steal
information related to a turbofan engine
used in commercial airliners.

Iran is very volatile and uses destructive
attacks in its own region primarily,
Neuberger said. ‘“‘North Korea always fas-
cinates us as essentially a nation-state
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criminal, as a country under sanctions using
creative ways of cyber, whether it’s crypto
currency, whether it’s cryptomining to gain
hard currency and essentially keep the re-
gime afloat.”

Neuberger previously headed the agency’s
“Russia Small Group,” a joint NSA-Cyber
Command task force to combat Russian elec-
tion interference and influence campaigns.
The task force ‘‘was stood up out of a real-
ization that something had dramatically
changed and we had to reboot our approach
as a US government,” Neuberger said.

“Now influence operations have been
around since the days of Adam and Eve, but
what really changed was the age of social
media,” she said. Not only could an adver-
sary send out broad messaging, but it could
also target disinformation to particular eth-
nic groups, particular elements of a country,
and do it in a ‘“‘pretty cheap way ... looking
as if one is an American.”

‘“So, we realized that it took a more cre-
ative approach to protect our democracy. In
the Russia Small Group, we worked closely
with the DHS and FBI to ensure that from a
cyber perspective they had all the threat in-
formation we had in a way that can be
quickly actionable’ Neuberger said. ‘“We’'re
tremendously proud of the work we did be-
tween NSA, Cyber Command, DHS and the
FBI to defend the integrity of our elections
and ensure that every American know that
their vote counted and their vote matters.,”
referring to the Russia Small Group’s efforts
to protect the 2018 midterm elections.

When it comes to warding off 2020 election
threats, the Directorate will take the same
approach the Russia Small Group applied in
the 2018 elections. ‘“‘Ensure there is threat in-
telligence, gain those insights, share that in-
telligence, and be prepared to impose costs
on an adversary who may attempt to influ-
ence our elections,” Neuberger said. ‘“We will
do the same work that we did in 2018 looking
to see who are the actors seeking to shake
confidence in the integrity of our elections,
and share that with the FBI.”

Ransomware has emerged as a bigger
threat to the election infrastructure than it
has before. The recent shift ransomware
attackers have taken from targeting individ-
uals to targeting entities is ‘‘certainly some-
thing that would make it be a key concern
for the elections. The best protection is the
same security advice we give: ensure one
uses principles of least privilege [and] com-
puters with admin access shouldn’t have ac-
cess to the Internet at all times.”

Partnering with other government agen-
cies and private sector companies and orga-
nizations will be a major focus of the Direc-
torate. ‘‘Everything we do, we do in partner-
ship with other agencies, with allies around
the world and certainly the private sector
plays a role,” Neuberger said, noting that
she wants to unify all the various commu-
nities involved in cybersecurity to enhance
collaboration and focus on the hardest cyber-
security problems.

“Partners are key; they are the root of ev-
erything we can accomplish,” she said.
Among the partners the Directorate plans to
include in its efforts are the Department of
Defense, Cyber Command, DHS, the acquisi-
tion community, U.S. allies and certainly
the private the sector. ‘“The private sector is
often the first indicator of a significant
threat or a significant compromise.”

The goal is to push out as much unclassi-
fied information as possible and bring to-
gether all the elements that are needed to
quickly identify and head off threats. ‘‘Ideal-
ly, we are sharing the threat information to
prevent an attack, to prevent exploitation
rather than being part of a team that helps
with incident response,” Neuberger said.

Although the Directorate doesn’t have a
“moonshot’® objective as it begins oper-
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ations, one goal is to address the ‘‘rampant
abuse of Internet infrastructure,”” Neuberger
said, particularly protecting the Domain
Name System (DNS), the naming system un-
derlying the Internet which has been subject
to increasing attacks and redirections by
malicious actors.

“DNS is a key way that adversaries use for
command and control for exploitation,” she
said. Neuberger would like to see efforts such
as the UK’s NCSC’s Protective Domain Name
System, which was built to thwart the use of
DNS for malware distribution and operation,
more widely used. The Directorate can help
by adding or contributing threat information
to make those services even more effective.

The Directorate can serve to interconnect
these efforts so they could communicate be-
yond internet transactions. “If we could
achieve that, it would have even broader im-
pact beyond cybersecurity.”’

[From Infosecurity Magazine] Aug. 30, 2019

WHY FOCUSING ON THREAT HUNTING MAY
LEAVE YOU VULNERABLE

(By Bob Shaker)

The cybersecurity threat landscape is be-
coming increasingly complex and crowded,
and with security teams around the world
largely understaffed and facing burnout, ex-
perts are looking for the most efficient way
to combat cybercrime.

One approach that has gained significant
momentum of late is threat hunting—the
proactive searching of threat indicators
within an environment to sniff out highly
advanced cyber threats. In threat hunting,
security analysts search their environment
for known indicators of compromise (IoCs)
and adversary tactics, techniques, and proce-
dures (TTPs)—if any of these are found,
there’s a good chance that an attack is un-
derway.

While threat hunting is a key element of a
robust cybersecurity strategy, many organi-
zations rely too heavily on this approach. A
narrow focus on specific IoCs and TTPs
paints an incomplete picture of the threat
environment and means that the attacks
that don’t bear these hallmarks will get
missed.

In this evolving threat landscape, enter-
prises can’t just rely on threat hunting to
keep their environments secure—they must
broaden their cybersecurity approach, as-
sessing security environments in a more ho-
listic way to better detect advanced and
stealth attacks.

WHY THREAT HUNTING HAS BECOME SO POPULAR

Threat hunting has recently become a
major buzzword in the security industry in
large part because it connotes a cooler, more
technical and more skilled approach to secu-
rity. As a result, security experts are gravi-
tating toward it for career-building opportu-
nities and advancing their security ap-
proach.

While threat hunting might be overhyped,
there are also genuine benefits to the prac-
tice (when done correctly) that help explain
why enterprises are so ready to adopt it.
Threat hunting helps refocus security teams
on emerging threats, since existing security
technologies tend to address things we al-
ready know about.

Actively looking for emerging threats can
mean identifying threats that might be lurk-
ing in the environment—reducing dwell time
and tackling threats before they escalate
and turn into full-blown security breaches.

In addition, adopting threat hunting tac-
tics often leads to discovering visibility gaps
in your current security approach—for exam-
ple, your S3 buckets might not be configured
properly or perhaps some firewall rules got
changed, or maybe you’re able to identify an
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employee or group within your organization
that is violating a security policy. Uncover-
ing these poorly managed security solutions
is a useful byproduct of threat hunting.

THE DOWNFALLS OF THREAT HUNTING

However, many organizations rely too
heavily on threat hunting as they are unable
to invest in the required infrastructure, re-
sources and expertise to continually analyze
all activity for possible threats. Often, this
threat hunting is provided by third-party se-
curity companies, as many enterprises either
lack the skills and resources entirely or are
only able dedicate their in-house teams to a
few days of threat hunting a year.

With the major talent gap facing cyberse-
curity, most enterprises simply cannot find
or afford to hire professionals with the re-
quired level of expertise. As a result, many
are turning to managed services offered by
security companies to help close the gap. Ac-
cording to Gartner, by 2024, 25% of organiza-
tions will be using MDR services, up from
less than 5% today.

Threat hunting services often focus almost
exclusively on threats posed by splashy, sexy
attack groups—whether it is notable crimi-
nal APTs or nation state groups. A strong se-
curity program focuses on risk management,
and one of the most important things secu-
rity teams can do is accurately identify the
risks that they are susceptible to, which for
many enterprises isn’t a nation-state attack.

While threat-hunting addresses attacks
that everyone is talking about, the reality is
that many enterprises should be equally—if
not more cognizant—of commodity threats.
While sophisticated threats exist and are im-
portant to defend against through threat
hunting, the majority of threats facing en-
terprises are better addressed through good
security hygiene.

Over-investing in threat hunting can lead
to an incomplete and irregular picture of the
risks enterprises face. In fact, a singular reli-
ance on threat hunting alone means that
many types of attacks will get missed if
you’re not specifically looking for them.

TAKING A HOLISTIC APPROACH

By over-rotating on big name threats, se-
curity teams leave open the possibility that
they are going to miss the obvious. In this
threat environment, security teams can’t af-
ford to drop the ball on the basics—a recent
ESG survey of enterprise cybersecurity lead-
ers revealed that more than three-quarters
(76%) believe that threat detection and inci-
dent response is more difficult today than it
was just two years ago.

To ensure a strong security posture, enter-
prises should take a comprehensive, multi-
faceted approach that goes beyond threat
hunting. As they build out a holistic ap-
proach, they should be sure to:

Collect data on everything they can. Often
when investigating a breach or incident, se-
curity teams find that they don’t have any
evidence because they aren’t collecting and
retaining the right data—it’s usually the ex-
ception when there’s sufficient logging for an
incident. With living off the land attacks in-
creasing (many of which fly under the radar
of traditional logging), it’s ever more impor-
tant that teams don’t skimp on data collec-
tion, as relying on a mixture of sources is
more likely to help you detect threats early
and prevent bad actors from getting in unno-
ticed.

Use multiple security tools and strategies.
We’ve recently seen a trend toward new tech-
nologies like AI and machine learning across
security programs. It’s important to layer
these tools and strategies as they each have
their strengths and weaknesses. To maxi-
mize effectiveness, use a mixture of tools,
methodologies and frameworks that inte-
grate multiple attack and adversary consid-
erations such as MITRE ATT&CK as well as
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simple I0Cs, rule-based detection, statistical
models, linguistic models, and machine
learning models—and then correlate with
global threat intelligence, validating and
augmenting with human expertise.

Don’t underestimate the importance of hu-
mans. The human side of the investigation is
critical. There is no better computer for de-
tecting, recognizing and responding to
threats than the human mind. While auto-
mated systems have helped advance the se-
curity industry significantly, a true ‘‘eyes on
glass’ approach to threat detection requires
years of experience and the corresponding in-
tuition of knowing when something is amiss.

Ms. JACKSON LEE. Mr. Speaker, 1
ask that my colleagues support the un-
derlying legislation, and I reserve the
balance of my time.

Mr. GREEN of Tennessee. Mr. Speak-
er, there is bipartisan support for a
professional, coordinated Department
of Homeland Security intelligence ar-
chitecture.

I want to thank Chairman THOMPSON
and Ranking Member ROGERS for sup-
porting this legislation and bringing it
to the floor. It is time for DHS to be
able to function with the same preci-
sion in the handling of intelligence in-
formation as our warriors in the De-
partment of Defense, and I am honored
to have the opportunity to help them
do so.

Mr. Speaker, I urge support of the
bill, and I yield back the balance of my
time.

Ms. JACKSON LEE. Mr. Speaker, 1
ask my colleagues to support the un-
derlying bill, and I yield back the bal-
ance of my time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentlewoman from Texas (Ms.
JACKSON LEE) that the House suspend
the rules and pass the bill, H.R. 2589, as
amended.

The question was taken; and (two-
thirds being in the affirmative) the
rules were suspended and the bill, as
amended, was passed.

A motion to reconsider was laid on
the table.

———

MESSAGE FROM THE SENATE

A message from the Senate by Ms.
Byrd, one of its clerks, announced that
the Senate has passed without amend-
ment a bill of the House of the fol-
lowing title:

H.R. 4378. An act making continuing appro-
priations for fiscal year 2020, and for other
purposes.

————
[ 1400

TSA REACHING ACROSS NATION-
ALITIES, SOCIETIES, AND LAN-
GUAGES TO ADVANCE TRAV-
ELER EDUCATION ACT

Mr. CORREA. Mr. Speaker, I move to
suspend the rules and pass the bill
(H.R. 3691) to require the TSA to de-
velop a plan to ensure that TSA mate-
rial disseminated in major airports can
be better understood by more people
accessing such airports, and for other
purposes.
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The Clerk read the title of the bill.
The text of the bill is as follows:
H.R. 3691

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “TSA Reach-
ing Across Nationalities, Societies, and Lan-
guages to Advance Traveler Education Act”
or the “TRANSLATE Act”.

SEC. 2. PLAN.

(a) IN GENERAL.—Not later than 180 days
after the date of the enactment of this Act,
the Administrator of the Transportation Se-
curity Administration (T'SA) shall submit to
the Committee on Homeland Security of the
House of Representatives and the Committee
on Commerce, Science, and Transportation
of the Senate a plan to ensure that TSA ma-
terial disseminated in major airports can be
better understood by more people accessing
such airports.

(b) CONTENTS.—The plan required under
subsection (a) shall include the following:

(1) An identification of the most common
languages other than English that are the
primary languages of individuals that travel
through or work in each major airport.

(2) A plan to improve—

(A) TSA materials to communicate infor-
mation in languages identified pursuant to
paragraph (1); and

(B) the communication of TSA material to
individuals with vision or hearing impair-
ments or other possible barriers to under-
standing such material.

(c) CONSIDERATIONS.—In developing the
plan required under subsection (a), the Ad-
ministrator of the TSA, acting through the
Office of Civil Rights and Liberties, Ombuds-
man and Traveler Engagement of the TSA,
shall take into consideration data regarding
the following:

(1) International enplanement.

(2) Local populations surrounding major
airports.

(d) IMPLEMENTATION.—Not later than 180
days after the submission of the plan re-
quired under subsection (a), the Adminis-
trator of the TSA shall implement such plan.

(e) GAO REVIEW.—Not later than one year
after the implementation pursuant to sub-
section (d) of the plan required under sub-
section (a), the Comptroller General of the
United States shall submit to the Committee
on Homeland Security of the House of Rep-
resentatives and the Committee on Com-
merce, Science, and Transportation of the
Senate a review of such implementation.

(f) DEFINITIONS.—In this section:

(1) AIRPORT.—The term ‘‘airport’” has the
meaning given such term in section 40102 of
title 49, United States Code.

(2) MAJOR AIRPORTS.—The term ‘‘major air-
ports” means Category X and Category I air-
ports.

(3) TSA MATERIAL.—The term ‘“TSA mate-
rial” means signs, videos, audio messages,
websites, press releases, social media post-
ings, and other communications published
and disseminated by the Administrator of
the TSA in Category X and Category I air-
ports.

The SPEAKER pro tempore (Mr.
CUELLAR). Pursuant to the rule, the
gentleman from California (Mr.
CORREA) and the gentleman from Ten-
nessee (Mr. GREEN) each will control 20
minutes.

The Chair recognizes the gentleman
from California.

GENERAL LEAVE

Mr. CORREA. Mr. Speaker, I ask

unanimous consent that all Members
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may have 5 legislative days to revise
and extend their remarks and to in-
clude extraneous materials on this
measure.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from California?

There was no objection.

Mr. CORREA. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, I rise today in strong
support of H.R. 3691, the TRANSLATE
Act.

Throughout my travels, I get the op-
portunity to witness and meet families
and visitors from numerous countries,
cultures, and backgrounds traveling
throughout our Nation’s airports.

These families share many of the
same experiences we all share when
traveling using an airplane. They want
to board their flights on time and land
safely at their destination without
undue delay or confusion.

Sadly, signs and other communica-
tions throughout our U.S. airports are
not meeting the needs of all travelers.
Many non-English speakers, inter-
national travelers, and people with vi-
sion or hearing impairments experi-
ence challenges during their travels be-
cause the current signage is not acces-
sible to them.

According to the U.S. Census, over 65
million individuals living in the U.S.
over the age of five speak English not
well or not at all.

No one should have to worry about
missing a flight because they don’t
speak English or have impaired vision
or hearing.

This bill addresses this issue by re-
quiring TSA to make signage, video,
audio, and other online content more
accessible to travelers at major air-
ports who do not speak English as their
primary language.

This bill will make TSA operations
more effective and efficient by helping
to prevent miscommunication between
TSA officers and travelers.

Furthermore, this bill helps ensure
that we maintain a standard of
inclusivity at our airports for residents
and visitors alike.

Mr. Speaker, I urge my House col-
leagues to support this legislation, and
I reserve the balance of my time.

Mr. GREEN of Tennessee. Mr. Speak-
er, 1 yield myself as much time as I
may consume.

Mr. Speaker, I rise today in support
of H.R. 3691, the TRANSLATE Act.
TSA has an important mission to pro-
tect air travel and is responsible for
the security of nearly 440 Federalized
airports. Across these airports, TSA
screens more than 2 million passengers
a day.

To accomplish this mission, TSA re-
lies on materials like signs, websites,
and videos to communicate screening
information to passengers and airport
employees prior to their arrival at TSA
checkpoints.

H.R. 3691 requires TSA to develop and
implement a plan to identify languages
other than English that are primary
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