July 18, 2018

The PRESIDING OFFICER (Mr. LEE).

The Senator from Oklahoma.
SECURING OUR ELECTIONS

Mr. LANKFORD. Mr. President,
there has been a lot of conversation
again, of late, about election security.
It seems to be a frequent conversation
in the hallways the last couple of days,
and it is an ongoing issue that I think
some people have lost track of, but we
have not.

AMY KLOBUCHAR and I and several
others have worked very hard for
months on this issue of election secu-
rity, quietly trying to get the language
right and to work through the process
of what it takes to secure our elections
for 2018, 2020, and beyond, learning the
lesson from 2016.

I do want to remind this body that
the elections are not something that
happens this November. It is already
ongoing. Many States’ primaries have
already been conducted. Last night
there was a runoff primary that hap-
pened in Alabama. Georgia holds their
runoff primaries next week, and Ten-
nessee is the week after that. Kansas,
Michigan, Missouri, and Washington
will be on Tuesday, August 7. It is al-
ready ongoing.

While we watch the indictments that
just came down from the Mueller in-
vestigation on GRU officers from Rus-
sia who were trying to interfere in our
elections in 2016, as we have seen the
sanctions and the indictments that
have come down on some of the
oligarchs from Russia and from the
Internet Research Agency for what
they were doing in social media, trying
to be able to interfere with our election
in 2016, I think it may be important for
us to do a quick lookback at what has
happened and what is still going on and
what we are trying to accomplish in
the next few weeks.

Let me just give a quick look at what
is happening in my State of Oklahoma.
In Oklahoma, in the 2016 cycle, the FBI
and others began to discover that there
were issues with the elections and
some interference from what they, at
that time, called ‘“‘bad actors’ in June
of 2016. Later that summer, in August
of 2016, the FBI issued what they call a
nationwide ‘“‘flash alert” to every State
dealing with a threat from a ‘‘bad
actor.”

The Oklahoma State Cyber Command
director received that warning, as did
everyone else, but at that time the FBI
didn’t share any details because no one
in my State was given security clear-
ance to be able to have that kind of
classified conversation with the FBI.

It wasn’t until September 22 of 2017, a
year and a little bit later, that DHS ac-
tually notified my State and our State
election authorities that we hadn’t just
been targeted by a bad actor but that
we had been targeted by the Russians—
a year later—because no one had clear-
ance and there was no one engaged.

DHS told Oklahoma State Election
Board secretary Paul Ziriax, who is
doing a great job, that there was evi-
dence that the Russians conducted a
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surveillance scan looking into vulnera-
bilities in the State computer network,
but they didn’t get into the election
board computer network, and they
didn’t get into any of our equipment.

They basically came and checked to
see if the door was locked, and they
found out that in Oklahoma the door
was locked, and the Russians could not
get in. They didn’t penetrate into our
system, though they tried.

But it was a year after the elections
before we were even notified that the
Russians were trying to penetrate our
system. A subtle flash warning is all
that we received in the summer of 2016.

Oklahoma has a great system for
elections. Our system is consistent
across every single county. We have op-
tical scanners with a paper ballot
backup so that we can verify the com-
puter count with a hand count if need-
ed. We have had a very good system.
That system was tested by the Rus-
sians when they evaluated the com-
puter networks of our State, and they
were also not able to get in, thanks to
the leadership of some of the cyber and
the technology folks who are in OKkla-
homa.

Not all States have the same prac-
tices. In some States, from county to
county their election systems are dif-
ferent. From township to township
they may have different systems with
different companies and different back-
grounds. They may not have the same
kind of system where they get a chance
to protect their cyber systems.

We saw that in 2016, when the Rus-
sians were able to penetrate some of
the States and actually were able to
harvest some of their voter register
rolls. They weren’t able to change any
votes. They weren’t able to affect the
voting that day, but they did a tremen-
dous amount of scanning through sys-
tems to be able to see where there were
vulnerabilities, what they could learn
on our election systems, and how they
could engage for a future time.

I think we should learn a lesson from
that and be aware that the Russians
are trying to penetrate that system
and learning as much as they could.

At the same time that they were
hacking into different systems and
testing them out to see if they could
get in, a different set of folks from the
Russian group the Internet Research
Agency were trying to put out social
media disinformation.

Some 200,000 Oklahomans saw
Facebook and Twitter posts that Rus-
sians put out as false information.
They weren’t all on one candidate.
There were multiple candidates and
multiple issues. Sometimes it was on
Hillary Clinton, sometimes on Donald
Trump, sometimes on BERNIE SANDERS,
sometimes on Jill Stein, and some-
times just on ideological issues. Over
200,000 Oklahomans saw those posts
from different Russians, not knowing
they were Russian posts at all. They
were Russians pretending to be Ameri-
cans, and they were pushing that infor-
mation out.
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What can we learn from this? One is
the most simple of those things: You
shouldn’t believe everything you see on
the internet. It is not always an Amer-
ican. It is not always who they post to
be, and it is not always true. It should
be the most basic information that we
should learn about what is happening
on the internet and what is online, in-
cluding Facebook and Twitter.

The other lesson that we need to
learn is a little more complicated. We
have to be able to have better commu-
nication between the Federal Govern-
ment and States, better cybersecurity
systems, and the ability to audit that.

That is why Senator KLOBUCHAR and
I have worked for months on a piece of
legislation called the Secure Elections
Act. That piece has worked its way
through every State looking at it and
their election authorities. We have
worked it through multiple committee
hearings. In fact, recently, just in the
last month, there were two different
hearings in the Rules Committee. It is
now ready to be marked up and final-
ized to try to bring it to this body.

It is a very simple piece. It affirms
that States run elections. The Federal
Government should not take over elec-
tions nationwide. In fact, that would
make a bad situation worse. States
need to be able to run elections and be
able to manage those.

But it qualifies several things. One is
that it gives a security clearance to a
person in every single State. If there is
a threat from a hostile actor, there is
not some vague warning that comes
out. There is an immediate address
about what is happening and a commu-
nication within the intelligence com-
munity here on the Federal level to in-
dividuals with a clearance on the State
level.

Right now, the DHS, in absence of
this legislation, has started imple-
menting it anyway. Every single State
has at least one person with a security
clearance now, including my own. They
are working to have at least three in
every State to do a backup system.

We also need to be able to affirm that
every State can audit their elections,
that they would do what is called risk-
limiting audits after the election just
to check and to make sure that the re-
sults are correct, but also that they
have the ability to audit it as the elec-
tion is going on so that it is not just
counting on a machine but that there
is also some way to back it up. States
have a variety of ways they can actu-
ally do that.

If elections are trusting that the
electronics are going to work and not
be hacked into and not be affected, we
should have learned the lesson from
2016 that there are outside entities try-
ing to attack these systems and to find
vulnerabilities, and they will.

Some way to be able to back it up, to
be able to audit the election while it is
happening, risk-limiting audits after
the fact, security clearances for indi-
viduals within States, and rapid com-
munication State to State and State to



S5058

Federal Government all help to main-
tain the integrity of our elections.

That is what we do in the Secure
Elections Act. I think it is so impor-
tant that we try to resolve this as
quickly as possible.

I encourage this body to finish the
markup in the Rules Committee to be
able to bring it to the floor and to have
a consistent bipartisan vote to be able
to support the work that we need to
continue to do to protect our elections
in the days ahead.

Our Republic is one that maintains
its stability based on the integrity of
our elections. I have zero doubt that
the Russians tried to destabilize our
Nation in 2016 by attacking the core of
our democracy. Anyone who believes
they will not do it again has missed the
basic information that is out day after
day after day in our intelligence brief-
ings.

The Russians have done it the first
time. They showed the rest of the
world the lesson and what could be
done. It could be the North Koreans the
next time. It could be the Iranians the
next time. It could be a domestic activ-
ist group the next time. We should
learn that lesson, close that vulnerabil-
ity, and make sure that we protect our
systems in the days ahead.

There is more that can be done, but
the States seem to take a lead on this.
This is something that the Federal
Government should do, and we are very
close to getting it done. I wanted to be
able to tell this body that we are close.
Let us work together to get this done
in the days ahead.

I yield the floor.

I suggest the absence of a quorum.

The PRESIDING OFFICER. The
clerk will call the roll.

The assistant bill clerk proceeded to
call the roll.

Mr. MORAN. Mr. President, I ask
unanimous consent that the order for
the quorum call be rescinded.

The PRESIDING OFFICER. Without
objection, it is so ordered.

NATO

Mr. MORAN. Mr. President, thank
you.

Last week at the NATO summit in
Brussels, the leaders of all 29 member
states, including the United States
with President Trump, signed a dec-
laration reaffirming the purpose of the
alliance—collective defense and the im-
portance of article 5, which regards
being attacked against one ally as an
attack against all others.

There may be a growing sense here in
the United States that NATO is no
longer useful to our interests and that
it is a burden that is not worth the
cost.

I recently traveled to Moscow, Oslo,
and Helsinki with members of the Sen-
ate Appropriations Committee, many
of us on the Subcommittee on Defense.
We had meetings with U.S. Embassy of-
ficials, our Ambassadors, and foreign
government officials—people within
the ministries of foreign affairs, min-
istries of defense, and with legislative
leaders in that region.
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At my meetings in Moscow, we
worked to begin a dialogue with Rus-
sian counterparts. Everything I heard
in those meetings reinforces my belief
that Russia remains a threat to Euro-
pean stability and that a united NATO
is essential to countering the threat
and preserving American peace and
prosperity.

Two wars in Europe last century re-
sulted in the loss of hundreds of thou-
sands of American lives who fought the
forces of tyranny. To prevent a third
war against this Communist menace,
Western European powers, still weak-
ened by World War II, formed an alli-
ance with America and Canada to deter
the Soviet Union’s massive conven-
tional forces from invading beyond
what became the eastern bloc.

Not only did NATO successfully deter
the Soviet Union until its collapse in
1991—and in my view, NATO contrib-
uted to the Soviet Union collapse in a
significant way—but in that process,
America’s commitment to European
security allowed these allies to recover
from the war economically, strength-
ened democratic governance, and en-
abled them to stop fearing one another.

We would be naive to believe that
threats critical to North Atlantic secu-
rity have faded along with the Soviet
Union. Indeed, my recent interactions
in Europe confirmed that Russia re-
mains a revisionist power intent on
continuing Russia’s disruptive activi-
ties in Europe, the Middle East, and
here at home in the United States.

In every meeting I attended, I made
clear that the Russians must end their
election-meddling here in the United
States and Europe in order to open
doors to rebuilding our relations. I
brought up Russia’s destabilizing sup-
port for separatists in Ukraine and its
illegal seizure of Crimea after Ukraine
democratically chose a President who
sought closer ties with the West.

Supporting and admitting that they
share intelligence with the Taliban un-
dermines the democratic government
in Afghanistan and undermines our Na-
tion’s military as we continue to fight
the Taliban alongside the Afghan Na-
tional Security Forces.

In each circumstance of those con-
versations, Russian officials, including
Foreign Minister Lavrov, continued to
obfuscate or outright deny any respon-
sibility. However, those meetings left
me unconvinced that Russia is pre-
pared to change its behavior.

In subsequent talks in Norway, a
NATO member, and Finland, a NATO
partner, the concerns relayed to me by
these European leaders underscore the
fear our European friends have about
Russian activities. During our meet-
ings, my colleagues and I reassured
them of America’s commitment to our
joint security, and that commitment
from the entire U.S. Government must
not waver.

The first Supreme Allied Commander
in Europe overseeing all NATO mili-
tary operations was Kansas’s own
Dwight D. Eisenhower. As President in
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1957, he declared before our NATO al-
lies that we must ‘‘re-dedicate our-
selves to the task of dispelling the
shadows that are being cast upon the
free world.”

In addition to ongoing Russian sub-
terfuge, terrorist groups remain intent
on striking the West, threats to data
information require strong cyber secu-
rity measures, and the scourge of
human and drug trafficking degrades
social structures. On these and other
issues, NATO allies have coordinated
and contributed to the security of our
own country, the United States of
America.

In particular, let’s recall that only
once has NATO invoked article 5—in
the aftermath of the 9/11 attacks on
our country. The only time the NATO
alliance has been asked to respond,
they declared a willingness to re-
spond—that an attack on one is an at-
tack on all—when the United States of
America was attacked on 9/11.

When we went to war against al-
Qaida and its Taliban hosts in Afghani-
stan, we were not alone. The United
States has nearly 15,000 troops serving
in Afghanistan, and they are serving
with NATO coalition forces as part of
counterterrorism efforts to support Af-
ghanistan’s fight against the Taliban
and ISIS, which has seized strategic
territories in recent years.

We are approaching 17 years of sup-
port from our NATO allies in Afghani-
stan—support that has come even at
the expense of the blood of those who
serve. Just last week, I am saddened to
say, two U.S. Army soldiers paid the
ultimate sacrifice and were Kkilled
while serving in Afghanistan, and at
least two more soldiers have been
wounded from insurgent attacks.

Finally, there is an economic threat
that a destabilized Europe poses to our
Nation’s well-being. The EU—distinct
from NATO but certainly a beneficiary
of the security provided—is America’s
largest trading partner.

Questioning why we should come to
the defense of the smallest NATO mem-
ber damages the alliance, and it hurts
our alliances elsewhere. If we won’t
honor a treaty in Europe, friends might
wonder why we would honor a treaty in
Asia. Predators can take advantage of
our perceived indifference. That is, in
part, what led to the Korean war.

The United States contributes 22 per-
cent of NATO’s total budget. In addi-
tion to our NATO contributions, the
United States continues to increase de-
fense spending on our military pres-
ence supporting our partners, with
more than $6 billion in fiscal year 2019
appropriated for the European Deter-
rence Initiative and another $792 mil-
lion invested in military construction
across the continent.

President Trump is absolutely right
to urge fellow allies to increase their
defense spending, and I echoed that
message on our trip to Norway when
we visited with those allies in Oslo. To
the credit of our allies, they have in-
creased spending by more than $40 bil-
lion in the past year.
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