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forward. I thank all of the Members
who have played a part in this process.
It has been a long time coming. A lot
of people have worked very hard on
this, and I just want to thank all of
those who have done this in a bipar-
tisan manner. I would love to see this
House work this way even more. We
will see.

Mrs. NAPOLITANO. Mr. Speaker, 1
yield myself the balance of my time.

Mr. Speaker, I want to thank, first of
all, our respective staffs for working
together on this. They did a great job,
and they did an awful lot of work on it.

Mr. CHABOT is right; it has been a
long time coming. I have been on the
Subcommittee on Water Resources and
Environment more than 20 years, and
this is something that came up over 10
years ago that EPA was forcing Cali-
fornia restrictions. And California has
the strictest rules on air and water.

So this is really an efficient way of
being able to help California and other
States deal with it.

This bill before us is a very good first
step toward ensuring the protection of
our Nation’s rivers, lakes, and streams
and deserves our very strong support.

We have worked with cities, mayors,
water agencies, sanitation districts,
environmental groups, as well as our
colleagues on the other side on this
legislation. We are aware of no opposi-
tion—none—+to this bill.

We thank all stakeholders for their
input and support throughout this
process.

However, it is my hope that early in
the next Congress we can return to the
House floor with similar bipartisan leg-
islation to address the funding needs
and affordability concerns we discussed
earlier. Only then can we say we have
delivered on our responsibility to pro-
vide clean, safe, and affordable water
to all American families, including Na-
tive Americans.

Mr. Speaker, I yield back the balance
of my time.

Mr. GIBBS. Mr. Speaker, I yield my-
self such time as I may consume.

I want to, again, thank my colleague
from California, Mrs. NAPOLITANO, for
all her help on the other side of the
aisle to make this a very bipartisan
bill. It is a very commonsense bill.

The key to this that I think needs to
be mentioned and emphasized is it
gives our local communities flexibility
and also encourages all levels of gov-
ernment to work together—the Federal
EPA, the State EPA, and the local mu-
nicipalities—to solve the problems
they have at the ground level.

Also in this bill, there is a provision
that requires that the new position, the
EPA ombudsman, in at least 2 years re-
port back to Congress, the T&I Com-
mittee, about what happened with the
integrated planning, the specific
projects, and review that and see if it
needs to be tweaked or not. We will see
how it works.

It is very important, working to-
gether. You see communities that have
been under court orders, court decrees,
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and they can’t get to where they need
to get to, and this bill gives them that
flexibility and that common sense.

Everybody wants to do the right
thing, and this will help them do that
and to be working with the EPA in a
partnership.

Mr. Speaker, in closing, I urge my
colleagues to vote ‘‘yes” on H.R. 7279,
and I yield back the balance of my
time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Ohio (Mr. GIBBS)
that the House suspend the rules and
pass the bill, H.R. 7279.

The question was taken.

The SPEAKER pro tempore. In the
opinion of the Chair, two-thirds being
in the affirmative, the ayes have it.

Mr. MASSIE. Mr. Speaker, I object to
the vote on the ground that a quorum
is not present and make the point of
order that a quorum is not present.

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX, further pro-
ceedings on this question will be post-
poned.

The point of no quorum is considered
withdrawn.

—————

STRENGTHENING AND ENHANCING
CYBER-CAPABILITIES BY UTI-
LIZING RISK EXPOSURE TECH-
NOLOGY ACT

Mr. HURD. Mr. Speaker, I move to
suspend the rules and pass the bill
(H.R. 7327) to require the Secretary of
Homeland Security to establish a secu-
rity vulnerability disclosure policy, to
establish a bug bounty program for the
Department of Homeland Security, to
amend title 41, United States Code, to
provide for Federal acquisition supply
chain security, and for other purposes.

The Clerk read the title of the bill.

The text of the bill is as follows:

H.R. 7327

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
(a) SHORT TITLE.—This Act may be cited as

the ‘“‘Strengthening and Enhancing Cyber-ca-

pabilities by Utilizing Risk Exposure Tech-
nology Act” or the “SECURE Technology

Act”.

(b) TABLE OF CONTENTS.—The table of con-
tents for this Act is as follows:

Sec. 1. Short title; table of contents.

TITLE I—DEPARTMENT OF HOMELAND
SECURITY INFORMATION SECURITY
AND OTHER MATTERS

Sec. 101. Department of Homeland Security
disclosure of security
vulnerabilities.

Sec. 102. Department of Homeland Security
bug bounty pilot program.

Sec. 103. Congressional submittal of reports
relating to certain special ac-
cess programs and similar pro-
grams.

TITLE II—FEDERAL ACQUISITION
SUPPLY CHAIN SECURITY

Sec. 201. Short title.

Sec. 202. Federal acquisition supply chain
security.

Sec. 203. Authorities of executive agencies
relating to mitigating supply
chain risks in the procurement
of covered articles.
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Sec. 204. Federal Information Security Mod-
ernization Act.
Sec. 205. Effective date.

TITLE I—-DEPARTMENT OF HOMELAND SE-
CURITY INFORMATION SECURITY AND
OTHER MATTERS

SEC. 101. DEPARTMENT OF HOMELAND SECURITY

DISCLOSURE OF SECURITY
VULNERABILITIES.

(a) VULNERABILITY DISCLOSURE POLICY.—
The Secretary of Homeland Security shall
establish a policy applicable to individuals,
organizations, and companies that report se-
curity vulnerabilities on appropriate infor-
mation systems of Department of Homeland
Security. Such policy shall include each of
the following:

(1) The appropriate information systems of
the Department that individuals, organiza-
tions, and companies may use to discover
and report security vulnerabilities on appro-
priate information systems.

(2) The conditions and criteria under which
individuals, organizations, and companies
may operate to discover and report security
vulnerabilities.

(3) How individuals, organizations, and
companies may disclose to the Department
security vulnerabilities discovered on appro-
priate information systems of the Depart-
ment.

(4) The ways in which the Department may
communicate with individuals, organiza-
tions, and companies that report security
vulnerabilities.

(5) The process the Department shall use
for public disclosure of reported security
vulnerabilities.

(b) REMEDIATION PROCESS.—The Secretary
of Homeland Security shall develop a process
for the Department of Homeland Security to
address the mitigation or remediation of the
security vulnerabilities reported through the
policy developed in subsection (a).

(¢c) CONSULTATION.—

(1) IN GENERAL.—In developing the security
vulnerability disclosure policy under sub-
section (a), the Secretary of Homeland Secu-
rity shall consult with each of the following:

(A) The Attorney General regarding how to
ensure that individuals, organizations, and
companies that comply with the require-
ments of the policy developed under sub-
section (a) are protected from prosecution
under section 1030 of title 18, United States
Code, civil lawsuits, and similar provisions
of law with respect to specific activities au-
thorized under the policy.

(B) The Secretary of Defense and the Ad-
ministrator of General Services regarding
lessons that may be applied from existing
vulnerability disclosure policies.

(C) Non-governmental security research-
ers.

(2) NONAPPLICABILITY OF FACA.—The Fed-
eral Advisory Committee Act (5 U.S.C. App.)
shall not apply to any consultation under
this section.

(d) PUBLIC AVAILABILITY.—The Secretary of
Homeland Security shall make the policy de-
veloped under subsection (a) publicly avail-
able.

(e) SUBMISSION TO CONGRESS.—

(1) DISCLOSURE POLICY AND REMEDIATION
PROCESS.—Not later than 90 days after the
date of the enactment of this Act, the Sec-
retary of Homeland Security shall submit to
the appropriate congressional committees a
copy of the policy required under subsection
(a) and the remediation process required
under subsection (b).

(2) REPORT AND BRIEFING.—

(A) REPORT.—Not later than one year after
establishing the policy required under sub-
section (a), the Secretary of Homeland Secu-
rity shall submit to the appropriate congres-
sional committees a report on such policy
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and the remediation process required under
subsection (b).

(B) ANNUAL BRIEFINGS.—One year after the
date of the submission of the report under
subparagraph (A), and annually thereafter
for each of the next three years, the Sec-
retary of Homeland Security shall provide to
the appropriate congressional committees a
briefing on the policy required under sub-
section (a) and the process required under
subsection (b).

(C) MATTERS FOR INCLUSION.—The report
required under subparagraph (A) and the
briefings required under subparagraph (B)
shall include each of the following with re-
spect to the policy required under subsection
(a) and the process required under subsection
(b) for the period covered by the report or
briefing, as the case may be:

(i) The number of unique
vulnerabilities reported.

(ii) The number of previously unknown se-
curity vulnerabilities mitigated or remedi-
ated.

(iii) The number of unique individuals, or-
ganizations, and companies that reported se-
curity vulnerabilities.

(iv) The average length of time between
the reporting of security vulnerabilities and
mitigation or remediation of such
vulnerabilities.

(f) DEFINITIONS.—In this section:

(1) The term ‘‘security vulnerability’ has
the meaning given that term in section
102(17) of the Cybersecurity Information
Sharing Act of 2015 (6 U.S.C. 1501(17)), in in-
formation technology.

(2) The term ‘‘information system” has the
meaning given that term by section 3502 of
title 44, United States Code.

(3) The term ‘‘appropriate information sys-
tem” means an information system that the
Secretary of Homeland Security selects for
inclusion under the vulnerability disclosure
policy required by subsection (a).

(4) The term ‘‘appropriate congressional
committees” means—

(A) the Committee on Homeland Security,
the Committee on Armed Services, the Com-
mittee on Energy and Commerce, and the
Permanent Select Committee on Intelligence
of the House of Representatives; and

(B) the Committee on Homeland Security
and Governmental Affairs, the Committee on
Armed Services, the Committee on Com-
merce, Science, and Transportation, and the
Select Committee on Intelligence of the Sen-
ate.

SEC. 102. DEPARTMENT OF HOMELAND SECURITY
BUG BOUNTY PILOT PROGRAM.

(a) DEFINITIONS.—In this section:

(1) The term ‘‘appropriate congressional
committees’” means—

(A) the Committee on Homeland Security
and Governmental Affairs of the Senate;

(B) the Select Committee on Intelligence
of the Senate;

(C) the Committee on Homeland Security
of the House of Representatives; and

(D) Permanent Select Committee on Intel-
ligence of the House of Representatives.

(2) The term ‘‘bug bounty program’ means
a program under which—

(A) individuals, organizations, and compa-
nies are temporarily authorized to identify
and report vulnerabilities of appropriate in-
formation systems of the Department; and

(B) eligible individuals, organizations, and
companies receive compensation in exchange
for such reports.

(3) The term ‘‘Department’” means the De-
partment of Homeland Security.

(4) The term ‘‘eligible individual, organiza-
tion, or company’ means an individual, or-
ganization, or company that meets such cri-
teria as the Secretary determines in order to
receive compensation in compliance with
Federal laws.

security
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(5) The term ‘“‘information system’ has the
meaning given the term in section 3502 of
title 44, United States Code.

(6) The term ‘‘pilot program’ means the
bug bounty pilot program required to be es-
tablished under subsection (b)(1).

(7) The term ‘‘Secretary’ means the Sec-
retary of Homeland Security.

(b) BuG BOUNTY PILOT PROGRAM.—

(1) ESTABLISHMENT.—Not later than 180
days after the date of enactment of this Act,
the Secretary shall establish, within the Of-
fice of the Chief Information Officer, a bug
bounty pilot program to minimize
vulnerabilities of appropriate information
systems of the Department.

(2) RESPONSIBILITIES OF SECRETARY.—In es-
tablishing and conducting the pilot program,
the Secretary shall—

(A) designate appropriate information sys-
tems to be included in the pilot program;

(B) provide compensation to eligible indi-
viduals, organizations, and companies for re-
ports of previously unidentified security
vulnerabilities within the information sys-
tems designated under subparagraph (A);

(C) establish criteria for individuals, orga-
nizations, and companies to be considered el-
igible for compensation under the pilot pro-
gram in compliance with Federal laws;

(D) consult with the Attorney General on
how to ensure that approved individuals, or-
ganizations, or companies that comply with
the requirements of the pilot program are
protected from prosecution under section
1030 of title 18, United States Code, and simi-
lar provisions of law, and civil lawsuits for
specific activities authorized under the pilot
program;

(E) consult with the Secretary of Defense
and the heads of other departments and
agencies that have implemented programs to
provide compensation for reports of pre-
viously undisclosed vulnerabilities in infor-
mation systems, regarding lessons that may
be applied from such programs; and

(F) develop an expeditious process by
which an individual, organization, or com-
pany can register with the Department, sub-
mit to a background check as determined by
the Department, and receive a determination
as to eligibility; and

(G) engage qualified interested persons, in-
cluding non-government sector representa-
tives, about the structure of the pilot pro-
gram as constructive and to the extent prac-
ticable.

(3) CONTRACT AUTHORITY.—In establishing
the pilot program, the Secretary, subject to
the availability of appropriations, may
award 1 or more competitive contracts to an
entity, as necessary, to manage the pilot
program.

(c) REPORT TO CONGRESS.—Not later than
180 days after the date on which the pilot
program is completed, the Secretary shall
submit to the appropriate congressional
committees a report on the pilot program,
which shall include—

(1) the number of individuals, organiza-
tions, or companies that participated in the
pilot program, broken down by the number
of individuals, organizations, or companies
that—

(A) registered;

(B) were determined eligible;

(C) submitted security vulnerabilities; and

(D) received compensation;

2) the number and severity of
vulnerabilities reported as part of the pilot
program;

(3) the number of previously unidentified
security vulnerabilities remediated as a re-
sult of the pilot program;

(4) the current number of outstanding pre-
viously unidentified security vulnerabilities
and Department remediation plans;
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(5) the average length of time between the
reporting of security vulnerabilities and re-
mediation of the vulnerabilities;

(6) the types of compensation provided
under the pilot program; and

(7) the lessons learned from the pilot pro-
gram.

(d) AUTHORIZATION OF APPROPRIATIONS.—
There is authorized to be appropriated to the
Department $250,000 for fiscal year 2019 to
carry out this section.

SEC. 103. CONGRESSIONAL SUBMITTAL OF RE-
PORTS RELATING TO CERTAIN SPE-
CIAL ACCESS PROGRAMS AND SIMI-
LAR PROGRAMS.

The National Defense Authorization Act
for Fiscal Year 1994 (50 U.S.C. 3348) is amend-
ed—

(1) by striking ‘‘Congress’’ each place it ap-
pears and inserting ‘‘the congressional over-
sight committees’’;

(2) in subsection (f)(1), by striking ‘‘appro-
priate oversight committees” and inserting
‘‘congressional oversight committees’’; and

(3) in subsection (g)—

(A) by redesignating paragraphs (1) and (2)
as paragraphs (2) and (3), respectively; and

(B) by inserting before paragraph (2), as so
redesignated, the following:

‘(1) CONGRESSIONAL OVERSIGHT COMMIT-
TEES.—The term ‘congressional oversight
committees’ means—

‘“(A) congressional leadership and author-
izing and appropriations congressional com-
mittees with jurisdiction or shared jurisdic-
tion over a department or agency;

‘(B) the Committee on Homeland Security
and Governmental Affairs of the Senate; and

‘(C) the Committee on Oversight and Gov-
ernment Reform of the House of Representa-
tives.”.

TITLE II—FEDERAL ACQUISITION SUPPLY
CHAIN SECURITY
SEC. 201. SHORT TITLE.

This title may be cited as the ‘““‘Federal Ac-
quisition Supply Chain Security Act of 2018”°.
SEC. 202. FEDERAL ACQUISITION SUPPLY CHAIN

SECURITY.

(a) IN GENERAL.—Chapter 13 of title 41,
United States Code, is amended by adding at
the end the following new subchapter:

““SUBCHAPTER III—FEDERAL
ACQUISITION SUPPLY CHAIN SECURITY

“§ 1321. Definitions

“In this subchapter:

‘(1) APPROPRIATE CONGRESSIONAL COMMIT-
TEES AND LEADERSHIP.—The term ‘appro-
priate congressional committees and leader-
ship’ means—

““(A) the Committee on Homeland Security
and Governmental Affairs, the Committee on
the Judiciary, the Committee on Appropria-
tions, the Committee on Armed Services, the
Committee on Commerce, Science, and
Transportation, the Select Committee on In-
telligence, and the majority and minority
leader of the Senate; and

‘(B) the Committee on Oversight and Gov-
ernment Reform, the Committee on the Ju-
diciary, the Committee on Appropriations,
the Committee on Homeland Security, the
Committee on Armed Services, the Com-
mittee on Energy and Commerce, the Perma-
nent Select Committee on Intelligence, and
the Speaker and minority leader of the
House of Representatives.

‘(2) CoUNCIL.—The term ‘Council’ means
the Federal Acquisition Security Council es-
tablished under section 1322(a) of this title.

‘“(3) COVERED ARTICLE.—The term ‘covered
article’ has the meaning given that term in
section 4713 of this title.

‘“(4) COVERED PROCUREMENT ACTION.—The
term ‘covered procurement action’ has the
meaning given that term in section 4713 of
this title.
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“(5) INFORMATION AND COMMUNICATIONS
TECHNOLOGY.—The term ‘information and
communications technology’ has the mean-
ing given that term in section 4713 of this
title.

‘“(6) INTELLIGENCE COMMUNITY.—The term
‘intelligence community’ has the meaning
given that term in section 3(4) of the Na-
tional Security Act of 1947 (50 U.S.C. 3003(4)).

“(T) NATIONAL SECURITY SYSTEM.—The term
‘national security system’ has the meaning
given that term in section 3552 of title 44.

‘“(8) SUPPLY CHAIN RISK.—The term ‘supply
chain risk’ has the meaning given that term
in section 4713 of this title.

“§1322. Federal Acquisition Security Council
establishment and membership

‘‘(a) ESTABLISHMENT.—There is established
in the executive branch a Federal Acquisi-
tion Security Council.

““(b) MEMBERSHIP.—

‘(1) IN GENERAL.—The following agencies
shall be represented on the Council:

‘“(A) The Office of Management and Budg-
et.

“(B) The General Services Administration.

‘(C) The Department of Homeland Secu-
rity, including the Cybersecurity and Infra-
structure Security Agency.

‘(D) The Office of the Director of National
Intelligence, including the National Counter-
intelligence and Security Center.

‘“(E) The Department of Justice, including
the Federal Bureau of Investigation.

‘“(F) The Department of Defense, including
the National Security Agency.

‘(G) The Department of Commerce, includ-
ing the National Institute of Standards and
Technology.

““(H) Such other executive agencies as de-
termined by the Chairperson of the Council.

“(2) LEAD REPRESENTATIVES.—

‘“(A) DESIGNATION.—

‘(i) IN GENERAL.—Not later than 45 days
after the date of the enactment of the Fed-
eral Acquisition Supply Chain Security Act
of 2018, the head of each agency represented
on the Council shall designate a representa-
tive of that agency as the lead representa-
tive of the agency on the Council.

‘‘(ii) REQUIREMENTS.—The representative of
an agency designated under clause (i) shall
have expertise in supply chain risk manage-
ment, acquisitions, or information and com-
munications technology.

‘“(B) FuncTIiONs.—The lead representative
of an agency designated under subparagraph
(A) shall ensure that appropriate personnel,
including leadership and subject matter ex-
perts of the agency, are aware of the busi-
ness of the Council.

‘‘(c) CHAIRPERSON.—

‘(1) DESIGNATION.—Not later than 45 days
after the date of the enactment of the Fed-
eral Acquisition Supply Chain Security Act
of 2018, the Director of the Office of Manage-
ment and Budget shall designate a senior-
level official from the Office of Management
and Budget to serve as the Chairperson of
the Council.

‘“(2) FUNCTIONS.—The Chairperson shall
perform functions that include—

“‘(A) subject to subsection (d), developing a
schedule for meetings of the Council;

‘(B) designating executive agencies to be
represented on the Council under subsection
(D)D) (H);

‘“(C) in consultation with the lead rep-
resentative of each agency represented on
the Council, developing a charter for the
Council; and

‘(D) not later than 7 days after completion
of the charter, submitting the charter to the
appropriate congressional committees and
leadership.

“(d) MEETINGS.—The Council shall meet
not later than 60 days after the date of the
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enactment of the Federal Acquisition Supply
Chain Security Act of 2018 and not less fre-
quently than quarterly thereafter.

“§1323. Functions and authorities

‘““(a) IN GENERAL.—The Council shall per-
form functions that include the following:

‘(1) Identifying and recommending devel-
opment by the National Institute of Stand-
ards and Technology of supply chain risk
management standards, guidelines, and prac-
tices for executive agencies to use when as-
sessing and developing mitigation strategies
to address supply chain risks, particularly in
the acquisition and use of covered articles
under section 1326(a) of this title.

‘“(2) Identifying or developing criteria for
sharing information with executive agencies,
other Federal entities, and non-Federal enti-
ties with respect to supply chain risk, in-
cluding information related to the exercise
of authorities provided under this section
and sections 1326 and 4713 of this title. At a
minimum, such criteria shall address—

‘“(A) the content to be shared;

‘“(B) the circumstances under which shar-
ing is mandated or voluntary; and

‘“(C) the circumstances under which it is
appropriate for an executive agency to rely
on information made available through such
sharing in exercising the responsibilities and
authorities provided under this section and
section 4713 of this title.

‘“(3) Identifying an appropriate executive
agency to—

““(A) accept information submitted by ex-
ecutive agencies based on the criteria estab-
lished under paragraph (2);

‘“(B) facilitate the sharing of information
received under subparagraph (A) to support
supply chain risk analyses under section 1326
of this title, recommendations under this
section, and covered procurement actions
under section 4713 of this title;

““(C) share with the Council information re-
garding covered procurement actions by ex-
ecutive agencies taken under section 4713 of
this title; and

‘(D) inform the Council of orders issued
under this section.

‘“(4) Identifying, as appropriate, executive
agencies to provide—

‘“(A) shared services, such as support for
making risk assessments, validation of prod-
ucts that may be suitable for acquisition,
and mitigation activities; and

“(B) common contract solutions to support
supply chain risk management activities,
such as subscription services or machine-
learning-enhanced analysis applications to
support informed decision making.

‘(5) Identifying and issuing guidance on
additional steps that may be necessary to
address supply chain risks arising in the
course of executive agencies providing
shared services, common contract solutions,
acquisitions vehicles, or assisted acquisi-
tions.

‘“(6) Engaging with the private sector and
other nongovernmental stakeholders in per-
forming the functions described in para-
graphs (1) and (2) and on issues relating to
the management of supply chain risks posed
by the acquisition of covered articles.

‘(7)) Carrying out such other actions, as de-
termined by the Council, that are necessary
to reduce the supply chain risks posed by ac-
quisitions and use of covered articles.

“(b) PROGRAM OFFICE AND COMMITTEES.—
The Council may establish a program office
and any committees, working groups, or
other constituent bodies the Council deems
appropriate, in its sole and unreviewable dis-
cretion, to carry out its functions.

““(c) AUTHORITY FOR EXCLUSION OR REMOVAL
ORDERS.—

‘(1) CRITERIA.—To reduce supply chain
risk, the Council shall establish criteria and
procedures for—
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“(A) recommending orders applicable to
executive agencies requiring the exclusion of
sources or covered articles from executive
agency procurement actions (in this section
referred to as ‘exclusion orders’);

“(B) recommending orders applicable to
executive agencies requiring the removal of
covered articles from executive agency infor-
mation systems (in this section referred to
as ‘removal orders’);

“(C) requesting and approving exceptions
to an issued exclusion or removal order when
warranted by circumstances, including alter-
native mitigation actions or other findings
relating to the national interest, including
national security reviews, national security
investigations, or national security agree-
ments; and

‘(D) ensuring that recommended orders do
not conflict with standards and guidelines
issued under section 11331 of title 40 and that
the Council consults with the Director of the
National Institute of Standards and Tech-
nology regarding any recommended orders
that would implement standards and guide-
lines developed by the National Institute of
Standards and Technology.

‘(2) RECOMMENDATIONS.—The Council shall
use the criteria established under paragraph
(1), information made available under sub-
section (a)(3), and any other information the
Council determines appropriate to issue rec-
ommendations, for application to executive
agencies or any subset thereof, regarding the
exclusion of sources or covered articles from
any executive agency procurement action,
including source selection and consent for a
contractor to subcontract, or the removal of
covered articles from executive agency infor-
mation systems. Such recommendations
shall include—

““(A) information necessary to positively
identify the sources or covered articles rec-
ommended for exclusion or removal;

‘(B) information regarding the scope and
applicability of the recommended exclusion
or removal order;

“(C) a summary of any risk assessment re-
viewed or conducted in support of the rec-
ommended exclusion or removal order;

‘(D) a summary of the basis for the rec-
ommendation, including a discussion of less
intrusive measures that were considered and
why such measures were not reasonably
available to reduce supply chain risk;

‘“‘(E) a description of the actions necessary
to implement the recommended exclusion or
removal order; and

‘“(F) where practicable, in the Council’s
sole and unreviewable discretion, a descrip-
tion of mitigation steps that could be taken
by the source that may result in the Council
rescinding a recommendation.

“(3) NOTICE OF RECOMMENDATION AND RE-
VIEW.—A notice of the Council’s rec-
ommendation under paragraph (2) shall be
issued to any source named in the rec-
ommendation advising—

““(A) that a recommendation has been
made;

‘(B) of the criteria the Council relied upon
under paragraph (1) and, to the extent con-
sistent with national security and law en-
forcement interests, of information that
forms the basis for the recommendation;

‘(C) that, within 30 days after receipt of
notice, the source may submit information
and argument in opposition to the rec-
ommendation;

‘(D) of the procedures governing the re-
view and possible issuance of an exclusion or
removal order pursuant to paragraph (5); and

‘““(E) where practicable, in the Council’s
sole and unreviewable discretion, a descrip-
tion of mitigation steps that could be taken
by the source that may result in the Council
rescinding the recommendation.
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‘‘(4) CONFIDENTIALITY.—Any notice issued
to a source under paragraph (3) shall be kept
confidential until—

‘““(A) an exclusion or removal order is
issued pursuant to paragraph (5); and

‘“(B) the source has been notified pursuant
to paragraph (6).

¢“(6) EXCLUSION AND REMOVAL ORDERS.—

‘“(A) ORDER ISSUANCE.—Recommendations
of the Council under paragraph (2), together
with any information submitted by a source
under paragraph (3) related to such a rec-
ommendation, shall be reviewed by the fol-
lowing officials, who may issue exclusion
and removal orders based upon such rec-
ommendations:

‘(i) The Secretary of Homeland Security,
for exclusion and removal orders applicable
to civilian agencies, to the extent not cov-
ered by clause (ii) or (iii).

‘“(ii) The Secretary of Defense, for exclu-
sion and removal orders applicable to the De-
partment of Defense and national security
systems other than sensitive compartmented
information systems.

‘‘(iii) The Director of National Intel-
ligence, for exclusion and removal orders ap-
plicable to the intelligence community and
sensitive compartmented information sys-
tems, to the extent not covered by clause
(ii).

‘(B) DELEGATION.—The officials identified
in subparagraph (A) may not delegate any
authority under this subparagraph to an offi-
cial below the level one level below the Dep-
uty Secretary or Principal Deputy Director,
except that the Secretary of Defense may
delegate authority for removal orders to the
Commander of the United States Cyber Com-
mand, who may not redelegate such author-
ity to an official below the level one level
below the Deputy Commander.

¢(C) FACILITATION OF EXCLUSION ORDERS.—
If officials identified under this paragraph
from the Department of Homeland Security,
the Department of Defense, and the Office of
the Director of National Intelligence issue
orders collectively resulting in a govern-
mentwide exclusion, the Administrator for
General Services and officials at other exec-
utive agencies responsible for management
of the Federal Supply Schedules, govern-
mentwide acquisition contracts and multi-
agency contracts shall help facilitate imple-
mentation of such orders by removing the
covered articles or sources identified in the
orders from such contracts.

‘(D) REVIEW OF EXCLUSION AND REMOVAL
ORDERS.—The officials identified under this
paragraph shall review all exclusion and re-
moval orders issued under subparagraph (A)
not less frequently than annually pursuant
to procedures established by the Council.

‘““(E) RESCISSION.—Orders issued pursuant
to subparagraph (A) may be rescinded by an
authorized official from the relevant issuing
agency.

‘(6) NOTIFICATIONS.—Upon issuance of an
exclusion or removal order pursuant to para-
graph (5)(A), the official identified under
that paragraph who issued the order shall—

“(A) notify any source named in the order
of—

‘(i) the exclusion or removal order; and

¢(ii) to the extent consistent with national
security and law enforcement interests, in-
formation that forms the basis for the order;

“(B) provide classified or unclassified no-
tice of the exclusion or removal order to the
appropriate congressional committees and
leadership; and

‘(C) provide the exclusion or removal order
to the agency identified in subsection (a)(3).

¢“(7T) COMPLIANCE.—Executive agencies shall
comply with exclusion and removal orders
issued pursuant to paragraph (5).

“(d) AUTHORITY TO REQUEST INFORMA-
TION.—The Council may request such infor-
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mation from executive agencies as is nec-
essary for the Council to carry out its func-
tions.

‘“‘(e) RELATIONSHIP TO OTHER COUNCILS.—
The Council shall consult and coordinate, as
appropriate, with other relevant councils
and interagency committees, including the
Chief Information Officers Council, the Chief
Acquisition Officers Council, the Federal Ac-
quisition Regulatory Council, and the Com-
mittee on Foreign Investment in the United
States, with respect to supply chain risks
posed by the acquisition and use of covered
articles.

“(f) RULES OF CONSTRUCTION.—Nothing in
this section shall be construed—

‘(1) to limit the authority of the Office of
Federal Procurement Policy to carry out the
responsibilities of that Office under any
other provision of law; or

‘“(2) to authorize the issuance of an exclu-
sion or removal order based solely on the
fact of foreign ownership of a potential pro-
curement source that is otherwise qualified
to enter into procurement contracts with the
Federal Government.

“§1324. Strategic plan

‘‘(a) IN GENERAL.—Not later than 180 days
after the date of the enactment of the Fed-
eral Acquisition Supply Chain Security Act
of 2018, the Council shall develop a strategic
plan for addressing supply chain risks posed
by the acquisition of covered articles and for
managing such risks that includes—

‘“(1) the criteria and processes required
under section 1323(a) of this title, including a
threshold and requirements for sharing rel-
evant information about such risks with all
executive agencies and, as appropriate, with
other Federal entities and non-Federal enti-
ties;

‘“(2) an identification of existing authori-
ties for addressing such risks;

“(3) an identification and promulgation of
best practices and procedures and available
resources for executive agencies to assess
and mitigate such risks;

‘“(4) recommendations for any legislative,
regulatory, or other policy changes to im-
prove efforts to address such risks;

‘“(6) recommendations for any legislative,
regulatory, or other policy changes to
incentivize the adoption of best practices for
supply chain risk management by the pri-
vate sector;

‘(6) an evaluation of the effect of imple-
menting new policies or procedures on exist-
ing contracts and the procurement process;

‘(7 a plan for engaging with executive
agencies, the private sector, and other non-
governmental stakeholders to address such
risks;

‘“(8) a plan for identification, assessment,
mitigation, and vetting of supply chain risks
from existing and prospective information
and communications technology made avail-
able by executive agencies to other executive
agencies through common contract solu-
tions, shared services, acquisition vehicles,
or other assisted acquisition services; and

‘“(9) plans to strengthen the capacity of all
executive agencies to conduct assessments
of—

‘“(A) the supply chain risk posed by the ac-
quisition of covered articles; and

‘(B) compliance with the requirements of
this subchapter.

“(b) SUBMISSION TO CONGRESS.—Not later
than 7 calendar days after completion of the
strategic plan required by subsection (a), the
Chairperson of the Council shall submit the
plan to the appropriate congressional com-
mittees and leadership.

“§1325. Annual report

‘““Not later than December 31 of each year,
the Chairperson of the Council shall submit
to the appropriate congressional committees
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and leadership a report on the activities of
the Council during the preceding 12-month
period.

“§1326. Requirements for executive agencies

‘‘(a) IN GENERAL.—The head of each execu-
tive agency shall be responsible for—

‘(1) assessing the supply chain risk posed
by the acquisition and use of covered articles
and avoiding, mitigating, accepting, or
transferring that risk, as appropriate and
consistent with the standards, guidelines,
and practices identified by the Council under
section 1323(a)(1); and

‘(2) prioritizing supply chain risk assess-
ments conducted under paragraph (1) based
on the criticality of the mission, system,
component, service, or asset.

“(b) INCLUSIONS.—The responsibility for as-
sessing supply chain risk described in sub-
section (a) includes—

‘(1) developing an overall supply chain
risk management strategy and implementa-
tion plan and policies and processes to guide
and govern supply chain risk management
activities;

‘(2) integrating supply chain risk manage-
ment practices throughout the life cycle of
the system, component, service, or asset;

‘(3) limiting, avoiding, mitigating, accept-
ing, or transferring any identified risk;

‘‘(4) sharing relevant information with
other executive agencies as determined ap-
propriate by the Council in a manner con-
sistent with section 1323(a) of this title;

““(5) reporting on progress and effectiveness
of the agency’s supply chain risk manage-
ment consistent with guidance issued by the
Office of Management and Budget and the
Council; and

‘(6) ensuring that all relevant information,
including classified information, with re-
spect to acquisitions of covered articles that
may pose a supply chain risk, consistent
with section 1323(a) of this title, is incor-
porated into existing processes of the agency
for conducting assessments described in sub-
section (a) and ongoing management of ac-
quisition programs, including any identifica-
tion, investigation, mitigation, or remedi-
ation needs.

“‘(c) INTERAGENCY ACQUISITIONS.—

‘(1) IN GENERAL.—Except as provided in
paragraph (2), in the case of an interagency
acquisition, subsection (a) shall be carried
out by the head of the executive agency
whose funds are being used to procure the
covered article.

‘(2) ASSISTED ACQUISITIONS.—In an assisted
acquisition, the parties to the acquisition
shall determine, as part of the interagency
agreement governing the acquisition, which
agency is responsible for carrying out sub-
section (a).

‘“(3) DEFINITIONS.—In this subsection, the
terms ‘assisted acquisition’ and ‘interagency
acquisition’ have the meanings given those
terms in section 2.101 of title 48, Code of Fed-
eral Regulations (or any corresponding simi-
lar regulation or ruling).

““(d) ASSISTANCE.—The Secretary of Home-
land Security may—

‘(1) assist executive agencies in con-
ducting risk assessments described in sub-
section (a) and implementing mitigation re-
quirements for information and communica-
tions technology; and

‘“(2) provide such additional guidance or
tools as are necessary to support actions
taken by executive agencies.

“§1327. Judicial review procedures

‘“‘(a) IN GENERAL.—Except as provided in
subsection (b) and chapter 71 of this title,
and notwithstanding any other provision of
law, an action taken under section 1323 or
4713 of this title, or any action taken by an
executive agency to implement such an ac-
tion, shall not be subject to administrative
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review or judicial review, including bid pro-
tests before the Government Accountability
Office or in any Federal court.

““(b) PETITIONS.—

‘(1) IN GENERAL.—Not later than 60 days
after a party is notified of an exclusion or re-
moval order under section 1323(c)(6) of this
title or a covered procurement action under
section 4713 of this title, the party may file
a petition for judicial review in the United
States Court of Appeals for the District of
Columbia Circuit claiming that the issuance
of the exclusion or removal order or covered
procurement action is unlawful.

‘(2) STANDARD OF REVIEW.—The Court shall
hold unlawful a covered action taken under
sections 1323 or 4713 of this title, in response
to a petition that the court finds to be—

““(A) arbitrary, capricious, an abuse of dis-
cretion, or otherwise not in accordance with
law;

‘(B) contrary to constitutional
power, privilege, or immunity;

“(C) in excess of statutory jurisdiction, au-
thority, or limitation, or short of statutory
right;

‘(D) lacking substantial support in the ad-
ministrative record taken as a whole or in
classified information submitted to the
court under paragraph (3); or

‘“(BE) not in accord with procedures re-
quired by law.

¢“(3) EXCLUSIVE JURISDICTION.—The United
States Court of Appeals for the District of
Columbia Circuit shall have exclusive juris-
diction over claims arising under sections
1323(c)(5) or 4713 of this title against the
United States, any United States depart-
ment or agency, or any component or official
of any such department or agency, subject to
review by the Supreme Court of the United
States under section 1254 of title 28.

‘“(4) ADMINISTRATIVE RECORD AND PROCE-
DURES.—

‘““(A) IN GENERAL.—The procedures de-
scribed in this paragraph shall apply to the
review of a petition under this section.

*(B) ADMINISTRATIVE RECORD.—

‘(i) FILING OF RECORD.—The United States
shall file with the court an administrative
record, which shall consist of the informa-
tion that the appropriate official relied upon
in issuing an exclusion or removal order
under section 1323(c)(5) or a covered procure-
ment action under section 4713 of this title.

“‘(ii) UNCLASSIFIED, NONPRIVILEGED INFOR-
MATION.—AIl unclassified information con-
tained in the administrative record that is
not otherwise privileged or subject to statu-
tory protections shall be provided to the pe-
titioner with appropriate protections for any
privileged or confidential trade secrets and
commercial or financial information.

¢“(iii) IN CAMERA AND EX PARTE.—The fol-
lowing information may be included in the
administrative record and shall be submitted
only to the court ex parte and in camera:

““(I) Classified information.

“(IT) Sensitive security information, as de-
fined by section 1520.5 of title 49, Code of
Federal Regulations.

‘“(III) Privileged law enforcement informa-
tion.

“(IV) Information obtained or derived from
any activity authorized under the Foreign
Intelligence Surveillance Act of 1978 (50
U.S.C. 1801 et seq.), except that, with respect
to such information, subsections (c), (e), (f),
(g), and (h) of section 106 (50 U.S.C. 1806), sub-
sections (d), (f), (g), (h), and (i) of section 305
(60 U.S.C. 1825), subsections (c), (e), (), (g),
and (h) of section 405 (50 U.S.C. 1845), and sec-
tion 706 (50 U.S.C. 1881e) of that Act shall not
apply.

(V) Information subject to privilege or
protections under any other provision of law.

‘“(iv) UNDER SEAL.—Any information that
is part of the administrative record filed ex
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parte and in camera under clause (iii), or
cited by the court in any decision, shall be
treated by the court consistent with the pro-
visions of this subparagraph and shall re-
main under seal and preserved in the records
of the court to be made available consistent
with the above provisions in the event of fur-
ther proceedings. In no event shall such in-
formation be released to the petitioner or as
part of the public record.

‘“(v) RETURN.—After the expiration of the
time to seek further review, or the conclu-
sion of further proceedings, the court shall
return the administrative record, including
any and all copies, to the United States.

‘(C) EXCLUSIVE REMEDY.—A determination
by the court under this subsection shall be
the exclusive judicial remedy for any claim
described in this section against the United
States, any United States department or
agency, or any component or official of any
such department or agency.

“(D) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed as limiting,
superseding, or preventing the invocation of,
any privileges or defenses that are otherwise
available at law or in equity to protect
against the disclosure of information.

‘‘(c) DEFINITION.—In this section, the term
‘classified information’—

‘(1) has the meaning given that term in
section 1(a) of the Classified Information
Procedures Act (18 U.S.C. App.); and

‘“(2) includes—

‘“(A) any information or material that has
been determined by the United States Gov-
ernment pursuant to an Executive order,
statute, or regulation to require protection
against unauthorized disclosure for reasons
of national security; and

‘(B) any restricted data, as defined in sec-
tion 11 of the Atomic Energy Act of 1954 (42
U.S.C. 2014).

“§1328. Termination

““This subchapter shall terminate on the
date that is 5 years after the date of the en-
actment of the Federal Acquisition Supply
Chain Security Act of 2018.”".

(b) CLERICAL AMENDMENT.—The table of
sections at the beginning of chapter 13 of
such title is amended by adding at the end
the following new items:

‘‘SUBCHAPTER III—FEDERAL ACQUISITION
SUPPLY CHAIN SECURITY
“Sec.
€1321.
€41322.

Definitions.

Federal Acquisition Security Council
establishment and membership.

Functions and authorities.

Strategic plan.

Annual report.

Requirements for executive agencies.

Judicial review procedures.

€“1328. Termination.”.

(c) EFFECTIVE DATE.—The amendments
made by this section shall take effect on the
date that is 90 days after the date of the en-
actment of this Act and shall apply to con-
tracts that are awarded before, on, or after
that date.

(d) IMPLEMENTATION.—

(1) INTERIM FINAL RULE.—Not later than
one year after the date of the enactment of
this Act, the Federal Acquisition Security
Council shall prescribe an interim final rule
to implement subchapter III of chapter 13 of
title 41, United States Code, as added by sub-
section (a).

(2) FINAL RULE.—Not later than one year
after prescribing the interim final rule under
paragraph (1) and considering public com-
ments with respect to such interim final
rule, the Council shall prescribe a final rule
to implement subchapter III of chapter 13 of
title 41, United States Code, as added by sub-
section (a).

1323.
©‘1324.
°1325.
°1326.
£1327.
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(3) FAILURE TO ACT.—

(A) IN GENERAL.—If the Council does not
issue a final rule in accordance with para-
graph (2) on or before the last day of the one-
year period referred to in that paragraph,
the Council shall submit to the appropriate
congressional committees and leadership,
not later than 10 days after such last day and
every 90 days thereafter until the final rule
is issued, a report explaining why the final
rule was not timely issued and providing an
estimate of the earliest date on which the
final rule will be issued.

(B) APPROPRIATE CONGRESSIONAL COMMIT-
TEES AND LEADERSHIP DEFINED.—In this para-
graph, the term ‘‘appropriate congressional
committees and leadership’ has the meaning
given that term in section 1321 of title 41,
United States Code, as added by subsection
(a).

SEC. 203. AUTHORITIES OF EXECUTIVE AGENCIES
RELATING TO MITIGATING SUPPLY
CHAIN RISKS IN THE PROCUREMENT
OF COVERED ARTICLES.

(a) IN GENERAL.—Chapter 47 of title 41,
United States Code, is amended by adding at
the end the following new section:

“§4713. Authorities relating to mitigating
supply chain risks in the procurement of
covered articles

‘‘(a) AUTHORITY.—Subject to subsection (b),
the head of an executive agency may carry
out a covered procurement action.

“(b) DETERMINATION AND NOTIFICATION.—
Except as authorized by subsection (c) to ad-
dress an urgent national security interest,
the head of an executive agency may exer-
cise the authority provided in subsection (a)
only after—

‘(1) obtaining a joint recommendation, in
unclassified or classified form, from the chief
acquisition officer and the chief information
officer of the agency, or officials performing
similar functions in the case of executive
agencies that do not have such officials,
which includes a review of any risk assess-
ment made available by the executive agen-
cy identified under section 1323(a)(3) of this
title, that there is a significant supply chain
risk in a covered procurement;

‘(2) providing notice of the joint rec-
ommendation described in paragraph (1) to
any source named in the joint recommenda-
tion advising—

““(A) that a recommendation is being con-
sidered or has been obtained;

‘“(B) to the extent consistent with the na-
tional security and law enforcement inter-
ests, of information that forms the basis for
the recommendation;

“(C) that, within 30 days after receipt of
the notice, the source may submit informa-
tion and argument in opposition to the rec-
ommendation; and

‘(D) of the procedures governing the con-
sideration of the submission and the possible
exercise of the authority provided in sub-
section (a);

“(3) making a determination in writing, in
unclassified or classified form, after consid-
ering any information submitted by a source
under paragraph (2) and in consultation with
the chief information security officer of the
agency, that—

‘“(A) use of the authority under subsection
(a) is necessary to protect national security
by reducing supply chain risk;

‘(B) less intrusive measures are not rea-
sonably available to reduce such supply
chain risk; and

‘(C) the use of such authorities will apply
to a single covered procurement or a class of
covered procurements, and otherwise speci-
fies the scope of the determination; and

‘“(4) providing a classified or unclassified
notice of the determination made under
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paragraph (3) to the appropriate congres-
sional committees and leadership that in-
cludes—

““(A) the joint recommendation described
in paragraph (1);

‘(B) a summary of any risk assessment re-
viewed in support of the joint recommenda-
tion required by paragraph (1); and

“(C) a summary of the basis for the deter-
mination, including a discussion of less in-
trusive measures that were considered and
why such measures were not reasonably
available to reduce supply chain risk.

‘‘(c) PROCEDURES TO ADDRESS URGENT NA-
TIONAL SECURITY INTERESTS.—In any case in
which the head of an executive agency deter-
mines that an urgent national security in-
terest requires the immediate exercise of the
authority provided in subsection (a), the
head of the agency—

(1) may, to the extent necessary to ad-
dress such national security interest, and
subject to the conditions in paragraph (2)—

‘“(A) temporarily delay the notice required
by subsection (b)(2);

‘(B) make the determination required by
subsection (b)(3), regardless of whether the
notice required by subsection (b)(2) has been
provided or whether the notified source has
submitted any information in response to
such notice;

“(C) temporarily delay the notice required
by subsection (b)(4); and

‘(D) exercise the authority provided in
subsection (a) in accordance with such deter-
mination within 60 calendar days after the
day the determination is made; and

‘‘(2) shall take actions necessary to comply
with all requirements of subsection (b) as
soon as practicable after addressing the ur-
gent national security interest, including—

“‘(A) providing the notice required by sub-
section (b)(2);

“(B) promptly considering any information
submitted by the source in response to such
notice, and making any appropriate modi-
fications to the determination based on such
information;

‘(C) providing the notice required by sub-
section (b)(4), including a description of the
urgent national security interest, and any
modifications to the determination made in
accordance with subparagraph (B); and

‘(D) providing notice to the appropriate
congressional committees and leadership
within 7 calendar days of the covered pro-
curement actions taken under this section.

‘‘(d) CONFIDENTIALITY.—The notice required
by subsection (b)(2) shall be kept confiden-
tial until a determination with respect to a
covered procurement action has been made
pursuant to subsection (b)(3).

‘‘(e) DELEGATION.—The head of an execu-
tive agency may not delegate the authority
provided in subsection (a) or the responsi-
bility identified in subsection (f) to an offi-
cial below the level one level below the Dep-
uty Secretary or Principal Deputy Director.

“(f) ANNUAL REVIEW OF DETERMINATIONS.—
The head of an executive agency shall con-
duct an annual review of all determinations
made by such head under subsection (b) and
promptly amend any covered procurement
action as appropriate.

“(g) REGULATIONS.—The Federal Acquisi-
tion Regulatory Council shall prescribe such
regulations as may be necessary to carry out
this section.

‘“(h) REPORTS REQUIRED.—Not less fre-
quently than annually, the head of each ex-
ecutive agency that exercised the authority
provided in subsection (a) or (¢c) during the
preceding 12-month period shall submit to
the appropriate congressional committees
and leadership a report summarizing the ac-
tions taken by the agency under this section
during that 12-month period.

‘(1) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed to authorize
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the head of an executive agency to carry out
a covered procurement action based solely
on the fact of foreign ownership of a poten-
tial procurement source that is otherwise
qualified to enter into procurement con-
tracts with the Federal Government.

“(j) TERMINATION.—The authority provided
under subsection (a) shall terminate on the
date that is 5 years after the date of the en-
actment of the Federal Acquisition Supply
Chain Security Act of 2018.

‘‘(k) DEFINITIONS.—In this section:

‘(1) APPROPRIATE CONGRESSIONAL COMMIT-
TEES AND LEADERSHIP.—The term ‘appro-
priate congressional committees and leader-
ship’ means—

‘“(A) the Committee on Homeland Security
and Governmental Affairs, the Committee on
the Judiciary, the Committee on Appropria-
tions, the Committee on Armed Services, the
Committee on Commerce, Science, and
Transportation, the Select Committee on In-
telligence, and the majority and minority
leader of the Senate; and

‘“(B) the Committee on Oversight and Gov-
ernment Reform, the Committee on the Ju-
diciary, the Committee on Appropriations,
the Committee on Homeland Security, the
Committee on Armed Services, the Com-
mittee on Energy and Commerce, the Perma-
nent Select Committee on Intelligence, and
the Speaker and minority leader of the
House of Representatives.

‘“(2) COVERED ARTICLE.—The term ‘covered
article’ means—

‘“(A) information technology, as defined in
section 11101 of title 40, including cloud com-
puting services of all types;

‘(B) telecommunications equipment or
telecommunications service, as those terms
are defined in section 3 of the Communica-
tions Act of 1934 (47 U.S.C. 153);

‘“(C) the processing of information on a
Federal or non-Federal information system,
subject to the requirements of the Controlled
Unclassified Information program; or

‘(D) hardware, systems, devices, software,
or services that include embedded or inci-
dental information technology.

‘“(3) COVERED PROCUREMENT.—The
‘covered procurement’ means—

‘“(A) a source selection for a covered arti-
cle involving either a performance specifica-
tion, as provided in subsection (a)(3)(B) of
section 3306 of this title, or an evaluation
factor, as provided in subsection (b)(1)(A) of
such section, relating to a supply chain risk,
or where supply chain risk considerations
are included in the agency’s determination
of whether a source is a responsible source as
defined in section 113 of this title;

‘(B) the consideration of proposals for and
issuance of a task or delivery order for a cov-
ered article, as provided in section 4106(d)(3)
of this title, where the task or delivery order
contract includes a contract clause estab-
lishing a requirement relating to a supply
chain risk;

‘“(C) any contract action involving a con-
tract for a covered article where the con-
tract includes a clause establishing require-
ments relating to a supply chain risk; or

‘(D) any other procurement in a category
of procurements determined appropriate by
the Federal Acquisition Regulatory Council,
with the advice of the Federal Acquisition
Security Council.

‘“(4) COVERED PROCUREMENT ACTION.—The
term ‘covered procurement action’ means
any of the following actions, if the action
takes place in the course of conducting a
covered procurement:

‘“(A) The exclusion of a source that fails to
meet qualification requirements established
under section 3311 of this title for the pur-
pose of reducing supply chain risk in the ac-
quisition or use of covered articles.
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‘“(B) The exclusion of a source that fails to
achieve an acceptable rating with regard to
an evaluation factor providing for the con-
sideration of supply chain risk in the evalua-
tion of proposals for the award of a contract
or the issuance of a task or delivery order.

‘“(C) The determination that a source is
not a responsible source as defined in section
113 of this title based on considerations of
supply chain risk.

‘(D) The decision to withhold consent for a
contractor to subcontract with a particular
source or to direct a contractor to exclude a
particular source from consideration for a
subcontract under the contract.

“(5) INFORMATION AND COMMUNICATIONS
TECHNOLOGY.—The term ‘information and
communications technology’ means—

“(A) information technology, as defined in
section 11101 of title 40;

‘(B) information systems,
section 3502 of title 44; and

‘“(C) telecommunications equipment and
telecommunications services, as those terms
are defined in section 3 of the Communica-
tions Act of 1934 (47 U.S.C. 153).

‘‘(6) SUPPLY CHAIN RISK.—The term ‘supply
chain risk’ means the risk that any person
may sabotage, maliciously introduce un-
wanted function, extract data, or otherwise
manipulate the design, integrity, manufac-
turing, production, distribution, installa-
tion, operation, maintenance, disposition, or
retirement of covered articles so as to sur-
veil, deny, disrupt, or otherwise manipulate
the function, use, or operation of the covered
articles or information stored or transmitted
on the covered articles.

‘“(7) EXECUTIVE AGENCY.—Notwithstanding
section 3101(c)(1), this section applies to the
Department of Defense, the Coast Guard, and
the National Aeronautics and Space Admin-
istration.”.

(b) CLERICAL AMENDMENT.—The table of
sections at the beginning of chapter 47 of
such title is amended by adding at the end
the following new item:

““4713. Authorities relating to mitigating
supply chain risks in the pro-
curement of covered articles.”.

(c) EFFECTIVE DATE.—The amendments
made by this section shall take effect on the
date that is 90 days after the date of the en-
actment of this Act and shall apply to con-
tracts that are awarded before, on, or after
that date.

SEC. 204. FEDERAL INFORMATION SECURITY

MODERNIZATION ACT.

(a) IN GENERAL.—Title 44, United States
Code, is amended—

(1) in section 3553(a)(5), by inserting ‘‘and
section 1326 of title 41 after ‘‘compliance
with the requirements of this subchapter’’;
and

(2) in section 3554(a)(1)(B)—

(A) by inserting ‘‘, subchapter III of chap-
ter 13 of title 41,” after ‘‘complying with the
requirements of this subchapter’’;

(B) in clause (iv), by striking ¢; and” and
inserting a semicolon; and

(C) by adding at the end the following new
clause:

‘“(vi) responsibilities relating to assessing
and avoiding, mitigating, transferring, or ac-
cepting supply chain risks under section 1326
of title 41, and complying with exclusion and
removal orders issued under section 1323 of
such title; and”.

(b) RULE OF CONSTRUCTION.—Nothing in
this title shall be construed to alter or im-
pede any authority or responsibility under
section 3553 of title 44, United States Code.
SEC. 205. EFFECTIVE DATE.

This title shall take effect on the date that
is 90 days after the date of the enactment of
this Act.

as defined in
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The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
Texas (Mr. HURD) and the gentlewoman
from the District of Columbia (Ms.
NORTON) each will control 20 minutes.

The Chair recognizes the gentleman
from Texas.

GENERAL LEAVE

Mr. HURD. Mr. Speaker, I ask unani-
mous consent that all Members may
have 5 days in which to revise and ex-
tend their remarks and include extra-
neous material on the bill under con-
sideration.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Texas?

There was no objection.

Mr. HURD. Mr. Speaker, I yield my-
self such time as I may consume.

Mr. Speaker, I rise today in support
of the SECURE Technology Act. This
is a bill that I introduced with the ma-
jority leader, KEVIN MCCARTHY, and
Representatives RATCLIFFE, LIEU,
VELA, and LANGEVIN.

This bill includes two bipartisan pro-
posals to strengthen Homeland Secu-
rity. First, it requires a vulnerability
disclosure policy and establishes a bug
bounty program at the Department of
Homeland Security. Second, it estab-
lishes requirements for supply chain
security in products purchased by the
Federal Government.

Title I of the bill incorporates H.R.
6735, which is the Public-Private Cyber-
security Cooperation Act, which was
introduced by Leader MCCARTHY and
passed by a voice vote by this House in
September. It is cosponsored by myself
and Representatives RATCLIFFE, LAN-
GEVIN, and KHANNA.

Senator PORTMAN introduced the
Senate companion to this bill, S. 3707,
with Senator HASSAN.

This title seeks to protect the infor-
mation systems of the Department of
Homeland Security by establishing a
program to report security vulnerabili-
ties discovered on these systems. This
program allows DHS to learn about se-
curity risks from private-sector ex-
perts and requires DHS to fix these at-
risk systems.

DHS operates many of the systems
and services other agencies use to pro-
tect their networks, so DHS should set
the example for securing its own infor-
mation systems.

Title I also includes S. 1281, the Hack
the Department of Homeland Security
Act of 2018, which was introduced by

Senator HASSAN with Senators
PORTMAN, MCCASKILL, HARRIS, and
GARDNER.

Representative LIEU introduced the
House companion to this bill, H.R. 2774,
with Representative TAYLOR. It is co-
sponsored by Representatives MEEHAN,
KHANNA, JAYAPAL, KILMER, KELLY, and
EvANS. The bill authorizes DHS to cre-
ate a bug bounty pilot program to com-
pensate people who report security vul-
nerabilities to DHS.

Bug bounties are widely seen as an
effective and inexpensive way to iden-
tify vulnerabilities in IT systems.
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Title II of this bill incorporates S.
3085, the Federal Acquisition Supply
Chain Security Act of 2018, which was
introduced by Senator MCCASKILL and
cosponsored by Senators LANKFORD and
JOHNSON.

This bill passed the Senate by unani-
mous consent last night. This title
helps ensure the integrity of informa-
tion technology and communications
equipment purchased by the Federal
Government by addressing supply
chain risks that are government-wide.

The bill sets up an interagency coun-
cil to identify products that pose unac-
ceptable risk to these systems and to
set policy on information sharing and
risk mitigation in Federal IT systems.

The bill recognizes the need to move
away from an ad hoc approach to deal-
ing with unacceptable products offered
to the Federal Government by compa-
nies such as Kaspersky, ZTE, and
Huawei. It also authorizes exclusion
and removal orders for products found
to pose an unacceptable risk to these
Federal IT systems.

This legislation provides for due
process, including judicial review, and
certainty about how lawsuits will be
handled in the future.

Mr. Speaker, I want to thank the nu-
merous Members in the House and Sen-
ate who worked tirelessly on these two
pieces of legislation, especially Leader
McCARTHY, members of the House
Committee on Oversight and Govern-
ment Reform and Committee on Home-
land Security, and members of the Sen-
ate Homeland Security and Govern-
mental Affairs Committee.

Mr. Speaker, I want to urge my col-
leagues to support the SECURE Tech-
nology Act, and I reserve the balance
of my time.
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Ms. NORTON. Mr. Speaker, I yield
myself such time as I may consume

Mr. Speaker, I thank my good friend,
Representative HURD, for his leadership
in introducing this commonsense legis-
lation. The bill before us today in-
cludes a number of different measures.

The bill includes a measure origi-
nally introduced by Senator MCCAS-
KILL to deal with information tech-
nology threats to the Federal acquisi-
tion supply chain. The bill would ad-
dress the serious cybersecurity risks
that recently came to light after the
discovery of Kaspersky products had
been installed on many government
computers.

The bill would establish the Federal
Acquisition Security Council to facili-
tate information sharing among Fed-
eral agencies regarding supply chain
risks when purchasing information
technology products and create proce-
dures for evaluating such risks.

The bill would give agencies the au-
thority to mitigate supply chain IT
risks and authorizes the Council to rec-
ommend excluding suppliers, if war-
ranted.

The bill also would establish a judi-
cial review process and reporting re-
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quirements to ensure fairness and ac-
countability if companies are excluded
in the future.

In addition, the bill includes several
provisions to improve cybersecurity at
the Department of Homeland Security,
one which was originally authored by
Senator HASSAN of New Hampshire. It
would create a pilot program through
which the Department would be au-
thorized to provide a financial reward
to those who legitimately come for-
ward to report vulnerabilities on DHS
websites and software to prevent ex-
ploitation by cyber terrorists, State
actors, and criminal organizations.

So-called white hat hackers are an
enormous pool of talent that the Fed-
eral Government has largely failed to
leverage. The bill would also require
DHS to put in place policies to ensure
that civic-minded hackers can identify
and report bugs found on the Depart-
ment’s information systems without
breaking the law.

I ask my colleagues to join me in
supporting the SECURE Technology
Act, and I reserve the balance of my
time.

Mr. HURD. Mr. Speaker, I make my
friend, the gentlewoman from the Dis-
trict of Columbia, whom I always take
every opportunity to work with, aware
that I have no further speakers, and I
am prepared to close.

Mr. Speaker, I reserve the balance of
my time.

Ms. NORTON. Mr. Speaker, I thank
my good friend especially for his work
on this bill and for his friendship and
for our continuing work together.

Mr. Speaker, I have no further speak-
ers, and I yield back the balance of my
time.

Mr. HURD. Mr. Speaker, this is an-
other example of how we can actually
get things done up here in Washington,
D.C., if we work together. This is a
piece of legislation that is going to
help secure our networks, make sure
we are protecting the American people,
and I urge the adoption of this bill.

Mr. Speaker, I yield back the balance
of my time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Texas (Mr. HURD)
that the House suspend the rules and
pass the bill, H.R. 7327.

The question was taken.

The SPEAKER pro tempore. In the
opinion of the Chair, two-thirds being
in the affirmative, the ayes have it.

Mr. MASSIE. Mr. Speaker, I object to
the vote on the ground that a quorum
is not present and make the point of
order that a quorum is not present.

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX, further pro-
ceedings on this question will be post-
poned.

The point of no quorum is considered
withdrawn.

———

NATIONAL QUANTUM INITIATIVE
ACT

Mr. SMITH of Texas. Mr. Speaker, 1
move to suspend the rules and concur
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