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MultiMode Receiver (EGI+MMR). The air-
craft has two EGIs which use internal
accelerometers, rate gyro measurements,
and external sensor measurements to esti-
mate the aircraft state, provides aircraft
flight and position data to aircraft systems.
The EGI is a velocity-aided, strap down, ring
laser gyro based inertial unit. The EGI unit
houses a GPS receiver. The receiver is capa-
ble of operating in either non-encrypted or
encrypted. When keyed, the GPS receiver
will automatically use anti-spoof/jam capa-
bilities when they are in use. The EGI will
retain the key through power on/off/on cy-
cles. Because of safeguards built into the
EGI, it is not considered classified when
keyed. Integrated within the EGI is an Iner-
tial Measurement Unit (IMU) for processing
functions. Each EGI also houses a Multi-
Mode Receiver (MMR). The MMR is incor-
porated to provide for reception of ground
based NAVAID signals for instrument aided
flight. Provides IMC I IFR integration and
certification of improved Embedded Global
Positioning System and Inertial (EGI) unit,
with attached MMR, with specific cockpit
instrumentation allows Apaches to operate
within the worldwide IFR route structure.
Also includes integration of the Common
Army Aviation Map (CAAM), Area Naviga-
tion (RNAV), Digital Aeronautical Flight In-
formation File (DAFIF) and Global Air Traf-
fic Management (GATM) compliance.

h. Manned-Unmanned Teaming-Inter-
national (MUMT-I) provides Manned-Un-
manned Teaming with Unmanned Aerial
Systems (UASs), other Apaches and other
interoperable aircraft and land platforms.
Provides ability to display real-time UAS
sensor information to aircraft and transmit
MTADS video. Capability to receive video
and metadata from Interoperability Profile
compliant (IOP) as well as legacy systems. It
is a data link for the AH-64E that provides a
fully integrated multiband, interoperable ca-
pability that allows pilots to receive off-
board sensor video streaming from different
platforms in non-Tactical Common Data
Link (TCDL) bands. The MUMT-I data link
can retransmit Unmanned Aerial System
(UAS) or Apache Modernized Target Acquisi-
tion Designation Sight full-motion sensor
video and metadata to another MUMT-I-
equipped Apache. It can also transmit to
ground forces equipped with the One Station
Remote Video Terminal. It provides Apache
aircrews with increased situational aware-
ness and net-centric interoperability while
significantly  reducing sensor-to-shooter
timelines. This combination results in in-
creased survivability of Apache aircrews and
ground forces by decreasing their exposure
to hostile fire.

i. Link 16 is a military tactical data ex-
change network. Its specification is part of
the family of Tactical Data Links. Link 16
provides aircrews with enhanced situational
awareness and the ability to exchange target
information to Command and Control (C2)
assets via Tactical Digital Information
Link-Joint (TADIL-J). Link 16 can provide a
range of combat information in near-real
time to U.S. and allies’ combat aircraft and
C2 centers. This will contribute to the inte-
grated control of fighters by either ground-
based or airborne controllers and will great-
ly increase the fighters’ situational aware-
ness and ability either to engage targets des-
ignated by controllers or to avoid threats,
thereby increasing mission effectiveness and
reducing fratricide and attrition. The Link
16 enables the Apache to receive information
from the command-and-control platforms
and enables it to share this data with all the
other services, making it more efficient at
locating and prosecuting targets. The mate-
rial solution for the AH-64E is currently the
Small Tactical Terminal (SIT) KOR-24A
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from Harris to satisfy its requirement for an
Airborne and Maritime/Fixed Station (AMF)
Small Airborne Link 16 Terminal (SALT).
The SIT is the latest generation of small,
two-channel, Link 16 and VHF/UHF radio
terminals. While in flight, the SIT provides
simultaneous communication, voice or data,
on two key waveforms.

2. If a technologically advanced adversary
were to obtain knowledge of the specific
hardware and software elements, the infor-
mation could be used to develop counter-
measures which might reduce weapon system
effectiveness or be used in the development
of a system with similar or advanced capa-
bilities.

3. A determination has been made that the
recipient country can provide the same de-
gree of protection for the sensitive tech-
nology being released as the U.S. Govern-
ment. This sale is necessary in furtherance
of the U.S. foreign policy and national secu-
rity objectives outlined in the Policy Jus-
tification.

4. All defense articles and services listed in
this transmittal have been authorized for re-
lease and export to the Government of the
United Arab Emirates.

——
21ST CENTURY CURES BILL
Mr. RUBIO. Mr. President, I am

pleased to see that the 21st Century
Cures Act will fix one of the issues as-
sociated with payments for hospital
outpatient departments that arose
from the Bipartisan Budget Act of 2015.
You will recall that section 603 of that
act changed the way these departments
will be reimbursed by Medicare in the
future. Hospital outpatient depart-
ments that were billing Medicare prior
to November 2, 2015, however, were ex-
empted from these reduced payments.

We have heard from a number of hos-
pitals in Florida that were in the mid-
dle of developing hospital outpatient
departments when the new law went
into effect. They had made substantial
investments in these new departments
under the assumption that Medicare
would pay them just as it had been
doing for years. I am pleased to see
that the 21st Century Cures Act will
permit hospitals that were in the proc-
ess of developing outpatient depart-
ments to be reimbursed under the pre-
vious payment system.

In my State, Jackson Health System,
a large public hospital which is known
throughout the world for its high-qual-
ity healthcare and its value as a public
hospital in our community, was in the
process of building four new outpatient
departments for patients in the Miami-
Dade County area when the new law
was passed. They had executed binding
leases on three of the departments,
constructed facilities, and finalized
contracts for architectural and engi-
neering reviews on several of the facili-
ties. They had gone through a long
process of getting the necessary ap-
provals and financing from the county
and State governments.

It is obvious that all four of Jack-
son’s outpatient facilities meet the
“mid-build” exception contained in
section 16001 of the 21st Century Cures
Act. The actual construction of these
facilities was complete, and Jackson
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was in the process of securing all the
necessary requirements for the renova-
tions of these facilities when the new
law was passed on November 2, 2015.
The Centers for Medicare and Medicaid
Services, CMS, clearly agreed when
they issued provider numbers to all
four new outpatient departments in
September and October 2015. For hos-
pitals like Jackson, the subsequent
change in the law essentially changed
the rules in the middle of the game. I
urge CMS to work with all hospitals in
similar situations.

I am very pleased that the 21st Cen-
tury Cures Act will provide relief to
the Jackson Health System and hos-
pitals like it that had made these in-
vestments in future outpatient
healthcare departments prior to the Bi-
partisan Budget Act of 2015.

There being no objection, the mate-
rial was ordered to be printed in the
RECORD, as follows:

———

FEDERAL RULE OF CRIMINAL
PROCEDURE 41

Mr. CORNYN. Mr. President, I ask
unanimous consent that the following
letters from law enforcement groups be
printed in the RECORD in support of the
recent changes to Federal Rule of
Criminal Procedure 41 that was the
subject of debate on the floor of the
Senate on November 30, 2016: a Decem-
ber 6, 2016, letter signed by the Associa-
tion of State Criminal Investigative
Agencies, the International Associa-
tion of Chiefs of Police, the Major Cit-
ies Chiefs Association, the National
District Attorneys Association, the Na-
tional Sheriffs’ Association, and the
Sergeant’s Benevolent Association
NYPD; a December 5, 2016, letter signed
by the Federal Law Enforcement Offi-
cers Association; a December 5, 2016,
letter signed by the Federal Bureau of
Investigation Agents Association; a
December 5, 2016, letter signed by the
National Fraternal Order of Police;
and, a December 5, 2016, letter signed
by the National Association to Protect
Children.

DECEMBER 6, 2016.
Re: Rule 41 Changes.
Hon. CHUCK GRASSLEY,
Chairman
Hon. PATRICK LEAHY,
Ranking Member, Committee on the Judiciary,
U.S. Senate Washington, DC.

DEAR CHAIRMAN GRASSLEY AND RANKING
MEMBER LEAHY: We write in support of
changes to Rule 41 of the Federal Rules of
Criminal Procedure that improve the ability
of law enforcement to obtain evidence de-
spite efforts by criminals to hide behind
technology. The changes encourage judicial
oversight of complex online investigations
and give investigators a clear roadmap to
seek authorization for their techniques.

Rule 41 improvements help solve a simple
conundrum for law enforcement: if you don’t
know where a computer is located that is
being used to commit a crime, how do you
know which court to ask for a search war-
rant to find the computer? Investigators
sought these common-sense changes because
they needed court oversight and authoriza-
tion to identify criminals hiding behind
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technological barriers, not because they
wanted to avoid oversight.

Rule 41 only governs cases where investiga-
tors are seeking a search warrant issued by
a neutral magistrate based upon probable
cause, particularly describing the place to be
searched and the persons or things to be
seized. If these changes are not made, then
criminals could hide behind anonymizing
services with impunity, knowing that law
enforcement could never lawfully figure out
which court had jurisdiction over them.

The stated goal of several legislative re-
forms addressing law enforcement access to
digital evidence is to modernize the law to
accommodate changing technology, pre-
serving law enforcement access while pro-
tecting privacy. Ensuring that law enforce-
ment can access evidence it needs with ap-
propriate judicial oversight is precisely what
these Rule 41 changes will do.

Sincerely,

ASSOCIATION OF STATE
CRIMINAL INVESTIGATIVE
AGENCIES,

INTERNATIONAL
ASSOCIATION OF CHIEFS
OF POLICE,

MAJOR CITIES CHIEFS
ASSOCIATION,

MAJOR COUNTY SHERIFFS’
ASSOCIATION,

NATIONAL ASSOCIATION OF
POLICE ORGANIZATIONS,

NATIONAL DISTRICT
ATTORNEYS ASSOCIATION
NATIONAL SHERIFFS’
ASSOCIATION,

NATIONAL SHERIFFS’
ASSOCIATION,

SERGEANT’S BENEVOLENT
ASSOCIATION NYPD.

FEDERAL LAW ENFORCEMENT
OFFICERS ASSOCIATION,
Washington, DC, December 5, 2016.
Re: Rule 41 Amendments.

Hon. MITCH MCCONNELL,

Majority Leader, U.S. Senate,
Washington, DC,

Hon. CHARLES E. GRASSLEY,

Chairman, Senate Committee on the Judiciary,
U.S. Senate, Washington, DC.

Hon. HARRY REID,

Minority Leader, U.S. Senate,

Washington, DC.

Hon. PATRICK J. LEAHY,

Ranking Member, Senate Committee on the Ju-
diciary, U.S. Senate, Washington, DC.

DEAR SENATORS: On behalf of the Federal
Law Enforcement Officers Association
(FLEOA)—the nation’s largest professional,
non-profit association representing over
26,000 federal law enforcement officers from
656 agencies—I am writing to express our
strong support for the recently implemented
amendments to Rule 41 of the Federal Rules
of Criminal Procedure. These amendments
will enhance and improve the ability for law
enforcement officials to investigate and
prosecute terrorists, transnational child por-
nographers, and cyber criminals who use
computer networks to conceal their physical
location.

FLEOA shares the same opinion of the
Federal Bureau of Investigation Agent’s As-
sociation (FBIAA), the National Association
of Assistant TUnited States Attorneys
(NAAUSA) and the National Association to
Protect Children. We all agree that the Rule
41 amendments are necessary to address in-
vestigative hindrances that result from the
difficulty of identifying the exact location of
a computer when seeking a warrant. Terror-
ists and criminals frequently use complex
computer networks, spread across the coun-
try and the world to anonymize communica-
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tions, but the previous version of Rule 41
only allowed magistrate judges to issue war-
rants for evidence within their jurisdictions.
This situation created ambiguity and signifi-
cant burdens for investigators allowing
transnational sexual predators and cyber
criminals anonymity.

The Rule 41 amendments resolve the uncer-
tainty surrounding the warrant process by
establishing a court-supervised framework
for conducting investigations that will pro-
tect the privacy interests of the public.
FLEOA believes these changes, which took
effect on December 1, 2016 are reasonable and
necessary.

Respectively,
NATHAN CATURA,
FLEOA National President.
FEDERAL BUREAU OF INVESTIGATION
AGENTS ASSOCIATION,
Alexandria, VA, December 5, 2016.
Re: Rule 41 Amendments.

Hon. MITCH MCCONNELL,

Majority Leader, U.S. Senate, Washington, DC.

Hon. CHARLES E. GRASSLEY,

Chairman, Senate Committee on the Judiciary,

U.S. Senate, Washington, DC.

Hon. HARRY REID,

Minority Leader, U.S. Senate, Washington, DC.

Hon. PATRICK J. LEAHY,

Ranking Member, Senate Committee on the Ju-
diciary,

U.S. Senate, Washington, DC.

DEAR SENATORS: On behalf of the FBI
Agents Association (‘“FBIAA”), a voluntary
professional association currently rep-
resenting over 13,000 active duty and retired
FBI Special Agents, I write to express our
support for the recently implemented
amendments to Rule 41 of the Federal Rules
of Criminal Procedure (‘‘Rule 41’’). These
amendments will enhance the ability for law
enforcement officials to investigate and
prosecute criminals, such as terrorists and
child pornographers, who use computer net-
works to disguise their physical location.

The FBIAA shares the opinion of FBI Di-
rector Comey and the Department of Justice
that the narrow changes included in the Rule
41 amendments are necessary to address in-
vestigative obstacles that result from the
difficulty of identifying the specific location
of a computer when seeking a warrant.
Criminals frequently use complex computer
networks spread across the country and the
world to anonymize their communications,
but the previous version of Rule 41 only al-
lowed magistrate judges to issue warrants
for evidence within their jurisdictions. This
situation created uncertainty and significant
administrative burdens for investigators,
and as Director Comey noted earlier this
year, the previous iteration of Rule 41 cre-
ated problems ‘‘for some of our most impor-
tant investigations.”

The Rule 41 amendments resolve the uncer-
tainty surrounding the warrant process by
establishing a court-supervised framework
for conducting investigations that will pro-
tect the privacy interests of the public. The
FBIAA believes these changes, which took
effect on December 1, 2016, are reasonable
and necessary.

The FBIAA is pleased that the Senate did
not interfere with the implementation of the
Rule 41 amendments, and we look forward to
continuing our work with Congress on these
important issues.

If you have any questions, please contact
me, FBIAA General Counsel Dee Martin,
dee.martin@bracewelllaw.com, and Joshua
Zive, joshua.zive@bracewelllaw.com.

Sincerely,
THOMAS O’CONNOR,
President.
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NATIONAL FRATERNAL
ORDER OF POLICE,
Washington, DC, December 5, 2016.

Hon. CHARLES E. GRASSLEY,

Chairman, Committee on the Judiciary,

U.S. Senate, Washington, DC.

Hon. PATRICK J. LEAHY,

Ranking Member, Committee on the Judiciary,

U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN AND SENATOR LEAHY, I
am writing on behalf of the members of the
Fraternal Order of Police to advise you of
our strong and continued support for the
changes to Rule 41 of the Federal Rules of
Criminal Procedure made by the U.S. De-
partment of Justice.

The FOP supports these changes and we
believe they will benefit law enforcement of-
ficers conducting online investigations.
These changes will ensure that Federal
agents know which judge to go to in order to
apply for a warrant when the cybercriminals
they are investigating have hidden their lo-
cation through anonymizing technology.
This search warrant will help law enforce-
ment discover where these criminals are lo-
cated and end their illicit activity.

Law enforcement officers are now able to
obtain warrants from a single judge instead
of multiple applications in many jurisdic-
tions to obtain the same information. This
will help speed up investigations into crimes
like computer hacking, where offenders un-
lawfully access computers remotely and
cross jurisdictional boundaries.

On behalf of the more than 330,000 members
of the Fraternal Order of Police, I want to
thank you for your consistent strong support
for the men and women of law enforcement
throughout this country. I look forward to
working with you and your staff on this
issue. If I can be of any additional help in
this matter, please do not hesitate to con-
tact me or Executive Director Jim Pasco in
my Washington office.

Sincerely,
CHUCK CANTERBURY,
National President.
NATIONAL ASSOCIATION TO
PROTECT CHILDREN,
Knoxville, TN, December 5, 2016.

Hon. JOHN CORNYN:

U.S. Senate, Majority Whip, Chair, Judiciary
Subcommittee on The Constitution, Wash-
ington, DC.

DEAR SENATOR CORNYN, We are writing you
in support of the amendment to the Federal
Rules of Criminal Procedure, Rule 41. It has
been with great concern over the last decade
that we have watched as child sexual preda-
tors take advantage of new technologies, in-
cluding ways to hide their exploitation of
children through the use of proxies,
anonymizers and encryption.

The internet was not created to give tech-
nologically savvy offenders an advantage in
obfuscating their crimes, and offenders who
participate in the global demand for the rape
and torture of children should not be re-
warded for being good at hiding.

Make no mistake, the offenders who take
advantage of the ‘“‘dark web’’ are some of the
most dangerous offenders that exist. For
proof of this one need look no further than
one of the most notorious ICE cases in his-
tory, the recent ‘‘Operation Delego’’. This
transnational child exploitation case in-
volved between 600-900 of the worst offenders
ICE has seen. It led to 72 indictments (of
which 15 are for ‘“‘John Doe’ warrants) and 57
arrests. This investigation uncovered a pri-
vate bulletin board where hands on offenders
produced hardcore child rape imagery and
shared it by utilizing sophisticated proxies
and encryption methods. The members were
segregated into groups, including a ‘‘Super
VIP” section and according to the ‘‘Hawkeye
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Indictment” provided by the US Department
of Justice, ‘“The rules controlling what could
be posted in that section were as follows:

‘““Keep the girls under 13, in fact, I really
need to see 12 or younger to know your (sic)
a brother”.

and:

“It’s very young Kkids, getting (expletive),
and preteens in distress and or crying,
etc. . . Getting hit hard on the ass, with a
belt and so on . .. I can’t believe some of
you guys can’t work it out for yourselves?
And ‘“‘pretend’ bondage, ‘‘pretend light whip-
ping’’ is not super hardcore. If the girl looks
total (sic) comfortable, she’s not in distress,
it does NOT belong I (sic) this section
(smiley face icon)”’.

In another transnational child exploitation
case investigated by ICE dubbed ‘‘Operation
Round Table’”’, Jonathon Johnson, a 27 year
old predator from Louisiana, operated a
27,000 member hidden service site on TOR for
the production and dissemination of child
sexual abuse images. Johnson created a
“honeypot’ site by stealing a young wom-
an’s identity and pretending to be her. Not
only did he persuade over 251 child victims to
provide him with sexually explicit images
and video but he was successful in con-
vincing some of his victims to sexually as-
sault their younger relatives on camera for
him, some of whom were under the age of 3.

We applaud Congress and the US Supreme
Court for providing this amendment to rule
41, which can only be described as long over-
due.

The internet has provided vexing chal-
lenges to today’s law enforcement efforts to
protect children and for their sake govern-
ment must keep pace.

With much gratitude,
CAMILLE COOPER,
Director, Government
Affairs, The Na-
tional Association to
PROTECT Children
& PROTECT.

———

TRIBUTE TO DEPARTING
SENATORS

Mrs. FEINSTEIN. Mr. President,
today I wish to honor our colleagues
who are leaving us at the end of this
Congress, six individuals who have
done a lot to shape how the Senate op-
erates today.

First I would like to thank my three
Republican colleagues who are depart-
ing. Thank you not only for their serv-
ice to our country but your willingness
to work with me and other members of
my party on a number of issues.

DAN COATS

Mr. President, Senator COATS and I
served on the Intelligence Committee
together. He was a supporter of many
of our efforts, including our encryption
bill to require all companies to abide
by lawful court orders.

MARK KIRK

Mr. President, Senator MARK KIRK
took a brave stance on gun violence
issues, bucking his party by cospon-
soring our amendment to close the ter-
rorist loophole.

KELLY AYOTTE

Mr. President, Senator AYOTTE and I
have worked very closely to improve
breast cancer detection. I am hopeful
that together we can pass our bill be-
fore the end of this Congress.
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I would also like to speak to three of
my closest colleagues on our side of the
aisle.

Over the past 24 years, I have had the
pleasure of serving in the Senate with
HARRY REID, BARBARA MIKULSKI, and
BARBARA BOXER, and I am grateful not
just for our working relationships but
for the close friendships I have formed
with each of them.

HARRY REID

Mr. President, Senator REID has
served in Congress since 1983, and he
has been our party’s leader for the past
decade. Despite more than three dec-
ades in Washington, Senator REID still
retains the values instilled in him
while growing up in Searchlight, NV.
Often described as a tough fighter, he
has respect from both sides of the aisle
for being a consensus builder who is
willing to constantly work to find a
deal.

One issue on which Senator REID and
I share a passion is Lake Tahoe, the
High Sierra lake that straddles the
California-Nevada border.

Twenty years ago, HARRY invited
President Bill Clinton to announce a
major commitment to restoring the
health of Lake Tahoe. That first sum-
mit launched a public-private partner-
ship that has now invested $1.2 billion
in conservation and restoration
projects around the lake.

This year, Senator REID told me he
wanted to turn the annual summit into
a celebration by inviting President
Obama to speak. The event was a huge
success, with more than 7,000 people at-
tending.

I will miss HARRY’s passion and lead-
ership, but if anyone deserves a break,
it is him.

BARBARA MIKULSKI

Mr. President, BARBARA MIKULSKI is
another fearless leader whom I admire.

When I first came to the Senate in
November of 1992, there were only
three female Senators: Jocelyn Bur-
dick of North Dakota, who retired a
month later; Nancy Kassebaum of Kan-
sas; and, of course, Senator BARB.

Senator MIKULSKI often quips, ‘I
may be short, but I won’t be over-
looked.” History certainly will not
overlook the contributions she has
made.

Rising to become the first woman to
chair the Senate Appropriations Com-
mittee, Senator MIKULSKI is often de-
scribed as a trailblazer. To the women
in the Senate, she is a mentor, the
dean of the Senate women.

From three women in 1992 to 20
women senators today—and 21 in the
next Congress, much of that progress
can be attributed to the leadership of
the longest serving woman in Congress,
Senator MIKULSKI.

BARBARA BOXER

Mr. President, finally, I would like to
talk about my partner from California,
BARBARA BOXER.

Senator BOXER and I were elected to
the Senate on the same day in 1992, the
“Year of the Woman.”
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The day BARBARA was sworn in was
historic; it was the first time two
women represented their State to-
gether in the Senate. That is an honor
I am grateful to have shared with my
good friend.

From the Marin County Board of Su-
pervisors, to the House of Representa-
tives, to the United States Senate—
Senator BOXER has been a champion for
families, children, consumers, and the
environment.

She rose to become the chair and now
ranking member of the Environment
and Public Works Committee. I have
great respect for Senator BOXER’S pas-
sion, dedication, and enthusiasm for
protecting the environment. No one
does it better.

She led an effort to protect Califor-
nia’s coast from offshore drilling. She
authored the California Missions Pres-
ervation Act to restore and protect the
21 historic missions in California. She
helped create Pinnacles National Park,
Fort Ord National Monument, and Cae-
sar Chavez National Monument. And
she led the effort to expand the Gulf of
Farallones and Cordell Bank National
Marine Sanctuaries.

In California, there are now more
than 1 million acres of protected wil-
derness thanks to Senator BOXER.

But she was more than just a cham-
pion for our environment.

In the Senate, BARBARA was a
staunch advocate for issues related to
children.

She pushed to protect children from
dangerous toys by removing lead or
other dangerous chemicals and requir-
ing cautionary warnings on children’s
products sold over the Internet. She
fought to remove arsenic from drinking
water to protect children. As chair of
the After School Caucus, she wrote leg-
islation to secure Federal funding for
afterschool programs. Thanks to Sen-
ator BOXER, 1.6 million children now
have a safe place to go after school.

She fought for our servicemembers.

She founded the Military Families
Caucus to provide support for the fami-
lies of servicemembers. She helped es-
tablish the West Coast Combat Care
Center in San Diego, so that southern
California veterans with traumatic
wounds would have access to quality
care.

And Senator BOXER fought for con-
sumers.

She authored a bipartisan measure to
prevent a conflict of interest with
banks acting as real estate brokers.
After the housing crisis, she wrote
measures to protect homeowners whose
mortgage is transferred or sold. And
she pushed for legislation to help
homeowners refinance with lower
rates—thanks to that effort, 1 million
borrowers were able to save thousands
of dollars in interest payments each
year.

And finally, BARBARA was a staunch
defender of women’s rights.

She led the floor fight to pass the
Freedom of Access to Clinic Entrances
Act and pushed back against repeated
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