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with me to work on this issue, I have
yet to hear a meaningful response. I
hope that will change.

There is no harm in discussing op-
tions. I am willing to discuss any and
all options to fix these problems. There
is, on the other hand, a great deal of
potential harm to DI beneficiaries if we
continue to ignore the problem while
waiting for a financial cliff to force
people’s hands. Once again, I urge my
friends on both sides of the aisle to en-
gage on this issue now, and do not wait
until it is too late to take meaningful
action.

————

AMENDMENTS SUBMITTED AND
PROPOSED

SA 2549. Mr. PETERS submitted an amend-
ment intended to be proposed by him to the
bill S. 754, to improve cybersecurity in the
United States through enhanced sharing of
information about cybersecurity threats,
and for other purposes; which was ordered to
lie on the table.

SA 2550. Mr. PETERS submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2551. Mr. PETERS submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2552. Mr. COONS submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2553. Mr. SCHATZ submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2554. Mr. SCHATZ submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2555. Ms. HEITKAMP submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2556. Mr. LEE (for himself, Mr. LEAHY,
Mr. DURBIN, and Mr. HELLER) submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2557. Ms. MIKULSKI (for herself, Mr.
CARDIN, and Mr. WARNER) submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2558. Mr. BENNET (for himself and Mr.
PORTMAN) submitted an amendment intended
to be proposed by him to the bill S. 754,
supra; which was ordered to lie on the table.

SA 2559. Mr. MANCHIN submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2560. Mr. MANCHIN submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2561. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2562. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2563. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2564. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
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bill S. 754, supra; which was ordered to lie on
the table.

SA 2565. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2566. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2567. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2568. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2569. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2570. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2571. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2572. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2573. Mr. FLAKE submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2574. Mr. HATCH submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2575. Ms. HIRONO submitted an amend-
ment intended to be proposed by her to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2576. Mr. MARKEY submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2577. Mr. MARKEY submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2578. Mr. VITTER (for himself and Mr.
TESTER) submitted an amendment intended
to be proposed by him to the bill S. 754,
supra; which was ordered to lie on the table.

SA 2579. Mr. VITTER submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2580. Mr. FLAKE submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2581. Mr. COTTON submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2582. Mr. FLAKE (for himself and Mr.
FRANKEN) submitted an amendment intended
to be proposed by him to the bill S. 754,
supra; which was ordered to lie on the table.

SA 2583. Ms. BALDWIN submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2584. Mr. BLUMENTHAL submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2585. Mr. BLUMENTHAL submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2586. Mr. HEINRICH (for himself and
Ms. HIRONO) submitted an amendment in-
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tended to be proposed by him to the bill S.
754, supra; which was ordered to lie on the
table.

SA 2587. Mr. LEAHY submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2588. Mrs. BOXER submitted an amend-
ment intended to be proposed by her to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2589. Mr. MURPHY (for himself and Mr.
HATCH) submitted an amendment intended to
be proposed by him to the bill S. 754, supra;
which was ordered to lie on the table.

SA 2590. Mr. CARDIN (for himself, Ms. MI-
KULSKI, Mr. WARNER, Mr. KAINE, and Ms.
BALDWIN) submitted an amendment intended
to be proposed by him to the bill S. 754,
supra; which was ordered to lie on the table.

SA 2591. Mr. SANDERS submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2592. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2593. Mr. DURBIN submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2594. Mr. DURBIN submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2595. Mr. DURBIN submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2596. Mr. DURBIN submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2597. Mrs. SHAHEEN submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2598. Mr. FRANKEN submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2599. Mr. FRANKEN submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2600. Mr. FRANKEN submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2601. Mr. FRANKEN submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2602. Mr. FRANKEN submitted an
amendment intended to be proposed by him
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2603. Mr. KIRK (for himself and Mrs.
GILLIBRAND) submitted an amendment in-
tended to be proposed by him to the bill S.
754, supra; which was ordered to lie on the
table.

SA 2604. Mr. COATS submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2605. Ms. WARREN submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2606. Ms. WARREN submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2607. Ms. WARREN submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.
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SA 2608. Ms. WARREN submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2609. Ms. WARREN submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2610. Ms. KLOBUCHAR submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2611. Ms. KLOBUCHAR submitted an
amendment intended to be proposed by her
to the bill S. 754, supra; which was ordered to
lie on the table.

SA 2612. Mr. FRANKEN (for himself, Mr.
LEAHY, and Mr. WYDEN) submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2613. Mr. CARPER submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2614. Mr. CARPER submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

SA 2615. Mr. CARPER submitted an amend-
ment intended to be proposed by him to the
bill S. 754, supra; which was ordered to lie on
the table.

—————

TEXT OF AMENDMENTS

SA 2549. Mr. PETERS submitted an
amendment intended to be proposed by
him to the bill S. 754, to improve cyber-
security in the United States through
enhanced sharing of information about
cybersecurity threats, and for other
purposes; which was ordered to lie on
the table; as follows:

At the appropriate place, insert the fol-

lowing:

SEC. . CERTIFICATION FOR CYBERSECURITY
AND INFORMATION ASSURANCE
EDUCATION PROGRAMS.

The Secretary of Homeland Security, in
collaboration with the National Cybersecu-
rity Center of Excellence at the National In-
stitute of Standards and Technology, shall
develop a certification for existing cyberse-
curity and information assurance education
programs, which shall be provided to those
programs that provide training in proper
procedure and protocol for sharing cyber
threat indicators and protecting sensitive
personally identifiable information.

SA 2550. Mr. PETERS submitted an
amendment intended to be proposed by
him to the bill S. 754, to improve cyber-
security in the United States through
enhanced sharing of information about
cybersecurity threats, and for other
purposes; which was ordered to lie on
the table; as follows:

At the appropriate place, insert the fol-
lowing:

SEC. . CYBERSECURITY AWARENESS CAM-

PAIGN.

(a) IN GENERAL.—Subtitle C of title II of
the Homeland Security Act of 2002 (6 U.S.C.
141 et seq.) is amended by adding at the end
the following:

“SEC. 230. CYBERSECURITY AWARENESS CAM-
PAIGN.

‘‘(a) IN GENERAL.—The Under Secretary for
Cybersecurity and Infrastructure Protection
shall develop and implement an ongoing and
comprehensive cybersecurity awareness
campaign regarding cybersecurity risks and
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voluntary best practices for mitigating and
responding to such risks.

‘“(b) REQUIREMENTS.—The campaign devel-
oped under subsection (a) shall, at a min-
imum, publish and disseminate, on an ongo-
ing basis, the following:

‘(1) Public service announcements tar-
geted at improving awareness among State,
local, and tribal governments, the private
sector, academia, and stakeholders in spe-
cific audiences, including the elderly, stu-
dents, small businesses, members of the
Armed Forces, and veterans.

‘“(2) Vendor and technology-neutral vol-
untary best practices information.

‘“(c) CONSULTATION.—The Under Secretary
for Cybersecurity and Infrastructure Protec-
tion shall consult with a wide range of stake-
holders in government, industry, academia,
and the non-profit community in carrying
out this section.”.

(b) CLERICAL AMENDMENT.—The table of
contents in section 1(b) of the Homeland Se-
curity Act of 2002 is amended by inserting
after the item relating to section 226 (relat-
ing to cybersecurity recruitment and reten-
tion) the following:

‘“Sec. 230. Cybersecurity Awareness
paign.”’.

SA 2551. Mr. PETERS submitted an
amendment intended to be proposed by
him to the bill S. 754, to improve cyber-
security in the United States through
enhanced sharing of information about
cybersecurity threats, and for other
purposes; which was ordered to lie on
the table; as follows:

On page 12, between lines 7 and 8, insert
the following:

(F) ensure collaboration with State, local
and tribal governments to enhance the effec-
tiveness of sharing cyber threat indicators
and ensure cooperation to prevent, protect,
mitigate, respond to, and recover from cy-
bersecurity incidents.

SA 2552. Mr. COONS submitted an
amendment intended to be proposed by
him to the bill S. 754, to improve cyber-
security in the United States through
enhanced sharing of information about
cybersecurity threats, and for other
purposes; which was ordered to lie on
the table; as follows:

Beginning on page 21, strike line 23 and all
that follows through page 31, line 5 and in-
sert the following:

(3) REQUIREMENTS CONCERNING POLICIES AND
PROCEDURES.—Consistent with the guidelines
required by subsection (b), the policies and
procedures developed and promulgated under
this subsection shall—

(A) ensure that cyber threat indicators
shared with the Federal Government by any
entity pursuant to section 4 that are re-
ceived through the process described in sub-
section (c) of this section and that satisfy
the requirements of the guidelines developed
under subsection (b)—

(i) are shared in an automated manner
with all of the appropriate Federal entities;

(ii) are not subject to any unnecessary
delay, interference, or any other action that
could impede receipt by all of the appro-
priate Federal entities; and

(iii) may be provided to other Federal enti-
ties;

(B) ensure that cyber threat indicators
shared with the Federal Government by any
entity pursuant to section 4 in a manner
other than the process described in sub-
section (c) of this section—

(i) are shared as quickly as operationally
practicable with all of the appropriate Fed-
eral entities;
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(ii) are not subject to any unnecessary
delay, interference, or any other action that
could impede receipt by all of the appro-
priate Federal entities; and

(iii) may be provided to other Federal enti-
ties;

(C) consistent with this Act, any other ap-
plicable provisions of law, and the fair infor-
mation practice principles set forth in ap-
pendix A of the document entitled ‘‘National
Strategy for Trusted Identities in Cyber-
space’” and published by the President in
April 2011, govern the retention, use, and dis-
semination by the Federal Government of
cyber threat indicators shared with the Fed-
eral Government under this Act, including
the extent, if any, to which such cyber
threat indicators may be used by the Federal
Government; and

(D) ensure there is—

(i) an audit capability; and

(ii) appropriate sanctions in place for offi-
cers, employees, or agents of a Federal enti-
ty who knowingly and willfully conduct ac-
tivities under this Act in an unauthorized
manner.

(4) GUIDELINES FOR ENTITIES SHARING CYBER
THREAT INDICATORS WITH FEDERAL GOVERN-
MENT.—

(A) IN GENERAL.—Not later than 60 days
after the date of the enactment of this Act,
the Attorney General shall develop and
make publicly available guidance to assist
entities and promote sharing of cyber threat
indicators with Federal entities under this
Act.

(B) CONTENTS.—The guidelines developed
and made publicly available under subpara-
graph (A) shall include guidance on the fol-
lowing:

(i) Identification of types of information
that would qualify as a cyber threat indi-
cator under this Act that would be unlikely
to include personal information of or identi-
fying a specific person not necessary to de-
scribe or identify a cyber security threat.

(ii) Identification of types of information
protected under otherwise applicable privacy
laws that are unlikely to be necessary to de-
scribe or identify a cybersecurity threat.

(iii) Such other matters as the Attorney
General considers appropriate for entities
sharing cyber threat indicators with Federal
entities under this Act.

(b) PRIVACY AND CIVIL LIBERTIES.—

(1) GUIDELINES OF ATTORNEY GENERAL.—Not
later than 60 days after the date of the enact-
ment of this Act, the Attorney General shall,
in coordination with heads of the appro-
priate Federal entities and in consultation
with officers designated under section 1062 of
the National Security Intelligence Reform
Act of 2004 (42 U.S.C. 2000ee-1), develop, sub-
mit to Congress, and make available to the
public interim guidelines relating to privacy
and civil liberties which shall govern the re-
ceipt, retention, use, and dissemination of
cyber threat indicators by a Federal entity
obtained in connection with activities au-
thorized in this Act.

(2) FINAL GUIDELINES.—

(A) IN GENERAL.—Not later than 180 days
after the date of the enactment of this Act,
the Attorney General shall, in coordination
with heads of the appropriate Federal enti-
ties and in consultation with officers des-
ignated under section 1062 of the National
Security Intelligence Reform Act of 2004 (42
U.S.C. 2000ee-1) and such private entities
with industry expertise as the Attorney Gen-
eral considers relevant, promulgate final
guidelines relating to privacy and civil lib-
erties which shall govern the receipt, reten-
tion, use, and dissemination of cyber threat
indicators by a Federal entity obtained in
connection with activities authorized in this
Act.
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