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apply to a communication or other system 
traffic that is transiting to or from or stored 
on a system described in paragraph (2) or (3) 
of subsection (e). 

‘‘(C) DISCLOSURE BY FEDERAL AGENCY 
HEADS.—The head of a Federal agency or de-
partment is authorized to disclose to the 
Secretary or a private entity providing as-
sistance to the Secretary under paragraph 
(A), information traveling to or from or 
stored on an agency information system, 
notwithstanding any other law that would 
otherwise restrict or prevent agency heads 
from disclosing such information to the Sec-
retary. 

‘‘(2) CERTIFICATION.—A certification de-
scribed in this paragraph is a certification by 
the Secretary that— 

‘‘(A) the acquisitions, interceptions, and 
other countermeasures are reasonably nec-
essary for the purpose of protecting agency 
information systems from information secu-
rity threats; 

‘‘(B) the content of communications will be 
retained only if the communication is asso-
ciated with a known or reasonably suspected 
information security threat, and commu-
nications and system traffic will not be sub-
ject to the operation of a countermeasure 
unless associated with the threats; 

‘‘(C) information obtained under activities 
authorized under this subsection will only be 
retained, used, or disclosed to protect agency 
information systems from information secu-
rity threats, mitigate against such threats, 
or, with the approval of the Attorney Gen-
eral, for law enforcement purposes when the 
information is evidence of a crime which has 
been, is being, or is about to be committed; 

‘‘(D) notice has been provided to users of 
agency information systems concerning the 
potential for acquisition, interception, re-
tention, use, and disclosure of communica-
tions and other system traffic; and 

‘‘(E) the activities are implemented pursu-
ant to policies and procedures governing the 
acquisition, interception, retention, use, and 
disclosure of communications and other sys-
tem traffic that have been reviewed and ap-
proved by the Attorney General. 

‘‘(3) PRIVATE ENTITIES.—The Secretary may 
enter into contracts or other agreements, or 
otherwise request and obtain the assistance 
of, private entities that provide electronic 
communication or information security 
services to acquire, intercept, retain, use, 
and disclose communications and other sys-
tem traffic in accordance with this sub-
section. 

‘‘(4) NO CAUSE OF ACTION.—No cause of ac-
tion shall exist against a private entity for 
assistance provided to the Secretary in ac-
cordance with paragraph (3). 

‘‘(i) DIRECTION TO AGENCIES.— 
‘‘(1) AUTHORITY.— 
‘‘(A) IN GENERAL.—Notwithstanding section 

3554, and subject to subparagraph (B), in re-
sponse to a known or reasonably suspected 
information security threat, vulnerability, 
or incident that represents a substantial 
threat to the information security of an 
agency, the Secretary may issue a directive 
to the head of an agency to take any lawful 
action with respect to the operation of the 
information system, including such systems 
owned or operated by another entity on be-
half of an agency, that collects, processes, 
stores, transmits, disseminates, or otherwise 
maintains agency information, for the pur-
pose of protecting the information system 
from, or mitigating, an information security 
threat. 

‘‘(B) EXCEPTION.—The authorities of the 
Secretary under this subsection shall not 
apply to a system described in paragraph (2) 
or (3) of subsection (e). 

‘‘(2) PROCEDURES FOR USE OF AUTHORITY.— 
The Secretary shall— 

‘‘(A) in coordination with the Director and 
in consultation with Federal contractors, as 
appropriate, establish procedures governing 
the circumstances under which a directive 
may be issued under this subsection, which 
shall include— 

‘‘(i) thresholds and other criteria; 
‘‘(ii) privacy and civil liberties protections; 

and 
‘‘(iii) providing notice to potentially af-

fected third parties; 
‘‘(B) specify the reasons for the required 

action and the duration of the directive; 
‘‘(C) minimize the impact of a directive 

under this subsection by— 
‘‘(i) adopting the least intrusive means 

possible under the circumstances to secure 
the agency information systems; and 

‘‘(ii) limiting directives to the shortest pe-
riod practicable; and 

‘‘(D) notify the Director and the head of 
any affected agency immediately upon the 
issuance of a directive under this subsection. 

‘‘(3) IMMINENT THREATS.— 
‘‘(A) IN GENERAL.—If the Secretary deter-

mines that there is an imminent threat to 
agency information systems and a directive 
under this subsection is not reasonably like-
ly to result in a timely response to the 
threat, the Secretary may authorize the use 
of protective capabilities under the control 
of the Secretary for communications or 
other system traffic transiting to or from or 
stored on an agency information system 
without prior consultation with the affected 
agency for the purpose of ensuring the secu-
rity of the information or information sys-
tem or other agency information systems. 

‘‘(B) LIMITATION ON DELEGATION.—The au-
thority under this paragraph may not be del-
egated to an official in a position lower than 
an Assistant Secretary of the Department of 
Homeland Security. 

‘‘(C) NOTICE.—The Secretary shall imme-
diately notify the Director and the head and 
chief information officer (or equivalent offi-
cial) of each affected agency of— 

‘‘(i) any action taken under this sub-
section; and 

‘‘(ii) the reasons for and duration and na-
ture of the action. 

‘‘(D) OTHER LAW.—Any action of the Sec-
retary under this paragraph shall be con-
sistent with applicable law. 

‘‘(4) LIMITATION.—The Secretary may di-
rect or authorize lawful action or protective 
capability under this subsection only to— 

‘‘(A) protect agency information from un-
authorized access, use, disclosure, disrup-
tion, modification, or destruction; or 

‘‘(B) require the remediation of or protect 
against identified information security risks 
with respect to— 

‘‘(i) information collected or maintained 
by or on behalf of an agency; or 

‘‘(ii) that portion of an information system 
used or operated by an agency or by a con-
tractor of an agency or other organization 
on behalf of an agency.’’. 
SEC. 204. REPORT TO CONGRESS REGARDING OF-

FICE OF MANAGEMENT AND BUDGET 
ENFORCEMENT ACTION. 

Section 3553 of title 44, United States Code, 
as amended by section 203, is further amend-
ed by inserting at the end the following new 
subsection: 

‘‘(j) ANNUAL REPORT TO CONGRESS.— 
‘‘(1) REQUIREMENT.—Not later than Feb-

ruary 1 of every year, the Director shall re-
port to the appropriate congressional com-
mittee regarding the specific actions the Di-
rector has taken pursuant to subsection 
(a)(5), including any actions taken pursuant 
to paragraph (5) of title 40 of section 11303(b). 

‘‘(2) APPROPRIATE CONGRESSIONAL COM-
MITTEE.—In this subsection, the term ‘appro-
priate congressional committee’ means— 

‘‘(A) the Committee on Appropriations and 
the Committee on Homeland Security and 
Governmental Affairs of the Senate; and 

‘‘(B) the Committee on Appropriations and 
the Committee on Homeland Security of the 
House of Representatives.’’. 

SA 2547. Mr. HELLER submitted an 
amendment intended to be proposed by 
him to the bill S. 754, to improve cyber-
security in the United States through 
enhanced sharing of information about 
cybersecurity threats, and for other 
purposes; which was ordered to lie on 
the table; as follows: 

On page 16, beginning on line 11, strike 
‘‘knows’’ and all that follows through 
‘‘knows’’ on line 19, and insert ‘‘reasonably 
believes at the time of sharing to be personal 
information or information that identifies a 
specific person not directly related to a cy-
bersecurity threat and remove such informa-
tion; or 

(B) implement and utilize a technical capa-
bility configured to remove any information 
contained within such indicator that the en-
tity reasonably believes 

SA 2548. Mr. HELLER submitted an 
amendment intended to be proposed by 
him to the bill S. 754, to improve cyber-
security in the United States through 
enhanced sharing of information about 
cybersecurity threats, and for other 
purposes; which was ordered to lie on 
the table; as follows: 

On page 11, line 22, strike ‘‘knows’’ and in-
sert ‘‘reasonably believes’’. 

f 

AUTHORITY FOR COMMITTEES TO 
MEET 

COMMITTEE ON FOREIGN RELATIONS 
Mr. CORNYN. Mr. President, I ask 

unanimous consent that the Com-
mittee on Foreign Relations be author-
ized to meet during the session of the 
Senate on August 3, 2015, at 5 p.m., to 
conduct a classified briefing entitled 
‘‘JCPOA: The Verification and Assess-
ment Report.’’ 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

NATIONAL AIRBORNE DAY 

Mr. MCCONNELL. Mr. President, I 
ask unanimous consent that the Sen-
ate proceed to the immediate consider-
ation of S. Res. 241. 

The PRESIDING OFFICER. The 
clerk will report the resolution by 
title. 

The senior assistant legislative clerk 
read as follows: 

A resolution (S. Res. 241) designating Au-
gust 16, 2015, as ‘‘National Airborne Day.’’ 

There being no objection, the Senate 
proceeded to consider the resolution. 

Mr. MCCONNELL. Mr. President, I 
ask unanimous consent that the reso-
lution be agreed to, the preamble be 
agreed to, and the motions to recon-
sider be considered made and laid upon 
the table with no intervening action or 
debate. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

The resolution (S. Res. 241) was 
agreed to. 
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The preamble was agreed to. 
(The resolution, with its preamble, is 

printed in today’s RECORD under ‘‘Sub-
mitted Resolutions.’’ 

f 

ORDERS FOR TUESDAY, AUGUST 4, 
2015 

Mr. MCCONNELL. Mr. President, I 
ask unanimous consent that when the 
Senate completes its business today, it 
adjourn until 10 a.m., Tuesday, August 
4; that following the prayer and pledge, 
the morning hour be deemed expired, 
the Journal of proceedings be approved 

to date, and the time for the two lead-
ers be reserved for their use later in 
the day; that following leader remarks, 
the Senate be in a period of morning 
business for 1 hour, with Senators per-
mitted to speak therein for up to 10 
minutes each; further, that the major-
ity control the first half and the Demo-
crats control the final half; further, 
that following morning business, the 
Senate resume consideration of the 
motion to proceed to S. 754; and fi-
nally, that the Senate recess from 12:30 
p.m. until 2:15 p.m. to allow for the 
weekly conference meetings. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

ADJOURNMENT UNTIL 10 A.M. 
TOMORROW 

Mr. MCCONNELL. Mr. President, if 
there is no further business to come be-
fore the Senate, I ask unanimous con-
sent that it stand adjourned under the 
previous order. 

There being no objection, the Senate, 
at 7:10 p.m., adjourned until Tuesday, 
August 4, 2015, at 10 a.m. 
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