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move this legislation through the Sen-
ate.

With that, Mr. Speaker, I urge adop-
tion, and I yield back the balance of
my time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Washington (Mr.
HASTINGS) that the House suspend the
rules and pass the bill, H.R. 5742.

The question was taken; and (two-
thirds being in the affirmative) the
rules were suspended and the bill was
passed.

A motion to reconsider was laid on
the table.

———

CHEMICAL FACILITY ANTI-TER-
RORISM STANDARDS PROGRAM
AUTHORIZATION AND ACCOUNT-
ABILITY ACT OF 2014

Mr. MEEHAN. Mr. Speaker, I move
to suspend the rules and concur in the
Senate amendment to the bill (H.R.
4007) to recodify and reauthorize the
Chemical Facility Anti-Terrorism
Standards Program.

The Clerk read the title of the bill.

The text of the Senate amendment is
as follows:

Senate amendment:

In lieu of the matter proposed to be in-
serted, insert the following:

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘‘Protecting and
Securing Chemical Facilities from Terrorist At-
tacks Act of 2014”°.

SEC. 2. CHEMICAL FACILITY ANTI-TERRORISM
STANDARDS PROGRAM.

(a) IN GENERAL.—The Homeland Security Act
of 2002 (6 U.S.C. 101 et seq.) is amended by add-
ing at the end the following:

“TITLE XXI—CHEMICAL FACILITY ANTI-

TERRORISM STANDARDS
“SEC. 2101. DEFINITIONS.

“In this title—

“(1) the term ‘CFATS regulation’ means—

‘“(A) an existing CFATS regulation; and

“(B) any regulation or amendment to an ex-
isting CFATS regulation issued pursuant to the
authority under section 2107;

‘““(2) the term ‘chemical facility of interest’
means a facility that—

‘““(A) holds, or that the Secretary has a rea-
sonable basis to believe holds, a chemical of in-
terest, as designated under Appendir A to part
27 of title 6, Code of Federal Regulations, or any
successor thereto, at a threshold quantity set
pursuant to relevant risk-related security prin-
ciples; and

““(B) is not an excluded facility;

““(3) the term ‘covered chemical facility’ means
a facility that—

““(A) the Secretary—

‘(i) identifies as a chemical facility of inter-
est; and

“‘(ii) based upon review of the facility’s Top-
Screen, determines meets the risk criteria devel-
oped under section 2102(e)(2)(B); and

‘““(B) is not an excluded facility;

““(4) the term ‘excluded facility’ means—

‘“(A) a facility regulated under the Maritime
Transportation Security Act of 2002 (Public Law
107-295; 116 Stat. 2064);

‘““(B) a public water system, as that term is de-
fined in section 1401 of the Safe Drinking Water
Act (42 U.S.C. 300f);

‘“(C) a Treatment Works, as that term is de-
fined in section 212 of the Federal Water Pollu-
tion Control Act (33 U.S.C. 1292);

‘““(D) a facility owned or operated by the De-
partment of Defense or the Department of En-
ergy; or
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“(E) a facility subject to regulation by the Nu-
clear Regulatory Commission, or by a State that
has entered into an agreement with the Nuclear
Regulatory Commission under section 274 b. of
the Atomic Energy Act of 1954 (42 U.S.C.
2021(b)) to protect against unauthorized access
of any material, activity, or structure licensed
by the Nuclear Regulatory Commission;

“(5) the term ‘existing CFATS regulation’
means—

“(A) a regulation promulgated under section
550 of the Department of Homeland Security Ap-
propriations Act, 2007 (Public Law 109-295; 6
U.S.C. 121 note) that is in effect on the day be-
fore the date of enactment of the Protecting and
Securing Chemical Facilities from Terrorist At-
tacks Act of 2014; and

‘““(B) a Federal Register notice or other pub-
lished guidance relating to section 550 of the De-
partment of Homeland Security Appropriations
Act, 2007 that is in effect on the day before the
date of enactment of the Protecting and Secur-
ing Chemical Facilities from Terrorist Attacks
Act of 2014,

“(6) the term ‘expedited approval facility’
means a covered chemical facility for which the
owner or operator elects to submit a site security
plan in accordance with section 2102(c)(4);

“(7) the term ‘facially deficient’, relating to a
site security plan, means a site security plan
that does not support a certification that the se-
curity measures in the plan address the security
vulnerability assessment and the risk-based per-
formance standards for security for the facility,
based on a review of—

““(A) the facility’s site security plan;

“(B) the facility’s Top-Screen;

“(C) the facility’s security vulnerability as-
sessment; or

“(D) any other information that—

‘(i) the facility submits to the Department; or

‘“(ii) the Department obtains from a public
source or other source;

““(8) the term ‘guidance for expedited approval
facilities’ means the guidance issued under sec-
tion 2102(c)(4)(B)(i);

“(9) the term ‘risk assessment’ means the Sec-
retary’s application of relevant risk criteria
identified in section 2102(e)(2)(B);

““(10) the term ‘terrorist screening database’
means the terrorist screening database main-
tained by the Federal Govermment Terrorist
Screening Center or its successor;

““(11) the term ‘tier’ has the meaning given the
term in section 27.105 of title 6, Code of Federal
Regulations, or any successor thereto;

““(12) the terms ‘tiering’ and ‘tiering method-
ology’ mean the procedure by which the Sec-
retary assigns a tier to each covered chemical
facility based on the risk assessment for that
covered chemical facility;

“(13) the term ‘Top-Screen’ has the meaning
given the term in section 27.105 of title 6, Code
of Federal Regulations, or any successor there-
to; and

‘“(14) the term ‘vulnerability assessment’
means the identification of weaknesses in the
security of a chemical facility of interest.

“SEC. 2102. CHEMICAL FACILITY ANTI-TERRORISM
STANDARDS PROGRAM.

“(a) PROGRAM ESTABLISHED.—

““(1) IN GENERAL.—There is in the Department
a Chemical Facility Anti-Terrorism Standards
Program.

““(2) REQUIREMENTS.—In carrying out the
Chemical Facility Anti-Terrorism Standards
Program, the Secretary shall—

“(A) identify—

‘(i) chemical facilities of interest; and

““(ii) covered chemical facilities;

“(B) require each chemical facility of interest
to submit a Top-Screen and any other informa-
tion the Secretary determines necessary to en-
able the Department to assess the security risks
associated with the facility;

“(C) establish risk-based performance stand-
ards designed to address high levels of security
risk at covered chemical facilities; and
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‘(D) require each covered chemical facility
to—

“(i) submit a security vulnerability assess-
ment; and

“‘(ii) develop, submit, and implement a site se-
curity plan.

“(b) SECURITY MEASURES.—

‘““(1) IN GENERAL.—A facility, in developing a
site security plan as required under subsection
(a), shall include security measures that, in
combination, appropriately address the security
vulnerability assessment and the risk-based per-
formance standards for security for the facility.

““(2) EMPLOYEE INPUT.—To the greatest extent
practicable, a facility’s security vulnerability
assessment and site security plan shall include
input from at least 1 facility employee and,
where applicable, 1 employee representative
from the bargaining agent at that facility, each
of whom possesses, in the determination of the
facility’s security officer, relevant knowledge,
experience, training, or education as pertains to
matters of site security.

““(c) APPROVAL OR DISAPPROVAL OF SITE SE-
CURITY PLANS.—

““(1) IN GENERAL.—

‘““(A) REVIEW.—Except as provided in para-
graph (4), the Secretary shall review and ap-
prove or disapprove each site security plan sub-
mitted pursuant to subsection (a).

‘“(B) BASES FOR DISAPPROVAL.—The Sec-
retary—

“(i) may mot disapprove a site security plan
based on the presence or absence of a particular
security measure; and

““(ii) shall disapprove a site security plan if
the plan fails to satisfy the risk-based perform-
ance standards established pursuant to sub-
section (a)(2)(C).

““(2) ALTERNATIVE SECURITY PROGRAMS.—

“(A) AUTHORITY TO APPROVE.—

‘(i) IN GENERAL.—The Secretary may approve
an alternative security program established by a
private sector entity or a Federal, State, or local
authority or under other applicable laws, if the
Secretary determines that the requirements of
the program meet the requirements under this
section.

““(ii) ADDITIONAL SECURITY MEASURES.—If the
requirements of an alternative security program
do not meet the requirements under this section,
the Secretary may recommend additional secu-
rity measures to the program that will enable
the Secretary to approve the program.

““(B) SATISFACTION OF SITE SECURITY PLAN RE-
QUIREMENT.—A covered chemical facility may
satisfy the site security plan requirement under
subsection (a) by adopting an alternative secu-
rity program that the Secretary has—

‘““(i) reviewed and approved under subpara-
graph (A); and

‘“(ii) determined to be appropriate for the op-
erations and security concerns of the covered
chemical facility.

““(3) SITE SECURITY PLAN ASSESSMENTS.—

““(A) RISK ASSESSMENT POLICIES AND PROCE-
DURES.—In approving or disapproving a site se-
curity plan under this subsection, the Secretary
shall employ the risk assessment policies and
procedures developed under this title.

‘“(B) PREVIOUSLY APPROVED PLANS.—In the
case of a covered chemical facility for which the
Secretary approved a site security plan before
the date of enactment of the Protecting and Se-
curing Chemical Facilities from Terrorist At-
tacks Act of 2014, the Secretary may not require
the facility to resubmit the site security plan
solely by reason of the enactment of this title.

‘“(4) EXPEDITED APPROVAL PROGRAM.—

““(A) IN GENERAL.—A covered chemical facility
assigned to tier 3 or 4 may meet the requirement
to develop and submit a site security plan under
subsection (a)(2)(D) by developing and submit-
ting to the Secretary—

‘(i) a site security plan and the certification
described in subparagraph (C); or

“‘(ii) a site security plan in conformance with
a template authorized under subparagraph (H).
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“(B) GUIDANCE FOR EXPEDITED APPROVAL FA-
CILITIES.—

“(i) IN GENERAL.—Not later than 180 days
after the date of enactment of the Protecting
and Securing Chemical Facilities from Terrorist
Attacks Act of 2014, the Secretary shall issue
guidance for expedited approval facilities that
identifies specific security measures that are
sufficient to meet the risk-based performance
standards.

““(i1) MATERIAL DEVIATION FROM GUIDANCE.—
If a security measure in the site security plan of
an expedited approval facility materially devi-
ates from a security measure in the guidance for
expedited approval facilities, the site security
plan shall include an explanation of how such
security measure meets the risk-based perform-
ance standards.

““(iii) APPLICABILITY OF OTHER LAWS TO DE-
VELOPMENT AND ISSUANCE OF INITIAL GUID-
ANCE.—During the period before the Secretary
has met the deadline under clause (i), in devel-
oping and issuing, or amending, the guidance
for expedited approval facilities under this sub-
paragraph and in collecting information from
expedited approval facilities, the Secretary shall
not be subject to—

“(I) section 553 of title 5, United States Code;

“(1I) subchapter I of chapter 35 of title 44,
United States Code; or

““(I11) section 2107(b) of this title.

‘““(C) CERTIFICATION.—The owner or operator
of an expedited approval facility shall submit to
the Secretary a certification, signed under pen-
alty of perjury, that—

““(i) the owner or operator is familiar with the
requirements of this title and part 27 of title 6,
Code of Federal Regulations, or any successor
thereto, and the site security plan being sub-
mitted;

“‘(ii) the site security plan includes the secu-
rity measures required by subsection (b);

““(iii)(I) the security measures in the site secu-
rity plan do not materially deviate from the
guidance for expedited approval facilities except
where indicated in the site security plan;

‘“(11) any deviations from the guidance for ex-
pedited approval facilities in the site security
plan meet the risk-based performance standards
for the tier to which the facility is assigned; and

‘““(I11) the owner or operator has provided an
explanation of how the site security plan meets
the risk-based performance standards for any
material deviation;

“(iv) the owner or operator has visited, exam-
ined, documented, and wverified that the expe-
dited approval facility meets the criteria set
forth in the site security plan;

“(v) the expedited approval facility has imple-
mented all of the required performance measures
outlined in the site security plan or set out
planned measures that will be implemented
within a reasonable time period stated in the
site security plan;

“(vi) each individual responsible for imple-
menting the site security plan has been made
aware of the requirements relevant to the indi-
vidual’s responsibility contained in the site se-
curity plan and has demonstrated competency
to carry out those requirements;

““(vii) the owner or operator has committed,
or, in the case of planned measures will commit,
the necessary resources to fully implement the
site security plan; and

““(viii) the planned measures include an ade-
quate procedure for addressing events beyond
the control of the owner or operator in imple-
menting any planned measures.

‘(D) DEADLINE.—

‘(i) IN GENERAL.—Not later than 120 days
after the date described in clause (ii), the owner
or operator of an expedited approval facility
shall submit to the Secretary the site security
plan and the certification described in subpara-
graph (C).

““(i1)) DATE.—The date described in this clause
is—

‘(1) for an expedited approval facility that
was assigned to tier 3 or 4 under existing CFATS
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regulations before the date of enactment of the
Protecting and Securing Chemical Facilities
from Terrorist Attacks Act of 2014, the date that
is 210 days after the date of enactment of that
Act; and

“(II) for any expedited approval facility not
described in subclause (I), the later of—

“(aa) the date on which the expedited ap-
proval facility is assigned to tier 3 or 4 under
subsection (e)(2)(A); or

“(bb) the date that is 210 days after the date
of enactment of the Protecting and Securing
Chemical Facilities from Terrorist Attacks Act of
2014.

“‘(iii) NOTICE.—An owner or operator of an ex-
pedited approval facility shall notify the Sec-
retary of the intent of the owner or operator to
certify the site security plan for the expedited
approval facility not later than 30 days before
the date on which the owner or operator submits
the site security plan and certification described
in subparagraph (C).

‘“(E) COMPLIANCE.—

‘(i) IN GENERAL.—For an expedited approval
facility submitting a site security plan and cer-
tification in accordance with subparagraphs
(4), (B), (C), and (D)—

“(1) the expedited approval facility shall com-
ply with all of the requirements of its site secu-
rity plan; and

“(I1) the Secretary—

“(aa) except as provided in subparagraph (G),
may not disapprove the site security plan; and

“(bb) may audit and inspect the expedited ap-
proval facility under subsection (d) to verify
compliance with its site security plan.

““(ii)) NONCOMPLIANCE.—If the Secretary deter-
mines an expedited approval facility is not in
compliance with the requirements of the site se-
curity plan or is otherwise in violation of this
title, the Secretary may enforce compliance in
accordance with section 2104.

“(F) AMENDMENTS TO SITE SECURITY PLAN.—

““(i) REQUIREMENT.—

“(I) IN GENERAL.—If the owner or operator of
an expedited approval facility amends a site se-
curity plan submitted under subparagraph (A),
the owner or operator shall submit the amended
site security plan and a certification relating to
the amended site security plan that contains the
information described in subparagraph (C).

““(1I) TECHNICAL AMENDMENTS.—For purposes
of this clause, an amendment to a site security
plan includes any technical amendment to the
site security plan.

“(ii) AMENDMENT REQUIRED.—The owmner or
operator of an expedited approval facility shall
amend the site security plan if—

“(I) there is a change in the design, construc-
tion, operation, or maintenance of the expedited
approval facility that affects the site security
plan;

“(II) the Secretary requires additional secu-
rity measures or suspends a certification and
recommends additional security measures under
subparagraph (G); or

“(111) the owmner or operator receives motice
from the Secretary of a change in tiering under
subsection (e)(3).

““(iii) DEADLINE.—An amended site security
plan and certification shall be submitted under
clause (i)—

“(I) in the case of a change in design, con-
struction, operation, or maintenance of the ex-
pedited approval facility that affects the secu-
rity plan, not later than 120 days after the date
on which the change in design, construction,
operation, or maintenance occurred;

“(I1) in the case of the Secretary requiring ad-
ditional security measures or suspending a cer-
tification and recommending additional security
measures under subparagraph (G), not later
than 120 days after the date on which the owner
or operator receives notice of the requirement for
additional security measures or suspension of
the certification and recommendation of addi-
tional security measures; and

“(I11) in the case of a change in tiering, not
later than 120 days after the date on which the
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owner or operator receives notice under Sub-
section (e)(3).

‘“(G) FACIALLY DEFICIENT SITE SECURITY
PLANS.—

‘(i) PROHIBITION.—Notwithstanding subpara-
graph (A) or (E), the Secretary may suspend the
authority of a covered chemical facility to cer-
tify a site security plan if the Secretary—

‘(1) determines the certified site security plan
or an amended site security plan is facially defi-
cient; and

“(II) not later than 100 days after the date on
which the Secretary receives the site security
plan and certification, provides the covered
chemical facility with written notification that
the site security plan is facially deficient, in-
cluding a clear explanation of each deficiency
in the site security plan.

““(ii) ADDITIONAL SECURITY MEASURES.—

‘(1) IN GENERAL.—If, during or after a compli-
ance inspection of an expedited approval facil-
ity, the Secretary determines that planned or
implemented security measures in the site secu-
rity plan of the facility are insufficient to meet
the risk-based performance standards based on
misrepresentation, omission, or an inadequate
description of the site, the Secretary may—

“(aa) require additional security measures; or

““(bb) suspend the certification of the facility.

“(II) RECOMMENDATION OF ADDITIONAL SECU-
RITY MEASURES.—If the Secretary suspends the
certification of an expedited approval facility
under subclause (I), the Secretary shall—

“(aa) recommend specific additional security
measures that, if made part of the site security
plan by the facility, would enable the Secretary
to approve the site security plan; and

“(bb) provide the facility an opportunity to
submit a new or modified site security plan and
certification under subparagraph (A).

“(1II) SUBMISSION; REVIEW.—If an expedited
approval facility determines to submit a new or
modified site security plan and certification as
authorized under subclause (I1I)(bb)—

“(aa) not later than 90 days after the date on
which the facility receives recommendations
under subclause (II)(aa), the facility shall sub-
mit the new or modified plan and certification;
and

“(bb) not later than 45 days after the date on
which the Secretary receives the new or modi-
fied plan under item (aa), the Secretary shall re-
view the plan and determine whether the plan is
facially deficient.

““(1V) DETERMINATION NOT TO INCLUDE ADDI-
TIONAL SECURITY MEASURES.—

“(aa) REVOCATION OF CERTIFICATION.—If an
expedited approval facility does not agree to in-
clude in its site security plan specific additional
security measures recommended by the Secretary
under subclause (II)(aa), or does not submit a
new or modified site security plan in accordance
with subclause (II1), the Secretary may revoke
the certification of the facility by issuing an
order under section 2104(a)(1)(B).

‘““(bb) EFFECT OF REVOCATION.—If the Sec-
retary revokes the certification of an expedited
approval facility under item (aa) by issuing an
order under section 2104(a)(1)(B)—

‘““(AA) the order shall require the owner or op-
erator of the facility to submit a site security
plan or alternative security program for review
by the Secretary review under subsection (c)(1);
and

‘““(BB) the facility shall no longer be eligible to
certify a site security plan under this para-
graph.

‘““(V) FACIAL DEFICIENCY.—If the Secretary de-
termines that a new or modified site security
plan submitted by an expedited approval facility
under subclause (II1) is facially deficient—

“(aa) not later than 120 days after the date of
the determination, the owner or operator of the
facility shall submit a site security plan or alter-
native security program for review by the Sec-
retary under subsection (c)(1); and

““(bb) the facility shall no longer be eligible to
certify a site security plan under this para-
graph.
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‘“(H) TEMPLATES.—

‘(i) IN GENERAL.—The Secretary may develop
prescriptive site security plan templates with
specific security measures to meet the risk-based
performance standards under subsection
(a)(2)(C) for adoption and certification by a cov-
ered chemical facility assigned to tier 3 or 4 in
lieu of developing and certifying its own plan.

““(1i) APPLICABILITY OF OTHER LAWS TO DEVEL-
OPMENT AND ISSUANCE OF INITIAL SITE SECURITY
PLAN TEMPLATES AND RELATED GUIDANCE.—Dur-
ing the period before the Secretary has met the
deadline under subparagraph (B)(i), in devel-
oping and issuing, or amending, the site secu-
rity plan templates under this subparagraph, in
issuing guidance for implementation of the tem-
plates, and in collecting information from expe-
dited approval facilities, the Secretary shall not
be subject to—

“(I) section 553 of title 5, United States Code;

“(1I) subchapter I of chapter 35 of title 44,
United States Code; or

““(I11) section 2107(b) of this title.

““(iit) RULE OF CONSTRUCTION.—Nothing in
this subparagraph shall be construed to prevent
a covered chemical facility from developing and
certifying its own security plan in accordance
with subparagraph (A).

“(I) EVALUATION.—

‘““(i) IN GENERAL.—Not later than 18 months
after the date of enactment of the Protecting
and Securing Chemical Facilities from Terrorist
Attacks Act of 2014, the Secretary shall take any
appropriate action necessary for a full evalua-
tion of the expedited approval program author-
iced wunder this paragraph, including con-
ducting an appropriate number of inspections,
as authorized under subsection (d), of expedited
approval facilities.

““(it) REPORT.—Not later than 18 months after
the date of enactment of the Protecting and Se-
curing Chemical Facilities from Terrorist At-
tacks Act of 2014, the Secretary shall submit to
the Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the Com-
mittee on Homeland Security and the Committee
on Energy and Commerce of the House of Rep-
resentatives a report that contains—

‘“(I)(aa) the number of eligible facilities using
the expedited approval program authorized
under this paragraph; and

‘“‘(bb) the number of facilities that are eligible
for the expedited approval program but are
using the standard process for developing and
submitting a site security plan under subsection
(@)(2)(D);

‘“(1I) any costs and efficiencies associated
with the expedited approval program;

‘“(I1I1) the impact of the expedited approval
program on the backlog for site security plan
approval and authorization inspections;

“(1V) an assessment of the ability of expedited
approval facilities to submit facially sufficient
site security plans;

“(V) an assessment of any impact of the expe-
dited approval program on the security of chem-
ical facilities; and

‘“‘VI) a recommendation by the Secretary on
the frequency of compliance inspections that
may be required for expedited approval facili-
ties.

“(d) COMPLIANCE.—

““(1) AUDITS AND INSPECTIONS.—

‘““(A) DEFINITIONS.—In this paragraph—

‘(i) the term ‘nondepartmental’—

“(I) with respect to personnel, means per-
sonnel that is not employed by the Department;
and

““(11) with respect to an entity, means an enti-
ty that is not a component or other authority of
the Department; and

‘‘(ii) the term ‘nongovernmental’—

“(I) with respect to personnel, means per-
sonnel that is not employed by the Federal Gov-
ernment; and

“(11) with respect to an entity, means an enti-
ty that is not an agency, department, or other
authority of the Federal Government.
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‘“(B) AUTHORITY TO CONDUCT AUDITS AND IN-
SPECTIONS.—The Secretary shall conduct audits
or inspections under this title using—

““(i) employees of the Department;

“(ii)) mondepartmental or mnongovernmental
personnel approved by the Secretary; or

““(iii) a combination of individuals described
in clauses (i) and (ii).

““(C) SUPPORT PERSONNEL.—The Secretary
may use nongovernmental personnel to provide
administrative and logistical services in support
of audits and inspections under this title.

‘(D) REPORTING STRUCTURE.—

‘(i) NONDEPARTMENTAL AND NONGOVERN-
MENTAL AUDITS AND INSPECTIONS.—Any audit or
inspection conducted by an individual employed
by a nondepartmental or nongovernmental enti-
ty shall be assigned in coordination with a re-
gional supervisor with responsibility for super-
vising inspectors within the Infrastructure Secu-
rity Compliance Division of the Department for
the region in which the audit or inspection is to
be conducted.

““(ii)) REQUIREMENT TO REPORT.—While an in-
dividual employed by a mnondepartmental or
nongovernmental entity is in the field con-
ducting an audit or inspection under this sub-
section, the individual shall report to the re-
gional supervisor with responsibility for super-
vising inspectors within the Infrastructure Secu-
rity Compliance Division of the Department for
the region in which the individual is operating.

“‘(iii) APPROVAL.—The authority to approve a
site security plan under subsection (c) or deter-
mine if a covered chemical facility is in compli-
ance with an approved site security plan shall
be exercised solely by the Secretary or a des-
ignee of the Secretary within the Department.

“(E) STANDARDS FOR AUDITORS AND INSPEC-
TORS.—The Secretary shall prescribe standards
for the training and retraining of each indi-
vidual used by the Department as an auditor or
inspector, including each individual employed
by the Department and all nondepartmental or
nongovernmental personnel, including—

“(i1) minimum training requirements for new
auditors and inspectors;

““(ii) retraining requirements;

“(iii) minimum education and experience lev-
els;

“(iv) the submission of information as re-
quired by the Secretary to enable determination
of whether the auditor or inspector has a con-
flict of interest;

““(v) the proper certification or certifications
necessary to handle chemical-terrorism vulner-
ability information (as defined in section 27.105
of title 6, Code of Federal Regulations, or any
successor thereto);

““(vi) the reporting of any issue of non-compli-
ance with this section to the Secretary within 24
hours; and

“(vii) any additional qualifications for fitness
of duty as the Secretary may require.

“(F) CONDITIONS FOR NONGOVERNMENTAL
AUDITORS AND INSPECTORS.—If the Secretary ar-
ranges for an audit or inspection under Sub-
paragraph (B) to be carried out by a nongovern-
mental entity, the Secretary shall—

‘(i) prescribe standards for the qualification
of the individuals who carry out such audits
and inspections that are commensurate with the
standards for similar Government auditors or in-
spectors; and

“‘(ii) ensure that any duties carried out by a
nongovernmental entity are not inherently gov-
ernmental functions.

““(2) PERSONNEL SURETY.—

““(A) PERSONNEL SURETY PROGRAM.—For pur-
poses of this title, the Secretary shall establish
and carry out a Personnel Surety Program
that—

‘(i) does not require an owner or operator of
a covered chemical facility that voluntarily par-
ticipates in the program to submit information
about an individual more than 1 time;

‘(i) provides a participating owner or oper-
ator of a covered chemical facility with relevant
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information about an individual based on vet-
ting the individual against the terrorist screen-
ing database, to the extent that such feedback is
necessary for the facility to be in compliance
with regulations promulgated under this title;
and

““(iii) provides redress to an individual—

“(I) whose information was vetted against the
terrorist screening database under the program;
and

‘“(11) who believes that the personally identifi-
able information submitted to the Department
for such vetting by a covered chemical facility,
or its designated representative, was inaccurate.

““(B) PERSONNEL SURETY PROGRAM IMPLEMEN-
TATION.—To the extent that a risk-based per-
formance standard established under subsection
(a) requires identifying individuals with ties to
terrorism—

‘(i) a covered chemical facility—

‘(1) may satisfy its obligation under the
standard by using any Federal screening pro-
gram that periodically vets individuals against
the terrorist screening database, or any Ssuc-
cessor program, including the Personnel Surety
Program established under subparagraph (A);
and

“(II) shall—

‘“(aa) accept a credential from a Federal
screening program described in subclause (I) if
an individual who is required to be screened
presents such a credential; and

‘““(bb) address in its site security plan or alter-
native security program the measures it will
take to verify that a credential or documenta-
tion from a Federal screening program described
in subclause (1) is current;

“(it) visual inspection shall be sufficient to
meet the requirement under clause (i)(1I)(bb),
but the facility should consider other means of
verification, consistent with the facility’s assess-
ment of the threat posed by acceptance of such
credentials; and

“‘(iii) the Secretary may not require a covered
chemical facility to submit any information
about an individual unless the individual—

‘(1) is to be vetted under the Personnel Surety
Program; or

‘““(II) has been identified as presenting a ter-
rorism security risk.

‘““(C) RIGHTS UNAFFECTED.—Nothing in this
section shall supersede the ability—

‘(i) of a facility to maintain its own policies
regarding the access of individuals to restricted
areas or critical assets; or

‘“(it) of anm employing facility and a bar-
gaining agent, where applicable, to negotiate as
to how the results of a background check may
be used by the facility with respect to employ-
ment status.

“(3) AVAILABILITY OF INFORMATION.—The
Secretary shall share with the owner or operator
of a covered chemical facility any information
that the owner or operator needs to comply with
this section.

“‘(e) RESPONSIBILITIES OF THE SECRETARY.—

‘(1) IDENTIFICATION OF CHEMICAL FACILITIES
OF INTEREST.—In carrying out this title, the Sec-
retary shall consult with the heads of other
Federal agencies, States and political subdivi-
sions thereof, relevant business associations,
and public and private labor organizations to
identify all chemical facilities of interest.

“(2) RISK ASSESSMENT.—

‘““(A) IN GENERAL.—For purposes of this title,
the Secretary shall develop a security rvisk as-
sessment approach and corresponding tiering
methodology for covered chemical facilities that
incorporates the relevant elements of risk, in-
cluding threat, vulnerability, and consequence.

‘“(B) CRITERIA FOR DETERMINING SECURITY
RISK.—The criteria for determining the security
risk of terrorism associated with a covered chem-
ical facility shall take into account—

““(i) relevant threat information;

“‘(ii) potential severe economic consequences
and the potential loss of human life in the event
of the facility being subject to attack, com-
promise, infiltration, or exploitation by terror-
ists; and



H9056

““(iii) vulnerability of the facility to attack,
compromise, infiltration, or exploitation by ter-
TOorists.

““(3) CHANGES IN TIERING.—

““(A) MAINTENANCE OF RECORDS.—The Sec-
retary shall document the basis for each in-
stance in which—

““(i) tiering for a covered chemical facility is
changed; or

““(ii) a covered chemical facility is determined
to no longer be subject to the requirements
under this title.

‘““(B) REQUIRED INFORMATION.—The records
maintained under subparagraph (A) shall in-
clude information on whether and how the Sec-
retary confirmed the information that was the
basis for the change or determination described
in subparagraph (A).

““(4) SEMIANNUAL PERFORMANCE REPORTING.—
Not later than 6 months after the date of enact-
ment of the Protecting and Securing Chemical
Facilities from Terrorist Attacks Act of 2014, and
not less frequently than once every 6 months
thereafter, the Secretary shall submit to the
Committee on Homeland Security and Govern-
mental Affairs of the Senate and the Committee
on Homeland Security and the Committee on
Energy and Commerce of the House of Rep-
resentatives a report that includes, for the pe-
riod covered by the report—

““(A) the number of covered chemical facilities
in the United States;

‘“(B) information—

““(i) describing—

““(I) the number of instances in which the Sec-
retary—

‘“(aa) placed a covered chemical facility in a
lower risk tier; or

““(bb) determined that a facility that had pre-
viously met the criteria for a covered chemical
facility under section 2101(3) no longer met the
criteria; and

‘““(11) the basis, in summary form, for each ac-
tion or determination under subclause (I); and

“(ii)) that 1is provided in a sufficiently
anonymized form to ensure that the information
does not identify any specific facility or com-
pany as the source of the information when
viewed alone or in combination with other pub-
lic information;

““(C) the average number of days spent review-
ing site security or an alternative security pro-
gram for a covered chemical facility prior to ap-
proval;

‘““(D) the number of covered chemical facilities
inspected;

‘“(E) the average number of covered chemical
facilities inspected per inspector; and

‘“(F) any other information that the Secretary
determines will be helpful to Congress in evalu-
ating the performance of the Chemical Facility
Anti-Terrorism Standards Program.

“SEC. 2103. PROTECTION AND SHARING OF IN-
FORMATION.

‘““(a) IN GENERAL.—Notwithstanding any other
provision of law, information developed under
this title, including vulnerability assessments,
site security plans, and other security related
information, records, and documents shall be
given protections from public disclosure con-
sistent with the protection of similar informa-
tion under section 70103(d) of title 46, United
States Code.

““(b) SHARING OF INFORMATION WITH STATES
AND LOCAL GOVERNMENTS.—Nothing in this sec-
tion shall be construed to prohibit the sharing of
information developed under this title, as the
Secretary determines appropriate, with State
and local government officials possessing a need
to know and the mecessary security clearances,
including law enforcement officials and first re-
sponders, for the purpose of carrying out this
title, provided that such information may not be
disclosed pursuant to any State or local law.

“(c) SHARING OF INFORMATION WITH FIRST
RESPONDERS.—

‘(1) REQUIREMENT.—The Secretary shall pro-
vide to State, local, and regional fusion centers
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(as that term is defined in section 210A®G)(1))
and State and local government officials, as the
Secretary determines appropriate, such informa-
tion as is necessary to help ensure that first re-
sponders are properly prepared and provided
with the situational awareness meeded to re-
spond to security incidents at covered chemical
facilities.

““(2) DISSEMINATION.—The Secretary shall dis-
seminate information under paragraph (1)
through a medium or system determined by the
Secretary to be appropriate to ensure the secure
and expeditious dissemination of such informa-
tion to necessary selected individuals.

‘“(d) ENFORCEMENT PROCEEDINGS.—In any
proceeding to enforce this section, vulnerability
assessments, site security plans, and other infor-
mation submitted to or obtained by the Sec-
retary under this title, and related vulnerability
or security information, shall be treated as if the
information were classified information.

“(e) AVAILABILITY OF INFORMATION.—Not-
withstanding any other provision of law (in-
cluding section 552(b)(3) of title 5, United States
Code), section 552 of title 5, United States Code
(commonly known as the ‘Freedom of Informa-
tion Act’) shall not apply to information pro-
tected from public disclosure pursuant to sub-
section (a) of this section.

“(f) SHARING OF INFORMATION WITH MEMBERS
OF CONGRESS.—Nothing in this section shall
prohibit the Secretary from disclosing informa-
tion developed under this title to a Member of
Congress in response to a request by a Member
of Congress.

“SEC. 2104. CIVIL ENFORCEMENT.

“(a) NOTICE OF NONCOMPLIANCE.—

‘(1) NOTICE.—If the Secretary determines that
a covered chemical facility is not in compliance
with this title, the Secretary shall—

““(A) provide the owner or operator of the fa-
cility with—

“(i) mot later than 14 days after date on
which the Secretary makes the determination, a
written notification of moncompliance that in-
cludes a clear explanation of any deficiency in
the security vulnerability assessment or site se-
curity plan; and

“(ii) an opportunity for consultation with the
Secretary or the Secretary’s designee; and

“(B) issue to the owner or operator of the fa-
cility an order to comply with this title by a
date specified by the Secretary in the order,
which date shall be not later than 180 days after
the date on which the Secretary issues the
order.

“2) CONTINUED NONCOMPLIANCE.—If an
owner or operator remains noncompliant after
the procedures outlined in paragraph (1) have
been executed, or demonstrates repeated viola-
tions of this title, the Secretary may enter an
order in accordance with this section assessing
a civil penalty, an order to cease operations, or
both.

“(b) CIVIL PENALTIES.—

‘(1) VIOLATIONS OF ORDERS.—Any person who
violates an order issued under this title shall be
liable for a civil penalty under section 70119(a)
of title 46, United States Code.

““(2) NON-REPORTING CHEMICAL FACILITIES OF
INTEREST.—Any owner of a chemical facility of
interest who fails to comply with, or knowingly
submits false information under, this title or the
CFATS regulations shall be liable for a civil
penalty under section 70119(a) of title 46, United
States Code.

““(c) EMERGENCY ORDERS.—

‘(1) IN GENERAL.—Notwithstanding subsection
(a) or any site security plan or alternative secu-
rity program approved under this title, if the
Secretary determines that there is an imminent
threat of death, serious illness, or severe per-
sonal injury, due to a violation of this title or
the risk of a terrorist incident that may affect a
chemical facility of interest, the Secretary—

“(A) shall consult with the facility, if prac-
ticable, on steps to mitigate the risk; and
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‘“‘(B) may order the facility, without notice or
opportunity for a hearing, effective immediately
or as soon as practicable, to—

‘(i) implement appropriate emergency security
measures; or

‘‘(ii) cease or reduce some or all operations, in
accordance with safe shutdown procedures, if
the Secretary determines that such a cessation
or reduction of operations is the most appro-
priate means to address the risk.

“(2) LIMITATION ON DELEGATION.—The Sec-
retary may not delegate the authority under
paragraph (1) to any official other than the
Under Secretary responsible for overseeing crit-
ical infrastructure protection, cybersecurity,
and other related programs of the Department
appointed under section 103(a)(1)(H).

“(3) LIMITATION ON AUTHORITY.—The Sec-
retary may exercise the authority under this
subsection only to the extent necessary to abate
the imminent threat determination under para-
graph (1).

‘“(4) DUE PROCESS FOR FACILITY OWNER OR OP-
ERATOR.—

‘““(A) WRITTEN ORDERS.—An order issued by
the Secretary under paragraph (1) shall be in
the form of a written emergency order that—

‘“(i) describes the violation or risk that creates
the imminent threat;

‘“‘(ii) states the security measures or order
issued or imposed; and

““(iii) describes the standards and procedures
for obtaining relief from the order.

‘“(B) OPPORTUNITY FOR REVIEW.—After
issuing an order under paragraph (1) with re-
spect to a chemical facility of interest, the Sec-
retary shall provide for review of the order
under section 554 of title 5 if a petition for re-
view is filed not later than 20 days after the
date on which the Secretary issues the order.

‘“(C) EXPIRATION OF EFFECTIVENESS OF
ORDER.—If a petition for review of an order is
filed under subparagraph (B) and the review
under that paragraph is not completed by the
last day of the 30-day period beginning on the
date on which the petition is filed, the order
shall vacate automatically at the end of that pe-
riod unless the Secretary determines, in writing,
that the imminent threat providing a basis for
the order continues to exist.

‘““(d) RIGHT OF ACTION.—Nothing in this title
confers upon any person except the Secretary or
his or her designee a right of action against an
owner or operator of a covered chemical facility
to enforce any provision of this title.

“SEC. 2105. WHISTLEBLOWER PROTECTIONS.

“(a) PROCEDURE FOR REPORTING PROBLEMS.—

“(1) ESTABLISHMENT OF A REPORTING PROCE-
DURE.—Not later than 180 days after the date of
enactment of the Protecting and Securing Chem-
ical Facilities from Terrorist Attacks Act of 2014,
the Secretary shall establish, and provide infor-
mation to the public regarding, a procedure
under which any employee or contractor of a
chemical facility of interest may submit a report
to the Secretary regarding a violation of a re-
quirement under this title.

““(2) CONFIDENTIALITY.—The Secretary shall
keep confidential the identity of an individual
who submits a report under paragraph (1) and
any such report shall be treated as a record con-
taining protected information to the extent that
the report does not consist of publicly available
information.

“(3) ACKNOWLEDGMENT OF RECEIPT.—If a re-
port submitted under paragraph (1) identifies
the individual making the report, the Secretary
shall promptly respond to the individual directly
and shall promptly acknowledge receipt of the
report.

‘“(4) STEPS TO ADDRESS PROBLEMS.—The Sec-
retary—

‘“(A) shall review and consider the informa-
tion provided in any report submitted under
paragraph (1); and

‘“‘‘B) may take action under section 2104 of
this title if necessary to address any substan-
tiated violation of a requirement under this title
identified in the report.
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““(5) DUE PROCESS FOR FACILITY OWNER OR OP-
ERATOR.—

‘““(A) IN GENERAL.—If, upon the review de-
scribed in paragraph (4), the Secretary deter-
mines that a violation of a provision of this title,
or a regulation prescribed under this title, has
occurred, the Secretary may—

““(i) institute a civil enforcement under section
2104(a) of this title; or

‘“(ii) if the Secretary makes the determination
under section 2104(c), issue an emergency order.

‘““(B) WRITTEN ORDERS.—The action of the
Secretary under paragraph (4) shall be in a
written form that—

““(i) describes the violation;

“‘(ii) states the authority under which the Sec-
retary is proceeding; and

‘‘(iii) describes the standards and procedures
for obtaining relief from the order.

“(C) OPPORTUNITY FOR REVIEW.—After taking
action under paragraph (4), the Secretary shall
provide for review of the action if a petition for
review is filed within 20 calendar days of the
date of issuance of the order for the action.

‘(D) EXPIRATION OF EFFECTIVENESS OF
ORDER.—If a petition for review of an action is
filed under subparagraph (C) and the review
under that subparagraph is not completed by
the end of the 30-day period beginning on the
date the petition is filed, the action shall cease
to be effective at the end of such period unless
the Secretary determines, in writing, that the
violation providing a basis for the action con-
tinues to exist.

““(6) RETALIATION PROHIBITED.—

““(A) IN GENERAL.—An owner or operator of a
chemical facility of interest or agent thereof
may not discharge an employee or otherwise dis-
criminate against an employee with respect to
the compensation provided to, or terms, condi-
tions, or privileges of the employment of, the em-
ployee because the employee (or an individual
acting pursuant to a request of the employee)
submitted a report under paragraph (1).

‘“‘(B) EXCEPTION.—An employee shall not be
entitled to the protections under this section if
the employee—

‘(1) knowingly and willfully makes any false,
fictitious, or fraudulent statement or representa-
tion; or

““(ii)) uses any false writing or document
knowing the writing or document contains any
false, fictitious, or fraudulent statement or
entry.

“(b) PROTECTED DISCLOSURES.—Nothing in
this title shall be construed to limit the right of
an individual to make any disclosure—

‘(1) protected or authorized under section
2302(b)(8) or 7211 of title 5, United States Code;

““(2) protected under any other Federal or
State law that shields the disclosing individual
against retaliation or discrimination for having
made the disclosure in the public interest; or

““(3) to the Special Counsel of an agency, the
inspector general of an agency, or any other em-
ployee designated by the head of an agency to
receive disclosures similar to the disclosures de-
scribed in paragraphs (1) and (2).

‘“‘(c) PUBLICATION OF RIGHTS.—The Secretary,
in partnership with industry associations and
labor organizations, shall make publicly avail-
able both physically and online the rights that
an individual who discloses information, includ-
ing security-sensitive information, regarding
problems, deficiencies, or vulnerabilities at a
covered chemical facility would have under Fed-
eral whistleblower protection laws or this title.

“(d) PROTECTED INFORMATION.—AIl informa-
tion contained in a report made under this sub-
section (a) shall be protected in accordance with
section 2103.

“SEC. 2106. RELATIONSHIP TO OTHER LAWS.

‘““(a) OTHER FEDERAL LAWS.—Nothing in this
title shall be construed to supersede, amend,
alter, or affect any Federal law that—

‘(1) regulates (including by requiring infor-
mation to be submitted or made available) the
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manufacture, distribution in commerce, use,
handling, sale, other treatment, or disposal of
chemical substances or mixtures; or

“(2) authorizes or requires the disclosure of
any record or information obtained from a
chemical facility under any law other than this
title.

“(b) STATES AND POLITICAL SUBDIVISIONS.—
This title shall not preclude or deny any right of
any State or political subdivision thereof to
adopt or enforce any regulation, requirement, or
standard of performance with respect to chem-
ical facility security that is more stringent than
a regulation, requirement, or standard of per-
formance issued under this section, or otherwise
impair any right or jurisdiction of any State
with respect to chemical facilities within that
State, unless there is an actual conflict between
this section and the law of that State.

“SEC. 2107. CFATS REGULATIONS.

““(a) GENERAL AUTHORITY.—The Secretary
may, in accordance with chapter 5 of title 5,
United States Code, promulgate regulations or
amend existing CFATS regulations to implement
the provisions under this title.

“(b) EXISTING CFATS REGULATIONS.—

““(1) IN GENERAL.—Notwithstanding section
4(b) of the Protecting and Securing Chemical
Facilities from Terrorist Attacks Act of 2014,
each existing CFATS regulation shall remain in
effect unless the Secretary amends, consolidates,
or repeals the regulation.

““(2) REPEAL.—Not later than 30 days after the
date of enactment of the Protecting and Secur-
ing Chemical Facilities from Terrorist Attacks
Act of 2014, the Secretary shall repeal any exist-
ing CFATS regulation that the Secretary deter-
mines is duplicative of, or conflicts with, this
title.

““(c) AUTHORITY.—The Secretary shall exclu-
sively rely upon authority provided under this
title in—

‘(1) determining compliance with this title;

“(2) identifying chemicals of interest; and

“(3) determining security risk associated with
a chemical facility.

“SEC. 2108. SMALL COVERED CHEMICAL FACILI-
TIES.

““(a) DEFINITION.—In this section, the term
‘small covered chemical facility’ means a cov-
ered chemical facility that—

““(1) has fewer than 100 employees employed at
the covered chemical facility; and

“(2) is owned and operated by a small busi-
ness concern (as defined in section 3 of the
Small Business Act (15 U.S.C. 632)).

“(b) ASSISTANCE TO FACILITIES.—The Sec-
retary may provide guidance and, as appro-
priate, tools, methodologies, or computer soft-
ware, to assist small covered chemical facilities
in developing the physical security, cybersecu-
rity, recordkeeping, and reporting procedures
required under this title.

““(c) REPORT.—The Secretary shall submit to
the Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the Com-
mittee on Homeland Security and the Committee
on Energy and Commerce of the House of Rep-
resentatives a report on best practices that may
assist small covered chemical facilities in devel-
opment of physical security best practices.

“SEC. 2109. OUTREACH TO CHEMICAL FACILITIES
OF INTEREST.

“Not later than 90 days after the date of en-
actment of the Protecting and Securing Chem-
ical Facilities from Terrorist Attacks Act of 2014,
the Secretary shall establish an outreach imple-
mentation plan, in coordination with the heads
of other appropriate Federal and State agencies,
relevant business associations, and public and
private labor organizations, to—

‘(1) identify chemical facilities of interest;
and

“(2) make available compliance assistance ma-
terials and information on education and train-
ing.”.

(b) CLERICAL AMENDMENT.—The table of con-
tents in section 1(b) of the Homeland Security
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Act of 2002 (Public Law 107-196; 116 Stat. 2135)
is amended by adding at the end the following:
“TITLE XXI—CHEMICAL FACILITY ANTI-

TERRORISM STANDARDS
2101. Definitions.
2102. Chemical Facility Anti-Terrorism

Standards Program.

Protection and sharing of informa-
tion.—

Civil enforcement.

Whistleblower protections.

Relationship to other laws.

CFATS regulations.

Small covered chemical facilities.

Outreach to chemical facilities of in-
terest.”’.

SEC. 3. ASSESSMENT; REPORTS.

(a) DEFINITIONS.—In this section—

(1) the term ‘‘Chemical Facility Anti-Ter-
rorism Standards Program’ means—

(A) the Chemical Facility Anti-Terrorism
Standards program initially authoriced under
section 550 of the Department of Homeland Se-
curity Appropriations Act, 2007 (Public Law
109-295; 6 U.S.C. 121 note); and

(B) the Chemical Facility Anti-Terrorism
Standards Program subsequently authorized
under section 2102(a) of the Homeland Security
Act of 2002, as added by section 2;

(2) the term ‘‘Department’ means the Depart-
ment of Homeland Security, and

(3) the term “‘Secretary’ means the Secretary
of Homeland Security.

() THIRD-PARTY ASSESSMENT.—Using
amounts appropriated to the Department before
the date of enactment of this Act, the Secretary
shall commission a third-party study to assess
vulnerabilities of covered chemical facilities, as
defined in section 2101 of the Homeland Security
Act of 2002 (as added by section 2), to acts of
terrorism.

(c) REPORTS.—

(1) REPORT TO CONGRESS.—Not later than 18
months after the date of enactment of this Act,
the Secretary shall submit to the Committee on
Homeland Security and Governmental Affairs of
the Senate and the Committee on Homeland Se-
curity and the Committee on Energy and Com-
merce of the House of Representatives a report
on the Chemical Facility Anti-Terrorism Stand-
ards Program that includes—

(A) a certification by the Secretary that the
Secretary has made significant progress in the
identification of all chemical facilities of interest
under section 2102(e)(1) of the Homeland Secu-
rity Act of 2002, as added by section 2, includ-
ing—

(i) a description of the steps taken to achieve
that progress and the metrics used to measure
the progress;

(ii) information on whether facilities that sub-
mitted Top-Screens as a result of the identifica-
tion of chemical facilities of interest were tiered
and in what tiers those facilities were placed;
and

(iii) an action plan to better identify chemical
facilities of interest and bring those facilities
into compliance with title XXI of the Homeland
Security Act of 2002, as added by section 2;

(B) a certification by the Secretary that the
Secretary has developed a rvisk assessment ap-
proach and corresponding tiering methodology
under section 2102(e)(2) of the Homeland Secu-
rity Act of 2002, as added by section 2;

(C) an assessment by the Secretary of the im-
plementation by the Department of the rec-
ommendations made by the Homeland Security
Studies and Analysis Institute as outlined in the
Institute’s Tiering Methodology Peer Review
(Publication Number: RP12-22-02); and

(D) a description of best practices that may
assist small covered chemical facilities, as de-
fined in section 2108(a) of the Homeland Secu-
rity Act of 2002, as added by section 2, in the de-
velopment of physical security best practices.

(2) ANNUAL GAO REPORT.—

(A) IN GENERAL.—During the 3-year period be-
ginning on the date of enactment of this Act,

“Sec.
“Sec.
“Sec. 2103.
“Sec.
“Sec.
“Sec.
“Sec.
“Sec.
“Sec.

2104.
2105.
2106.
2107.
2108.
2109.
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the Comptroller General of the United States
shall submit to Congress an annual report that
assesses the implementation of this Act and the
amendments made by this Act.

(B) INITIAL REPORT.—Not later than 180 days
after the date of enactment of this Act, the
Comptroller General shall submit to Congress
the first report under subparagraph (A).

(C) SECOND ANNUAL REPORT.—Not later than 1
year after the date of the initial report required
under subparagraph (B), the Comptroller Gen-
eral shall submit to Congress the second report
under subparagraph (A), which shall include an
assessment of the whistleblower protections pro-
vided under section 2105 of the Homeland Secu-
rity Act of 2002, as added by section 2, and—

(i) describes the number and type of problems,
deficiencies, and vulnerabilities with respect to
which reports have been submitted under such
section 2105;

(ii) evaluates the efforts of the Secretary in
addressing the problems, deficiencies, and
vulnerabilities described in subsection (a)(1) of
such section 2105; and

(iit) evaluates the efforts of the Secretary to
inform individuals of their rights, as required
under subsection (c) of such section 2105.

(D) THIRD ANNUAL REPORT.—Not later than 1
year after the date on which the Comptroller
General submits the second report required
under subparagraph (A), the Comptroller Gen-
eral shall submit to Congress the third report
under subparagraph (A), which shall include an
assessment of—

(i) the expedited approval program authorized
under section 2102(c)(4) of the Homeland Secu-
rity Act of 2002, as added by section 2; and

(ii) the report on the expedited approval pro-
gram submitted by the Secretary under subpara-
graph (1)(ii) of such section 2102(c)(4).

SEC. 4. EFFECTIVE DATE; CONFORMING REPEAL.

(a) EFFECTIVE DATE.—This Act, and the
amendments made by this Act, shall take effect
on the date that is 30 days after the date of en-
actment of this Act.

(b) CONFORMING REPEAL.—Section 550 of the
Department of Homeland Security Appropria-
tions Act, 2007 (Public Law 109-295; 120 Stat.
1388), is repealed as of the effective date of this
Act.

SEC. 5. TERMINATION.

The authority provided under title XXI of the
Homeland Security Act of 2002, as added by sec-
tion 2(a), shall terminate on the date that is 4
years after the effective date of this Act.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
Pennsylvania (Mr. MEEHAN) and the
gentleman from = Mississippi (Mr.
THOMPSON) each will control 20 min-
utes.

The Chair recognizes the gentleman
from Pennsylvania.

GENERAL LEAVE

Mr. MEEHAN. Mr. Speaker, I ask
unanimous consent that all Members
have 5 legislative days within which to
revise and extend their remarks and in-
sert any extraneous material on the
bill under consideration.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Pennsylvania?

There was no objection.

Mr. MEEHAN. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, I rise in support of H.R.
4007, which is the Protecting and Se-
curing Chemical Facilities From Ter-
rorist Attacks Act of 2014. This bipar-
tisan legislation went through regular
order, and it passed the House in July
by voice vote.
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It now returns to us from the Senate
where, yesterday, it passed by unani-
mous consent. H.R. 4007 is enthusiasti-
cally supported by the industry stake-
holders it most directly impacts, as
well as the Department of Homeland
Security which is responsible for its
implementation.

While it was in the Senate, the
Homeland Security and Governmental
Affairs Committee of the Senate made
improvements to the House-passed
version of the bill that take into ac-
count the interests of the labor unions
who staff many facilities while, at the
same time, strengthening the program
overall and making it more workable
and more effective for all parties in-
volved. These changes were thoroughly
vetted with industry, labor, and the
Department itself, and they are widely
endorsed.

As a result, Mr. Speaker, H.R. 4007
represents the culmination of a produc-
tive collaboration between my col-
leagues on the other side of the aisle
and those in my conference, the House
and the Senate, industry, labor, and
the Federal Government.

Over the course of the past year,
through multiple hearings and count-
less meetings, all of us have worked in
partnership to take an honest look at
the CFATS program to look at its
strengths and shortcomings and to de-
velop a straightforward, practically-
minded piece of legislation to improve
the program overall.

Mr. Speaker, prior to the attacks of
September 11, Congress had established
an array of laws aimed at preventing
environmental disasters at facilities
that produce or store potentially dan-
gerous chemicals.

While those laws remain, Congress
and the Department of Homeland Secu-
rity developed CFATS specifically to
prevent an intentional attack on chem-
ical facilities. The CFATS program re-
quires DHS to develop a set of vulnera-
bility assessment standards for chem-
ical plants and to implement a cor-
responding set of regulations to protect
the highest-risk facilities from a phys-
ical attack.

Despite what we would all agree are
the best intentions, it is no secret that
CFATS struggled in its earlier years
from implementation problems to man-
agement flaws to insufficient feedback
from the facilities. These were high-
lighted in the aftermath of the dev-
astating explosion at a chemical facil-
ity in West, Texas. CFATS had a rocky
start.

To make matters worse, for the past
4 years, CFATS has relied on appro-
priations for its existence with no au-
thorization from Congress and no offi-
cial guidance. This bill is a major
breakthrough; CFATS will be reauthor-
ized for the very first time.

With that authorization, both Cham-
bers of Congress are finally able to pro-
vide smart, binding guidelines to im-
prove the operation of the program,
measure progress, and enhance secu-
rity.
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Mr. Speaker, I am proud of this legis-
lation. I am particularly grateful for
the bipartisan support. I know that
there have been moments of disagree-
ment, and there may continue to be
points in which there are some mod-
icum of issues of disagreement, but the
overall collective bipartisan work on
this issue, taking into account the ef-
forts of management, labor, govern-
ment, and industry, has resulted in
what I believe to be a very substantial
and important piece of legislation.

I urge my colleagues on both sides of
the aisle to send H.R. 4007 to the Presi-
dent’s desk so we can ensure that prop-
er measures are in place to secure the
Nation’s vast network of chemical fa-
cilities and to keep our facilities safe
from harm.

With that, Mr. Speaker, I reserve the
balance of my time.

Mr. THOMPSON of Mississippi. Mr.
Speaker, I rise in very reluctant sup-
port of the Senate amendment to H.R.
4007 and yield myself such time as I
may consume.

Mr. Speaker, H.R. 4007 authorizes the
Chemical Facility Anti-Terrorism
Standards, or CFATS, program
through 2017 and came through regular
order.

As a lead author of the original legis-
lation to establish DHS’ chemical secu-
rity program, I have consistently sup-
ported efforts for this committee to ad-
vance freestanding authorizing legisla-
tion to ensure that the program, which
was stood up pursuant to a paragraph
in the 2007 appropriations bill, was
fully authorized.

Until today, the closest Congress has
come to replacing that appropriations
language with a more detailed and
comprehensive bill was in 2010, when
the House unanimously approved legis-
lation I authored with then-Energy and
Commerce Chairman HENRY WAXMAN.
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H.R. 4007 bears little resemblance to
that measure. However, there are a few
provisions that are in the spirit of the
prior bill, such as worker participation
in the development of security plans
and the provision of basic whistle-
blower protections to workers who risk
their jobs to come forward to report se-
curity issues.

I appreciate the contributions made
to the legislation by the chairman of
the Senate Homeland Security Com-
mittee, particularly with respect to
whistleblower rights and the personnel
surety program, two areas championed
by subcommittee Ranking Member
CLARKE and committee Democrats.

I am pleased that Democratic efforts
to prevent regulatory overreach by
DHS with respect to personnel surety
ultimately prevailed so that under this
bill facilities would have a range of op-
tions for how to ensure that individ-
uals accessing their facilities are vet-
ted.

The bill also grants DHS new au-
thorities to identify and bring into
compliance facilities that willfully ig-
nore this Federal regulatory program,
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putting their workers and surrounding
communities at risk. This so-called
outlier provision is in direct response
to Chemical Safety Board findings re-
garding the deadly fire and damaging
explosions at the West Fertilizer Com-
pany in Texas in April 2013. The board
determined that they were preventable
and that it was due in part to the ‘‘in-
ability of Federal, State, and local reg-
ulatory agencies to identify a serious
hazard and correct it.”

Though I support a multiyear au-
thorization for CFATS and there are a
number of provisions in the bill that I
fully support, there is one in the bill,
as considered today, that could very
well undermine the effectiveness of the
entire program. I am, of course, speak-
ing of the language authored by the
ranking member of the Senate Home-
land Security Committee that directs
DHS to establish a so-called expedited
approval program, or, as I have come
to see it, a self-certification program.

Yes, you heard me right. Under this
bill, some facilities would be able to
self-certify that they are in compliance
with the risk-based performance stand-
ards under the program. The popu-
lation of facilities that would be eligi-
ble for this scheme represents about 70
percent of all facilities subject to this
regulatory program.

The inclusion of this provision which
requires DHS within 180 days to issue
guidance to facilities on how to access
self-certification has not gone through
the rigor of intensive and balanced bi-
cameral legislative debate or discus-
sions. It lacks a legislative history. Al-
lowing certain CFATS-covered facili-
ties to independently certify that the
security plans they developed meet
statutory requirements is an inher-
ently risky approach that leaves DHS
with few options.

Given the resource challenges and
chronic backlog challenges in the
CFATS program, I have trouble believ-
ing that self-certified facilities would
receive timely inspections where mis-
representations, omissions, and inad-
equacies with the plan could be identi-
fied. Defenders of this provision have
argued that my concerns about turning
back the clock on security are mis-
placed. I certainly hope so.

If this measure is enacted into law,
as I expect will occur, we will know
within a very short period of time if
the CFATS office can effectively design
and launch a new program within its
program that is consistent with risk-
based and performance-based stand-
ards.

H.R. 4007 certainly has the potential
to be an oversight gold mine, giving
the Committee on Homeland Security
plenty to dig into during the next Con-
gress. Despite my deep concerns with
the self-certification program, I will be
voting in favor of H.R. 4007. I will be
casting an ‘‘aye” vote to get the
CFATS program off the erratic appro-
priations cycle and give some predict-
ability to the facilities that are regu-
lated under the program and the men
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and women that look to DHS to part-
ner effectively with the facilities to
help keep them secure.

Mr. Speaker, as I mentioned before, 1
plan to vote in favor of H.R. 4007, but
will do so with deep reservations. By
including the self-certification pro-
gram, I am troubled by the message
that this measure may send to the
American public about how serious we
are about ensuring that facilities com-
ply with the CFATS security program.
If a company misrepresents its size in a
self-certification to the Small Business
Administration to improperly access
small business set asides, truly eligible
small businesses could be harmed.

If a company misrepresents its chem-
ical holdings and how it is protecting
them against sabotage in a self-certifi-
cation to the Department of Homeland
Security to secure CFATS compliance
certification, the results could be dan-
gerous, even deadly. I certainly hope
that DHS runs all the traps to reduce
the likelihood that the program will be
exploited.

I plan to vote for this bill to put the
CFATS program on a more stable and
secure footing, to ensure that chemical
workers have whistleblower rights, and
to stop DHS from putting in place on-
erous and unnecessarily burdensome
personnel surety vetting requirements.
Again, Mr. Speaker, I plan to vote for
this bill even with my reservations. It
is a good start, and I compliment the
chairman of the subcommittee for his
work on it. It has been a labor of love.
I wish we could have done more, but in
the interest of getting us moving, I will
support this bill.

I yield back the balance of my time.

Mr. MEEHAN. Mr. Speaker, I yield
myself such time as I may consume.

I want to express my deep apprecia-
tion to my colleagues on the other side
of the aisle, the gentleman from Mis-
sissippi (Mr. THOMPSON) and the gentle-
woman from New York, whom I had
the good privilege to serve with on the
subcommittee which originally au-
thored this important legislation.

I appreciate the leadership that the
ranking member had initiated in this
area prior to my tenure on the com-
mittee. It was during the bipartisan ef-
fort to look at this when both sides of
our committee realized that we would
not write the perfect bill, but it was
critically important that collectively
we could get to a very good bill which
would do the most important thing,
which is to authorize the capacity for
DHS to have this meaningful role in
this very, very important area.

I do appreciate the issue with respect
to self-certification. We recognized as
we were dealing with this issue, as
well, that one of the real problems in
the beginning was the heightened ex-
pectations that were created, particu-
larly with those smaller facilities,
about responsiveness from DHS. And so
responsible entities would go through
the work and the steps of creating site
security plans, awaiting and awaiting
and awaiting DHS to get there to help
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approve the work that they were doing.
By creating that unrealistic expecta-
tion, we also created not just the ap-
pearance but the reality of looking like
an underperforming Department of
Homeland Security in this critical
area.

I think that the work that has been
done has been focused on trying to get
this right. This will require that any
self-certification be done with tem-
plates that are being put together by
Homeland Security, and there will be
strict deadlines for conformance, and
the failure to conform will put them
right back into oversight. But I respect
and genuinely appreciate the points
made by the gentleman from Mis-
sissippi (Mr. THOMPSON).

This is significant because passage of
this bill will allow us to know where
these chemicals are, and that, in and of
itself, is significant. To be a firefighter
and to not know what might be in the
building that you are responding to is
inexcusable. That was the cir-
cumstance in which those brave fire-
fighters found themselves in West,
Texas. This begins to create the kinds
of protections to avoid that kind of un-
certainty. We owe it to our brave fire-
fighters and others on the front lines.

Most significantly, this has been a
program in which there have been a
number of responsible companies that
have taken it upon themselves to en-
sure that they are doing the right
thing in terms of identifying the
chemicals they have and securing them
appropriately to protect against any
kind of misapplication.

Without this Kkind of legislation,
what it does is rewards the outliers
who are not taking those responsible
steps. This will give DHS the authority
to ensure that there is oversight over
the entirety of the chemical stock. It is
important, it is timely, and it will
allow us to have appropriate oversight
over DHS as well, who I have con-
fidence can step up to the job.

So in light of all of those points, I
urge all Members to join me in sup-
porting this bipartisan bill, H.R. 4007.

I yield back the balance of my time.

Mr. GENE GREEN of Texas. Mr. Speaker,
| rise in support of the Senate amendments to
H.R. 4007, the Protecting and Securing Chem-
ical Facilities from Terrorist Attacks Act.

| am an original co-sponsor of this important
legislation which will finally authorize the
CFATS program in federal code and not
through the appropriations process.

Last October, during the government shut-
down, the American people saw that without
authorization of the CFATS program, there
were no legally binding regulations in place to
protect our nation’s chemical facilities from
criminal and terrorist attacks once appropria-
tions expired.

| have the honor of representing north and
east Harris County and the Houston Ship
Channel, at the heart of our nation’s petro-
chemical industry. The expiration of the
CFATS program puts the safety my constitu-
ents who work in and live in the communities
that surround these facilities in danger and it
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is obligation, as the people’s elected rep-
resentatives, to do everything we can to pro-
tect them from harm’s way.

This measure passed the House in July by
voice vote.

| backed the House-version of this measure
because the bill will solve the personnel surety
issue by allowing workers who have TWIC or
HME cards to have access to chemical facili-
ties without having to get another federal cre-
dential.

This is important to my constituents who al-
ready have TWIC cards and work in our petro-
chemical plants and drive the trucks to deliver
raw materials and products they produce.

| am supportive of some of the changes the
Senate made to this legislation. In particular, |
am supportive of measures that will add great-
er worker participation into plant security plans
and provide greater whistleblower protections
for plant employees who want to report unsafe
conditions at a plant.

| do have some concerns with allowing
smaller facilities to self-certify, as added in by
the Senate, because even smaller facilities, as
we have unfortunately seen in Texas in recent
years, can be dangerous and the American
people deserve full assurance that facilities
near them are safe.

Nonetheless, the underlining legislation is
still sound and needs to be enacted. | urge my
colleagues to join DHS Secretary Jeh John-
son, and impacted stakeholders and vote in
support of the Senate amendments to H.R.
4007.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Pennsylvania (Mr.
MEEHAN) that the House suspend the
rules and concur in the Senate amend-
ment to the bill, H.R. 4007.

The question was taken; and (two-
thirds being in the affirmative) the
rules were suspended and the Senate
amendment was concurred in.

A motion to reconsider was laid on
the table.

————

CRITICAL INFRASTRUCTURE RE-
SEARCH AND DEVELOPMENT AD-
VANCEMENT ACT OF 2014

Mr. MEEHAN. Mr. Speaker, I move
to suspend the rules and concur in the
Senate amendments to the bill (H.R.
2952) to amend the Homeland Security
Act of 2002 to make certain improve-
ments in the laws relating to the ad-
vancement of security technologies for
critical infrastructure protection, and
for other purposes.

The Clerk read the title of the bill.

The text of the Senate amendments
is as follows:

Senate amendments:

Strike all after the enacting clause and in-
sert the following:

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘‘Cybersecurity
Workforce Assessment Act’’.

SEC. 2. DEFINITIONS.

In this Act—

(1) the term ‘‘Cybersecurity Category’ means
a position’s or incumbent’s primary work func-
tion involving cybersecurity, which is further
defined by Specialty Area;

(2) the term ‘‘Department’ means the Depart-
ment of Homeland Security;

(3) the term ‘‘Secretary’ means the Secretary
of Homeland Security; and
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(4) the term ‘Specialty Area’ means any of
the common types of cybersecurity work as rec-
ognized by the National Initiative for Cyberse-
curity Education’s National Cybersecurity
Workforce Framework report.

SEC. 3. CYBERSECURITY WORKFORCE ASSESS-
MENT AND STRATEGY.

(a) WORKFORCE ASSESSMENT.—

(1) IN GENERAL.—Not later than 180 days after
the date of enactment of this Act, and annually
thereafter for 3 years, the Secretary shall assess
the cybersecurity workforce of the Department.

(2) CONTENTS.—The assessment required under
paragraph (1) shall include, at a minimum—

(A) an assessment of the readiness and capac-
ity of the workforce of the Department to meet
its cybersecurity mission;

(B) information on where cybersecurity work-
force positions are located within the Depart-
ment;

(C) information on which cybersecurity work-
force positions are—

(i) performed by—

(I) permanent full-time equivalent employees
of the Department, including, to the greatest ex-
tent practicable, demographic information about
such employees;

(II) independent contractors; and

(1I1) individuals employed by other Federal
agencies, including the National Security Agen-
cy; or

(ii) vacant; and

(D) information on—

(i) the percentage of individuals within each
Cybersecurity Category and Specialty Area who
received essential training to perform their jobs;
and

(ii) in cases in which such essential training
was not received, what challenges, if any, were
encountered with respect to the provision of
such essential training.

(b) WORKFORCE STRATEGY.—

(1) IN GENERAL.—The Secretary shall—

(4) not later than 1 year after the date of en-
actment of this Act, develop a comprehensive
workforce strategy to enhance the readiness, ca-
pacity, training, recruitment, and retention of
the cybersecurity workforce of the Department;
and

(B) maintain and, as mecessary, update the
comprehensive workforce strategy developed
under subparagraph (4).

(2) CONTENTS.—The comprehensive workforce
strategy developed under paragraph (1) shall in-
clude a description of—

(A) a multi-phased recruitment plan, includ-
ing with respect to experienced professionals,
members of disadvantaged or underserved com-
munities, the unemployed, and veterans;

(B) a 5-year implementation plan;

(C) a 10-year projection of the cybersecurity
workforce needs of the Department;

(D) any obstacle impeding the hiring and de-
velopment of a cybersecurity workforce in the
Department; and

(E) any gap in the existing cybersecurity
workforce of the Department and a plan to fill
any such gap.

(c) UPDATES.—The Secretary submit to the ap-
propriate congressional committees annual up-
dates on—

(1) the cybersecurity workforce assessment re-
quired under subsection (a); and

(2) the progress of the Secretary in carrying
out the comprehensive workforce strategy re-
quired to be developed under subsection (b).

SEC. 4. CYBERSECURITY FELLOWSHIP PROGRAM.

Not later than 120 days after the date of en-
actment of this Act, the Secretary shall submit
to the appropriate congressional committees a
report on the feasibility, cost, and benefits of es-
tablishing a Cybersecurity Fellowship Program
to offer a tuition payment plan for individuals
pursuing undergraduate and doctoral degrees
who agree to work for the Department for an
agreed-upon period of time.

Amend the title so as to read: “An Act to
require the Secretary of Homeland Security
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to assess the cybersecurity workforce of the
Department of Homeland Security and de-
velop a comprehensive workforce strategy,
and for other purposes.”.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
Pennsylvania (Mr. MEEHAN) and the
gentleman from  Mississippi (Mr.
THOMPSON) each will control 20 min-
utes.

The Chair recognizes the gentleman
from Pennsylvania.

GENERAL LEAVE

Mr. MEEHAN. Mr. Speaker, I ask
unanimous consent that all Members
may have 5 legislative days within
which to revise and extend their re-
marks and include extraneous material
on the bill under consideration.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Pennsylvania?

There was no objection.

Mr. MEEHAN. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, I rise in support of H.R.
2952, the Cybersecurity Workforce As-
sessment Act. H.R. 2952 was originally
passed by the House as the Critical In-
frastructure Research and Develop-
ment Act of 2014. The updated legisla-
tion passed this week by our Senate
colleagues adds important cybersecu-
rity workforce provisions to the bill
from what is known as McCaul-Mee-
han, H.R. 3696.

As cyber attacks by hackers from
around the world grow increasingly so-
phisticated, it is more urgent than ever
to improve our ability to stop them.
Currently, the Department of Home-
land Security’s National Cybersecurity
Communications and Integration Cen-
ter, NCCIC, must compete with big
technology companies and cybersecu-
rity firms for cybersecurity workforce,
while DHS is limited in its ability to
attract talented and well-trained cyber
warriors.

H.R. 2952 will require the Secretary
to assess the cybersecurity workforce
currently in DHS and develop a strat-
egy to enhance it. The assessment
would look at cyber positions, readi-
ness, training, types of positions, and
its ability to carry out its cyber mis-
sion, with the ultimate goal of enhanc-
ing these capabilities and produce a re-
cruitment and implementation plan.
Finally, the bill also requires the Sec-
retary to submit a report on the feasi-
bility of establishing a cybersecurity
fellowship program.

This legislation along with the oth-
ers we have brought up today are im-
portant pieces in improving the overall
capabilities of the Department of
Homeland Security and its ability to
carry out its cybersecurity mission.
This is a critically important piece of
legislation which enables the Depart-
ment of Homeland Security to compete
for what are very, very in-demand indi-
viduals with talent in the area of cy-
bersecurity and protections.

Most significantly, it allows us to
have the kinds of quality of individuals
who can work in an equal capacity
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