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require the Transportation Security Administra-
tion to implement best practices and improve
transparency with regard to technology acqui-
sition programs, and for other purposes,
“aye;” rollcall vote No. 560—On Motion to
Suspend the Rules and Concur in the Senate
Amendment to H.R. 1204—To amend title 49,
United States Code, to direct the Assistant
Secretary of Homeland Security (Transpor-
tation Security Administration) to establish an
Aviation Security Advisory Committee, and for
other purposes, “aye.”

———

NEWBORN SCREENING SAVES
LIVES REAUTHORIZATION ACT
OF 2014

Mrs. ELLMERS. Mr. Speaker, I ask
unanimous consent to take from the
Speaker’s table the bill (H.R. 1281) to
amend the Public Health Service Act
to reauthorize programs under part A
of title XI of such Act, with the Senate
amendment thereto, and concur in the
Senate amendment.

The Clerk read the title of the bill.

The SPEAKER pro tempore. The
Clerk will report the Senate amend-
ment.

The Clerk read as follows:

Senate amendment:

At the end, add the following:

SEC. 12. INFORMED CONSENT FOR NEWBORN
SCREENING RESEARCH.

(a) IN GENERAL.—Research on newborn dried
blood spots shall be considered research carried
out on human subjects meeting the definition of
section 46.102(f)(2) of title 45, Code of Federal
Regulations, for purposes of Federally funded
research conducted pursuant to the Public
Health Service Act until such time as updates to
the Federal Policy for the Protection of Human
Subjects (the Common Rule) are promulgated
pursuant to subsection (c). For purposes of this
subsection, sections 46.116(c) and 46.116(d) of
title 45, Code of Federal Regulations, shall not
apply.

(b) EFFECTIVE DATE.—Subsection (a) shall
apply only to newborn dried blood spots used
for purposes of Federally funded research that
were collected not earlier than 90 days after the
date of enactment of this Act.

(c) REGULATIONS.—Not later than 6 months
after the date of enactment of this Act, the Sec-
retary of Health and Human Services shall pro-
mulgate proposed regulations related to the up-
dating of the Federal Policy for the Protection
of Human Subjects (the Common Rule), particu-
larly with respect to informed consent. Not later
than 2 years after such date of enactment, the
Secretary shall promulgate final regulations
based on such proposed regulations.

Mrs. ELLMERS (during the reading).
Mr. Speaker, I ask unanimous consent
that the reading of the Senate amend-
ment be dispensed with.

The SPEAKER pro tempore. Is there
objection to the request of the gentle-
woman from North Carolina?

There was no objection.

The SPEAKER pro tempore. Is there
objection to the original request of the
gentlewoman from North Carolina?

There was no objection.

A motion to reconsider was laid on
the table.

——————

FEDERAL INFORMATION SECURITY
MODERNIZATION ACT OF 2014

Mr. MEADOWS. Mr. Speaker, I ask
unanimous consent to take from the

CONGRESSIONAL RECORD —HOUSE

Speaker’s table the bill (S. 2521) to
amend chapter 35 of title 44, United
States Code, to provide for reform to
Federal information security, and ask
for its immediate consideration in the
House.

The Clerk read the title of the bill.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from North Carolina?

There was no objection.

The text of the bill is as follows:

S. 2521

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘‘Federal In-
formation Security Modernization Act of
2014,

SEC. 2. FISMA REFORM.

(a) IN GENERAL.—Chapter 35 of title 44,
United States Code, is amended by striking
subchapters II and III and inserting the fol-
lowing:

“SUBCHAPTER II-INFORMATION
SECURITY
“§3551. Purposes

““The purposes of this subchapter are to—

‘(1) provide a comprehensive framework
for ensuring the effectiveness of information
security controls over information resources
that support Federal operations and assets;

‘“(2) recognize the highly networked nature
of the current Federal computing environ-
ment and provide effective governmentwide
management and oversight of the related in-
formation security risks, including coordina-
tion of information security efforts through-
out the civilian, national security, and law
enforcement communities;

““(3) provide for development and mainte-
nance of minimum controls required to pro-
tect Federal information and information
systems;

‘“(4) provide a mechanism for improved
oversight of Federal agency information se-
curity programs, including through auto-
mated security tools to continuously diag-
nose and improve security;

‘“(5) acknowledge that commercially devel-
oped information security products offer ad-
vanced, dynamic, robust, and effective infor-
mation security solutions, reflecting market
solutions for the protection of critical infor-
mation infrastructures important to the na-
tional defense and economic security of the
nation that are designed, built, and operated
by the private sector; and

‘“(6) recognize that the selection of specific
technical hardware and software information
security solutions should be left to indi-
vidual agencies from among commercially
developed products.

“§ 3552. Definitions

‘“(a) IN GENERAL.—Except as provided
under subsection (b), the definitions under
section 3502 shall apply to this subchapter.

“(b) ADDITIONAL DEFINITIONS.—As used in
this subchapter:

‘(1) The term ‘binding operational direc-
tive’ means a compulsory direction to an
agency that—

“(A) is for purposes of safeguarding Fed-
eral information and information systems
from a known or reasonably suspected infor-
mation security threat, vulnerability, or
risk;

“(B) shall be in accordance with policies,
principles, standards, and guidelines issued
by the Director; and

“(C) may be revised or repealed by the Di-
rector if the direction issued on behalf of the
Director is not in accordance with policies
and principles developed by the Director.
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‘“(2) The term ‘incident’ means an occur-
rence that—

“(A) actually or imminently jeopardizes,
without lawful authority, the integrity, con-
fidentiality, or availability of information or
an information system; or

“(B) constitutes a violation or imminent
threat of violation of law, security policies,
security procedures, or acceptable use poli-
cies.

¢(8) The term ‘information security’ means
protecting information and information sys-
tems from unauthorized access, use, disclo-
sure, disruption, modification, or destruction
in order to provide—

““(A) integrity, which means guarding
against improper information modification
or destruction, and includes ensuring infor-
mation nonrepudiation and authenticity;

‘(B) confidentiality, which means pre-
serving authorized restrictions on access and
disclosure, including means for protecting
personal privacy and proprietary informa-
tion; and

‘“(C) availability, which means ensuring
timely and reliable access to and use of in-
formation.

‘‘(4) The term ‘information technology’ has
the meaning given that term in section 11101
of title 40.

“(5) The term ‘intelligence community’
has the meaning given that term in section
3(4) of the National Security Act of 1947 (50
U.S.C. 3003(4)).

‘““(6)(A) The term ‘national security sys-
tem’ means any information system (includ-
ing any telecommunications system) used or
operated by an agency or by a contractor of
an agency, or other organization on behalf of
an agency—

‘(i) the function, operation, or
which—

“(I) involves intelligence activities;

““(IT) involves cryptologic activities related
to national security;

“(III) involves command and control of
military forces;

“(IV) involves equipment that is an inte-
gral part of a weapon or weapons system; or

(V) subject to subparagraph (B), is crit-
ical to the direct fulfillment of military or
intelligence missions; or

‘“(ii) is protected at all times by procedures
established for information that have been
specifically authorized under criteria estab-
lished by an Executive order or an Act of
Congress to be kept classified in the interest
of national defense or foreign policy.

‘“(B) Subparagraph (A)(A)(V) does not in-
clude a system that is to be used for routine
administrative and business applications (in-
cluding payroll, finance, logistics, and per-
sonnel management applications).

“(7) The term ‘Secretary’ means the Sec-
retary of Homeland Security.

“§8553. Authority and functions of the Direc-
tor and the Secretary

‘‘(a) DIRECTOR.—The Director shall oversee
agency information security policies and
practices, including—

‘(1) developing and overseeing the imple-
mentation of policies, principles, standards,
and guidelines on information security, in-
cluding through ensuring timely agency
adoption of and compliance with standards
promulgated under section 11331 of title 40;

‘“(2) requiring agencies, consistent with the
standards promulgated under such section
11331 and the requirements of this sub-
chapter, to identify and provide information
security protections commensurate with the
risk and magnitude of the harm resulting
from the unauthorized access, use, disclo-
sure, disruption, modification, or destruction
of—

““(A) information collected or maintained
by or on behalf of an agency; or
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“(B) information systems used or operated
by an agency or by a contractor of an agency
or other organization on behalf of an agency;

‘“(3) ensuring that the Secretary carries
out the authorities and functions under sub-
section (b);

‘‘(4) coordinating the development of
standards and guidelines under section 20 of
the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including
the National Security Agency) to assure, to
the maximum extent feasible, that such
standards and guidelines are complementary
with standards and guidelines developed for
national security systems;

‘() overseeing agency compliance with
the requirements of this subchapter, includ-
ing through any authorized action under sec-
tion 11303 of title 40, to enforce account-
ability for compliance with such require-
ments; and

‘(6) coordinating information security
policies and procedures with related infor-
mation resources management policies and
procedures.

‘“(b) SECRETARY.—The Secretary, in con-
sultation with the Director, shall administer
the implementation of agency information
security policies and practices for informa-
tion systems, except for national security
systems and information systems described
in paragraph (2) or (3) of subsection (e), in-
cluding—

‘(1) assisting the Director in carrying out
the authorities and functions under para-
graphs (1), (2), (3), (5), and (6) of subsection
(a);

‘“(2) developing and overseeing the imple-
mentation of binding operational directives
to agencies to implement the policies, prin-
ciples, standards, and guidelines developed
by the Director under subsection (a)(1) and
the requirements of this subchapter, which
may be revised or repealed by the Director if
the operational directives issued on behalf of
the Director are not in accordance with poli-
cies, principles, standards, and guidelines de-
veloped by the Director, including—

““(A) requirements for reporting security
incidents to the Federal information secu-
rity incident center established under sec-
tion 3556;

‘(B) requirements for the contents of the
annual reports required to be submitted
under section 3554(c)(1);

“(C) requirements for the mitigation of ex-
igent risks to information systems; and

‘(D) other operational requirements as the
Director or Secretary, in consultation with
the Director, may determine necessary;

“(3) monitoring agency implementation of
information security policies and practices;

‘“(4) convening meetings with senior agen-
cy officials to help ensure effective imple-
mentation of information security policies
and practices;

‘() coordinating Government-wide efforts
on information security policies and prac-
tices, including consultation with the Chief
Information Officers Council established
under section 3603 and the Director of the
National Institute of Standards and Tech-
nology;

‘(6) providing operational and technical
assistance to agencies in implementing poli-
cies, principles, standards, and guidelines on
information security, including implementa-
tion of standards promulgated under section
11331 of title 40, including by—

‘“(A) operating the Federal information se-
curity incident center established under sec-
tion 3556;

‘(B) upon request by an agency, deploying
technology to assist the agency to continu-
ously diagnose and mitigate against cyber
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threats and vulnerabilities, with or without
reimbursement;

“(C) compiling and analyzing data on agen-
cy information security; and

‘(D) developing and conducting targeted
operational evaluations, including threat
and vulnerability assessments, on the infor-
mation systems; and

‘(7T other actions as the Director or the
Secretary, in consultation with the Director,
may determine necessary to carry out this
subsection.

‘‘(c) REPORT.—Not later than March 1 of
each year, the Director, in consultation with
the Secretary, shall submit to Congress a re-
port on the effectiveness of information se-
curity policies and practices during the pre-
ceding year, including—

‘(1) a summary of the incidents described
in the annual reports required to be sub-
mitted under section 3554(c)(1), including a
summary of the information required under
section 3554(c)(1)(A)(ii);

‘“(2) a description of the threshold for re-
porting major information security inci-
dents;

‘“(3) a summary of the results of evalua-
tions required to be performed under section
3555;

‘“(4) an assessment of agency compliance
with standards promulgated under section
11331 of title 40; and

‘“(5) an assessment of agency compliance
with data breach notification policies and
procedures issued by the Director.

“(d) NATIONAL SECURITY SYSTEMS.—Except
for the authorities and functions described in
subsection (a)(5) and subsection (c), the au-
thorities and functions of the Director and
the Secretary under this section shall not
apply to national security systems.

‘“‘(e) DEPARTMENT OF DEFENSE AND INTEL-
LIGENCE COMMUNITY SYSTEMS.—(1) The au-
thorities of the Director described in para-
graphs (1) and (2) of subsection (a) shall be
delegated to the Secretary of Defense in the
case of systems described in paragraph (2)
and to the Director of National Intelligence
in the case of systems described in paragraph

‘“(2) The systems described in this para-
graph are systems that are operated by the
Department of Defense, a contractor of the
Department of Defense, or another entity on
behalf of the Department of Defense that
processes any information the unauthorized
access, use, disclosure, disruption, modifica-
tion, or destruction of which would have a
debilitating impact on the mission of the De-
partment of Defense.

‘“(8) The systems described in this para-
graph are systems that are operated by an
element of the intelligence community, a
contractor of an element of the intelligence
community, or another entity on behalf of
an element of the intelligence community
that processes any information the unau-
thorized access, use, disclosure, disruption,
modification, or destruction of which would
have a debilitating impact on the mission of
an element of the intelligence community.

¢“(f) CONSIDERATION.—

‘(1) IN GENERAL.—In carrying out the re-
sponsibilities under subsection (b), the Sec-
retary shall consider any applicable stand-
ards or guidelines developed by the National
Institute of Standards and Technology and
issued by the Secretary of Commerce under
section 11331 of title 40.

‘“(2) DIRECTIVES.—The Secretary shall—

‘“(A) consult with the Director of the Na-
tional Institute of Standards and Technology
regarding any binding operational directive
that implements standards and guidelines
developed by the National Institute of
Standards and Technology; and

‘(B) ensure that binding operational direc-
tives issued under subsection (b)(2) do not
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conflict with the standards and guidelines
issued under section 11331 of title 40.

‘(3) RULE OF CONSTRUCTION.—Nothing in
this subchapter shall be construed as author-
izing the Secretary to direct the Secretary of
Commerce in the development and promul-
gation of standards and guidelines under sec-
tion 11331 of title 40.

‘(g) EXERCISE OF AUTHORITY.—To ensure
fiscal and policy consistency, the Secretary
shall exercise the authority under this sec-
tion subject to direction by the President, in
coordination with the Director.

“§ 8554. Federal agency responsibilities

‘‘(a) IN GENERAL.—The head of each agency
shall—

‘(1) be responsible for—

“(A) providing information security pro-
tections commensurate with the risk and
magnitude of the harm resulting from unau-
thorized access, use, disclosure, disruption,
modification, or destruction of-

‘(i) information collected or maintained
by or on behalf of the agency; and

‘“(ii) information systems used or operated
by an agency or by a contractor of an agency
or other organization on behalf of an agency;

‘(B) complying with the requirements of
this subchapter and related policies, proce-
dures, standards, and guidelines, including—

‘(i) information security standards pro-
mulgated under section 11331 of title 40;

‘‘(ii) operational directives developed by
the Secretary under section 3553(b);

‘‘(iii) policies and procedures issued by the
Director; and

‘(iv) information security standards and
guidelines for mnational security systems
issued in accordance with law and as di-
rected by the President; and

“(C) ensuring that information security
management processes are integrated with
agency strategic, operational, and budgetary
planning processes;

‘(2) ensure that senior agency officials pro-
vide information security for the informa-
tion and information systems that support
the operations and assets under their con-
trol, including through—

““(A) assessing the risk and magnitude of
the harm that could result from the unau-
thorized access, use, disclosure, disruption,
modification, or destruction of such informa-
tion or information systems;

‘(B) determining the levels of information
security appropriate to protect such infor-
mation and information systems in accord-
ance with standards promulgated under sec-
tion 11331 of title 40, for information security
classifications and related requirements;

‘(C) implementing policies and procedures
to cost-effectively reduce risks to an accept-
able level; and

‘(D) periodically testing and evaluating
information security controls and techniques
to ensure that they are effectively imple-
mented;

‘“(3) delegate to the agency Chief Informa-
tion Officer established under section 3506 (or
comparable official in an agency not covered
by such section) the authority to ensure
compliance with the requirements imposed
on the agency under this subchapter, includ-
ing—

“‘(A) designating a senior agency informa-
tion security officer who shall—

‘(i) carry out the Chief Information Offi-
cer’s responsibilities under this section;

‘“(ii) possess professional qualifications, in-
cluding training and experience, required to
administer the functions described under
this section;

‘‘(iii) have information security duties as
that official’s primary duty; and

‘(iv) head an office with the mission and
resources to assist in ensuring agency com-
pliance with this section;
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‘“(B) developing and maintaining an agen-
cywide information security program as re-
quired by subsection (b);

‘(C) developing and maintaining informa-
tion security policies, procedures, and con-
trol techniques to address all applicable re-
quirements, including those issued under
section 35563 of this title and section 11331 of
title 40;

‘(D) training and overseeing personnel
with significant responsibilities for informa-
tion security with respect to such respon-
sibilities; and

‘““(E) assisting senior agency officials con-
cerning their responsibilities under para-
graph (2);

‘“(4) ensure that the agency has trained
personnel sufficient to assist the agency in
complying with the requirements of this sub-
chapter and related policies, procedures,
standards, and guidelines;

‘() ensure that the agency Chief Informa-
tion Officer, in coordination with other sen-
ior agency officials, reports annually to the
agency head on the effectiveness of the agen-
cy information security program, including
progress of remedial actions;

‘(6) ensure that senior agency officials, in-
cluding chief information officers of compo-
nent agencies or equivalent officials, carry
out responsibilities under this subchapter as
directed by the official delegated authority
under paragraph (3); and

‘(7T ensure that all personnel are held ac-
countable for complying with the agency-
wide information security program imple-
mented under subsection (b).

““(b) AGENCY PROGRAM.—Each agency shall
develop, document, and implement an agen-
cy-wide information security program to
provide information security for the infor-
mation and information systems that sup-
port the operations and assets of the agency,
including those provided or managed by an-
other agency, contractor, or other source,
that includes—

‘(1) periodic assessments of the risk and
magnitude of the harm that could result
from the unauthorized access, use, disclo-
sure, disruption, modification, or destruction
of information and information systems that
support the operations and assets of the
agency, which may include using automated
tools consistent with standards and guide-
lines promulgated under section 11331 of title
40;

‘‘(2) policies and procedures that—

‘“(A) are based on the risk assessments re-
quired by paragraph (1);

‘““(B) cost-effectively reduce information
security risks to an acceptable level;

“(C) ensure that information security is
addressed throughout the life cycle of each
agency information system; and

‘(D) ensure compliance with—

‘(1) the requirements of this subchapter;

‘“(ii) policies and procedures as may be pre-
scribed by the Director, and information se-
curity standards promulgated under section
11331 of title 40;

‘‘(iii) minimally acceptable system con-
figuration requirements, as determined by
the agency; and

‘“(iv) any other applicable requirements,
including standards and guidelines for na-
tional security systems issued in accordance
with law and as directed by the President;

‘“(3) subordinate plans for providing ade-
quate information security for networks, fa-
cilities, and systems or groups of informa-
tion systems, as appropriate;

‘“(4) security awareness training to inform
personnel, including contractors and other
users of information systems that support
the operations and assets of the agency, of—

“‘(A) information security risks associated
with their activities; and

CONGRESSIONAL RECORD —HOUSE

‘“(B) their responsibilities in complying
with agency policies and procedures designed
to reduce these risks;

‘“(5) periodic testing and evaluation of the
effectiveness of information security poli-
cies, procedures, and practices, to be per-
formed with a frequency depending on risk,
but no less than annually, of which such
testing—

‘“(A) shall include testing of management,
operational, and technical controls of every
information system identified in the inven-
tory required under section 3505(c);

‘(B) may include testing relied on in an
evaluation under section 3555; and

‘“(C) shall include using automated tools,
consistent with standards and guidelines
promulgated under section 11331 of title 40;

‘“(6) a process for planning, implementing,
evaluating, and documenting remedial ac-
tion to address any deficiencies in the infor-

mation security policies, procedures, and
practices of the agency;

“(T procedures for detecting, reporting,
and responding to security incidents,
which—

““(A) shall be consistent with the standards
and guidelines described in section 3556(b);

‘(B) may include using automated tools;
and

‘“(C) shall include—

‘(i) mitigating risks associated with such
incidents before substantial damage is done;

‘(i) notifying and consulting with the
Federal information security incident center
established in section 3556; and

‘‘(iii) notifying and consulting with, as ap-
propriate—

‘() law enforcement agencies and relevant
Offices of Inspector General and Offices of
General Counsel;

“(IT) an office designated by the President
for any incident involving a national secu-
rity system;

‘“(II1) for a major incident, the committees
of Congress described in subsection (¢)(1)—

‘“(aa) not later than 7 days after the date
on which there is a reasonable basis to con-
clude that the major incident has occurred;
and

‘““(bb) after the initial notification under
item (aa), within a reasonable period of time
after additional information relating to the
incident is discovered, including the sum-
mary required under subsection (c)(1)(A)({);
and

“(IV) any other agency or office, in accord-
ance with law or as directed by the Presi-
dent; and

‘(8) plans and procedures to ensure con-
tinuity of operations for information sys-
tems that support the operations and assets
of the agency.

““(c) AGENCY REPORTING.—

(1) ANNUAL REPORT.—

‘“(A) IN GENERAL.—Each agency shall sub-
mit to the Director, the Secretary, the Com-
mittee on Government Reform, the Com-
mittee on Homeland Security, and the Com-
mittee on Science of the House of Represent-
atives, the Committee on Homeland Security
and Governmental Affairs and the Com-
mittee on Commerce, Science, and Transpor-
tation of the Senate, the appropriate author-
ization and appropriations committees of
Congress, and the Comptroller General a re-
port on the adequacy and effectiveness of in-
formation security policies, procedures, and
practices, including—

‘(i) a description of each major informa-
tion security incident or related sets of inci-
dents, including summaries of—

‘“(I) the threats and threat actors,
vulnerabilities, and impacts relating to the
incident;

‘“(IT) the risk assessments conducted under
section 3554(a)(2)(A) of the affected informa-
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tion systems before the date on which the in-
cident occurred;

‘“(IIT) the status of compliance of the af-
fected information systems with applicable
security requirements at the time of the in-
cident; and

“(IV) the detection, response, and remedi-
ation actions;

‘“(ii) the total number of information secu-
rity incidents, including a description of in-
cidents resulting in significant compromise
of information security, system impact lev-
els, types of incident, and locations of af-
fected systems;

‘‘(iii) a description of each major informa-
tion security incident that involved a breach
of personally identifiable information, as de-
fined by the Director, including—

“(I) the number of individuals whose infor-
mation was affected by the major informa-
tion security incident; and

“(IT) a description of the information that
was breached or exposed; and

‘(iv) any other information as the Director
or the Secretary, in consultation with the
Director, may require.

*‘(B) UNCLASSIFIED REPORT.—

‘(i) IN GENERAL.—Each report submitted
under subparagraph (A) shall be in unclassi-
fied form, but may include a classified
annex.

““(ii) ACCESS TO INFORMATION.—The head of
an agency shall ensure that, to the greatest
extent practicable, information is included
in the unclassified version of the reports sub-
mitted by the agency under subparagraph
(A).

‘(2) OTHER PLANS AND REPORTS.—Each
agency shall address the adequacy and effec-
tiveness of information security policies,
procedures, and practices in management
plans and reports.

‘(d) PERFORMANCE PLAN.—(1) In addition
to the requirements of subsection (c), each
agency, in consultation with the Director,
shall include as part of the performance plan
required under section 1115 of title 31 a de-
scription of—

“(A) the time periods; and

‘(B) the resources, including budget, staff-
ing, and training,
that are necessary to implement the pro-
gram required under subsection (b).

‘(2) The description under paragraph (1)
shall be based on the risk assessments re-
quired under subsection (b)(1).

‘“(e) PUBLIC NOTICE AND COMMENT.—Each
agency shall provide the public with timely
notice and opportunities for comment on
proposed information security policies and
procedures to the extent that such policies
and procedures affect communication with
the public.

“§3555. Annual independent evaluation

‘‘(a) IN GENERAL.—(1) Each year each agen-
cy shall have performed an independent eval-
uation of the information security program
and practices of that agency to determine
the effectiveness of such program and prac-
tices.

‘“(2) Each evaluation under this section
shall include—

““(A) testing of the effectiveness of infor-
mation security policies, procedures, and
practices of a representative subset of the
agency’s information systems;

“(B) an assessment of the effectiveness of
the information security policies, proce-
dures, and practices of the agency; and

‘“(C) separate presentations, as appro-
priate, regarding information security relat-
ing to national security systems.

“(b) INDEPENDENT AUDITOR.—Subject to
subsection (¢)—

‘(1) for each agency with an Inspector Gen-
eral appointed under the Inspector General
Act of 1978, the annual evaluation required
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by this section shall be performed by the In-
spector General or by an independent exter-
nal auditor, as determined by the Inspector
General of the agency; and

‘“(2) for each agency to which paragraph (1)
does not apply, the head of the agency shall
engage an independent external auditor to
perform the evaluation.

‘(c) NATIONAL SECURITY SYSTEMS.—For
each agency operating or exercising control
of a national security system, that portion
of the evaluation required by this section di-
rectly relating to a national security system
shall be performed—

‘(1) only by an entity designated by the
agency head; and

‘(2) in such a manner as to ensure appro-
priate protection for information associated
with any information security vulnerability
in such system commensurate with the risk
and in accordance with all applicable laws.

‘‘(d) EXISTING EVALUATIONS.—The evalua-
tion required by this section may be based in
whole or in part on an audit, evaluation, or
report relating to programs or practices of
the applicable agency.

‘‘(e) AGENCY REPORTING.—(1) Each year,
not later than such date established by the
Director, the head of each agency shall sub-
mit to the Director the results of the evalua-
tion required under this section.

‘(2) To the extent an evaluation required
under this section directly relates to a na-
tional security system, the evaluation re-
sults submitted to the Director shall contain
only a summary and assessment of that por-
tion of the evaluation directly relating to a
national security system.

“(f) PROTECTION OF INFORMATION.—Agen-
cies and evaluators shall take appropriate
steps to ensure the protection of information
which, if disclosed, may adversely affect in-
formation security. Such protections shall
be commensurate with the risk and comply
with all applicable laws and regulations.

‘(g) OMB REPORTS TO CONGRESS.—(1) The
Director shall summarize the results of the
evaluations conducted under this section in
the report to Congress required under sec-
tion 3553(c).

‘“(2) The Director’s report to Congress
under this subsection shall summarize infor-
mation regarding information security relat-
ing to national security systems in such a
manner as to ensure appropriate protection
for information associated with any informa-
tion security vulnerability in such system
commensurate with the risk and in accord-
ance with all applicable laws.

‘“(3) Evaluations and any other descrip-
tions of information systems under the au-
thority and control of the Director of Na-
tional Intelligence or of National Foreign In-
telligence Programs systems under the au-
thority and control of the Secretary of De-
fense shall be made available to Congress
only through the appropriate oversight com-
mittees of Congress, in accordance with ap-
plicable laws.

“(h) COMPTROLLER GENERAL.—The Comp-
troller General shall periodically evaluate
and report to Congress on—

‘(1) the adequacy and effectiveness of
agency information security policies and
practices; and

‘(2) implementation of the requirements of
this subchapter.

‘(1) ASSESSMENT TECHNICAL ASSISTANCE.—
The Comptroller General may provide tech-
nical assistance to an Inspector General or
the head of an agency, as applicable, to as-
sist the Inspector General or head of an
agency in carrying out the duties under this
section, including by testing information se-
curity controls and procedures.

‘(j) GUIDANCE.—The Director, in consulta-
tion with the Secretary, the Chief Informa-
tion Officers Council established under sec-
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tion 3603, the Council of the Inspectors Gen-
eral on Integrity and Efficiency, and other
interested parties as appropriate, shall en-
sure the development of guidance for evalu-
ating the effectiveness of an information se-
curity program and practices.

“§3556. Federal information security incident

center

‘“(a) IN GENERAL.—The Secretary shall en-
sure the operation of a central Federal infor-
mation security incident center to—

‘(1) provide timely technical assistance to
operators of agency information systems re-
garding security incidents, including guid-
ance on detecting and handling information
security incidents;

‘“(2) compile and analyze information
about incidents that threaten information
security;

‘“(3) inform operators of agency informa-
tion systems about current and potential in-
formation security threats, and
vulnerabilities;

‘“(4) provide, as appropriate, intelligence
and other information about cyber threats,
vulnerabilities, and incidents to agencies to
assist in risk assessments conducted under
section 3554(b); and

‘“(5) consult with the National Institute of
Standards and Technology, agencies or of-
fices operating or exercising control of na-
tional security systems (including the Na-
tional Security Agency), and such other
agencies or offices in accordance with law
and as directed by the President regarding
information security incidents and related
matters.

“(b) NATIONAL SECURITY SYSTEMS.—Each
agency operating or exercising control of a
national security system shall share infor-
mation about information security inci-
dents, threats, and vulnerabilities with the
Federal information security incident center
to the extent consistent with standards and
guidelines for national security systems,
issued in accordance with law and as di-
rected by the President.

“§83557. National security systems

‘““The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that
the agency—

‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption,
modification, or destruction of the informa-
tion contained in such system;

‘(2) implements information security poli-
cies and practices as required by standards
and guidelines for national security systems,
issued in accordance with law and as di-
rected by the President; and

‘“(3) complies with the requirements of this
subchapter.

“§3558. Effect on existing law

‘“Nothing in this subchapter, section 11331
of title 40, or section 20 of the National
Standards and Technology Act (156 U.S.C.
2782-3) may be construed as affecting the au-
thority of the President, the Office of Man-
agement and Budget or the Director thereof,
the National Institute of Standards and
Technology, or the head of any agency, with
respect to the authorized use or disclosure of
information, including with regard to the
protection of personal privacy under section
552a of title 5, the disclosure of information
under section 552 of title 5, the management
and disposition of records under chapters 29,
31, or 33 of title 44, the management of infor-
mation resources under subchapter I of chap-
ter 35 of this title, or the disclosure of infor-
mation to the Congress or the Comptroller
General of the United States.”.

(b) MAJOR INCIDENT.—The Director of the
Office of Management and Budget shall—
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(1) develop guidance on what constitutes a
major incident for purposes of section 3554(b)
of title 44, United States Code, as added by
subsection (a); and

(2) provide to Congress periodic briefings
on the status of the developing of the guid-
ance until the date on which the guidance is
issued.

(c) CONTINUOUS DIAGNOSTICS.—During the 2
year period beginning on the date of enact-
ment of this Act, the Director of the Office
of Management and Budget, with the assist-
ance of the Secretary of Homeland Security,
shall include in each report submitted under
section 3553(c) of title 44, United States Code,
as added by subsection (a), an assessment of
the adoption by agencies of continuous
diagnostics technologies, including through
the Continuous Diagnostics and Mitigation
program, and other advanced security tools
to provide information security, including
challenges to the adoption of such tech-
nologies or security tools.

(d) BREACHES.—

(1) REQUIREMENTS.—The Director of the Of-
fice of Management and Budget shall ensure
that data breach notification policies and
guidelines are updated periodically and re-
quire—

(A) except as provided in paragraph (4), no-
tice by the affected agency to each com-
mittee of Congress described in section
35654(c)(1) of title 44, United States Code, as
added by subsection (a), the Committee on
the Judiciary of the Senate, and the Com-
mittee on the Judiciary of the House of Rep-
resentatives, which shall—

(i) be provided expeditiously and not later
than 30 days after the date on which the
agency discovered the unauthorized acquisi-
tion or access; and

(ii) include—

(I) information about the breach, including
a summary of any information that the
agency knows on the date on which notifica-
tion is provided about how the breach oc-
curred;

(IT) an estimate of the number of individ-
uals affected by the breach, based on infor-
mation that the agency knows on the date
on which notification is provided, including
an assessment of the risk of harm to affected
individuals;

(IIT) a description of any circumstances ne-
cessitating a delay in providing notice to af-
fected individuals; and

(IV) an estimate of whether and when the
agency will provide notice to affected indi-
viduals; and

(B) notice by the affected agency to af-
fected individuals, pursuant to data breach
notification policies and guidelines, which
shall be provided as expeditiously as prac-
ticable and without unreasonable delay after
the agency discovers the unauthorized acqui-
sition or access.

(2) NATIONAL SECURITY; LAW ENFORCEMENT;
REMEDIATION.—The Attorney General, the
head of an element of the intelligence com-
munity (as such term is defined under sec-
tion 3(4) of the National Security Act of 1947
(60 U.S.C. 3003(4)), or the Secretary of Home-
land Security may delay the notice to af-
fected individuals under paragraph (1)(B) if
the notice would disrupt a law enforcement
investigation, endanger national security, or
hamper security remediation actions.

(3) REPORTS.—

(A) DIRECTOR OF OMB.—During the first 2
years beginning after the date of enactment
of this Act, the Director of the Office of Man-
agement and Budget shall, on an annual
basis—

(i) assess agency implementation of data
breach notification policies and guidelines in
aggregate; and
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(ii) include the assessment described in
clause (i) in the report required under sec-
tion 3553(c) of title 44, United States Code.

(B) SECRETARY OF HOMELAND SECURITY.—
During the first 2 years beginning after the
date of enactment of this Act, the Secretary
of Homeland Security shall include an as-
sessment of the status of agency implemen-
tation of data breach notification policies
and guidelines in the requirements under
section 3553(b)(2)(B) of title 44, United States
Code.

(4) EXCEPTION.—Any element of the intel-
ligence community (as such term is defined
under section 3(4) of the National Security
Act of 1947 (50 U.S.C. 3003(4)) that is required
to provide notice under paragraph (1)(A)
shall only provide such notice to appropriate
committees of Congress.

(6) RULE OF CONSTRUCTION.—Nothing in
paragraph (1) shall be construed to alter any
authority of a Federal agency or depart-
ment.

(e) TECHNICAL AND CONFORMING AMEND-
MENTS.—

(1) TABLE OF SECTIONS.—The table of sec-
tions for chapter 35 of title 44, United States
Code is amended by striking the matter re-
lating to subchapters II and III and inserting
the following:

‘‘SUBCHAPTER II—INFORMATION SECURITY

¢‘3551. Purposes.

¢‘35652. Definitions.

¢“3563. Authority and functions of the Direc-
tor and the Secretary.

Federal agency responsibilities.

Annual independent evaluation.

Federal information security incident
center.

¢“3557. National security systems.

¢“3558. Effect on existing law.”’.

(2) CYBERSECURITY RESEARCH AND DEVELOP-
MENT ACT.—Section 8(d)(1) of the Cybersecu-
rity Research and Development Act (156
U.S.C. 7406) is amended by striking ‘‘section
35634’ and inserting ‘‘section 3554”°.

(3) HOMELAND SECURITY ACT OF 2002.—The
Homeland Security Act of 2002 (6 U.S.C. 101
et seq.) is amended—

(A) in section 223 (6 U.S.C. 143)

(i) in the section heading, by inserting
‘‘FEDERAL AND’’ before ‘‘NON-FEDERAL’’;

(ii) in the matter preceding paragraph (1),
by striking ‘‘the Under Secretary for Intel-
ligence and Analysis, in cooperation with the
Assistant Secretary for Infrastructure Pro-
tection’ and inserting ‘‘the Under Secretary
appointed under section 103(a)(1)(H)"’;

(iii) in paragraph (2), by striking the period
at the end and inserting ‘‘; and’’; and

(iv) by adding at the end the following:

¢“(3) fulfill the responsibilities of the Sec-
retary to protect Federal information sys-
tems under subchapter II of chapter 35 of
title 44, United States Code.”’;

(B) in section 1001(c)(1)(A) (6 TU.S.C.
511(c)(1)(A)), by striking ‘‘section 3532(3)
and inserting ‘‘section 3552(b)(5)’’; and

(C) in the table of contents in section 1(b),
by striking the item relating to section 223
and inserting the following:

‘“‘Sec. 223. Enhancement of Federal and non-
Federal cybersecurity.”’.

(4) NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY ACT.—Section 20 of the National
Institute of Standards and Technology Act
(15 U.8.C. 278g-3) is amended—

(A) in subsection (a)(2), by striking ‘‘sec-
tion 35632(b)(2)”” and inserting ‘‘section
35562(b)(5)”’; and

(B) in subsection (e)—

(i) in paragraph (2), by striking ‘‘section
3632(1)”” and inserting ‘‘section 3552(b)(2)’;
and

(ii) in paragraph (5), by striking ‘‘section
35632(b)(2)”’ and inserting ‘‘section 3552(b)(5)’.

(5) TITLE 10.—Title 10, United States Code,
is amended—

3554.
3555.
¢3556.
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(A) in section 2222(j)(5), by striking ‘‘sec-
tion 3542(b)(2)”’ and inserting ‘‘section
356562(b)(5)”’;

(B) in section 2223(c)(3), by striking ‘‘sec-
tion 3542(b)(2)”’ and inserting ‘‘section
356562(b)(5)”’; and

(C) in section 2315, by striking ‘‘section
3542(b)(2)”’ and inserting ‘‘section 3552(b)(5)".

(f) OTHER PROVISIONS.—

(1) CIRCULAR A-130.—Not later than 1 year
after the date of enactment of this Act, the
Director of the Office of Management and
Budget shall amend or revise Office of Man-
agement and Budget Circular A-130 to elimi-
nate inefficient or wasteful reporting. The
Director of the Office of Management and
Budget shall provide quarterly briefings to
Congress on the status of the amendment or
revision required under this paragraph.

(2) ISPAB.—Section 21(b) of the National
Institute of Standards and Technology Act
(15 U.S.C. 278g-4(b)) is amended—

(A) in paragraph (2), by inserting ‘¢, the
Secretary of Homeland Security,” after ‘‘the
Institute’’; and

(B) in paragraph (3), by inserting ‘‘the Sec-
retary of Homeland Security,” after ‘‘the
Secretary of Commerce,”’.

The bill was ordered to be read a
third time, was read the third time,
and passed, and a motion to reconsider
was laid on the table.

———

DIRECTING THE CLERK OF THE
HOUSE OF REPRESENTATIVES
TO MAKE A CORRECTION IN THE
ENROLLMENT OF THE BILL H.R.
3979

Mr. MCKEON. Mr. Speaker, I send to
the desk a concurrent resolution and
ask unanimous consent for its imme-
diate consideration in the House

The Clerk read the title of the con-
current resolution.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from California?

There was no objection.

The text of the concurrent resolution
is as follows:

H. CoN. REs. 123

Resolved by the House of Representatives (the
Senate concurring), That, in the enrollment of
the bill H.R. 3979, the Clerk of the House of
Representatives shall make the following
correction: In section 1207(e)(2), strike ‘‘cat-
egories I, II, III, VII, and X’ and insert ‘‘cat-
egories I, II, III, VII, X, XI, and XIII"".

The concurrent resolution was agreed
to.

A motion to reconsider was laid on
the table.

———

PROVIDING FOR A CORRECTION IN
THE ENROLLMENT OF H.R. 5771

Mr. CAMP. Mr. Speaker, I send to the
desk a concurrent resolution and ask
unanimous consent for its immediate
consideration in the House.

The Clerk read the title of the con-
current resolution.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Michigan?

There was no objection.

The text of the concurrent resolution
is as follows:

H. CoN. RES. 124

Resolved by the House of Representatives (the

Senate concurring), That in the enrollment of

December 10, 2014

the bill, H.R. 5771, the Clerk of the House
shall amend subsection (a) of section 1 of Di-
vision B (relating to Achieving a Better Life
Experience Act of 2014) to read as follows:
‘“(a) SHORT TITLE.—This division may be
cited as the ‘Stephen Beck, Jr., Achieving a
Better Life Experience Act of 2014° or the
‘Stephen Beck, Jr., ABLE Act of 2014°.”’.

The concurrent resolution was agreed
to.

A motion to reconsider was laid on
the table.

———

SUPPORTING AMERICA’S
CHARITIES ACT

Mr. CAMP. Mr. Speaker, I move to
suspend the rules and pass the bill
(H.R. 5806) to amend the Internal Rev-
enue Code of 1986 to modify and make
permanent certain expiring provisions
related to charitable contributions.

The Clerk read the title of the bill.

The text of the bill is as follows:

H.R. 5806

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘“‘Supporting
America’s Charities Act”’.

SEC. 2. SPECIAL RULE FOR QUALIFIED CON-
SERVATION CONTRIBUTIONS MODI-
FIED AND MADE PERMANENT.

(a) MADE PERMANENT.—

(1) INDIVIDUALS.—Section 170(b)(1)(E) of the
Internal Revenue Code of 1986 is amended by
striking clause (vi).

(2) CORPORATIONS.—Section 170(b)(2)(B) of
such Code is amended by striking clause (iii).

(b) CONTRIBUTIONS OF CAPITAL GAIN REAL
PROPERTY MADE FOR CONSERVATION PUR-
POSES BY NATIVE CORPORATIONS.—

(1) IN GENERAL.—Section 170(b)(2) of such
Code is amended by redesignating subpara-
graph (C) as subparagraph (D), and by insert-
ing after subparagraph (B) the following new
subparagraph:

“(C) QUALIFIED CONSERVATION CONTRIBU-
TIONS BY CERTAIN NATIVE CORPORATIONS.—

‘(i) IN GENERAL.—Any qualified conserva-
tion contribution (as defined in subsection
(h)(1)) which—

(D is made by a Native Corporation, and

“(IT) is a contribution of property which
was land conveyed under the Alaska Native
Claims Settlement Act,

shall be allowed to the extent that the aggre-
gate amount of such contributions does not
exceed the excess of the taxpayer’s taxable
income over the amount of charitable con-
tributions allowable under subparagraph (A).

‘‘(ii) CARRYOVER.—If the aggregate amount
of contributions described in clause (i) ex-
ceeds the limitation of clause (i), such excess
shall be treated (in a manner consistent with
the rules of subsection (d)(2)) as a charitable
contribution to which clause (i) applies in
each of the 15 succeeding years in order of
time.

‘‘(iii) NATIVE CORPORATION.—For purposes
of this subparagraph, the term ‘Native Cor-
poration’ has the meaning given such term
by section 3(m) of the Alaska Native Claims
Settlement Act.”.

(2) CONFORMING AMENDMENT.—Section
170(b)(2)(A) of such Code is amended by strik-
ing ‘‘subparagraph (B) applies’’ and inserting
‘“‘subparagraph (B) or (C) applies’’.

(3) VALID EXISTING RIGHTS PRESERVED.—
Nothing in this subsection (or any amend-
ment made by this subsection) shall be con-
strued to modify the existing property rights
validly conveyed to Native Corporations
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