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suspend the rules on which a recorded 
vote or the yeas and nays are ordered, 
or on which the vote incurs objection 
under clause 6 of rule XX. 

Record votes on postponed questions 
will be taken later. 

f 

FEDERAL INFORMATION SECURITY 
AMENDMENTS ACT OF 2013 

Mr. ISSA. Mr. Speaker, I move to 
suspend the rules and pass the bill 
(H.R. 1163) to amend chapter 35 of title 
44, United States Code, to revise re-
quirements relating to Federal infor-
mation security, and for other pur-
poses. 

The Clerk read the title of the bill. 
The text of the bill is as follows: 

H.R. 1163 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Federal In-
formation Security Amendments Act of 
2013’’. 
SEC. 2. COORDINATION OF FEDERAL INFORMA-

TION POLICY. 
Chapter 35 of title 44, United States Code, 

is amended by striking subchapters II and III 
and inserting the following: 

‘‘SUBCHAPTER II—INFORMATION 
SECURITY 

‘‘§ 3551. Purposes 
‘‘The purposes of this subchapter are to— 
‘‘(1) provide a comprehensive framework 

for ensuring the effectiveness of information 
security controls over information resources 
that support Federal operations and assets; 

‘‘(2) recognize the highly networked nature 
of the current Federal computing environ-
ment and provide effective Governmentwide 
management and oversight of the related in-
formation security risks, including coordina-
tion of information security efforts through-
out the civilian, national security, and law 
enforcement communities assets; 

‘‘(3) provide for development and mainte-
nance of minimum controls required to pro-
tect Federal information and information 
systems; 

‘‘(4) provide a mechanism for improved 
oversight of Federal agency information se-
curity programs and systems through a focus 
on automated and continuous monitoring of 
agency information systems and regular 
threat assessments; 

‘‘(5) acknowledge that commercially devel-
oped information security products offer ad-
vanced, dynamic, robust, and effective infor-
mation security solutions, reflecting market 
solutions for the protection of critical infor-
mation systems important to the national 
defense and economic security of the Nation 
that are designed, built, and operated by the 
private sector; and 

‘‘(6) recognize that the selection of specific 
technical hardware and software information 
security solutions should be left to indi-
vidual agencies from among commercially 
developed products. 

‘‘§ 3552. Definitions 
‘‘(a) SECTION 3502 DEFINITIONS.—Except as 

provided under subsection (b), the definitions 
under section 3502 shall apply to this sub-
chapter. 

‘‘(b) ADDITIONAL DEFINITIONS.—In this sub-
chapter: 

‘‘(1) ADEQUATE SECURITY.—The term ‘ade-
quate security’ means security commensu-
rate with the risk and magnitude of the 
harm resulting from the unauthorized access 

to or loss, misuse, destruction, or modifica-
tion of information. 

‘‘(2) AUTOMATED AND CONTINUOUS MONI-
TORING.—The term ‘automated and contin-
uous monitoring’ means monitoring, with 
minimal human involvement, through an un-
interrupted, ongoing real time, or near real- 
time process used to determine if the com-
plete set of planned, required, and deployed 
security controls within an information sys-
tem continue to be effective over time with 
rapidly changing information technology 
and threat development. 

‘‘(3) INCIDENT.—The term ‘incident’ means 
an occurrence that actually or potentially 
jeopardizes the confidentiality, integrity, or 
availability of an information system, or the 
information the system processes, stores, or 
transmits or that constitutes a violation or 
imminent threat of violation of security 
policies, security procedures, or acceptable 
use policies. 

‘‘(4) INFORMATION SECURITY.—The term ‘in-
formation security’ means protecting infor-
mation and information systems from unau-
thorized access, use, disclosure, disruption, 
modification, or destruction in order to pro-
vide— 

‘‘(A) integrity, which means guarding 
against improper information modification 
or destruction, and includes ensuring infor-
mation nonrepudiation and authenticity; 

‘‘(B) confidentiality, which means pre-
serving authorized restrictions on access and 
disclosure, including means for protecting 
personal privacy and proprietary informa-
tion; and 

‘‘(C) availability, which means ensuring 
timely and reliable access to and use of in-
formation. 

‘‘(5) INFORMATION SYSTEM.—The term ‘in-
formation system’ means a discrete set of in-
formation resources organized for the collec-
tion, processing, maintenance, use, sharing, 
dissemination, or disposition of information 
and includes— 

‘‘(A) computers and computer networks; 
‘‘(B) ancillary equipment; 
‘‘(C) software, firmware, and related proce-

dures; 
‘‘(D) services, including support services; 

and 
‘‘(E) related resources. 
‘‘(6) INFORMATION TECHNOLOGY.—The term 

‘information technology’ has the meaning 
given that term in section 11101 of title 40. 

‘‘(7) NATIONAL SECURITY SYSTEM.— 
‘‘(A) DEFINITION.—The term ‘national secu-

rity system’ means any information system 
(including any telecommunications system) 
used or operated by an agency or by a con-
tractor of an agency, or other organization 
on behalf of an agency— 

‘‘(i) the function, operation, or use of 
which— 

‘‘(I) involves intelligence activities; 
‘‘(II) involves cryptologic activities related 

to national security; 
‘‘(III) involves command and control of 

military forces; 
‘‘(IV) involves equipment that is an inte-

gral part of a weapon or weapons system; or 
‘‘(V) subject to subparagraph (B), is crit-

ical to the direct fulfillment of military or 
intelligence missions; or 

‘‘(ii) is protected at all times by procedures 
established for information that have been 
specifically authorized under criteria estab-
lished by an Executive order or an Act of 
Congress to be kept classified in the interest 
of national defense or foreign policy. 

‘‘(B) EXCEPTION.—Subparagraph (A)(i)(V) 
does not include a system that is to be used 
for routine administrative and business ap-
plications (including payroll, finance, logis-
tics, and personnel management applica-
tions). 

‘‘(8) THREAT ASSESSMENT.—The term 
‘threat assessment’ means the formal de-
scription and evaluation of threat to an in-
formation system. 
‘‘§ 3553. Authority and functions of the Direc-

tor 
‘‘(a) IN GENERAL.—The Director shall over-

see agency information security policies and 
practices, including— 

‘‘(1) developing and overseeing the imple-
mentation of policies, principles, standards, 
and guidelines on information security, in-
cluding through ensuring timely agency 
adoption of and compliance with standards 
promulgated under section 11331 of title 40; 

‘‘(2) requiring agencies, consistent with the 
standards promulgated under such section 
11331 and the requirements of this sub-
chapter, to identify and provide information 
security protections commensurate with the 
risk and magnitude of the harm resulting 
from the unauthorized access, use, disclo-
sure, disruption, modification, or destruction 
of— 

‘‘(A) information collected or maintained 
by or on behalf of an agency; or 

‘‘(B) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(3) coordinating the development of 
standards and guidelines under section 20 of 
the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) with agen-
cies and offices operating or exercising con-
trol of national security systems (including 
the National Security Agency) to assure, to 
the maximum extent feasible, that such 
standards and guidelines are complementary 
with standards and guidelines developed for 
national security systems; 

‘‘(4) overseeing agency compliance with 
the requirements of this subchapter, includ-
ing through any authorized action under sec-
tion 11303 of title 40, to enforce account-
ability for compliance with such require-
ments; 

‘‘(5) reviewing at least annually, and ap-
proving or disapproving, agency information 
security programs required under section 
3554(b); 

‘‘(6) coordinating information security 
policies and procedures with related infor-
mation resources management policies and 
procedures; 

‘‘(7) overseeing the operation of the Fed-
eral information security incident center re-
quired under section 3555; and 

‘‘(8) reporting to Congress no later than 
March 1 of each year on agency compliance 
with the requirements of this subchapter, in-
cluding— 

‘‘(A) an assessment of the development, 
promulgation, and adoption of, and compli-
ance with, standards developed under section 
20 of the National Institute of Standards and 
Technology Act (15 U.S.C. 278g–3) and pro-
mulgated under section 11331 of title 40; 

‘‘(B) significant deficiencies in agency in-
formation security practices; 

‘‘(C) planned remedial action to address 
such deficiencies; and 

‘‘(D) a summary of, and the views of the 
Director on, the report prepared by the Na-
tional Institute of Standards and Technology 
under section 20(d)(10) of the National Insti-
tute of Standards and Technology Act (15 
U.S.C. 278g–3). 

‘‘(b) NATIONAL SECURITY SYSTEMS.—Except 
for the authorities described in paragraphs 
(4) and (8) of subsection (a), the authorities 
of the Director under this section shall not 
apply to national security systems. 

‘‘(c) DEPARTMENT OF DEFENSE AND CENTRAL 
INTELLIGENCE AGENCY SYSTEMS.—(1) The au-
thorities of the Director described in para-
graphs (1) and (2) of subsection (a) shall be 
delegated to the Secretary of Defense in the 
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case of systems described in paragraph (2) 
and to the Director of Central Intelligence in 
the case of systems described in paragraph 
(3). 

‘‘(2) The systems described in this para-
graph are systems that are operated by the 
Department of Defense, a contractor of the 
Department of Defense, or another entity on 
behalf of the Department of Defense that 
processes any information the unauthorized 
access, use, disclosure, disruption, modifica-
tion, or destruction of which would have a 
debilitating impact on the mission of the De-
partment of Defense. 

‘‘(3) The systems described in this para-
graph are systems that are operated by the 
Central Intelligence Agency, a contractor of 
the Central Intelligence Agency, or another 
entity on behalf of the Central Intelligence 
Agency that processes any information the 
unauthorized access, use, disclosure, disrup-
tion, modification, or destruction of which 
would have a debilitating impact on the mis-
sion of the Central Intelligence Agency. 
‘‘§ 3554. Agency responsibilities 

‘‘(a) IN GENERAL.—The head of each agency 
shall— 

‘‘(1) be responsible for— 
‘‘(A) providing information security pro-

tections commensurate with the risk and 
magnitude of the harm resulting from unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of— 

‘‘(i) information collected or maintained 
by or on behalf of the agency; and 

‘‘(ii) information systems used or operated 
by an agency or by a contractor of an agency 
or other organization on behalf of an agency; 

‘‘(B) complying with the requirements of 
this subchapter and related policies, proce-
dures, standards, and guidelines, including— 

‘‘(i) information security standards and 
guidelines promulgated under section 11331 
of title 40 and section 20 of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3); 

‘‘(ii) information security standards and 
guidelines for national security systems 
issued in accordance with law and as di-
rected by the President; and 

‘‘(iii) ensuring the standards implemented 
for information systems and national secu-
rity systems of the agency are complemen-
tary and uniform, to the extent practicable; 

‘‘(C) ensuring that information security 
management processes are integrated with 
agency strategic and operational planning 
and budget processes, including policies, pro-
cedures, and practices described in sub-
section (c)(2); 

‘‘(D) as appropriate, maintaining secure fa-
cilities that have the capability of accessing, 
sending, receiving, and storing classified in-
formation; 

‘‘(E) maintaining a sufficient number of 
personnel with security clearances, at the 
appropriate levels, to access, send, receive 
and analyze classified information to carry 
out the responsibilities of this subchapter; 
and 

‘‘(F) ensuring that information security 
performance indicators and measures are in-
cluded in the annual performance evalua-
tions of all managers, senior managers, sen-
ior executive service personnel, and political 
appointees; 

‘‘(2) ensure that senior agency officials pro-
vide information security for the informa-
tion and information systems that support 
the operations and assets under their con-
trol, including through— 

‘‘(A) assessing the risk and magnitude of 
the harm that could result from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of such informa-
tion or information system; 

‘‘(B) determining the levels of information 
security appropriate to protect such infor-

mation and information systems in accord-
ance with policies, principles, standards, and 
guidelines promulgated under section 11331 
of title 40 and section 20 of the National In-
stitute of Standards and Technology Act (15 
U.S.C. 278g–3) for information security clas-
sifications and related requirements; 

‘‘(C) implementing policies and procedures 
to cost effectively reduce risks to an accept-
able level; 

‘‘(D) with a frequency sufficient to support 
risk-based security decisions, testing and 
evaluating information security controls and 
techniques to ensure that such controls and 
techniques are effectively implemented and 
operated; and 

‘‘(E) with a frequency sufficient to support 
risk-based security decisions, conducting 
threat assessments by monitoring informa-
tion systems, identifying potential system 
vulnerabilities, and reporting security inci-
dents in accordance with paragraph (3)(A)(v); 

‘‘(3) delegate to the Chief Information Offi-
cer or equivalent (or a senior agency official 
who reports to the Chief Information Officer 
or equivalent), who is designated as the 
‘Chief Information Security Officer’, the au-
thority and primary responsibility to de-
velop, implement, and oversee an agency-
wide information security program to ensure 
and enforce compliance with the require-
ments imposed on the agency under this sub-
chapter, including— 

‘‘(A) overseeing the establishment and 
maintenance of a security operations capa-
bility that through automated and contin-
uous monitoring, when possible, can— 

‘‘(i) detect, report, respond to, contain, and 
mitigate incidents that impair information 
security and agency information systems, in 
accordance with policy provided by the Di-
rector; 

‘‘(ii) commensurate with the risk to infor-
mation security, monitor and mitigate the 
vulnerabilities of every information system 
within the agency; 

‘‘(iii) continually evaluate risks posed to 
information collected or maintained by or on 
behalf of the agency and information sys-
tems and hold senior agency officials ac-
countable for ensuring information security; 

‘‘(iv) collaborate with the Director and ap-
propriate public and private sector security 
operations centers to detect, report, respond 
to, contain, and mitigate incidents that im-
pact the security of information and infor-
mation systems that extend beyond the con-
trol of the agency; and 

‘‘(v) report any incident described under 
clauses (i) and (ii) to the Federal informa-
tion security incident center, to other appro-
priate security operations centers, and to 
the Inspector General of the agency, to the 
extent practicable, within 24 hours after dis-
covery of the incident, but no later than 48 
hours after such discovery; 

‘‘(B) developing, maintaining, and over-
seeing an agencywide information security 
program as required by subsection (b); 

‘‘(C) developing, maintaining, and over-
seeing information security policies, proce-
dures, and control techniques to address all 
applicable requirements, including those 
issued under section 11331 of title 40; 

‘‘(D) training and overseeing personnel 
with significant responsibilities for informa-
tion security with respect to such respon-
sibilities; and 

‘‘(E) assisting senior agency officials con-
cerning their responsibilities under para-
graph (2); 

‘‘(4) ensure that the agency has a sufficient 
number of trained and cleared personnel to 
assist the agency in complying with the re-
quirements of this subchapter, other applica-
ble laws, and related policies, procedures, 
standards, and guidelines; 

‘‘(5) ensure that the Chief Information Se-
curity Officer, in consultation with other 
senior agency officials, reports periodically, 
but not less than annually, to the agency 
head on— 

‘‘(A) the effectiveness of the agency infor-
mation security program; 

‘‘(B) information derived from automated 
and continuous monitoring, when possible, 
and threat assessments; and 

‘‘(C) the progress of remedial actions; 
‘‘(6) ensure that the Chief Information Se-

curity Officer possesses the necessary quali-
fications, including education, training, ex-
perience, and the security clearance required 
to administer the functions described under 
this subchapter; and has information secu-
rity duties as the primary duty of that offi-
cial; and 

‘‘(7) ensure that components of that agency 
establish and maintain an automated report-
ing mechanism that allows the Chief Infor-
mation Security Officer with responsibility 
for the entire agency, and all components 
thereof, to implement, monitor, and hold 
senior agency officers accountable for the 
implementation of appropriate security poli-
cies, procedures, and controls of agency com-
ponents. 

‘‘(b) AGENCY PROGRAM.—Each agency shall 
develop, document, and implement an agen-
cywide information security program, ap-
proved by the Director and consistent with 
components across and within agencies, to 
provide information security for the infor-
mation and information systems that sup-
port the operations and assets of the agency, 
including those provided or managed by an-
other agency, contractor, or other source, 
that includes— 

‘‘(1) automated and continuous moni-
toring, when possible, of the risk and mag-
nitude of the harm that could result from 
the disruption or unauthorized access, use, 
disclosure, modification, or destruction of 
information and information systems that 
support the operations and assets of the 
agency; 

‘‘(2) consistent with guidance developed 
under section 11331 of title 40, vulnerability 
assessments and penetration tests commen-
surate with the risk posed to agency infor-
mation systems; 

‘‘(3) policies and procedures that— 
‘‘(A) cost effectively reduce information 

security risks to an acceptable level; 
‘‘(B) ensure compliance with— 
‘‘(i) the requirements of this subchapter; 
‘‘(ii) policies and procedures as may be pre-

scribed by the Director, and information se-
curity standards promulgated pursuant to 
section 11331 of title 40; 

‘‘(iii) minimally acceptable system con-
figuration requirements, as determined by 
the Director; and 

‘‘(iv) any other applicable requirements, 
including— 

‘‘(I) standards and guidelines for national 
security systems issued in accordance with 
law and as directed by the President; and 

‘‘(II) the National Institute of Standards 
and Technology standards and guidance; 

‘‘(C) develop, maintain, and oversee infor-
mation security policies, procedures, and 
control techniques to address all applicable 
requirements, including those promulgated 
pursuant section 11331 of title 40; and 

‘‘(D) ensure the oversight and training of 
personnel with significant responsibilities 
for information security with respect to such 
responsibilities; 

‘‘(4) with a frequency sufficient to support 
risk-based security decisions, automated and 
continuous monitoring, when possible, for 
testing and evaluation of the effectiveness 
and compliance of information security poli-
cies, procedures, and practices, including— 
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‘‘(A) controls of every information system 

identified in the inventory required under 
section 3505(c); and 

‘‘(B) controls relied on for an evaluation 
under this section; 

‘‘(5) a process for planning, implementing, 
evaluating, and documenting remedial ac-
tion to address any deficiencies in the infor-
mation security policies, procedures, and 
practices of the agency; 

‘‘(6) with a frequency sufficient to support 
risk-based security decisions, automated and 
continuous monitoring, when possible, for 
detecting, reporting, and responding to secu-
rity incidents, consistent with standards and 
guidelines issued by the National Institute of 
Standards and Technology, including— 

‘‘(A) mitigating risks associated with such 
incidents before substantial damage is done; 

‘‘(B) notifying and consulting with the 
Federal information security incident center 
and other appropriate security operations re-
sponse centers; and 

‘‘(C) notifying and consulting with, as ap-
propriate— 

‘‘(i) law enforcement agencies and relevant 
Offices of Inspectors General; and 

‘‘(ii) any other agency, office, or entity, in 
accordance with law or as directed by the 
President; and 

‘‘(7) plans and procedures to ensure con-
tinuity of operations for information sys-
tems that support the operations and assets 
of the agency. 

‘‘(c) AGENCY REPORTING.—Each agency 
shall— 

‘‘(1) submit an annual report on the ade-
quacy and effectiveness of information secu-
rity policies, procedures, and practices, and 
compliance with the requirements of this 
subchapter, including compliance with each 
requirement of subsection (b) to— 

‘‘(A) the Director; 
‘‘(B) the Committee on Homeland Security 

and Governmental Affairs of the Senate; 
‘‘(C) the Committee on Oversight and Gov-

ernment Reform of the House of Representa-
tives; 

‘‘(D) other appropriate authorization and 
appropriations committees of Congress; and 

‘‘(E) the Comptroller General; 
‘‘(2) address the adequacy and effectiveness 

of information security policies, procedures, 
and practices in plans and reports relating 
to— 

‘‘(A) annual agency budgets; 
‘‘(B) information resources management of 

this subchapter; 
‘‘(C) information technology management 

under this chapter; 
‘‘(D) program performance under sections 

1105 and 1115 through 1119 of title 31, and sec-
tions 2801 and 2805 of title 39; 

‘‘(E) financial management under chapter 9 
of title 31, and the Chief Financial Officers 
Act of 1990 (31 U.S.C. 501 note; Public Law 
101–576); 

‘‘(F) financial management systems under 
the Federal Financial Management Improve-
ment Act of 1996 (31 U.S.C. 3512 note); and 

‘‘(G) internal accounting and administra-
tive controls under section 3512 of title 31; 
and 

‘‘(3) report any significant deficiency in a 
policy, procedure, or practice identified 
under paragraph (1) or (2)— 

‘‘(A) as a material weakness in reporting 
under section 3512 of title 31; and 

‘‘(B) if relating to financial management 
systems, as an instance of a lack of substan-
tial compliance under the Federal Financial 
Management Improvement Act of 1996 (31 
U.S.C. 3512 note). 
‘‘§ 3555. Federal information security incident 

center 
‘‘(a) IN GENERAL.—The Director shall en-

sure the operation of a central Federal infor-
mation security incident center to— 

‘‘(1) provide timely technical assistance to 
operators of agency information systems re-
garding security incidents, including guid-
ance on detecting and handling information 
security incidents; 

‘‘(2) compile and analyze information 
about incidents that threaten information 
security; 

‘‘(3) inform operators of agency informa-
tion systems about current and potential in-
formation security threats, and 
vulnerabilities; and 

‘‘(4) consult with the National Institute of 
Standards and Technology, agencies or of-
fices operating or exercising control of na-
tional security systems (including the Na-
tional Security Agency), and such other 
agencies or offices in accordance with law 
and as directed by the President regarding 
information security incidents and related 
matters. 

‘‘(b) NATIONAL SECURITY SYSTEMS.—Each 
agency operating or exercising control of a 
national security system shall share infor-
mation about information security inci-
dents, threats, and vulnerabilities with the 
Federal information security incident center 
to the extent consistent with standards and 
guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President. 

‘‘(c) REVIEW AND APPROVAL.—The Director 
shall review and approve the policies, proce-
dures, and guidance established in this sub-
chapter to ensure that the incident center 
has the capability to effectively and effi-
ciently detect, correlate, respond to, con-
tain, mitigate, and remediate incidents that 
impair the adequate security of the informa-
tion systems of more than one agency. To 
the extent practicable, the capability shall 
be continuous and technically automated. 
‘‘§ 3556. National security systems 

‘‘The head of each agency operating or ex-
ercising control of a national security sys-
tem shall be responsible for ensuring that 
the agency— 

‘‘(1) provides information security protec-
tions commensurate with the risk and mag-
nitude of the harm resulting from the unau-
thorized access, use, disclosure, disruption, 
modification, or destruction of the informa-
tion contained in such system; 

‘‘(2) implements information security poli-
cies and practices as required by standards 
and guidelines for national security systems, 
issued in accordance with law and as di-
rected by the President; and 

‘‘(3) complies with the requirements of this 
subchapter.’’. 
SEC. 3. TECHNICAL AND CONFORMING AMEND-

MENTS. 
(a) TABLE OF SECTIONS IN TITLE 44.—The 

table of sections for chapter 35 of title 44, 
United States Code, is amended by striking 
the matter relating to subchapters II and III 
and inserting the following: 

‘‘SUBCHAPTER II—INFORMATION SECURITY 
‘‘Sec. 
‘‘3551. Purposes. 
‘‘3552. Definitions. 
‘‘3553. Authority and functions of the Direc-

tor. 
‘‘3554. Agency responsibilities. 
‘‘3555. Federal information security incident 

center. 
‘‘3556. National security systems.’’. 

(b) OTHER REFERENCES.— 
(1) Section 1001(c)(1)(A) of the Homeland 

Security Act of 2002 (6 U.S.C. 511(c)(1)(A)) is 
amended by striking ‘‘section 3532(3)’’ and in-
serting ‘‘section 3552(b)’’. 

(2) Section 2222(j)(5) of title 10, United 
States Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552(b)’’. 

(3) Section 2223(c)(3) of title 10, United 
States Code, is amended, by striking ‘‘sec-

tion 3542(b)(2)’’ and inserting ‘‘section 
3552(b)’’. 

(4) Section 2315 of title 10, United States 
Code, is amended by striking ‘‘section 
3542(b)(2)’’ and inserting ‘‘section 3552(b)’’. 

(5) Section 20 of the National Institute of 
Standards and Technology Act (15 U.S.C. 
278g–3) is amended— 

(A) in subsections (a)(2) and (e)(5), by strik-
ing ‘‘section 3532(b)(2)’’ and inserting ‘‘sec-
tion 3552(b)’’; and 

(B) in subsection (e)— 
(i) in paragraph (2), by striking ‘‘section 

3532(1)’’ and inserting ‘‘section 3552(b)’’; and 
(ii) in paragraph (5), by striking ‘‘section 

3532(b)(2)’’ and inserting ‘‘section 3552(b)’’. 
(6) Section 8(d)(1) of the Cyber Security Re-

search and Development Act (15 U.S.C. 
7406(d)(1)) is amended by striking ‘‘section 
3534(b)’’ and inserting ‘‘section 3554(b)’’. 
SEC. 4. NO ADDITIONAL FUNDS AUTHORIZED. 

No additional funds are authorized to carry 
out the requirements of section 3554 of title 
44, United States Code, as amended by sec-
tion 2 of this Act. Such requirements shall 
be carried out using amounts otherwise au-
thorized or appropriated. 
SEC. 5. EFFECTIVE DATE. 

This Act (including the amendments made 
by this Act) shall take effect 30 days after 
the date of the enactment of this Act. 

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from 
California (Mr. ISSA) and the gen-
tleman from Maryland (Mr. CUMMINGS) 
each will control 20 minutes. 

The Chair recognizes the gentleman 
from California. 

GENERAL LEAVE 
Mr. ISSA. Mr. Speaker, I ask unani-

mous consent that all Members may 
have 5 legislative days within which to 
revise and extend their remarks and in-
clude extraneous materials on the bill 
under consideration. 

The SPEAKER pro tempore. Is there 
objection to the request of the gen-
tleman from California? 

There was no objection. 
Mr. ISSA. Mr. Speaker, I yield myself 

such time as I may consume. 
Cybersecurity threats represent one 

of the most serious national security 
and economic challenges we face in our 
Nation. Whether it’s criminal hackers, 
organized crime, terrorist networks, or 
nation-states, our Nation is under siege 
from dangerous cybersecurity threats 
that grow daily in frequency and so-
phistication. 

It is critical that the Federal Govern-
ment address cybersecurity threats in 
a manner that keeps pace with our Na-
tion’s growing dependence on tech-
nology, but current Federal law does 
not adequately address the nature of 
today’s cybersecurity threats. 

Since the enactment in 2002 of the 
Federal Information Security Manage-
ment Act, or FISMA, it has become a 
‘‘check the box’’ compliance activity 
that all too often has little to do with 
minimizing cyber threats. And yet the 
Government Accountability Office re-
cently found that security incidents 
among 24 key agencies increased by 650 
percent, or more than six-fold, in the 
last 5 years. 

To address the rising challenge posed 
by cyber threats, Ranking Member 
CUMMINGS and I introduced last Con-
gress a bill to reauthorize FISMA. That 
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bill was adopted by the House unani-
mously. 

Recently, Mr. CUMMINGS and I re-
introduced that legislation as H.R. 
1163, the Federal Information Security 
Amendments Act of 2013. The bill was 
voted out of our committee by unani-
mous vote on March 20. This bill aims 
to harness the last decade of techno-
logical innovation in securing Federal 
information systems. 

To enhance the current framework of 
securing Federal information tech-
nology systems, our bill calls for auto-
mated and continuous monitoring of 
government information systems—and 
I’m going to repeat—automated and 
continuous monitoring of government 
information systems. And it ensures 
that continuous monitoring finally in-
corporates regular threat assessments, 
not just ‘‘check the box.’’ 

The bill also reaffirms the role of the 
Office of Management and Budget with 
respect to FISMA, recognizing that the 
budgetary leverage of the Executive 
Office of the President is necessary to 
ensure agencies are focused on effec-
tive security IT systems. Mr. Speaker, 
that’s particularly significant because 
IT is the backbone of every single large 
and small agency of the government; 
and only with the power of the Presi-
dent through the Office of Management 
and Budget can you, in fact, ensure 
that the President has transparency 
and his authority is respected through-
out all these agencies. 

We can no longer afford the ‘‘check 
the box’’ that came out of the first 
piece of legislation. It wasn’t its in-
tent, and the six-fold increase in the 
last 5 years says it has failed us. 

While our bill does not include new 
requirements, restrictions, or man-
dates on private, non-Federal computer 
systems, H.R. 1163 does highlight the 
need for stronger public-private part-
nership. Again, as we interface over the 
public Internet, it is critical that the 
weakest link be prevented. To that ex-
tent, this bill has received strong sup-
port from cybersecurity experts and in-
dustry, including TechAmerica, the In-
formation Technology Industry Coun-
cil, and the Business Software Alli-
ance. 

I’d like to personally thank Ranking 
Member CUMMINGS for partnering, both 
personally and through his staff, to 
create a bill that is necessary, timely, 
and accurate to meet the growing 
threat of cybersecurity. 

I encourage all Members to support 
this timely legislation, and I reserve 
the balance of my time. 

Mr. CUMMINGS. Mr. Speaker, I yield 
myself such time as I may consume. 

I want to begin by thanking Chair-
man ISSA for sponsoring this legisla-
tion and for making this a truly bipar-
tisan effort. I am pleased to join the 
chairman in sponsoring this bill again 
this Congress. 

Also, I thank the other cosponsors of 
the bill, including the chairman and 
the ranking member of the Sub-
committee on Government Operations, 

Representatives JOHN MICA and GERRY 
CONNOLLY, and the chairman and the 
ranking member of the Subcommittee 
on National Security, Representatives 
JASON CHAFFETZ and JOHN TIERNEY. 

Last month, the Director of National 
Intelligence, James Clapper, placed 
cyber attacks at the top of his list of 
national security threats. This bill is 
an important step in Congress’ re-
sponse to the cyber threat. This legis-
lation would ensure that Federal agen-
cies use a risk-based approach to de-
fend against cyber attacks and protect 
government information from being 
compromised by our adversaries. 

It is important that the Federal Gov-
ernment set the example by ensuring 
that its own information is protected. 
The Department of Energy was hacked 
in January, and personal data for hun-
dreds of employees was compromised. 
We are better than that, Mr. Speaker, 
and we can do better. 

Personal data for more than 100,000 
accounts in the Thrift Savings Plan 
was compromised last year when a con-
tractor’s computer was hacked. This 
bill would shift the Federal Govern-
ment to a system of continuous moni-
toring of information systems. And 
just this morning, the chairman said in 
a hearing that we have to do more with 
less and we have to figure out ways to 
use technology so that we can effi-
ciently and effectively do the things 
that we need to do. 

This bill goes right in that direction, 
which is so important. It would also 
streamline reporting requirements and 
ensure that agencies take a smart, 
risk-based approach to securing net-
works. 

This bill would continue to authorize 
the Office of Management and Budget 
to set Federal policy for information 
security. This is important because we 
need to hold all the agencies account-
able for developing appropriate stand-
ards and living up to those very stand-
ards. OMB is the appropriate entity to 
be responsible for ensuring that that 
happens. 

However, nothing in this bill will pre-
vent the Department of Homeland Se-
curity from continuing the great work 
it is doing to protect our Nation 
against potential cyber attacks. The 
Department has expanded its cyberse-
curity workforce and is working with 
agencies to establish continuous moni-
toring. This bill supports that work by 
making clear that agencies must take 
action to protect their networks, rath-
er than just doing routine ‘‘check the 
box’’ reports, as Chairman ISSA just 
talked about. 

b 1240 

Today, we have a bipartisan effort. It 
is truly a bipartisan effort to address a 
problem that affects every single 
American and business, every entity of 
our Nation. That’s why it’s so good 
that we had all of our subcommittee 
rankings and chairmen working to-
gether and Mr. ISSA making sure that 
this legislation got out. As it is so very 

important, I urge my colleagues to 
vote in favor of this legislation. 

With that, I reserve the balance of 
my time. 

Mr. ISSA. Mr. Speaker, I yield myself 
11⁄2 minutes. 

I want to associate myself with the 
ranking member’s statements. 

Mr. CUMMINGS does make the great 
point that Homeland Security is, in 
fact, doing a great deal. And if there is 
an active activity through NSA and 
other agencies, we applaud that. 

A great deal of what this bill reau-
thorization is intended to do, in work-
ing with the subcommittee ranking 
member Mr. CONNOLLY, is to recognize 
that there needs to be a public-private 
partnership. We need our private enti-
ties to be as strong as they can be so 
they don’t become conduits for espio-
nage and for attacks. But also that, in 
fact, it’s the smallest entity of govern-
ment, the one that you don’t think 
much of, the one that may not be high 
priority that, in fact, also has to be 
protected: commerce at our public 
parks; commerce occurring throughout 
the Federal Government; and, in fact, 
just the records that are so often col-
lected and maintained in places like 
the Veterans Administration and so on. 

Although they may not represent an 
immediate threat to national security, 
as a veteran, I must tell you the fact 
that those records sit there tells all of 
us, millions of veterans, that we want 
to have a robust maintenance of cyber-
security, something that under the 
current statute we believe the box is 
being checked, but not all that needs 
to be done is being done. 

I reserve the balance of my time. 
Mr. CUMMINGS. It gives me great 

pleasure, Mr. Speaker, to yield 3 min-
utes to a gentleman who has worked 
very hard on this issue night and day, 
and it’s been at the forefront of his ef-
forts, the gentleman from Virginia (Mr. 
CONNOLLY). 

Mr. CONNOLLY. Mr. Speaker, I 
thank the distinguished ranking mem-
ber, my friend from Maryland, and I 
also thank the distinguished chairman 
of the Oversight and Government Re-
form Committee. 

I proudly join them in cosponsoring 
this legislation and rising in strong 
support of H.R. 1136, the Federal Infor-
mation Security Amendments Act of 
2013. The chairman and ranking mem-
ber of the full committee have worked 
in a bipartisan fashion to advance this 
bill to the floor today, and they de-
serve great credit. 

H.R. 1163 is desperately needed to ad-
dress a looming and critical threat to 
our Nation’s economic and national se-
curity. As the Government Account-
ability Office testified before our com-
mittee in its 2013 High Risk Report, the 
number of cyber incidents has grown 
exponentially among Federal agencies 
and, for that matter, in the private sec-
tor. 

Specifically, in the year 2006, they re-
ported 5,503 cyber incidents to the U.S. 
Computer Emergency Readiness Team. 
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Six years later, that same number was 
48,562, which is an astounding 782 per-
cent increase in just 6 years. 

According to the Government Ac-
countability Office, cyber attacks in-
volving Federal systems and critical 
infrastructure, Mr. Speaker, could be 
devastating to the country. Yet, its au-
dits have consistently revealed infor-
mation security deficiencies in public 
and private, financial and nonfinancial 
systems. 

More troubling, despite producing 
hundreds of recommendations over the 
past 2 fiscal years that would address 
security-control deficiencies, the ma-
jority of GAO’s recommendations have, 
in fact, not been fully implemented. 
Unfortunately, vital Federal assets and 
missions will remain at high risk for 
fraud, misuse, and disruption unless 
agencies fully implement the literally 
hundreds of recommendations made by 
the GAO and various offices of the in-
spectors general aimed at strength-
ening the security of critical informa-
tion systems. 

The sophisticated and rapidly involv-
ing cybersecurity threat has outpaced 
the security framework established by 
the former Federal Information Secu-
rity Management Act of 2002. FISMA’s 
static, compliance-based framework, as 
noted by both the ranking member and 
the distinguished chairman of the com-
mittee, must be enhanced. It can’t be 
used as a substitute for developing 
strategies to counter this threat. 

I believe this bipartisan legislation 
will accomplish that goal by enhancing 
FISMA to promote a more dynamic, 
risk-based approach that leverages cur-
rent technology to implement contin-
uous monitoring of networks and sys-
tems. 

Specifically, the Federal Information 
Security Amendments Act will direct 
agencies to test and evaluate informa-
tion security controls and techniques 
and conduct threat assessments by 
monitoring information systems and 
identifying potential system vulnera-
bilities. 

The SPEAKER pro tempore. The 
time of the gentleman has expired. 

Mr. CUMMINGS. I yield the gen-
tleman an additional 11⁄2 minutes. 

Mr. CONNOLLY. It will conduct vul-
nerability assessments and penetration 
tests commensurate with the risk 
posed to agency information systems 
and collaborate with OMB and appro-
priate public- and private-sector secu-
rity operations centers on security in-
cidents that extend beyond the control 
of the agency to require that security 
incidents be reported through an auto-
mated and continuous monitoring ca-
pability to the Federal Information Se-
curity Incident Center, appropriate se-
curity operations centers, and respec-
tive agency Offices of Inspector Gen-
eral. 

Mr. Speaker, I join the distinguished 
chairman and ranking member of the 
Oversight and Government Reform 
Committee in urging all Members to 
support this critical bipartisan cyber-

security legislation that is urgently 
needed to provide Federal agencies 
with the necessary tools to effectively 
secure our Federal information sys-
tems. 

With that, I thank them both for 
their leadership on this critical matter. 

Mr. ISSA. I reserve the balance of my 
time. 

Mr. CUMMINGS. I yield myself such 
time as I may consume. 

As we have no other speakers, Mr. 
Speaker, I just want to make it clear 
that I think yesterday’s incident in 
Boston should remind us of how fragile 
our society is and that there are so 
many people who want to do us harm. 

A lot of times we concentrate on 
those kinds of attacks and don’t spend 
the kind of time we really need to on 
the cyber attacks, which can be just as 
harmful, just as damaging. These cyber 
attacks can literally bring our country 
and our economy to a halt. That’s why 
we are urging all Members to vote in 
favor of this. 

And it is my hope, Mr. Speaker, that 
as we are addressing this issue today, 
that it will send the word out to the 
Nation that once again our committee 
and this Congress is putting a micro-
scope on this issue and doing every-
thing in our power to make sure that 
our efforts are effective and efficient 
because the threats are there, and they 
are real. 

It is up to us. It is our watch. It is 
our watch, just like a watchman 
watching over a fort or watching over 
a city. We are the watchmen right now, 
and it’s our watch, and we have to 
make sure we do everything in our 
power to make sure that we protect 
against this very clear threat. 

With that, I urge all Members to vote 
in favor of this legislation, and I yield 
back the balance of my time and. 

Mr. ISSA. Mr. Chairman, I yield my-
self the balance of my time. 

Mr. Speaker, H.R. 1163 has many au-
thors: Mr. CUMMINGS and myself, Mr. 
CONNOLLY, Mr. CHAFFETZ, Mr. TIERNEY. 
It also has every committee chairman 
and every ranking member here in the 
House. And I would like to take a mo-
ment to thank all the committee 
chairmen of Homeland Security, For-
eign Affairs, and House Administra-
tion, because staffs from all of those 
committees, particularly with the ac-
quiescence of the chairmen and rank-
ing members, have contributed to our 
fact-finding to try to produce a good 
bill here today. 

I think often our committee is 
viewed as, what is your authority and 
so on. This is an odd situation in 
which, in order for us to bring the bill 
here today, we really needed all the 
agencies and all the personnel here to 
be brought to bear so that we could try 
to fashion a piece of legislation that 
would allow the Federal Government 
to work better, that would allow the 
executive branch to execute better on 
behalf of the American people. 

b 1250 
Lastly, I would like to thank the out-

side groups, many of which I men-

tioned in my opening statement, but 
even more who responded when this 
bill was posted for comment. They re-
sponded with constructive suggestions. 

I know there is a lot of trepidation 
any time the government is, in fact, 
looking at data passing through the 
system, but this and other legislation 
is a balancing act. We cannot have the 
economy that we enjoy today if these 
systems are shut down by attacks. At 
the same time, I know I join with the 
ranking member and all of the authors 
of this legislation in that we are com-
mitted to making sure we maintain the 
personal freedom and the privacy that 
goes with what we are entrusted to 
here in the government. 

So, in closing, Mr. Speaker, this is an 
update. It is not the last time we will 
have to update cybersecurity. It is not 
the last time we will be here concerned 
about America’s economy so dependent 
on the Internet, but it is a good bill. It 
is ready. 

I urge its approval, and I yield back 
the balance of my time. 
COMMITTEE ON HOMELAND SECURITY, 

HOUSE OF REPRESENTATIVES, 
Washington, DC, April 11, 2013. 

Hon. DARRELL E. ISSA, 
Chairman, Committee on Oversight and Govern-

ment Reform, Rayburn House Office Build-
ing, Washington, DC. 

DEAR CHAIRMAN ISSA: On March 20, 2013, 
the Committee on Oversight and Govern-
ment Reform ordered H.R. 1163, the ‘‘Federal 
Information Security Amendments Act of 
2013’’, reported favorably to the House with 
certain provisions in the legislation that fall 
within the Rule X jurisdiction of the Com-
mittee on Homeland Security. Specifically, 
this legislation would require the Depart-
ment of Homeland Security to share cyber 
threat information with an information se-
curity center, delegate the authority and 
primary responsibility of information secu-
rity to a Chief Information Security Officer 
responsible for overseeing a Department- 
wide information security program, and rec-
ognize the existence of a Federal informa-
tion security incident center, which in prac-
tice, is currently the National Cybersecurity 
and Communications Integration Center at 
the Department of Homeland Security. 

The Office of Management and Budget 
(OMB) issued Memorandum M–10–28 on July 
6, 2010, transferring many of OMB’s Federal 
information security and responsibilities to 
the Department of Homeland Security. Since 
Memorandum M–10–28 was issued, the De-
partment of Homeland Security has con-
ducted the operational aspects of Federal in-
formation security through the functions of 
the National Cybersecurity and Communica-
tions Integration Center and the United 
States Computer Emergency Readiness 
Team. This legislation, through its accom-
panied report, preserves the operational ca-
pabilities of DHS pertaining to Federal in-
formation security while reaffirming OMB’s 
supervisory role with respect to FISMA. 

I understand the importance of advancing 
this legislation to the House floor in an expe-
ditious manner. Therefore, the Committee 
on Homeland Security will not seek a se-
quential referral over provisions within our 
jurisdiction. This action is conditional on 
our mutual understanding and agreement 
that doing so will in no way diminish or 
alter the jurisdiction of the Committee on 
Homeland Security over the subject matter 
included in this or similar legislation. In ad-
dition, I would like to thank you for working 
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with me on modifying the report that accom-
panies H.R. 1163 to ensure the operational 
role the Department of Homeland Security 
plays in the protection of the Nation’s Fed-
eral information systems is in no way dimin-
ished. I request that you urge the Speaker to 
appoint Members of this Committee to any 
conference committee for consideration of 
any provisions that fall within the jurisdic-
tion of the Committee on Homeland Security 
in the House-Senate conference on this or 
similar legislation. 

I also request that this letter and your re-
sponse be included in the committee report 
on H.R. 1163 and into the Congressional 
Record during consideration of this measure 
on the House floor. Thank you for your con-
sideration of this matter. 

Sincerely, 
MICHAEL T. MCCAUL, 

Chairman. 

COMMITTEE ON OVERSIGHT AND GOV-
ERNMENT REFORM, HOUSE OF REP-
RESENTATIVES, 

Washington, DC, April 12, 2013. 
Hon. MICHAEL MCCAUL, 
Chairman, Committee on Homeland Security, 

House of Representatives, Washington, DC. 
DEAR MR. CHAIRMAN: Thank you for your 

letter regarding the Committee on Homeland 
Security’s jurisdictional interest in H.R. 
1163, the ‘‘Federal Information Security 
Amendments.’’ 

I agree that the Committee on Homeland 
Security has a valid jurisdictional interest 
in federal cybersecurity, and that the Com-
mittee’s jurisdiction will not be adversely af-
fected by your decision to forego consider-
ation of H.R. 1163. As you have requested, I 
will support your request for an appropriate 
appointment of outside conferees from your 
Committee in the event of a House-Senate 
conference on this or similar legislation, 
should such a conference be convened. 

Finally, I will include a copy of your letter 
and this response in the Committee Report 
and in the Congressional Record during the 
floor consideration of this bill. Thank you 
again for your cooperation. 

Sincerely, 
DARRELL ISSA, 

Chairman. 

COMMITTEE ON SCIENCE, SPACE, AND 
TECHNOLOGY, HOUSE OF REP-
RESENTATIVES, 

Washington, DC, April 12, 2013. 
Hon. DARRELL ISSA, 
Chairman, Committee on Oversight and Govern-

ment Reform, Rayburn House Office Build-
ing, Washington, DC. 

DEAR CHAIRMAN ISSA: I am writing to you 
concerning the jurisdictional interest of the 
Committee on Science, Space, and Tech-
nology in H.R. 1163. the Federal Information 
Security Amendments Act of 2013. 

I recognize and appreciate the desire to 
bring this legislation before the House of 
Representatives in an expeditious manner, 
and accordingly, I will waive further consid-
eration of this bill in Committee, notwith-
standing any provisions that fall within the 
jurisdiction of the Committee on Science, 
Space, and Technology. This waiver, of 
course, is conditional on our mutual under-
standing that agreeing to waive consider-
ation of this bill should not be construed as 
waiving, reducing, or affecting the jurisdic-
tion of the Committee on Science, Space, 
and Technology. 

Additionally, the Committee on Science, 
Space, and Technology expressly reserves its 
authority to seek conferees on any provision 
within its jurisdiction during any House- 
Senate conference that may be convened on 
this, or any similar legislation. I ask for 
your commitment to support any request by 

the Committee for conferees on H.R. 1163, as 
well as any similar or related legislation. 

I ask that a copy of this letter be placed in 
the Committee Report on H.R. 1163 and in 
the Congressional Record during consider-
ation of this bill on the House floor. 

I look forward to continuing to work with 
you on the legislation as you work towards 
enactment of H.R. 1163. 

Sincerely, 
LAMAR SMITH, 

Chairman, Committee on Science, 
Space, and Technology. 

COMMITTEE ON OVERSIGHT AND GOV-
ERNMENT REFORM, HOUSE OF REP-
RESENTATIVES, 

Washington, DC, April 16, 2013. 
Hon. LAMAR SMITH, 
Chairman, Committee on Science, Space, and 

Technology, Washington, DC. 
DEAR MR. CHAIRMAN: Thank you for your 

letter regarding the Committee on Science, 
Space, and Technology’s jurisdictional inter-
est in H.R. 1163, the ‘‘Federal Information 
Security Amendments Act of 2013,’’ and your 
willingness to forego consideration of H.R. 
1163 by your committee. 

I agree that the Committee on Science, 
Space, and Technology has a valid jurisdic-
tional interest in certain provisions of H.R. 
1163 and that the Committee’s jurisdiction 
will not be adversely affected by your deci-
sion to forego consideration of H.R. 1163. As 
you have requested, I will support your re-
quest for an appropriate appointment of out-
side conferees from your Committee in the 
event of a House-Senate conference on this 
or similar legislation should such a con-
ference be convened. 

Finally, I will include a copy of your letter 
and this response in the Committee Report 
and in the Congressional Record during the 
floor consideration of this bill. Thank you 
again for your cooperation. 

Sincerely, 
DARRELL ISSA, 

Chairman. 

The SPEAKER pro tempore. The 
question is on the motion offered by 
the gentleman from California (Mr. 
ISSA) that the House suspend the rules 
and pass the bill, H.R. 1163. 

The question was taken. 
The SPEAKER pro tempore. In the 

opinion of the Chair, two-thirds being 
in the affirmative, the ayes have it. 

Mr. ISSA. Mr. Speaker, on that I de-
mand the yeas and nays. 

The yeas and nays were ordered. 
The SPEAKER pro tempore. Pursu-

ant to clause 8 of rule XX, further pro-
ceedings on this motion will be post-
poned. 

f 

CYBERSECURITY ENHANCEMENT 
ACT OF 2013 

Mr. SMITH of Texas. Mr. Speaker, I 
move to suspend the rules and pass the 
bill (H.R. 756) to advance cybersecurity 
research, development, and technical 
standards, and for other purposes, as 
amended. 

The Clerk read the title of the bill. 
The text of the bill is as follows: 

H.R. 756 

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Cybersecurity 
Enhancement Act of 2013’’. 

TITLE I—RESEARCH AND DEVELOPMENT 
SEC. 101. DEFINITIONS. 

In this title: 
(1) NATIONAL COORDINATION OFFICE.—The 

term National Coordination Office means the 
National Coordination Office for the Net-
working and Information Technology Research 
and Development program. 

(2) PROGRAM.—The term Program means the 
Networking and Information Technology Re-
search and Development program which has 
been established under section 101 of the High- 
Performance Computing Act of 1991 (15 U.S.C. 
5511). 
SEC. 102. FINDINGS. 

Section 2 of the Cyber Security Research and 
Development Act (15 U.S.C. 7401) is amended— 

(1) by amending paragraph (1) to read as fol-
lows: 

‘‘(1) Advancements in information and com-
munications technology have resulted in a glob-
ally interconnected network of government, 
commercial, scientific, and education infrastruc-
tures, including critical infrastructures for elec-
tric power, natural gas and petroleum produc-
tion and distribution, telecommunications, 
transportation, water supply, banking and fi-
nance, and emergency and government serv-
ices.’’; 

(2) in paragraph (2), by striking ‘‘Exponential 
increases in interconnectivity have facilitated 
enhanced communications, economic growth,’’ 
and inserting ‘‘These advancements have sig-
nificantly contributed to the growth of the 
United States economy,’’; 

(3) by amending paragraph (3) to read as fol-
lows: 

‘‘(3) The Cyberspace Policy Review published 
by the President in May, 2009, concluded that 
our information technology and communications 
infrastructure is vulnerable and has ‘suffered 
intrusions that have allowed criminals to steal 
hundreds of millions of dollars and nation- 
states and other entities to steal intellectual 
property and sensitive military information’.’’; 
and 

(4) by amending paragraph (6) to read as fol-
lows: 

‘‘(6) While African-Americans, Hispanics, and 
Native Americans constitute 33 percent of the 
college-age population, members of these minori-
ties comprise less than 20 percent of bachelor de-
gree recipients in the field of computer 
sciences.’’. 
SEC. 103. CYBERSECURITY STRATEGIC RESEARCH 

AND DEVELOPMENT PLAN. 
(a) IN GENERAL.—Not later than 12 months 

after the date of enactment of this Act, the 
agencies identified in subsection 101(a)(3)(B)(i) 
through (x) of the High-Performance Computing 
Act of 1991 (15 U.S.C. 5511(a)(3)(B)(i) through 
(x)) or designated under section 101(a)(3)(B)(xi) 
of such Act, working through the National 
Science and Technology Council and with the 
assistance of the National Coordination Office, 
shall transmit to Congress a strategic plan based 
on an assessment of cybersecurity risk to guide 
the overall direction of Federal cybersecurity 
and information assurance research and devel-
opment for information technology and net-
working systems. Once every 3 years after the 
initial strategic plan is transmitted to Congress 
under this section, such agencies shall prepare 
and transmit to Congress an update of such 
plan. 

(b) CONTENTS OF PLAN.—The strategic plan 
required under subsection (a) shall— 

(1) specify and prioritize near-term, mid-term 
and long-term research objectives, including ob-
jectives associated with the research areas iden-
tified in section 4(a)(1) of the Cyber Security Re-
search and Development Act (15 U.S.C. 
7403(a)(1)) and how the near-term objectives 
complement research and development areas in 
which the private sector is actively engaged; 

(2) describe how the Program will focus on in-
novative, transformational technologies with 
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