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HUTCHISON) was added as a cosponsor of
S. 1467, a bill to amend the Patient
Protection and Affordable Care Act to
protect rights of conscience with re-
gard to requirements for coverage of
specific items and services.
S. 1674
At the request of Mr. REED, the name
of the Senator from West Virginia (Mr.
ROCKEFELLER) was added as a cospon-
sor of S. 1674, a bill to improve teacher
quality, and for other purposes.
S. 1680
At the request of Mr. CONRAD, the
name of the Senator from Mississippi
(Mr. WICKER) was added as a cosponsor
of S. 1680, a bill to amend title XVIII of
the Social Security Act to protect and
preserve access of Medicare bene-
ficiaries in rural areas to health care
providers under the Medicare program,
and for other purposes.
S. 1773
At the request of Mr. BROWN of Ohio,
the name of the Senator from Rhode Is-
land (Mr. REED) was added as a cospon-
sor of S. 1773, a bill to promote local
and regional farm and food systems,
and for other purposes.
S. 1796
At the request of Mr. ISAKSON, the
name of the Senator from Arkansas
(Mr. BOOZMAN) was added as a cospon-
sor of S. 1796, a bill to make permanent
the Internal Revenue Service Free File
program.
S. 1798
At the request of Mr. UDALL of New
Mexico, the name of the Senator from
Maine (Ms. SNOWE) was added as a co-
sponsor of S. 1798, a bill to direct the
Secretary of Veterans Affairs to estab-
lish an open burn pit registry to ensure
that members of the Armed Forces who
may have been exposed to toxic chemi-
cals and fumes caused by open burn
pits while deployed to Afghanistan or
Iraq receive information regarding
such exposure, and for other purposes.
S. 1925
At the request of Mr. LEAHY, the
names of the Senator from Virginia
(Mr. WEBB), the Senator from Nebraska
(Mr. NELSON) and the Senator from
Virginia (Mr. WARNER) were added as
cosponsors of S. 1925, a bill to reauthor-
ize the Violence Against Women Act of
1994.
S. 1989
At the request of Ms. CANTWELL, the
name of the Senator from Minnesota
(Mr. FRANKEN) was added as a cospon-
sor of S. 1989, a bill to amend the Inter-
nal Revenue Code of 1986 to make per-
manent the minimum low-income
housing tax credit rate for unsub-
sidized buildings and to provide a min-
imum 4 percent credit rate for existing
buildings.
S. 2004
At the request of Mr. UDALL of New
Mexico, the name of the Senator from
Missouri (Mr. BLUNT) was added as a
cosponsor of S. 2004, a bill to grant the
Congressional Gold Medal to the troops
who defended Bataan during World War
II.
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S. 2010
At the request of Mr. KERRY, the
name of the Senator from Ohio (Mr.
BrOWN) was added as a cosponsor of S.
2010, a bill to amend title II of the So-
cial Security Act to repeal the Govern-
ment pension offset and windfall elimi-
nation provisions.
S. 2051
At the request of Mr. REED, the name
of the Senator from Alaska (Mr.
BEGICH) was added as a cosponsor of S.
2051, a bill to amend the Higher Edu-
cation Act of 1965 to extend the re-
duced interest rate for Federal Direct
Stafford Loans.
S. 2058
At the request of Ms. MURKOWSKI, the
name of the Senator from Florida (Mr.
RUBIO) was added as a cosponsor of S.
2058, a bill to close loopholes, increase
transparency, and improve the effec-
tiveness of sanctions on Iranian trade
in petroleum products.
S. 2065
At the request of Mr. VITTER, his
name was added as a cosponsor of S.
2065, a bill to amend the Balanced
Budget and Emergency Deficit Control
Act of 1985 to modify the discretionary
spending limits to take into account
savings resulting from the reduction in
the number of Federal employees and
extending the pay freeze for Federal
employees.
S.J. RES. 21
At the request of Mr. MENENDEZ, the
name of the Senator from California
(Mrs. FEINSTEIN) was added as a co-
sponsor of S.J. Res. 21, a joint resolu-
tion proposing an amendment to the
Constitution of the United States rel-
ative to equal rights for men and
women.
AMENDMENT NO. 1521
At the request of Mr. WICKER, the
names of the Senator from Alabama
(Mr. SESSIONS) and the Senator from
Mississippi (Mr. COCHRAN) were added
as cosponsors of amendment No. 1521
intended to be proposed to S. 1813, a
bill to reauthorize Federal-aid highway
and highway safety construction pro-
grams, and for other purposes.
AMENDMENT NO. 1534
At the request of Mr. VITTER, the
name of the Senator from Wisconsin
(Mr. JOHNSON) was added as a cosponsor
of amendment No. 15634 intended to be
proposed to S. 1813, a bill to reauthor-
ize Federal-aid highway and highway
safety construction programs, and for
other purposes.
AMENDMENT NO. 1535
At the request of Mr. VITTER, the
name of the Senator from Wisconsin
(Mr. JOHNSON) was added as a cosponsor
of amendment No. 15635 intended to be
proposed to S. 1813, a bill to reauthor-
ize Federal-aid highway and highway
safety construction programs, and for
other purposes.
AMENDMENT NO. 1545
At the request of Mr. BOOZMAN, the
name of the Senator from Virginia (Mr.
WEBB) was added as a cosponsor of
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amendment No. 1545 intended to be pro-
posed to S. 1813, a bill to reauthorize
Federal-aid highway and highway safe-
ty construction programs, and for
other purposes.
AMENDMENT NO. 1546

At the request of Mr. LEVIN, the
names of the Senator from Minnesota
(Ms. KLOBUCHAR), the Senator from
Virginia (Mr. WARNER), the Senator
from Maryland (Ms. MIKULSKI) and the
Senator from New York (Mr. SCHUMER)
were added as cosponsors of amend-
ment No. 1546 intended to be proposed
to S. 1813, a bill to reauthorize Federal-
aid highway and highway safety con-
struction programs, and for other pur-
poses.

———

STATEMENTS ON INTRODUCED
BILLS AND JOINT RESOLUTIONS

By Mr. CARDIN (for himself, Mrs.
BOXER, and Mr. INHOFE):

S. 2104. A bill to amend the Water Re-
sources Research Act of 1984 to reau-
thorize grants for and require applied
water supply research regarding the
water resources research and tech-
nology institutes established under
that Act; to the Committee on Envi-
ronment and Public Works.

Mr. CARDIN. Mr. President, today I
am introducing the Water Resources
Research Amendments Act. First au-
thorized in 1964, the Water Resources
Research Act established 54 Water Re-
sources Research Institutes across the
country and set up a grant program for
applied water supply research. The act
was most recently reauthorized in 2006,
in PL 109-471. The bill I introduce
today would reauthorize the grant pro-
gram for the next 5 years and would
add a program focused on the research
and development of green infrastruc-
ture.

The research funded through the
Water Resources Research Act has had
lasting impacts on our Nation’s waters.
In fact, some of the tools we use today
for restoration of the Chesapeake Bay
were a product of these research
grants. WRRA Researchers across the
Mid-Atlantic States have developed
ways to keep the Chesapeake waters
clean through urban stormwater treat-
ment, improved roadway design, and
eco-friendly poultry farming practices.
Moreover, WRRA-funded projects de-
velop innovative and cost-effective so-
lutions for similar water resources
issues across the country. For example,
the technology used in West Virginia’s
innovative nutrient trading program
utilizes technology developed by
WRRA researchers. Undoubtedly, fund-
ing WRRA is an intelligent and nec-
essary investment in the future of our
water resources.

WRRA authorizes two types of an-
nual grants. First, it supplies grants to
each Water Resources Research Insti-
tute for research that fosters improve-
ments in water supply reliability, ex-
plores new ways to address water prob-
lems, encourages dissemination of re-
search to water managers and the pub-
lic, and encourages the entry of new
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scientists, engineers and technicians
into the water resources field. Second,
WRRA authorizes a national competi-
tive grant program to address regional
water issues. All WRRA grants must be
matched 2 to 1 with non-federal fund-
ing.

In the last authorization period, the
program was authorized at $12,000,000
per year, providing $6,000,000 to each
type of grant. Authorization for these
grants expired in fiscal year 2011. To-
day’s bill would reauthorize both grant
programs for an additional five years
by providing $7,500,000 for institutional
grants and $1,500,000 for national com-
petitive grants. This change in author-
ization levels reflects our efforts to ad-
just for present fiscal limitations. The
proposed authorization maximizes eco-
nomic efficiency of the program with-
out compromising its efficacy. The
Water Resources Research Institutes
across the Nation have 45 years of ex-
perience assisting states and federal
agencies through research, education
and outreach. While the Institutes are
only required to match Federal funding
with outside sources at a ratio of 2 to
1, they regularly exceed that propor-
tion, often with ratios of more than 5
to 1. Moreover, Federal grants are crit-
ical for the institutes to be able to le-
verage funding from their home State.
Consequently, by focusing funds on the
Water Resources Research Institutes,
we can be sure that we are supporting
top-notch science while maximizing
cost-effectiveness. Moreover, by fund-
ing this network of institutes we are
investing in our future. The Water Re-
sources Research Institutes are the
country’s single largest training pro-
gram for water scientists, technicians,
and engineers.

Today water-related issues pervade
the nation. Whether it is floods,
droughts, or water degradation, Amer-
ican economies and lives depend on our
water resources. WRRA grants provide
us with improved understanding of
water-related issues and better tech-
nology to address them. Nearly half a
century after the Water Resources Re-
search grant program was first put in
place, this program is just as relevant,
just as critical, and deserves our sup-
port.

Mr. President, I ask unanimous con-
sent that the text of the bill be printed
in the RECORD.

There being no objection, the text of
the bill was ordered to be printed in
the RECORD, as follows:

S. 2104

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘“Water Re-
sources Research Amendments Act of 2012”.
SEC. 2. WATER RESOURCES RESEARCH ACT

AMENDMENTS.

(a) CONGRESSIONAL FINDINGS AND DECLARA-
TIONS.—Section 102 of the Water Resources
Research Act of 1984 (42 U.S.C. 10301) is
amended—

(1) by redesignating paragraphs (7) through
(9) as paragraphs (8) through (10), respec-
tively:;
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(2) in paragraph (8) (as so redesignated), by
striking ‘‘and’ at the end; and

(3) by inserting after paragraph (6) the fol-
lowing:

‘“(7) additional research is required into in-
creasing the effectiveness and efficiency of
new and existing treatment works through
alternative approaches, including—

‘“(A) nonstructural alternatives;

‘“(B) decentralized approaches;

‘“(C) water use efficiency; and

‘(D) actions to reduce energy consumption
or extract energy from wastewater;”.

(b) CLARIFICATION OF RESEARCH ACTIVI-
TIES.—Section 104(b)(1) of the Water Re-
sources Research Act of 1984 (42 U.S.C.
10303(b)(1)) is amended—

(1) in subparagraph (B)(ii), by striking
‘“‘water-related phenomena’ and inserting
“‘water resources’’; and

(2) in subparagraph (D), by striking the pe-
riod at the end and inserting ‘‘; and’’.

(c) COMPLIANCE REPORT.—Section 104(c) of
the Water Resources Research Act of 1984 (42
U.S.C. 10303(c)) is amended—

(1) by striking ‘“From the’’ and inserting
‘(1) IN GENERAL.—From the’’; and

(2) by adding at the end the following:

‘“(2) REPORT.—Not later than December 31
of each fiscal year, the Secretary shall sub-
mit to the Committee on Environment and
Public Works of the Senate, the Committee
on the Budget of the Senate, the Committee
on Transportation and Infrastructure of the
House of Representatives, and the Com-
mittee on the Budget of the House of Rep-
resentatives a report regarding the compli-
ance of each funding recipient with this sub-
section for the immediately preceding fiscal
year.”.

(d) EVALUATION OF WATER RESOURCES RE-
SEARCH PROGRAM.—Section 104 of the Water
Resources Research Act of 1984 (42 U.S.C.
10303) is amended by striking subsection (e)
and inserting the following:

‘“(e) EVALUATION OF WATER RESOURCES RE-
SEARCH PROGRAM.—

‘(1) IN GENERAL.—The Secretary shall con-
duct a careful and detailed evaluation of
each institute at least once every 5 years to
determine—

‘“(A) the quality and relevance of the water
resources research of the institute;

‘(B) the effectiveness of the institute at
producing measured results and applied
water supply research; and

“(C) whether the effectiveness of the insti-
tute as an institution for planning, con-
ducting, and arranging for research warrants
continued support under this section.

¢“(2) PROHIBITION ON FURTHER SUPPORT.—If,
as a result of an evaluation under paragraph
(1), the Secretary determines that an insti-
tute does not qualify for further support
under this section, no further grants to the
institute may be provided until the quali-
fications of the institute are reestablished to
the satisfaction of the Secretary.”.

(e) AUTHORIZATION OF APPROPRIATIONS.—
Section 104(f)(1) of the Water Resources Re-
search Act of 1984 (42 U.S.C. 10303(f)(1)) is
amended by striking ‘‘$12,000,000 for each of
fiscal years 2007 through 2011 and inserting
‘‘$7,500,000 for each of fiscal years 2012
through 2017”.

(f) ADDITIONAL APPROPRIATIONS WHERE RE-
SEARCH FOCUSED ON WATER PROBLEMS OF
INTERSTATE NATURE.—Section 104(g)(1) of the
Water Resources Research Act of 1984 (42
U.S.C. 10303(g)(1)) is amended by striking
€‘$6,000,000 for each of fiscal years 2007
through 2011 and inserting ¢$1,500,000 for
each of fiscal years 2012 through 2017"’.

By Mr. LIEBERMAN (for himself,
Ms. CoLLINS, Mr. ROCKEFELLER,
and Mrs. FEINSTEIN):
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S. 2105. A bill to enhance the security
and resiliency of the cyber and commu-
nications infrastructure of the United
States; read the first time.

Mr. LIEBERMAN. Mr. President, I
came to the floor to introduce the
Cyber Security Act of 2012. I am here
with Senator SUSAN COLLINS. I thank
her for all the work we have done to-
gether in what has been a wonderfully
bipartisan, nonpartisan relationship to
deal with a very serious national prob-
lem. I am honored that we are joined in
introducing this bill by the chairs of
the two committees that have been
most involved in questions of cyber se-
curity, chairman of the Commerce
Committee, Senator ROCKEFELLER, and
the chair of the Intelligence Com-
mittee of the Senate, Senator FEIN-
STEIN of California. We have also had
the involvement of the chairs and oth-
ers on the Foreign Relations Com-
mittee, Judiciary Committee, and En-
ergy Committee. I am very proud this
is a bill that Senators COLLINS and
ROCKEFELLER and FEINSTEIN and I in-
troduced today.

I wish to give particular thanks to
the majority leader, Senator REID, for
his unflagging support, based on his
personal concern about cyber defenses
and based on classified briefings he re-
ceived on this problem. He pushed us to
work across party and committee lines
to pull the bill together that we are in-
troducing today.

It is interesting to note—since there
has been a lot of commentary in the
last 24 hours about President Obama’s
budget—that President Obama has rec-
ognized, in the most tangible terms,
the danger that confronts us by recom-
mending adding at least $300 million in
the coming year to our cyber security
effort.

Still, T know that while it is Feb-
ruary 14, 2012, those of us who have
worked on this problem fear that when
it comes to protecting America from
cyber attack, it may be September 10,
2001, all over again. The question is
whether America will confront this
grave threat to our security before it
happens, before our enemies attack.

We are being bled of our intellectual
property every day by cyber thieves.
The consequences of their thievery are
very real to America’s economy, our
prosperity, and indeed our capacity to
create jobs and hold the ones we have.

Enemies probe the weaknesses in our
critical national assets every day,
waiting until the time is right, through
cyber attack, to cripple our economy
or attack, for instance, a city’s electric
grid with the touch of a key on the
other side of the world.

The fact is our cyber defenses are not
what they should be, but such as they
are they are blinking red. Yet, again, I
fear we will not be able to connect the
dots to prevent a 9/11-type cyber attack
on America before it happens. The aim
of this bill is to make sure we don’t
scramble here in Congress after such
an attack to do what we can and should
do today.
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Intellectual property worth billions
of dollars has already been stolen, giv-
ing our international competitors ac-
cess in the global marketplace without
ever having to invest a dime in re-
search.

The fact is that even the most so-
phisticated companies are being pene-
trated, and our adversaries are using
information learned in one intrusion to
plan the next more sophisticated one.

Last year, the computer security
firm McAfee conducted a study of 70
specific instances of data theft, and
they issued a report on those instances.
They included 13 defense contractors, 6
industrial plants, and 8 American and
Canadian Government networks. Based
on that report, the former vice presi-
dent of McAfee, Dmitri Alperovitch,
issued this ominous warning:

I am convinced that every company in
every conceivable industry with significant
size and valuable intellectual property and
trade secrets has been compromised—or will
be shortly—with the great majority of the
victims rarely discovering the intrusion or
its impact.

In fact, I divide this entire set of For-
tune Global 2000 firms into two cat-
egories: those that know they’ve been
compromised and those that don’t yet
know.

These examples, of course, are deeply
alarming, but in addition, lurking out
in the ether are computer worms such
as Stuxnet that can commandeer the
computers that control heavy machin-
ery and potentially allow an intruder
to open and close Kkey valves and
switches in pipelines, refineries, fac-
tories, water and sewer systems, and
electric plants in our country without
detection by their operators.

Obviously, this capacity could be
used by an enemy to attack our coun-
try and do damage not only com-
parable to 9/11 but far in excess of it.
Depending on the target or targets,
these kinds of cyber attacks could lead
to terrible physical destruction, mas-
sive loss of life, massive evacuations,
and, of course, widespread economic
disruption.

Owners of these critical systems;
that is, private sector owners—and, re-
member, most of private infrastructure
in America is privately owned and is
what this bill is talking about—have
sometimes told us we don’t need to
worry about the security of their sys-
tems because they are not connected to
the Internet. But the reality today is
that is simply not correct. The experts
have told us that a truly air-gapped
system, as they call it; that is, one not
connected to the Internet—is as rare as
a blizzard in the Caribbean. If it exists,
our best cyber experts have yet to see
it. And Stuxnet has shown us it doesn’t
matter if a system is air gapped, be-
cause one thumb drive plugged into a
computer can lead to an infection that
spreads.

If we don’t act now to secure our
computer network, sometime in the fu-
ture—and I believe it will be in the
near future—we will be forced to act in
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the middle of a mega cyber crisis or
right after one that has had an enor-
mous, perhaps catastrophic, effect on
our country. That is why we introduced
this bill, and that is why we look for-
ward to the debate on it, and why we
hope it will pass and be enacted before
a cyber catastrophe occurs in America.

Let me briefly describe some of the
important work this bill does. First, it
ensures the computer systems—private
systems—that control our most crit-
ical infrastructure that are currently
not secure are made secure. Our bill de-
fines critical infrastructure narrowly
to include those systems that, if
brought down, or commandeered in a
cyber attack would lead to mass cas-
ualties, evacuations of major popu-
lation centers, the collapse of financial
markets, or degradation of our na-
tional security. This is critical infra-
structure. After identifying the precise
systems that meet the definition of
high risk, the Secretary of Homeland
Security would, under our legislation,
then work with the private sector oper-
ators of those systems to develop cyber
security performance requirements
based on risk assessments of those sec-
tors. The private sector owners would
then have some flexibility to meet
those performance requirements with
hardware or software they choose so
long as it achieves the required level of
security.

The Department of Homeland Secu-
rity will not be picking technological
winners and losers, so there is nothing
in this bill that would stifle innova-
tion. In fact, I think quite the con-
trary. If a company can show it already
has met high security standards, it will
be exempt from these requirements.
The bill focuses on securing that which
is not secure today, not on putting new
requirements on industries that are
doing everything they should be doing
to protect themselves and our national
security.

Once these improved security sys-
tems come on line, I think many com-
panies will want to apply them to non-
critical systems that are not covered
by this bill as a way to protect the pri-
vacy of their employees and customers,
as well as giving these companies the
chance to offer secure e-commerce
services. But that will be up to each
company.

This bill also seeks to make compli-
ance easier, more rational for covered
critical infrastructure operators by
creating a more streamlined and effi-
cient cyber organization within the De-
partment of Homeland Security. And
at each step in the process created by
our bill, the Department of Homeland
Security must work with existing Fed-
eral regulators and the private sector
they regulate to ensure no rules or reg-
ulations are put in place that duplicate
or conflict with existing requirements.
If a company feels the designation of
its networks as critical infrastructure
is somehow wrong, it has the right to
appeal that decision through a system
that the law requires DHS to set up or
they can go to Federal district court.
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This bill also establishes mechanisms
for information sharing between the
private sector and the Federal Govern-
ment and among the private sector op-
erators themselves.

Senator FEINSTEIN and her com-
mittee made a significant contribution
to this part of our bill. This is impor-
tant because computer security experts
in the private and public sectors need
to be able to share information, com-
pare notes, in order to protect us
against the evolving cyber threat.

Our proposal also creates appropriate
security measures and oversight to
protect privacy and preserve civil lib-
erties. In fact, I was pleased to read re-
cently that the American Civil Lib-
erties Union said it had studied our bill
and found it offers the greatest privacy
protections of all the cyber security
legislation that has been proposed.

I am going to jump forward a little so
I can yield to my distinguished ranking
member in a moment.

I have discussed some of the things
the bill does, but I want to mention
two it doesn’t do.

One myth about this bill is that it
contains a kill switch that would allow
the President of the United States in
an emergency to seize control of the
Internet. There is nothing remotely
like that in this bill. At one time we
had considered language that would, in
fact, have limited powers the President
has under the Communications Act of
1934 to take over electronic commu-
nications in times of war. But that pro-
vision was so widely misunderstood or
misrepresented that we dropped it
rather than risk losing the chance to
pass the rest of this urgently needed
legislation.

I also want to make clear that noth-
ing in this bill touches on any of the
issues that quite recently have in-
flamed our consideration of the Stop
Online Piracy Act or the Protect IP
Act, known as PIPA. Many Members in
the Chamber have, metaphorically
speaking, scars that still show from
that experience. No need to fear this
bill. This bill does nothing to affect the
day-to-day workings of the Internet.
Internet piracy and copyright protec-
tions are important concerns in the
digital age. We have to deal with that
at some point, but they are simply not
part of this bill.

One final thing I do want to deal with
is a complaint from, among others, our
Chamber of Commerce that we are
“‘rushing forward with legislation that
has not been fully vetted.” Not true.
This bipartisan legislation has been 3
years in the making, and its outlines
have not only been shared with stake-
holders and the public but their input
has helped shape this final version of
the bill we are introducing today.

More than 20 hearings on cyber secu-
rity have been held across seven dif-
ferent Senate committees, with dozens
more held on questions related to cyber
security. In fact, our own committee,
since 2005, has held nine hearings on
the subject and will hold another one
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this Thursday where we will hear reac-
tions to this bill.

I am very pleased to say that Senator
REID continues to be very committed
to seeing us do everything we can to
adopt legislation to protect our Amer-
ican cyber systems. I believe it is the
leader’s intent to bring up this bill in
the next work period. I hope so. Be-
cause the truth is, time is not on our
side. We are not adequately protected
at this moment, and the capabilities of
those who are attacking us for eco-
nomic reasons or who prepare to at-
tack us for strategic reasons grows
larger and larger.

I do want to say we have a growing
number of companies in the private
sector—information technology, cyber
security and other companies in crit-
ical infrastructure areas—that are
coming to support this bill. Two I want
to mention are SISCO and Oracle,
which gives you some sense of the
range of support for the bill.

Bottom line, I think this is a subject
around which we should have a good
healthy debate, an open amendment
process, and a bipartisan agreement,
because this is not at all about regula-
tion, it is about our most fundamental
national economic security and public
safety.

With that, I yield the floor to my dis-
tinguished ranking member, Senator
COLLINS.

The PRESIDING OFFICER. The Sen-
ator from Maine.

Ms. COLLINS. Mr. President, I do
rise today to introduce with the chair-
man of the Homeland Security Com-
mittee Senator LIEBERMAN, as well as
Senator ROCKEFELLER and Senator
FEINSTEIN, the Cyber Security Act of
2012. As always, it has been a great
pleasure to work with my friend and
colleague from Connecticut on what I
believe is the most important initia-
tive we have come together on since
perhaps our 2004 Intelligence Reform
and Terrorism Prevention Act.

I am also delighted that three Senate
chairmen who have significant juris-
diction in this area—Senators LIEBER-
MAN, ROCKEFELLER, and FEINSTEIN—
have come together. We have all
worked very hard on this bill. I also
want to commend the staff of our com-
mittee, which has worked extraor-
dinarily hard over several years to
produce this bill. Our legislation would
provide the Federal Government and
the private sector with the tools nec-
essary to protect our most critical in-
frastructure from growing cyber
threats.

BEarlier this month, FBI Director
Robert Mueller warned that the cyber
threat will soon equal or surpass the
threat from terrorism. He argued that
we should be addressing the cyber
threat with the same intensity we have
applied to the terrorist threat.

Director of National Intelligence Jim
Clapper made the point even more
strongly. He described the cyber threat
as:

A profound threat to this country, to its
future, its economy and its very being.
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These warnings are the latest in a
chorus of warnings from current and
former officials. Last November, the
Director of the Defense Advanced Re-
search Projects Agency, or DARPA,
warned that malicious cyber attacks
threaten a growing number of the sys-
tems with which we interact each and
every day—the electric grid, our water
treatment plants, and key financial
systems.

Similarly, GEN Keith Alexander,
commander of U.S. Cyber Command,
and director of the National Security
Agency, has warned that the cyber vul-
nerabilities we face are extraordinary
and characterized by ‘a disturbing
trend from exploitation to disruption
to destruction. ‘¢

As Senator LIEBERMAN has pointed
out, the threat is not only to our na-
tional security but also to our eco-
nomic well-being.

A study by the company, Norton, last
year calculated the cost of global cyber
crime at $114 billion annually. When
combined with the value of time that
victims lost due to cyber crime, this
figure grows to $388 billion globally,
which Norton described as ‘‘signifi-
cantly more” than the global black
market in marijuana, cocaine, and her-
oin combined.

In an op-ed last month titled, ‘‘Chi-
na’s Cyber Thievery Is National Pol-
icy—And Must Be Challenged,” former
DNI Mike McConnell, former Homeland
Security Secretary Michael Chertoff,
and former Deputy Secretary of De-
fense William Lynn noted the ability of
cyberterrorists to cripple our critical
infrastructure, and they sounded an
even more urgent alarm about the
threat of economic cyber espionage.

Citing an October 2011 report to Con-
gress by the Office of the National
Counterintelligence Executive, they
warned of the catastrophic impact that
cyber espionage—particularly that pur-
sued by China—could have on our econ-
omy and our competitiveness. They es-
timated that the cost easily means bil-
lions of dollars and millions of jobs.
This threat is all the more menacing
because it is being pursued by a global
competitor seeking to steal the re-
search and development of American
firms to undermine our economic lead-
ership.

The evidence of our cyber security
vulnerability is overwhelming and
compels us to act. As the chairman
mentioned, since 2005, our Homeland
Security Committee has held nine
hearings on the cyber threat. In 2010,
Chairman LIEBERMAN, Senator CARPER,
and I introduced our cyber security
bill, which was reported by the com-
mittee later that same year. Since last
year, we have been working with Chair-
man ROCKEFELLER to merge our bill
with legislation he has championed
which was reported by the Commerce
Committee.

Lately, after incorporating changes
based on the feedback of our col-
leagues, the private sector, and the ad-
ministration, we have produced a new
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version which we introduced today.
Some of our colleagues have urged us
to focus very narrowly on the Federal
Information Security Management
Act, as well as on Federal research and
development, and improved informa-
tion sharing. We do need to address
those issues, and our bill does address
those important issues.

Again, as did Senator LIEBERMAN, I
commend Senator FEINSTEIN for her
contributions in the area of improved
information sharing, and Senator CAR-
PER for the work he has done on the
Federal Information Security Manage-
ment Act. But the fact remains that
with 85 percent of our Nation’s critical
infrastructure owned by the private
sector, government also has a critical
role in ensuring that the most vital
parts of that critical infrastructure—
those whose disruption could result in
truly catastrophic consequences, such
as mass casualties or mass evacu-
ations—meet reasonable, risk-based
performance standards.

In an editorial this week, the Wash-
ington Post concurred, writing that:

Our critical systems have remained unpro-
tected. To accept the status quo would be an
unacceptable risk to U.S. national security.

The Post got it exactly right.

Some of our colleagues are skeptical
about the need for any new regula-
tions. There is no one who has worked
harder than I have to oppose regula-
tions that would unnecessarily burden
our economy and cost us jobs. But we
need to distinguish between regula-
tions that hurt our economy and are
not necessary and hinder our inter-
national competitiveness versus regu-
lations that are necessary for our na-
tional security and that promote rath-
er than hinder our economic pros-
perity, those that strengthen our econ-
omy and our Nation.

The fact is the risk-based perform-
ance requirements in our bill are tar-
geted carefully. They only apply to
specific systems and assets—not entire
companies—that, if damaged, could
reasonably be expected to result in
mass casualties, huge evacuations, cat-
astrophic economic damages, or a se-
vere degradation of our national secu-
rity. In other words, we are talking
about truly catastrophic impacts.
Moreover, the owners of critical infra-
structure, not the government, would
select and implement the cyber secu-
rity measures the owners determine to
be best suited to satisfy the risk-based
cyber security performance require-
ments.

Our new bill would also require the
Secretary of Homeland Security to se-
lect from among existing industry
practices and standards or choose per-
formance requirements proposed by the
private sector—lots of collaboration
and consultation. Only if none of these
mitigates the risks identified through
this public-private collaboration could
the Secretary propose something dif-
ferent. That is extremely unlikely to
happen.
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The bill prohibits the regulation of
the design and development of com-
mercial IT products. It would require
that existing requirements and current
regulators be used wherever possible.
The bill would allow Federal officials
to waive the bill’s requirements when
existing regulations or security meas-
ures are already sufficiently robust.

As with our earlier versions of this
bill, companies in substantial compli-
ance with the performance require-
ments at the time of a cyber incident
would receive liability protection from
any punitive damages associated with
an incident, giving them an incentive
to comply.

The fact remains that improving
cyber security is absolutely essential.
We cannot afford to wait for a cyber 9/
11 before taking action. The warnings
could not be clearer about the vulnera-
bilities and the threat to our systems.
Every single day nation states, ter-
rorist groups, cyber criminals, and
hackers probe our systems both in the
public and the private sectors, and
they have been successful over and
over in their intrusions.

We don’t want to look back after a
catastrophic cyber event and say: Why
didn’t we act? How could we have ig-
nored all of these warnings? So I would
encourage our colleagues to continue
to work with us and to come together
and enact this vitally needed legisla-
tion.

Mr. President, I yield the floor.

Mr. ROCKEFELLER. Mr. President,
when most Americans think of cyber
security, they conjure up an image of
somebody having a credit card number
stolen, for example, or a prankster
using their Twitter account or some-
body downloading a movie without
paying for it. And although that is all
true and important, it is not dan-
gerous. The internet is central to our
lives, our economy, and our society.
Any insecurity is a worry. I will ex-
pand.

We are here today because the ex-
perts are warning us that we are on the
brink of something much worse, some-
thing that could bring down our econ-
omy, rip open our national security or
even take lives. The prospect of mass
casualty is what has propelled us to
make cyber security a top priority for
this year, to make it an issue that
transcends political parties or ide-
ology.

Consider the warning signs: Hackers
now seem to be able to routinely crack
the codes of our government agencies,
including the most sensitive ones.
They do so routinely with our Fortune
500 companies, and then everything in
between. ADM Mike Mullen, former
Joint Chiefs of Staff Chairman, said
that a cyber security threat is the only
other threat that is on the same level
as Russia’s stockpile of nuclear weap-
ons—loose nukes, if you will. FBI Di-
rector Robert Mueller testified to Con-
gress very recently that the cyber
threat will soon overcome terrorism as
the top national security focus of the
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FBI. Think about that—cyber threats
will be as dangerous as terrorism.

Cyber threats and the prospects of a
widespread cyber attack could poten-
tially be as devastating to this country
as the terrorist strikes that tore apart
this country just 10 short years ago.
How is that possible, you ask. Think
about how many people could die if a
cyber terrorist attacked our air traffic
control system—both now and when it
is made modern—and our planes
slammed into one another or if rail-
switching networks were hacked, caus-
ing trains carrying people—and more
than that, perhaps hazardous material,
toxic materials—to derail or collide in
the midst of our most populated urban
areas, such as Chicago, New York, San
Francisco, Washington, DC, et cetera.
What about an attack on networks
that run a pipeline, refinery, or a
chemical factory, causing temperature
and pressure imbalance, leading to an
explosion equivalent to a massive
bomb, or an attack on a power grid,
shutting down generators and Kkilling
electricity going into cities and our
hospitals. In short, we are on the brink
of what could be a calamity.

President Bush’s last Director of Na-
tional Intelligence and President
Obama’s first Director of National In-
telligence in consecutive years said
that cyber security was the major na-
tional security threat facing this Na-
tion. Are we paying attention? We can
act now and try to prepare ourselves as
best we can or we can wait and we will
be surprised with what happens.

I am here to argue that we should act
now to prevent a cyber disaster. That
is what this bill would do. Working
with my friends Senator LIEBERMAN
and Senator COLLINS, we have written
legislation that I believe strikes the
right balance, addressing the danger
without putting an undue new set of
regulations on business.

Our bill would determine the greatest
cyber vulnerabilities throughout our
critical infrastructure; protect and pro-
mote private sector innovation, cre-
ativity, and encourage private sector
leadership and real accountability in
securing their private systems; and im-
prove threat and vulnerability infor-
mation sharing between the govern-
ment and the private sector, while pro-
tecting as best as we can privacy and
civil liberties. It will improve the secu-
rity of the Federal Government net-
works, including our most sensitive
ones that are now being hacked into;
clarify the roles and responsibilities of
Federal agencies; strengthen our cyber
workforce; coordinate cyber security
research and development; and pro-
mote public awareness of cyber vulner-
abilities to ensure a better informed
and more alert citizenry, frankly.

Let me say again that this is bipar-
tisan and was written to address the
many concerns that surfaced 3 years
ago when we first raised this issue and,
frankly, when we started writing this
bill. We held meetings with all sides
and incorporated hundreds of specific
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suggestions and, in short, tried to do
what we do with any important and
large piece of legislation—make a lot
of people really think deeply and come
up with a compromise to which every-
one can agree.

Earlier this month, an association of
major high-tech companies praised our
approach. Generally, they do. We have
talked with industry, with the White
House, with everybody hundreds of
times over a period of 3 years, and in
the end we settled on a plan that cre-
ates no new bureaucracy or heavy-
handed regulation. However, it is pre-
mised on companies taking responsi-
bility for securing their own networks,
with government assistance as nec-
essary. Will they do that?

I think back to 2000 and 2001 when we
all saw signs of people moving in and
out of the country. We were not quite
sure what that meant. We saw dots ap-
pear to connect, but did they or didn’t
they? And we knew something new and
something different and something
dangerous just might be upon us, but
we didn’t drill down. Our intelligence
and national security leadership took
these matters very seriously, as best as
they possibly could, but in the end not
seriously enough. It was too late—Sep-
tember 11 happened.

Today, with a new set of warnings
flashing before us on a different sub-
ject—cyber security and a wide range
of new challenges to our security and
our safety—we again face a choice: act
now and put in place safeguards to pro-
tect this country and our people or act
later when it is too late. I hope we act
now.

By Mr. BROWN of Ohio (for him-
self, Mr. SANDERS, and Mr.
UDALL of New Mexico):

S. 2108. A bill to amend the Work-
force Investment Act of 1998 to provide
for the establishment of Youth Corps
programs and provide for wider dis-
semination of the Youth Corps model;
to the Committee on Health, Edu-
cation, Labor, and Pensions.

Mr. BROWN of Ohio. Mr. President,
today, only 54 percent of Americans
ages 18 to 24 have jobs—the lowest em-
ployment rate for young people since
this data was first collected in 1948. It
is a job deficit that cripples our econ-
omy in both the short-term and long-
term. But it’s also a deficit we can
close if we do the right thing and in-
vest in programs that help young peo-
ple find the jobs they—and our econ-
omy—need. That is why I am intro-
ducing the Youth Corps Act of 2012.

The Youth Corps Act of 2012 would
establish a competitive grant program
in the Workforce Investment Act to ex-
pand the Youth Corps program across
the Nation.

The Youth Corps is a direct descend-
ent of President Franklin Delano Roo-
sevelt’s Civilian Conservation Corps,
his most successful and popular New
Deal program aimed at helping young
men find employment during the Great
Depression.

From 1933 to 1942, more than 3 mil-
lion young men served in the Civilian
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Conservation Corps dramatically im-
proving the Nation’s public land, while
also receiving food, housing, education,
and a small stipend. They helped plant
nearly 3 billion trees to reforest the na-
tion, constructed more than 800 parks
nationwide, and built a network of pub-
lic roadways in remote areas. In Ohio,
their legacy persists across our State
in organizations like the Muskingum
Conservancy Watershed District, which
provides the system that protects
thousands of acres of land from flood-
ing.

Today, more than 30,000 young men
and women participate annually in the
Youth Corps program in all 50 States
and the District of Columbia. Some
Corps members improve and preserve
public lands and national parks, while
others work with students in our Na-
tion’s public schools. Finally, some
members provide disaster preparation
and recovery services to
underresourced communities.

The Youth Corps Act of 2012 would
provide more young adults with the op-
portunity to experience Youth Corps,
while ensuring a steady source of fund-
ing for these programs. Currently,
funding for Youth Corps programs
comes from a wide variety of sources,
forcing many Corps to operate with un-
certainty. By investing in Youth Corps,
we are investing in our Nation’s future
teachers and principals, doctors and
lawyers.

The men and women who participate
in Youth Corps are selfless, dedicated,
and passionate people. While some may
have faced challenges during their
childhood or struggled in school, all of
them are interested in bridging the gap
between education and opportunity
that too often plagues our commu-
nities. With the guidance of an adult
community leader, a modest stipend,
and support services like education and
career preparation, participants are
able to gain valuable life and career
skills.

Ohio is home to three Youth Corps
programs: the WSOS Quilter Conserva-
tion Corps, City Year Cleveland, and
City Year Columbus. Members of these
Corps provide a great public service to
the citizens of Ohio—a legacy like that
of the CCC which will persist for gen-
erations.

The WSOS Quilter Conservation
Corps members serve as Benefit and
Tax Counselors, helping low-income in-
dividuals file their State and Federal
taxes, apply for benefits like health
care coverage, home energy assistance,
child care subsidies and food stamps.

Members of City Year Cleveland and
City Year Columbus serve as mentors
and educators in our most challenged
schools.

My daughter, Elizabeth, was a City
Year Corps Member in Philadelphia,
and my other daughter, Caitlin, was a
member of City Year in Providence.

City Year is a national model on how
each of us can serve our Nation. For
this reason, we must invest more in
these vital programs.
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Each of these programs improves our
state while providing skills to our Na-
tion’s future leaders. And for this rea-
son, we must invest more in these im-
portant programs.

That is why I am proud to introduce
the Youth Corps Act of 2012. By empow-
ering our young people to serve their
communities, we can help provide
them with the skills they need to find
jobs, strengthen our economy, and en-
rich our communities.

By Mr. KYL (for himself and Mr.
McCAIN):

S. 2109. A bill to approve the settle-
ment of water rights claims of the Nav-
ajo Nation, the Hopi Tribe, and the
allottees of the Navajo Nation and
Hopi Tribe in the State of Arizona, to
authorize construction of municipal
water projects relating to the water
rights claims, to resolve litigation
against the United States concerning
Colorado River operations affecting the
States of California, Arizona, and Ne-
vada, and for other purposes; to the
Committee on Indian Affairs.

Mr. KYL. Mr. President, on behalf of
Senator MCCAIN and myself, I am
pleased to introduce the Navajo-Hopi
Little Colorado River Water Rights
Settlement Act of 2012. This is S. 2109.

It is propitious as the State of Ari-
zona today celebrates its centennial—
its 100th birthday—that we also have
the opportunity to resolve significant
water rights issues for the Navajo Na-
tion, the Hopi Tribe, and water users
throughout the Southwest. Indeed, the
legal arguments for the claims being
settled predate Arizona’s induction
into the Union. It is also worth noting
that for more than two decades—more
than 20 percent of Arizona’s statehood
time—hundreds of individuals in Ari-
zona and here in Washington have
worked hard to settle all these claims.

The protracted, and at times conten-
tious, negotiations are a reflection of
water’s fundamental importance as
well as the care and attention commu-
nities in the Southwest have given to
managing this very limited resource.
For many on the Navajo and Hopi Res-
ervations, however, management of the
resource is nothing more than a mi-
rage.

It shocks the conscience in this day
and age that many on the Navajo and
Hopi Reservations only have access to
the amount of water they can haul—in
some instances literally by horse and
wagon—to the remote reaches of the
reservations. While this picture of con-
ditions near Dilkon on the Navajo Res-
ervation could be confused as a depic-
tion of conditions at the time Arizona
became a State in 1912, it was taken in
just August of last year.

We can see that it depicts, as in
many other areas of the reservation,
that between one-third and one-half of
the households lack complete plumbing
facilities, with many families being
forced to haul water significant dis-
tances. That is what we see depicted in
this photograph. This has become a
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way of life on the reservation—a full-
time job that limits economic opportu-
nities and perpetuates a cycle of pov-
erty. What is more, this lack of clean,
readily available drinking water sig-
nificantly impacts the health and safe-
ty of the Navajo and Hopi people.
There are higher rates of disease and
infant mortality and a lack of suffi-
cient water supplies to meet fire-sup-
pression needs. It is inconceivable in
2012 that Navajo and Hopi families are
still living in these conditions.

Legally, the Navajo Nation and the
Hopi Tribe may assert claims to larger
quantities of water, but, as seen here,
they do not have the means to make
use of those supplies in a safe and pro-
ductive manner. Among water law
practitioners, the tribes may be said to
have ‘‘paper’’ water, as opposed to
“wet’” water. Those claims are far-
reaching, extending beyond the mesas
and plateaus of northern Arizona and
calling into question water uses even
in California and Nevada.

The legislation we introduce today,
however, would resolve many of those
issues. In exchange for legal waivers,
the Navajo Nation and the Hopi Tribe
would receive critical drinking water
infrastructure. The three groundwater
projects contemplated by this act
would deliver much needed drinking
water supplies to the impoverished
areas of the Navajo and Hopi Reserva-
tions.

It is also important to note that this
settlement would facilitate water de-
liveries to the eastern part of the Nav-
ajo reservation through the Navajo-
Gallup Water Supply Project, a project
that has not only been approved by
Congress but was one of 14 projects
chosen by the President in October for
expedited environmental review and
permitting. Although that expedited
project may deliver 6,411 acre-feet of
water to Navajo communities in Ari-
zona, such deliveries cannot occur
until the Navajo claims in Arizona
have been resolved. This settlement ac-
complishes that goal, reallocating
water for delivery through the Navajo-
Gallup pipeline.

Importantly, this settlement would
not only inure to the benefit of the
Navajo Nation and the Hopi Tribe, but
it would also provide immeasurable
benefits to non-Indian communities
throughout Arizona, California, and
Nevada. Without a settlement, resolu-
tion of the tribes’ claims would take
years, require parties to expend signifi-
cant sums, create continued uncer-
tainty concerning water supplies, and
seriously impair the economic well-
being of all of the parties to the settle-
ment.

For example, municipalities, farm-
ers, ranchers, and industrial water
users in northern Arizona would be
able to better plan for their water fu-
ture without the uncertainty and ex-
pense of continuing costly litigation
against the tribes. Likewise, water
users from the Imperial Valley of Cali-
fornia to the Las Vegas Strip would be
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able to take comfort in the knowledge
that lower Colorado River water-man-
agement regulations that they spent
years developing would no longer be
subject to challenge by the Navajo Na-
tion.

In addition to resolving the tribes’
claims to the Little Colorado River,
this settlement sets the table for fu-
ture negotiations regarding the lower
Colorado River. The settlement, among
other things, reserves water for future
negotiation of those claims. In doing
so, this bill acknowledges the impor-
tance of those settlement negotiations
to the tribes and the non-Indian com-
munities throughout the Southwest.

I have had the privilege to work on a
number of water settlements through-
out my career. Each has been reward-
ing and served to meet significant
needs for both the American Indian and
non-Indian communities involved. In
that same regard, I am pleased to have
had the opportunity to work with the
many parties who have negotiated this
settlement, and I am committed to
bringing it to fruition through congres-
sional enactment.

I believe this bill represents the best
opportunity for all of the parties and
for the American taxpayer to achieve a
fair result. The settlement resolves sig-
nificant legal claims, limits legal expo-
sure, avoids protracted litigation costs,
and, most important, saves lives.
Therefore, I urge my colleagues to sup-
port this legislation.

As we move forward with the request
for hearings that we will need to hold
and hopefully, after that, bringing this
legislation, after properly marking it
up, to the floor of the Senate, Senator
McCAIN and I will have much more to
say about how the settlement came
about, what its importance is to the
people of Arizona, describing the legal
consequences of it, and what it means
to the future of my State.

I am particularly pleased that all of
the parties in Arizona—Iliterally hun-
dreds of people came together to reach
an agreement that we could then em-
body in legislation that I could intro-
duce on the day of Arizona’s birthday,
its centennial, its 100th birthday, as
another important event in the history
of our State. I think it would be a fit-
ting birthday present to the people of
the State Arizona if our colleagues will
help us in ensuring that this legisla-
tion can be adopted in this centennial
year.

Mr. President, I ask unanimous con-
sent that the text of the bill be printed
in the RECORD.

There being no objection, the text of
the bill was ordered to be printed in
the RECORD, as follows:

S. 2109

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as
the ‘‘Navajo-Hopi Little Colorado River
Water Rights Settlement Act of 2012,

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows:
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Sec. 1. Short title; table of contents.

Sec. 2. Findings.

Sec. 3. Purposes.

Sec. 4. Definitions.

TITLE I—NAVAJO-HOPI LITTLE COLO-
RADO RIVER WATER RIGHTS SETTLE-
MENT AGREEMENT

Sec. 101. Ratification and execution of the
Navajo-Hopi Little Colorado
River water rights settlement
agreement.

Water rights.

Authorization for construction of
municipal, domestic, commer-
cial, and industrial water
projects.

Funding.

Waivers, releases, and retentions of
claims.

Satisfaction of water rights and
other benefits.

After-acquired trust land.

Enforceability date.

Sec. 109. Administration.

Sec. 110. Environmental compliance.

TITLE II—CENTRAL ARIZONA PROJECT

WATER

Sec. 201. Conditions for reallocation of CAP
NIA priority water.

Reallocation of CAP NIA priority
water, firming, water delivery
contract.

Colorado river accounting.

No modification of existing laws.

Amendments.

Retention of Lower Colorado River
water for future Lower Colo-
rado River settlement.

Authorization of appropriations for
feasibility study.

SEC. 2. FINDINGS.

Congress finds that—

(1) it is the policy of the United States, in
keeping with the trust responsibility of the
United States to Indian tribes, to settle In-
dian water rights claims whenever possible
without lengthy and costly litigation;

(2) the water rights settlements described
in paragraph (1) typically require congres-
sional review and approval;

(3) the Navajo Nation and the United
States, acting as trustee for the Navajo Na-
tion and allottees of the Navajo Nation,
claim the right to an unquantified amount of
water from the Little Colorado River system
and source;

(4) the Navajo Nation claims the right to
an unquantified amount of water from the
lower basin of the Colorado River and has
challenged the legality of the Colorado River
Interim Surplus Guidelines, the Colorado
River Quantification Settlement Agreement
of the State of California, interstate water
banking regulations, and Central Arizona
Project water deliveries;

(5) the defendants in the action described
in paragraph (4) include—

(A) the Department of the Interior, includ-
ing the Bureau of Reclamation and the Bu-
reau of Indian Affairs, and

(B) intervenor-defendants, including—

(i) the Southern Nevada Water Authority;

(ii) the Colorado River Commission of Ne-
vada;

(iii) the State of Arizona;

(iv) the State of Nevada;

(v) the Central Arizona Water Conserva-
tion District;

(vi) the Southern California Metropolitan
Water District;

(vii) the Imperial Irrigation District;

(viii) the Coachella Valley Water District;

(ix) the Arizona Power Authority;

(x) the Salt River Project Agricultural Im-
provement and Power District; and

(xi) the Salt River Valley Water Users As-
sociation;

102.
103.

Sec.
Sec.

104.
105.

Sec.
Sec.
Sec. 106.

107.
108.

Sec.
Sec.

Sec. 202.

203.
204.
205.
206.

Sec.
Sec.
Sec.
Sec.

Sec. 207.
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(6) the Hopi Tribe and the United States,
acting as trustee for the Hopi Tribe and
allottees of the Hopi Tribe, claim the right
to an unquantified amount of water from the
Little Colorado River system and source; and

(7) consistent with the policy of the United
States, this Act settles the water rights
claims of the Navajo Nation, allottees of the
Navajo Nation, the Hopi Tribe, and allottees
of the Hopi Tribe by providing drinking
water infrastructure to the Navajo Nation
and the Hopi Tribe in exchange for limiting
the legal exposure and litigation expenses of
the United States, the States of Arizona and
Nevada, and agricultural, municipal, and in-
dustrial water users in the States of Arizona,
Nevada, and California.

SEC. 3. PURPOSES.

The purposes of this Act are—

(1) to resolve, fully and finally—

(A) any and all claims to the Little Colo-
rado River system and source in the State of
Arizona of—

(i) the Navajo Nation, on behalf of itself
and the members of the Navajo Nation;

(ii) the United States, acting as trustee for
the Navajo Nation, the members of the Nav-
ajo Nation, and allottees of the Navajo Na-
tion;

(iii) the Hopi Tribe, on behalf of itself and
the members of the Hopi Tribe; and

(iv) the United States, acting as trustee for
the Hopi Tribe, the members of the Hopi
Tribe, and allottees of the Hopi Tribe; and

(B) any and all claims to the Gila River
system and sour