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resolution approving the renewal of im-
port restrictions contained in the Bur-
mese Freedom and Democracy Act of 
2003. 

At the request of Mr. MCCONNELL, 
the names of the Senator from Arizona 
(Mr. KYL) and the Senator from Texas 
(Mrs. HUTCHISON) were added as cospon-
sors of S.J. Res. 17, supra. 

S. RES. 175 
At the request of Mrs. SHAHEEN, the 

name of the Senator from Indiana (Mr. 
LUGAR) was added as a cosponsor of S. 
Res. 175, a resolution expressing the 
sense of the Senate with respect to on-
going violations of the territorial in-
tegrity and sovereignty of Georgia and 
the importance of a peaceful and just 
resolution to the conflict within Geor-
gia’s internationally recognized bor-
ders. 

S. RES. 185 
At the request of Mr. CARDIN, the 

names of the Senator from South Da-
kota (Mr. JOHNSON), the Senator from 
Nebraska (Mr. JOHANNS), the Senator 
from Nevada (Mr. HELLER), the Senator 
from Colorado (Mr. BENNET), the Sen-
ator from Mississippi (Mr. WICKER), the 
Senator from Georgia (Mr. ISAKSON), 
the Senator from New Hampshire (Mrs. 
SHAHEEN), the Senator from Montana 
(Mr. BAUCUS) and the Senator from 
Georgia (Mr. CHAMBLISS) were added as 
cosponsors of S. Res. 185, a resolution 
reaffirming the commitment of the 
United States to a negotiated settle-
ment of the Israeli-Palestinian conflict 
through direct Israeli-Palestinian ne-
gotiations, reaffirming opposition to 
the inclusion of Hamas in a unity gov-
ernment unless it is willing to accept 
peace with Israel and renounce vio-
lence, and declaring that Palestinian 
efforts to gain recognition of a state 
outside direct negotiations dem-
onstrates absence of a good faith com-
mitment to peace negotiations, and 
will have implications for continued 
United States aid. 

S. RES. 202 
At the request of Mr. CONRAD, the 

names of the Senator from Maine (Ms. 
SNOWE) and the Senator from Min-
nesota (Mr. FRANKEN) were added as co-
sponsors of S. Res. 202, a resolution 
designating June 27, 2011, as ‘‘National 
Post-Traumatic Stress Disorder Aware-
ness Day’’. 

f 

STATEMENTS ON INTRODUCED 
BILLS AND JOINT RESOLUTIONS 

By Mr. WYDEN (for himself, Mr. 
CRAPO, Mr. RISCH, and Mr. 
MERKLEY): 

S. 1149. A bill to expand geothermal 
production, and for other purposes; to 
the Committee on Energy and Natural 
Resources. 

Mr. WYDEN. Mr. President, today 
Sen. CRAPO, Sen. RISCH, Sen. MERKLEY, 
and I are introducing the Geothermal 
Production Expansion Act of 2011. The 
bill is aimed at making improvements 
to the Geothermal Steam Act and is 
very similar to legislation introduced 
in the 111th Congress as S. 3993. 

Both bills contain identical provi-
sions to allow the Secretary of the In-
terior to lease a limited amount of pub-
lic land adjacent to existing geo-
thermal property at fair market value. 
The reason for this change is to allow 
the rapid expansion of already identi-
fied geothermal resources without the 
additional delays of competitive leas-
ing and without opening up those adja-
cent properties to speculative bidders 
who have no interest in actually devel-
oping the resource, only in extracting 
as much money as they can from the 
existing geothermal lease holder. Cur-
rent lease holders are understandably 
reluctant to nominate adjacent lands 
to proven resources for competitive 
leasing because doing so would imme-
diately signal the value of those adja-
cent properties. As a result, existing 
geothermal developers will likely not 
realize the full potential of the geo-
thermal energy resources that they 
have spent millions of dollars explor-
ing, proving, and developing without 
these changes. And, the Treasury will 
not realize the economic value of those 
adjacent parcels, which go unleased 
and undeveloped as a result. For these 
reasons, the bill has the strong support 
of the Geothermal Energy Association. 

I want to emphasize that this bill is 
not a giveaway. The amount of land 
that can be leased non-competitively is 
limited to less than 640 acres per lease. 
It can only be leased where there are 
already proven resources and thus 
more likely than not to increase over-
all Federal royalties paid to the Treas-
ury as the adjacent parcels are incor-
porated into the developer’s geo-
thermal energy project. Third, the bid-
der must pay fair market value for the 
lease as determined by the Interior De-
partment. Finally, this bill contains an 
additional provision, which was not in-
cluded in the prior version, which will 
significantly increase the annual rent-
al payments for the newly acquired ad-
jacent land in order to ensure that the 
bill comes as close as possible to full 
economic recovery for the taxpayers. 

Current law sets two different annual 
rental payment levels for geothermal 
leases. These are amounts that the 
lease-holder pays per year for every 
acre held in lease. The rental rate for 
non-competitive leases is $1 per acre 
per year. The rate for competitive 
leases begins at $2 per acre for the first 
year and increases to $3 for the next 9 
years. The sole difference between the 
bill introduced in the prior Congress 
and the bill being introduced today is 
that the version being introduced 
today treats the new, adjacent lease as 
a competitive lease for determining the 
annual rental even though it is being 
acquired as a non-competitive lease. 
This will have the clear effect of rais-
ing the annual rental payments on the 
newly acquired adjacent lands to the 
higher rate of $2 and then $3 per acre 
and increase revenue to the Treasury. 
This change underscores our intent, as 
sponsors of the bill, to ensure that the 
result of these changes in the Geo-

thermal Steam Act is truly to increase 
geothermal energy production on Fed-
eral lands without any overall loss of 
revenue to the taxpayers from non- 
competitive award of these adjacent 
lands. 

Geothermal energy is, by definition, 
a domestic renewable energy resource 
with enormous potential, but devel-
opers face high costs and economic 
risks of finding the right location to 
extract energy. These changes will help 
ensure that once those resources have 
been proven on Federal lands, they can 
be fully developed as quickly and effi-
ciently as possible. 

Mr. President, I ask unanimous con-
sent that the text of the bill be printed 
in the RECORD. 

There being no objection, the text of 
the bill was ordered to be printed in 
the RECORD, as follows: 

S. 1149 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Geothermal 
Production Expansion Act of 2011’’. 
SEC. 2. FINDINGS. 

Congress finds that— 
(1) it is in the best interest of the United 

States to develop clean renewable geo-
thermal energy; 

(2) development of that energy should be 
promoted on appropriate Federal land; 

(3) under the Energy Policy Act of 2005 (42 
U.S.C. 15801 et seq.), the Bureau of Land 
Management is authorized to issue 3 dif-
ferent types of noncompetitive leases for 
production of geothermal energy on Federal 
land, including— 

(A) noncompetitive geothermal leases to 
mining claim holders that have a valid oper-
ating plan; 

(B) direct use leases; and 
(C) leases on parcels that do not sell at a 

competitive auction; 
(4) Federal geothermal energy leasing ac-

tivity should be directed toward persons 
seeking to develop the land as opposed to 
persons seeking to speculate on geothermal 
resources and artificially raising the cost of 
legitimate geothermal energy development; 

(5) developers of geothermal energy on 
Federal land that have invested substantial 
capital and made high risk investments 
should be allowed to secure a discovery of 
geothermal energy resources; and 

(6) successful geothermal development on 
Federal land will provide increased revenue 
to the Federal Government, with the pay-
ment of production royalties over decades. 
SEC. 3. NONCOMPETITIVE LEASING OF ADJOIN-

ING AREAS FOR DEVELOPMENT OF 
GEOTHERMAL RESOURCES. 

Section 4(b) of the Geothermal Steam Act 
of 1970 (30 U.S.C. 1003(b)) is amended by add-
ing at the end the following: 

‘‘(4) ADJOINING LAND.— 
‘‘(A) DEFINITIONS.—In this paragraph: 
‘‘(i) FAIR MARKET VALUE PER ACRE.—The 

term ‘fair market value per acre’ means a 
dollar amount per acre that— 

‘‘(I) except as provided in this clause, shall 
be equal to the market value per acre as de-
termined by the Secretary under regulations 
issued under this paragraph; 

‘‘(II) shall be determined by the Secretary 
with respect to a lease under this paragraph, 
by not later than the end of the 90-day period 
beginning on the date the Secretary receives 
an application for the lease; and 

‘‘(III) shall be not less than the greater of— 
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‘‘(aa) 4 times the median amount paid per 

acre for all land leased under this Act during 
the preceding year; or 

‘‘(bb) $50. 
‘‘(ii) INDUSTRY STANDARDS.—The term ‘in-

dustry standards’ means the standards by 
which a qualified geothermal professional as-
sesses whether downhole or flowing tempera-
ture measurements with indications of per-
meability are sufficient to produce energy 
from geothermal resources, as determined 
through flow or injection testing or measure-
ment of lost circulation while drilling. 

‘‘(iii) QUALIFIED FEDERAL LAND.—The term 
‘qualified Federal land’ means land that is 
otherwise available for leasing under this 
Act. 

‘‘(iv) QUALIFIED GEOTHERMAL PROFES-
SIONAL.—The term ‘qualified geothermal pro-
fessional’ means an individual who is an en-
gineer or geoscientist in good professional 
standing with at least 5 years of experience 
in geothermal exploration, development, or 
project assessment. 

‘‘(v) QUALIFIED LESSEE.—The term ‘quali-
fied lessee’ means a person that may hold a 
geothermal lease under this Act (including 
applicable regulations). 

‘‘(vi) VALID DISCOVERY.—The term ‘valid 
discovery’ means a discovery of a geo-
thermal resource by a new or existing slim 
hole or production well, that exhibits 
downhole or flowing temperature measure-
ments with indications of permeability that 
are sufficient to meet industry standards. 

‘‘(B) AUTHORITY.—An area of qualified Fed-
eral land that adjoins other land for which a 
qualified lessee holds a legal right to develop 
geothermal resources may be available for a 
noncompetitive lease under this section to 
the qualified lessee at the fair market value 
per acre, if— 

‘‘(i) the area of qualified Federal land— 
‘‘(I) consists of not less than 1 acre and not 

more than 640 acres; and 
‘‘(II) is not already leased under this Act or 

nominated to be leased under subsection (a); 
‘‘(ii) the qualified lessee has not previously 

received a noncompetitive lease under this 
paragraph in connection with the valid dis-
covery for which data has been submitted 
under clause (iii)(I); and 

‘‘(iii) sufficient geological and other tech-
nical data prepared by a qualified geo-
thermal professional has been submitted by 
the qualified lessee to the applicable Federal 
land management agency that would lead in-
dividuals who are experienced in the subject 
matter to believe that— 

‘‘(I) there is a valid discovery of geo-
thermal resources on the land for which the 
qualified lessee holds the legal right to de-
velop geothermal resources; and 

‘‘(II) that thermal feature extends into the 
adjoining areas. 

‘‘(C) DETERMINATION OF FAIR MARKET 
VALUE.— 

‘‘(i) IN GENERAL.—The Secretary shall— 
‘‘(I) publish a notice of any request to lease 

land under this paragraph; 
‘‘(II) determine fair market value for pur-

poses of this paragraph in accordance with 
procedures for making those determinations 
that are established by regulations issued by 
the Secretary; 

‘‘(III) provide to a qualified lessee and pub-
lish, with an opportunity for public comment 
for a period of 30 days, any proposed deter-
mination under this subparagraph of the fair 
market value of an area that the qualified 
lessee seeks to lease under this paragraph; 
and 

‘‘(IV) provide to the qualified lessee and 
any adversely affected party the opportunity 
to appeal the final determination of fair 
market value in an administrative pro-
ceeding before the applicable Federal land 

management agency, in accordance with ap-
plicable law (including regulations). 

‘‘(ii) LIMITATION ON NOMINATION.—After 
publication of a notice of request to lease 
land under this paragraph, the Secretary 
may not accept under subsection (a) any 
nomination of the land for leasing unless the 
request has been denied or withdrawn. 

‘‘(iii) ANNUAL RENTAL.—For purposes of 
section 5(a)(3), a lease awarded under this 
paragraph shall be considered a lease award-
ed in a competitive lease sale. 

‘‘(D) REGULATIONS.—Not later than 180 
days after the date of enactment of the Geo-
thermal Production Expansion Act of 2011, 
the Secretary shall issue regulations to 
carry out this paragraph.’’. 

By Mr. LEAHY (for himself, Mr. 
SCHUMER, Mr. CARDIN, and Mr. 
FRANKEN): 

S. 1151. A bill to prevent and mitigate 
identity theft, to ensure privacy, to 
provide notice of security breaches, 
and to enhance criminal penalties, law 
enforcement assistance, and other pro-
tections against security breaches, 
fraudulent access, and misuse of per-
sonally identifiable information; to the 
Committee on the Judiciary. 

Mr. LEAHY. Mr. President, today, I 
am pleased to reintroduce the Personal 
Data Privacy and Security Act. The re-
cent and troubling data breaches at 
Sony, Epsilon and Lockheed Martin on 
U.S. Government computers is clear 
evidence that developing a comprehen-
sive national strategy to protect data 
privacy and cybersecurity is one of the 
most challenging and important issues 
facing our Nation. The Personal Data 
Privacy and Security Act will help to 
meet this challenge, by better pro-
tecting Americans from the growing 
threats of data breaches and identity 
theft. I thank Senators SCHUMER and 
CARDIN for cosponsoring this important 
privacy legislation. 

When I first introduced this bill six 
years ago, I had high hopes of bringing 
urgently needed data privacy reforms 
to the American people. Although the 
Judiciary Committee favorably re-
ported this bill three times—in 2005, 
2007, and again in 2009—the legislation 
languished on the Senate calendar. 

While the Congress has waited to act, 
the dangers to our privacy, economic 
prosperity and national security posed 
by data breaches have not gone away. 
According to the Privacy Rights Clear-
inghouse, more than 533 million 
records have been involved in data se-
curity breaches since 2005. Just last 
week, Google announced that the 
Gmail accounts for hundreds of its 
users, including senior U.S. Govern-
ment officials, have been hacked in an 
apparent state-sponsored cyberattack. 
As The Washington Post editorial 
board recently observed, ‘‘[n]ow there 
is a need for legislative action. As the 
recent high-profile leaks of personal 
data at Google, Sony and the data-col-
lecting company Epsilon suggest, this 
issue is a ticking bomb.’’ 

In May, the Obama administration 
released several proposals to enhance 
cybersecurity, including a data breach 
proposal that adopts the carefully bal-

anced framework of this bill. I am 
pleased that many of the sound privacy 
principles in this bill have been em-
braced by the President and his admin-
istration. 

The Personal Data Privacy and Secu-
rity Act requires that data brokers let 
consumers know what sensitive per-
sonal information they have about 
them, and to allow individuals to cor-
rect inaccurate information. The bill 
also requires that companies that have 
databases with sensitive personal infor-
mation on Americans establish and im-
plement data privacy and security pro-
grams. 

The bill would also establish a single 
nationwide standard for data breach 
notification. The bill requires notice to 
consumers when their sensitive per-
sonal information has been com-
promised. 

This bill also provides for tough 
criminal penalties for anyone who 
would intentionally and willfully con-
ceal the fact that a data breach has oc-
curred when the breach causes eco-
nomic damage to consumers. The bill 
also includes the administration’s re-
cent proposal to update the Computer 
Fraud and Abuse Act, so that at-
tempted computer hacking and con-
spiracy to commit computer hacking 
offenses are subject to the same crimi-
nal penalties, as the underlying of-
fense. 

Finally, the bill addresses the impor-
tant issue of the Government’s use of 
personal data by requiring that Federal 
agencies notify affected individuals 
when Government data breaches occur, 
and by placing privacy and security 
front and center when Federal agencies 
evaluate whether data brokers can be 
trusted with Government contracts 
that involve sensitive information 
about the American people. 

Of course, no one has a monopoly on 
good ideas to solve the serious prob-
lems of identity theft and lax cyberse-
curity. But, this bill puts forth some 
meaningful solutions to this vexing 
problem. 

I have drafted this bill after long and 
thoughtful consultation with many of 
the stakeholders on this issue, includ-
ing the privacy, consumer protection 
and business communities. I have also 
consulted with the Departments of Jus-
tice and Homeland Security, and with 
the Federal Trade Commission. I have 
worked closely with other Senators, in-
cluding Senators Feinstein and Schu-
mer. 

This is a comprehensive bill that not 
only deals with the need to provide 
Americans with notice when they have 
been victims of a data breach, but that 
also deals with the underlying problem 
of lax security and lack of account-
ability to help prevent data breaches 
from occurring in the first place. En-
acting this comprehensive data privacy 
legislation remains one of my legisla-
tive priorities as Chairman of the Judi-
ciary Committee. 

This bill has always garnered strong 
bipartisan support. Protecting privacy 
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rights is of critical importance to all of 
us, regardless of party or ideology. I 
hope that all Senators will support this 
measure to better protect Americans’ 
privacy. 

Mr. President, I ask unanimous con-
sent that the text of the bill be printed 
in the RECORD. 

There being no objection, the text of 
the bill was ordered to be printed in 
the RECORD, as follows: 

S. 1151 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
the ‘‘Personal Data Privacy and Security 
Act of 2011’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows: 
Sec. 1. Short title; table of contents. 
Sec. 2. Findings. 
Sec. 3. Definitions. 
TITLE I—ENHANCING PUNISHMENT FOR 

IDENTITY THEFT AND OTHER VIOLA-
TIONS OF DATA PRIVACY AND SECU-
RITY 

Sec. 101. Organized criminal activity in con-
nection with unauthorized ac-
cess to personally identifiable 
information. 

Sec. 102. Concealment of security breaches 
involving sensitive personally 
identifiable information. 

Sec. 103. Penalties for fraud and related ac-
tivity in connection with com-
puters. 

TITLE II—DATA BROKERS 
Sec. 201. Transparency and accuracy of data 

collection. 
Sec. 202. Enforcement. 
Sec. 203. Relation to State laws. 
Sec. 204. Effective date. 
TITLE III—PRIVACY AND SECURITY OF 

PERSONALLY IDENTIFIABLE INFOR-
MATION 
Subtitle A—A Data Privacy and Security 

Program 
Sec. 301. Purpose and applicability of data 

privacy and security program. 
Sec. 302. Requirements for a personal data 

privacy and security program. 
Sec. 303. Enforcement. 
Sec. 304. Relation to other laws. 

Subtitle B—Security Breach Notification 
Sec. 311. Notice to individuals. 
Sec. 312. Exemptions. 
Sec. 313. Methods of notice. 
Sec. 314. Content of notification. 
Sec. 315. Coordination of notification with 

credit reporting agencies. 
Sec. 316. Notice to law enforcement. 
Sec. 317. Enforcement. 
Sec. 318. Enforcement by State attorneys 

general. 
Sec. 319. Effect on Federal and State law. 
Sec. 320. Authorization of appropriations. 
Sec. 321. Reporting on risk assessment ex-

emptions. 
Sec. 322. Effective date. 

TITLE IV—GOVERNMENT ACCESS TO 
AND USE OF COMMERCIAL DATA 

Sec. 401. General services administration re-
view of contracts. 

Sec. 402. Requirement to audit information 
security practices of contrac-
tors and third party business 
entities. 

Sec. 403. Privacy impact assessment of gov-
ernment use of commercial in-
formation services containing 
personally identifiable informa-
tion. 

TITLE V—COMPLIANCE WITH 
STATUTORY PAY-AS-YOU-GO ACT 

Sec. 501. Budget compliance. 
SEC. 2. FINDINGS. 

Congress finds that— 
(1) databases of personally identifiable in-

formation are increasingly prime targets of 
hackers, identity thieves, rogue employees, 
and other criminals, including organized and 
sophisticated criminal operations; 

(2) identity theft is a serious threat to the 
Nation’s economic stability, homeland secu-
rity, the development of e-commerce, and 
the privacy rights of Americans; 

(3) over 9,300,000 individuals were victims 
of identity theft in America last year; 

(4) security breaches are a serious threat 
to consumer confidence, homeland security, 
e-commerce, and economic stability; 

(5) it is important for business entities 
that own, use, or license personally identifi-
able information to adopt reasonable proce-
dures to ensure the security, privacy, and 
confidentiality of that personally identifi-
able information; 

(6) individuals whose personal information 
has been compromised or who have been vic-
tims of identity theft should receive the nec-
essary information and assistance to miti-
gate their damages and to restore the integ-
rity of their personal information and identi-
ties; 

(7) data brokers have assumed a significant 
role in providing identification, authentica-
tion, and screening services, and related data 
collection and analyses for commercial, non-
profit, and government operations; 

(8) data misuse and use of inaccurate data 
have the potential to cause serious or irrep-
arable harm to an individual’s livelihood, 
privacy, and liberty and undermine efficient 
and effective business and government oper-
ations; 

(9) there is a need to ensure that data bro-
kers conduct their operations in a manner 
that prioritizes fairness, transparency, accu-
racy, and respect for the privacy of con-
sumers; 

(10) government access to commercial data 
can potentially improve safety, law enforce-
ment, and national security; and 

(11) because government use of commercial 
data containing personal information poten-
tially affects individual privacy, and law en-
forcement and national security operations, 
there is a need for Congress to exercise over-
sight over government use of commercial 
data. 
SEC. 3. DEFINITIONS. 

In this Act, the following definitions shall 
apply: 

(1) AGENCY.—The term ‘‘agency’’ has the 
same meaning given such term in section 551 
of title 5, United States Code. 

(2) AFFILIATE.—The term ‘‘affiliate’’ means 
persons related by common ownership or by 
corporate control. 

(3) BUSINESS ENTITY.—The term ‘‘business 
entity’’ means any organization, corpora-
tion, trust, partnership, sole proprietorship, 
unincorporated association, or venture es-
tablished to make a profit, or nonprofit. 

(4) IDENTITY THEFT.—The term ‘‘identity 
theft’’ means a violation of section 1028(a)(7) 
of title 18, United States Code. 

(5) DATA BROKER.—The term ‘‘data broker’’ 
means a business entity which for monetary 
fees or dues regularly engages in the practice 
of collecting, transmitting, or providing ac-
cess to sensitive personally identifiable in-
formation on more than 5,000 individuals 
who are not the customers or employees of 
that business entity or affiliate primarily for 
the purposes of providing such information 
to nonaffiliated third parties on an inter-
state basis. 

(6) DATA FURNISHER.—The term ‘‘data fur-
nisher’’ means any agency, organization, 

corporation, trust, partnership, sole propri-
etorship, unincorporated association, or non-
profit that serves as a source of information 
for a data broker. 

(7) ENCRYPTION.—The term ‘‘encryption’’— 
(A) means the protection of data in elec-

tronic form, in storage or in transit, using an 
encryption technology that has been adopted 
by a widely accepted standards setting body 
or, has been widely accepted as an effective 
industry practice which renders such data 
indecipherable in the absence of associated 
cryptographic keys necessary to enable 
decryption of such data; and 

(B) includes appropriate management and 
safeguards of such cryptographic keys so as 
to protect the integrity of the encryption. 

(8) PERSONAL ELECTRONIC RECORD.— 
(A) IN GENERAL.—The term ‘‘personal elec-

tronic record’’ means data associated with 
an individual contained in a database, 
networked or integrated databases, or other 
data system that is provided by a data 
broker to nonaffiliated third parties and in-
cludes personally identifiable information 
about that individual. 

(B) EXCLUSIONS.—The term ‘‘personal elec-
tronic record’’ does not include— 

(i) any data related to an individual’s past 
purchases of consumer goods; or 

(ii) any proprietary assessment or evalua-
tion of an individual or any proprietary as-
sessment or evaluation of information about 
an individual. 

(9) PERSONALLY IDENTIFIABLE INFORMA-
TION.—The term ‘‘personally identifiable in-
formation’’ means any information, or com-
pilation of information, in electronic or dig-
ital form that is a means of identification, as 
defined by section 1028(d)(7) of title 18, 
United States Code. 

(10) PUBLIC RECORD SOURCE.—The term 
‘‘public record source’’ means the Congress, 
any agency, any State or local government 
agency, the government of the District of 
Columbia and governments of the territories 
or possessions of the United States, and Fed-
eral, State or local courts, courts martial 
and military commissions, that maintain 
personally identifiable information in 
records available to the public. 

(11) SECURITY BREACH.— 
(A) IN GENERAL.—The term ‘‘security 

breach’’ means compromise of the security, 
confidentiality, or integrity of computerized 
data through misrepresentation or actions— 

(i) that result in, or that there is a reason-
able basis to conclude has resulted in— 

(I) the unauthorized acquisition of sen-
sitive personally identifiable information; 
and 

(II) access to sensitive personally identifi-
able information that is for an unauthorized 
purpose, or in excess of authorization; and 

(ii) which present a significant risk of 
harm or fraud to any individual. 

(B) EXCLUSION.—The term ‘‘security 
breach’’ does not include— 

(i) a good faith acquisition of sensitive per-
sonally identifiable information by a busi-
ness entity or agency, or an employee or 
agent of a business entity or agency, if the 
sensitive personally identifiable information 
is not subject to further unauthorized disclo-
sure; 

(ii) the release of a public record not other-
wise subject to confidentiality or nondisclo-
sure requirements; or 

(iii) any lawfully authorized investigative, 
protective, or intelligence activity of a law 
enforcement or intelligence agency of the 
United States. 

(12) SENSITIVE PERSONALLY IDENTIFIABLE IN-
FORMATION.—The term ‘‘sensitive personally 
identifiable information’’ means any infor-
mation or compilation of information, in 
electronic or digital form that includes— 
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(A) an individual’s first and last name or 

first initial and last name in combination 
with any 1 of the following data elements: 

(i) A non-truncated social security number, 
driver’s license number, passport number, or 
alien registration number. 

(ii) Any 2 of the following: 
(I) Home address or telephone number. 
(II) Mother’s maiden name. 
(III) Month, day, and year of birth. 
(iii) Unique biometric data such as a finger 

print, voice print, a retina or iris image, or 
any other unique physical representation. 

(iv) A unique account identifier, electronic 
identification number, user name, or routing 
code in combination with any associated se-
curity code, access code, or password if the 
code or password is required for an indi-
vidual to obtain money, goods, services, or 
any other thing of value; or 

(B) a financial account number or credit or 
debit card number in combination with any 
security code, access code, or password that 
is required for an individual to obtain credit, 
withdraw funds, or engage in a financial 
transaction. 

TITLE I—ENHANCING PUNISHMENT FOR 
IDENTITY THEFT AND OTHER VIOLA-
TIONS OF DATA PRIVACY AND SECURITY 

SEC. 101. ORGANIZED CRIMINAL ACTIVITY IN 
CONNECTION WITH UNAUTHORIZED 
ACCESS TO PERSONALLY IDENTIFI-
ABLE INFORMATION. 

Section 1961(1) of title 18, United States 
Code, is amended by inserting ‘‘section 1030 
(relating to fraud and related activity in 
connection with computers) if the act is a 
felony,’’ before ‘‘section 1084’’. 
SEC. 102. CONCEALMENT OF SECURITY 

BREACHES INVOLVING SENSITIVE 
PERSONALLY IDENTIFIABLE INFOR-
MATION. 

(a) IN GENERAL.—Chapter 47 of title 18, 
United States Code, is amended by adding at 
the end the following: 

‘‘§ 1041. Concealment of security breaches in-
volving sensitive personally identifiable in-
formation 
‘‘(a) Whoever, having knowledge of a secu-

rity breach and having the obligation to pro-
vide notice of such breach to individuals 
under title III of the Personal Data Privacy 
and Security Act of 2011, and having not oth-
erwise qualified for an exemption from pro-
viding notice under section 312 of such Act, 
intentionally and willfully conceals the fact 
of such security breach and which breach 
causes economic damage to 1 or more per-
sons, shall be fined under this title or impris-
oned not more than 5 years, or both. 

‘‘(b) For purposes of subsection (a), the 
term ‘person’ has the same meaning as in 
section 1030(e)(12) of title 18, United States 
Code. 

‘‘(c) Any person seeking an exemption 
under section 312(b) of the Personal Data 
Privacy and Security Act of 2011 shall be im-
mune from prosecution under this section if 
the United States Secret Service does not in-
dicate, in writing, that such notice be given 
under section 312(b)(3) of such Act.’’. 

(b) CONFORMING AND TECHNICAL AMEND-
MENTS.—The table of sections for chapter 47 
of title 18, United States Code, is amended by 
adding at the end the following: 

‘‘1041. Concealment of security breaches in-
volving personally identifiable 
information.’’. 

(c) ENFORCEMENT AUTHORITY.— 
(1) IN GENERAL.—The United States Secret 

Service shall have the authority to inves-
tigate offenses under this section. 

(2) NONEXCLUSIVITY.—The authority grant-
ed in paragraph (1) shall not be exclusive of 
any existing authority held by any other 
Federal agency. 

SEC. 103. PENALTIES FOR FRAUD AND RELATED 
ACTIVITY IN CONNECTION WITH 
COMPUTERS. 

Section 1030(c) of title 18, United States 
Code, is amended— 

(1) by inserting ‘‘or conspiracy’’ after ‘‘or 
an attempt’’ each place it appears, except for 
paragraph (4); 

(2) in paragraph (2)(B)— 
(A) in clause (i), by inserting ‘‘, or attempt 

or conspiracy or conspiracy to commit an of-
fense,’’ after ‘‘the offense’’; 

(B) in clause (ii), by inserting ‘‘, or attempt 
or conspiracy or conspiracy to commit an of-
fense,’’ after ‘‘the offense’’; and 

(C) in clause (iii), by inserting ‘‘(or, in the 
case of an attempted offense, would, if com-
pleted, have obtained)’’ after ‘‘information 
obtained’’; and 

(3) in paragraph (4)— 
(A) in subparagraph (A)— 
(i) by striking clause (ii); 
(ii) by striking ‘‘in the case of—’’ and all 

that follows through ‘‘an offense under sub-
section (a)(5)(B)’’ and inserting ‘‘in the case 
of an offense, or an attempt or conspiracy to 
commit an offense, under subsection 
(a)(5)(B)’’; 

(iii) by inserting ‘‘or conspiracy’’ after ‘‘if 
the offense’’; 

(iv) by redesignating subclauses (I) through 
(VI) as clauses (i) through (vi), respectively, 
and adjusting the margin accordingly; and 

(v) in clause (vi), as so redesignated, by 
striking ‘‘; or’’ and inserting a semicolon; 

(B) in subparagraph (B)— 
(i) by striking clause (ii); 
(ii) by striking ‘‘in the case of—’’ and all 

that follows through ‘‘an offense under sub-
section (a)(5)(A)’’ and inserting ‘‘in the case 
of an offense, or an attempt or conspiracy to 
commit an offense, under subsection 
(a)(5)(A)’’; 

(iii) by inserting ‘‘or conspiracy’’ after ‘‘if 
the offense’’; and 

(iv) by striking ‘‘; or’’ and inserting a semi-
colon; 

(C) in subparagraph (C)— 
(i) by striking clause (ii); 
(ii) by striking ‘‘in the case of—’’ and all 

that follows through ‘‘an offense or an at-
tempt to commit an offense’’ and inserting 
‘‘in the case of an offense, or an attempt or 
conspiracy to commit an offense,’’; and 

(iii) by striking ‘‘; or’’ and inserting a 
semicolon; 

(D) in subparagraph (D)— 
(i) by striking clause (ii); 
(ii) by striking ‘‘in the case of—’’ and all 

that follows through ‘‘an offense or an at-
tempt to commit an offense’’ and inserting 
‘‘in the case of an offense, or an attempt or 
conspiracy to commit an offense,’’; and 

(iii) by striking ‘‘; or’’ and inserting a 
semicolon; 

(E) in subparagraph (E), by inserting ‘‘or 
conspires’’ after ‘‘offender attempts’’; 

(F) in subparagraph (F), by inserting ‘‘or 
conspires’’ after ‘‘offender attempts’’; and 

(G) in subparagraph (G)(ii), by inserting 
‘‘or conspiracy’’ after ‘‘an attempt’’. 

TITLE II—DATA BROKERS 
SEC. 201. TRANSPARENCY AND ACCURACY OF 

DATA COLLECTION. 
(a) IN GENERAL.—Data brokers engaging in 

interstate commerce are subject to the re-
quirements of this title for any product or 
service offered to third parties that allows 
access or use of personally identifiable infor-
mation. 

(b) LIMITATION.—Notwithstanding any 
other provision of this section, this section 
shall not apply to— 

(1) any product or service offered by a data 
broker engaging in interstate commerce 
where such product or service is currently 
subject to, and in compliance with, access 

and accuracy protections similar to those 
under subsections (c) through (e) of this sec-
tion under the Fair Credit Reporting Act 
(Public Law 91–508); 

(2) any data broker that is subject to regu-
lation under the Gramm-Leach-Bliley Act 
(Public Law 106–102); 

(3) any data broker currently subject to 
and in compliance with the data security re-
quirements for such entities under the 
Health Insurance Portability and Account-
ability Act (Public Law 104–191), and its im-
plementing regulations; 

(4) any data broker subject to, and in com-
pliance with, the privacy and data security 
requirements under sections 13401 and 13404 
of division A of the American Reinvestment 
and Recovery Act of 2009 (42 U.S.C. 17931 and 
17934) and implementing regulations promul-
gated under such sections; 

(5) information in a personal electronic 
record that— 

(A) the data broker has identified as inac-
curate, but maintains for the purpose of aid-
ing the data broker in preventing inaccurate 
information from entering an individual’s 
personal electronic record; and 

(B) is not maintained primarily for the 
purpose of transmitting or otherwise pro-
viding that information, or assessments 
based on that information, to nonaffiliated 
third parties; 

(6) information concerning proprietary 
methodologies, techniques, scores, or algo-
rithms relating to fraud prevention not nor-
mally provided to third parties in the ordi-
nary course of business ; and 

(7) information that is used for legitimate 
governmental or fraud prevention purposes 
that would be compromised by disclosure to 
the individual. 

(c) DISCLOSURES TO INDIVIDUALS.— 
(1) IN GENERAL.—A data broker shall, upon 

the request of an individual, disclose to such 
individual for a reasonable fee all personal 
electronic records pertaining to that indi-
vidual maintained or accessed by the data 
broker specifically for disclosure to third 
parties that request information on that in-
dividual in the ordinary course of business in 
the databases or systems of the data broker 
at the time of such request. 

(2) INFORMATION ON HOW TO CORRECT INAC-
CURACIES.—The disclosures required under 
paragraph (1) shall also include guidance to 
individuals on procedures for correcting in-
accuracies. 

(d) DISCLOSURE TO INDIVIDUALS OF ADVERSE 
ACTIONS TAKEN BY THIRD PARTIES.— 

(1) IN GENERAL.—If a person takes any ad-
verse action with respect to any individual 
that is based, in whole or in part, on any in-
formation contained in a personal electronic 
record, the person, at no cost to the affected 
individual, shall provide— 

(A) written or electronic notice of the ad-
verse action to the individual; 

(B) to the individual, in writing or elec-
tronically, the name, address, and telephone 
number of the data broker (including a toll- 
free telephone number established by the 
data broker, if the data broker complies and 
maintains data on individuals on a nation-
wide basis) that furnished the information to 
the person; 

(C) a copy of the information such person 
obtained from the data broker; and 

(D) information to the individual on the 
procedures for correcting any inaccuracies in 
such information. 

(2) ACCEPTED METHODS OF NOTICE.—A per-
son shall be in compliance with the notice 
requirements under paragraph (1) if such per-
son provides written or electronic notice in 
the same manner and using the same meth-
ods as are required under section 313(1) of 
this Act. 

(e) ACCURACY RESOLUTION PROCESS.— 
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(1) INFORMATION FROM A PUBLIC RECORD OR 

LICENSOR.— 
(A) IN GENERAL.—If an individual notifies a 

data broker of a dispute as to the complete-
ness or accuracy of information disclosed to 
such individual under subsection (c) that is 
obtained from a public record source or a li-
cense agreement, such data broker shall de-
termine within 30 days whether the informa-
tion in its system accurately and completely 
records the information available from the 
licensor or public record source. 

(B) DATA BROKER ACTIONS.—If a data broker 
determines under subparagraph (A) that the 
information in its systems does not accu-
rately and completely record the informa-
tion available from a public record source or 
licensor, the data broker shall— 

(i) correct any inaccuracies or incomplete-
ness, and provide to such individual written 
notice of such changes; and 

(ii) provide such individual with the con-
tact information of the public record or li-
censor. 

(2) INFORMATION NOT FROM A PUBLIC RECORD 
SOURCE OR LICENSOR.—If an individual noti-
fies a data broker of a dispute as to the com-
pleteness or accuracy of information not 
from a public record or licensor that was dis-
closed to the individual under subsection (c), 
the data broker shall, within 30 days of re-
ceiving notice of such dispute— 

(A) review and consider free of charge any 
information submitted by such individual 
that is relevant to the completeness or accu-
racy of the disputed information; and 

(B) correct any information found to be in-
complete or inaccurate and provide notice to 
such individual of whether and what infor-
mation was corrected, if any. 

(3) EXTENSION OF REVIEW PERIOD.—The 30- 
day period described in paragraph (1) may be 
extended for not more than 30 additional 
days if a data broker receives information 
from the individual during the initial 30-day 
period that is relevant to the completeness 
or accuracy of any disputed information. 

(4) NOTICE IDENTIFYING THE DATA FUR-
NISHER.—If the completeness or accuracy of 
any information not from a public record 
source or licensor that was disclosed to an 
individual under subsection (c) is disputed by 
such individual, the data broker shall pro-
vide, upon the request of such individual, the 
contact information of any data furnisher 
that provided the disputed information. 

(5) DETERMINATION THAT DISPUTE IS FRIVO-
LOUS OR IRRELEVANT.— 

(A) IN GENERAL.—Notwithstanding para-
graphs (1) through (3), a data broker may de-
cline to investigate or terminate a review of 
information disputed by an individual under 
those paragraphs if the data broker reason-
ably determines that the dispute by the indi-
vidual is frivolous or intended to perpetrate 
fraud. 

(B) NOTICE.—A data broker shall notify an 
individual of a determination under subpara-
graph (A) within a reasonable time by any 
means available to such data broker. 
SEC. 202. ENFORCEMENT. 

(a) CIVIL PENALTIES.— 
(1) PENALTIES.—Any data broker that vio-

lates the provisions of section 201 shall be 
subject to civil penalties of not more than 
$1,000 per violation per day while such viola-
tions persist, up to a maximum of $250,000 
per violation. 

(2) INTENTIONAL OR WILLFUL VIOLATION.—A 
data broker that intentionally or willfully 
violates the provisions of section 201 shall be 
subject to additional penalties in the amount 
of $1,000 per violation per day, to a maximum 
of an additional $250,000 per violation, while 
such violations persist. 

(3) EQUITABLE RELIEF.—A data broker en-
gaged in interstate commerce that violates 

this section may be enjoined from further 
violations by a court of competent jurisdic-
tion. 

(4) OTHER RIGHTS AND REMEDIES.—The 
rights and remedies available under this sub-
section are cumulative and shall not affect 
any other rights and remedies available 
under law. 

(b) FEDERAL TRADE COMMISSION AUTHOR-
ITY.—Any data broker shall have the provi-
sions of this title enforced against it by the 
Federal Trade Commission. 

(c) STATE ENFORCEMENT.— 
(1) CIVIL ACTIONS.—In any case in which the 

attorney general of a State or any State or 
local law enforcement agency authorized by 
the State attorney general or by State stat-
ute to prosecute violations of consumer pro-
tection law, has reason to believe that an in-
terest of the residents of that State has been 
or is threatened or adversely affected by the 
acts or practices of a data broker that vio-
late this title, the State may bring a civil 
action on behalf of the residents of that 
State in a district court of the United States 
of appropriate jurisdiction, or any other 
court of competent jurisdiction, to— 

(A) enjoin that act or practice; 
(B) enforce compliance with this title; or 
(C) obtain civil penalties of not more than 

$1,000 per violation per day while such viola-
tions persist, up to a maximum of $250,000 
per violation. 

(2) NOTICE.— 
(A) IN GENERAL.—Before filing an action 

under this subsection, the attorney general 
of the State involved shall provide to the 
Federal Trade Commission— 

(i) a written notice of that action; and 
(ii) a copy of the complaint for that action. 
(B) EXCEPTION.—Subparagraph (A) shall 

not apply with respect to the filing of an ac-
tion by an attorney general of a State under 
this subsection, if the attorney general of a 
State determines that it is not feasible to 
provide the notice described in subparagraph 
(A) before the filing of the action. 

(C) NOTIFICATION WHEN PRACTICABLE.—In an 
action described under subparagraph (B), the 
attorney general of a State shall provide the 
written notice and the copy of the complaint 
to the Federal Trade Commission as soon 
after the filing of the complaint as prac-
ticable. 

(3) FEDERAL TRADE COMMISSION AUTHOR-
ITY.—Upon receiving notice under paragraph 
(2), the Federal Trade Commission shall have 
the right to— 

(A) move to stay the action, pending the 
final disposition of a pending Federal pro-
ceeding or action as described in paragraph 
(4); 

(B) intervene in an action brought under 
paragraph (1); and 

(C) file petitions for appeal. 
(4) PENDING PROCEEDINGS.—If the Federal 

Trade Commission has instituted a pro-
ceeding or civil action for a violation of this 
title, no attorney general of a State may, 
during the pendency of such proceeding or 
civil action, bring an action under this sub-
section against any defendant named in such 
civil action for any violation that is alleged 
in that civil action. 

(5) RULE OF CONSTRUCTION.—For purposes 
of bringing any civil action under paragraph 
(1), nothing in this title shall be construed to 
prevent an attorney general of a State from 
exercising the powers conferred on the attor-
ney general by the laws of that State to— 

(A) conduct investigations; 
(B) administer oaths and affirmations; or 
(C) compel the attendance of witnesses or 

the production of documentary and other 
evidence. 

(6) VENUE; SERVICE OF PROCESS.— 
(A) VENUE.—Any action brought under this 

subsection may be brought in the district 

court of the United States that meets appli-
cable requirements relating to venue under 
section 1391 of title 28, United States Code. 

(B) SERVICE OF PROCESS.—In an action 
brought under this subsection, process may 
be served in any district in which the defend-
ant— 

(i) is an inhabitant; or 
(ii) may be found. 
(d) NO PRIVATE CAUSE OF ACTION.—Nothing 

in this title establishes a private cause of ac-
tion against a data broker for violation of 
any provision of this title. 
SEC. 203. RELATION TO STATE LAWS. 

No requirement or prohibition may be im-
posed under the laws of any State with re-
spect to any subject matter regulated under 
section 201, relating to individual access to, 
and correction of, personal electronic 
records held by data brokers. 
SEC. 204. EFFECTIVE DATE. 

This title shall take effect 180 days after 
the date of enactment of this Act. 

TITLE III—PRIVACY AND SECURITY OF 
PERSONALLY IDENTIFIABLE INFORMA-
TION 
Subtitle A—A Data Privacy and Security 

Program 
SEC. 301. PURPOSE AND APPLICABILITY OF DATA 

PRIVACY AND SECURITY PROGRAM. 
(a) PURPOSE.—The purpose of this subtitle 

is to ensure standards for developing and im-
plementing administrative, technical, and 
physical safeguards to protect the security 
of sensitive personally identifiable informa-
tion. 

(b) IN GENERAL.—A business entity engag-
ing in interstate commerce that involves 
collecting, accessing, transmitting, using, 
storing, or disposing of sensitive personally 
identifiable information in electronic or dig-
ital form on 10,000 or more United States 
persons is subject to the requirements for a 
data privacy and security program under 
section 302 for protecting sensitive person-
ally identifiable information. 

(c) LIMITATIONS.—Notwithstanding any 
other obligation under this subtitle, this 
subtitle does not apply to: 

(1) FINANCIAL INSTITUTIONS.—Financial in-
stitutions— 

(A) subject to the data security require-
ments and implementing regulations under 
the Gramm-Leach-Bliley Act (15 U.S.C. 6801 
et seq.); and 

(B) subject to— 
(i) examinations for compliance with the 

requirements of this Act by a Federal Func-
tional Regulator or State Insurance Author-
ity (as those terms are defined in section 509 
of the Gramm-Leach-Bliley Act (15 U.S.C. 
6809)); or 

(ii) compliance with part 314 of title 16, 
Code of Federal Regulations. 

(2) HIPPA REGULATED ENTITIES.— 
(A) COVERED ENTITIES.—Covered entities 

subject to the Health Insurance Portability 
and Accountability Act of 1996 (42 U.S.C. 1301 
et seq.), including the data security require-
ments and implementing regulations of that 
Act. 

(B) BUSINESS ENTITIES.—A Business entity 
shall be deemed in compliance with this Act 
if the business entity— 

(i) is acting as a business associate, as that 
term is defined under the Health Insurance 
Portability and Accountability Act of 1996 
(42 U.S.C. 1301 et seq.) and is in compliance 
with the requirements imposed under that 
Act and implementing regulations promul-
gated under that Act; and 

(ii) is subject to, and currently in compli-
ance, with the privacy and data security re-
quirements under sections 13401 and 13404 of 
division A of the American Reinvestment 
and Recovery Act of 2009 (42 U.S.C. 17931 and 

VerDate Mar 15 2010 00:59 Jun 08, 2011 Jkt 099060 PO 00000 Frm 00037 Fmt 0624 Sfmt 0634 E:\CR\FM\A07JN6.022 S07JNPT1tja
m

es
 o

n 
D

S
K

G
8S

O
Y

B
1P

R
O

D
 w

ith
 S

E
N

A
T

E



CONGRESSIONAL RECORD — SENATES3548 June 7, 2011 
17934) and implementing regulations promul-
gated under such sections. 

(3) PUBLIC RECORDS.—Public records not 
otherwise subject to a confidentiality or 
nondisclosure requirement, or information 
obtained from a news report or periodical. 

(d) SAFE HARBORS.— 
(1) IN GENERAL.—A business entity shall be 

deemed in compliance with the privacy and 
security program requirements under section 
302 if the business entity complies with or 
provides protection equal to industry stand-
ards or standards widely accepted as an ef-
fective industry practice, as identified by the 
Federal Trade Commission, that are applica-
ble to the type of sensitive personally identi-
fiable information involved in the ordinary 
course of business of such business entity. 

(2) LIMITATION.—Nothing in this subsection 
shall be construed to permit, and nothing 
does permit, the Federal Trade Commission 
to issue regulations requiring, or according 
greater legal status to, the implementation 
of or application of a specific technology or 
technological specifications for meeting the 
requirements of this title. 
SEC. 302. REQUIREMENTS FOR A PERSONAL 

DATA PRIVACY AND SECURITY PRO-
GRAM. 

(a) PERSONAL DATA PRIVACY AND SECURITY 
PROGRAM.—A business entity subject to this 
subtitle shall comply with the following 
safeguards and any other administrative, 
technical, or physical safeguards identified 
by the Federal Trade Commission in a rule-
making process pursuant to section 553 of 
title 5, United States Code, for the protec-
tion of sensitive personally identifiable in-
formation: 

(1) SCOPE.—A business entity shall imple-
ment a comprehensive personal data privacy 
and security program that includes adminis-
trative, technical, and physical safeguards 
appropriate to the size and complexity of the 
business entity and the nature and scope of 
its activities. 

(2) DESIGN.—The personal data privacy and 
security program shall be designed to— 

(A) ensure the privacy, security, and con-
fidentiality of sensitive personally identi-
fying information; 

(B) protect against any anticipated 
vulnerabilities to the privacy, security, or 
integrity of sensitive personally identifying 
information; and 

(C) protect against unauthorized access to 
use of sensitive personally identifying infor-
mation that could create a significant risk of 
harm or fraud to any individual. 

(3) RISK ASSESSMENT.—A business entity 
shall— 

(A) identify reasonably foreseeable inter-
nal and external vulnerabilities that could 
result in unauthorized access, disclosure, 
use, or alteration of sensitive personally 
identifiable information or systems con-
taining sensitive personally identifiable in-
formation; 

(B) assess the likelihood of and potential 
damage from unauthorized access, disclo-
sure, use, or alteration of sensitive person-
ally identifiable information; 

(C) assess the sufficiency of its policies, 
technologies, and safeguards in place to con-
trol and minimize risks from unauthorized 
access, disclosure, use, or alteration of sen-
sitive personally identifiable information; 
and 

(D) assess the vulnerability of sensitive 
personally identifiable information during 
destruction and disposal of such information, 
including through the disposal or retirement 
of hardware. 

(4) RISK MANAGEMENT AND CONTROL.—Each 
business entity shall— 

(A) design its personal data privacy and se-
curity program to control the risks identi-
fied under paragraph (3); and 

(B) adopt measures commensurate with the 
sensitivity of the data as well as the size, 
complexity, and scope of the activities of the 
business entity that— 

(i) control access to systems and facilities 
containing sensitive personally identifiable 
information, including controls to authen-
ticate and permit access only to authorized 
individuals; 

(ii) detect, record, and preserve informa-
tion relevant to actual and attempted fraud-
ulent, unlawful, or unauthorized access, dis-
closure, use, or alteration of sensitive per-
sonally identifiable information, including 
by employees and other individuals other-
wise authorized to have access; 

(iii) protect sensitive personally identifi-
able information during use, transmission, 
storage, and disposal by encryption, redac-
tion, or access controls that are widely ac-
cepted as an effective industry practice or 
industry standard, or other reasonable 
means (including as directed for disposal of 
records under section 628 of the Fair Credit 
Reporting Act (15 U.S.C. 1681w) and the im-
plementing regulations of such Act as set 
forth in section 682 of title 16, Code of Fed-
eral Regulations); 

(iv) ensure that sensitive personally identi-
fiable information is properly destroyed and 
disposed of, including during the destruction 
of computers, diskettes, and other electronic 
media that contain sensitive personally 
identifiable information; 

(v) trace access to records containing sen-
sitive personally identifiable information so 
that the business entity can determine who 
accessed or acquired such sensitive person-
ally identifiable information pertaining to 
specific individuals; and 

(vi) ensure that no third party or customer 
of the business entity is authorized to access 
or acquire sensitive personally identifiable 
information without the business entity first 
performing sufficient due diligence to ascer-
tain, with reasonable certainty, that such in-
formation is being sought for a valid legal 
purpose. 

(b) TRAINING.—Each business entity sub-
ject to this subtitle shall take steps to en-
sure employee training and supervision for 
implementation of the data security pro-
gram of the business entity. 

(c) VULNERABILITY TESTING.— 
(1) IN GENERAL.—Each business entity sub-

ject to this subtitle shall take steps to en-
sure regular testing of key controls, sys-
tems, and procedures of the personal data 
privacy and security program to detect, pre-
vent, and respond to attacks or intrusions, 
or other system failures. 

(2) FREQUENCY.—The frequency and nature 
of the tests required under paragraph (1) 
shall be determined by the risk assessment 
of the business entity under subsection 
(a)(3). 

(d) RELATIONSHIP TO SERVICE PROVIDERS.— 
In the event a business entity subject to this 
subtitle engages service providers not sub-
ject to this subtitle, such business entity 
shall— 

(1) exercise appropriate due diligence in se-
lecting those service providers for respon-
sibilities related to sensitive personally 
identifiable information, and take reason-
able steps to select and retain service pro-
viders that are capable of maintaining ap-
propriate safeguards for the security, pri-
vacy, and integrity of the sensitive person-
ally identifiable information at issue; and 

(2) require those service providers by con-
tract to implement and maintain appro-
priate measures designed to meet the objec-
tives and requirements governing entities 
subject to section 301, this section, and sub-
title B. 

(e) PERIODIC ASSESSMENT AND PERSONAL 
DATA PRIVACY AND SECURITY MODERNIZA-

TION.—Each business entity subject to this 
subtitle shall on a regular basis monitor, 
evaluate, and adjust, as appropriate its data 
privacy and security program in light of any 
relevant changes in— 

(1) technology; 
(2) the sensitivity of personally identifi-

able information; 
(3) internal or external threats to person-

ally identifiable information; and 
(4) the changing business arrangements of 

the business entity, such as— 
(A) mergers and acquisitions; 
(B) alliances and joint ventures; 
(C) outsourcing arrangements; 
(D) bankruptcy; and 
(E) changes to sensitive personally identi-

fiable information systems. 
(f) IMPLEMENTATION TIMELINE.—Not later 

than 1 year after the date of enactment of 
this Act, a business entity subject to the pro-
visions of this subtitle shall implement a 
data privacy and security program pursuant 
to this subtitle. 
SEC. 303. ENFORCEMENT. 

(a) CIVIL PENALTIES.— 
(1) IN GENERAL.—Any business entity that 

violates the provisions of sections 301 or 302 
shall be subject to civil penalties of not more 
than $5,000 per violation per day while such 
a violation exists, with a maximum of 
$500,000 per violation. 

(2) INTENTIONAL OR WILLFUL VIOLATION.—A 
business entity that intentionally or will-
fully violates the provisions of sections 301 
or 302 shall be subject to additional penalties 
in the amount of $5,000 per violation per day 
while such a violation exists, with a max-
imum of an additional $500,000 per violation. 

(3) EQUITABLE RELIEF.—A business entity 
engaged in interstate commerce that vio-
lates this section may be enjoined from fur-
ther violations by a court of competent ju-
risdiction. 

(4) OTHER RIGHTS AND REMEDIES.—The 
rights and remedies available under this sec-
tion are cumulative and shall not affect any 
other rights and remedies available under 
law. 

(b) FEDERAL TRADE COMMISSION AUTHOR-
ITY.—Any business entity shall have the pro-
visions of this subtitle enforced against it by 
the Federal Trade Commission. 

(c) STATE ENFORCEMENT.— 
(1) CIVIL ACTIONS.—In any case in which the 

attorney general of a State or any State or 
local law enforcement agency authorized by 
the State attorney general or by State stat-
ute to prosecute violations of consumer pro-
tection law, has reason to believe that an in-
terest of the residents of that State has been 
or is threatened or adversely affected by the 
acts or practices of a business entity that 
violate this subtitle, the State may bring a 
civil action on behalf of the residents of that 
State in a district court of the United States 
of appropriate jurisdiction, or any other 
court of competent jurisdiction, to— 

(A) enjoin that act or practice; 
(B) enforce compliance with this subtitle; 

or 
(C) obtain civil penalties of not more than 

$5,000 per violation per day while such viola-
tions persist, up to a maximum of $500,000 
per violation. 

(2) NOTICE.— 
(A) IN GENERAL.—Before filing an action 

under this subsection, the attorney general 
of the State involved shall provide to the 
Federal Trade Commission— 

(i) a written notice of that action; and 
(ii) a copy of the complaint for that action. 
(B) EXCEPTION.—Subparagraph (A) shall 

not apply with respect to the filing of an ac-
tion by an attorney general of a State under 
this subsection, if the attorney general of a 
State determines that it is not feasible to 
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provide the notice described in this subpara-
graph before the filing of the action. 

(C) NOTIFICATION WHEN PRACTICABLE.—In an 
action described under subparagraph (B), the 
attorney general of a State shall provide the 
written notice and the copy of the complaint 
to the Federal Trade Commission as soon 
after the filing of the complaint as prac-
ticable. 

(3) FEDERAL TRADE COMMISSION AUTHOR-
ITY.—Upon receiving notice under paragraph 
(2), the Federal Trade Commission shall have 
the right to— 

(A) move to stay the action, pending the 
final disposition of a pending Federal pro-
ceeding or action as described in paragraph 
(4); 

(B) intervene in an action brought under 
paragraph (1); and 

(C) file petitions for appeal. 
(4) PENDING PROCEEDINGS.—If the Federal 

Trade Commission has instituted a pro-
ceeding or action for a violation of this sub-
title or any regulations thereunder, no attor-
ney general of a State may, during the pend-
ency of such proceeding or action, bring an 
action under this subsection against any de-
fendant named in such criminal proceeding 
or civil action for any violation that is al-
leged in that proceeding or action. 

(5) RULE OF CONSTRUCTION.—For purposes 
of bringing any civil action under paragraph 
(1) nothing in this subtitle shall be construed 
to prevent an attorney general of a State 
from exercising the powers conferred on the 
attorney general by the laws of that State 
to— 

(A) conduct investigations; 
(B) administer oaths and affirmations; or 
(C) compel the attendance of witnesses or 

the production of documentary and other 
evidence. 

(6) VENUE; SERVICE OF PROCESS.— 
(A) VENUE.—Any action brought under this 

subsection may be brought in the district 
court of the United States that meets appli-
cable requirements relating to venue under 
section 1391 of title 28, United States Code. 

(B) SERVICE OF PROCESS.—In an action 
brought under this subsection, process may 
be served in any district in which the defend-
ant— 

(i) is an inhabitant; or 
(ii) may be found. 
(d) NO PRIVATE CAUSE OF ACTION.—Nothing 

in this subtitle establishes a private cause of 
action against a business entity for violation 
of any provision of this subtitle. 
SEC. 304. RELATION TO OTHER LAWS. 

(a) IN GENERAL.—No State may require any 
business entity subject to this subtitle to 
comply with any requirements with respect 
to administrative, technical, and physical 
safeguards for the protection of sensitive 
personally identifying information. 

(b) LIMITATIONS.—Nothing in this subtitle 
shall be construed to modify, limit, or super-
sede the operation of the Gramm-Leach-Bli-
ley Act or its implementing regulations, in-
cluding those adopted or enforced by States. 

Subtitle B—Security Breach Notification 
SEC. 311. NOTICE TO INDIVIDUALS. 

(a) IN GENERAL.—Any agency, or business 
entity engaged in interstate commerce, that 
uses, accesses, transmits, stores, disposes of 
or collects sensitive personally identifiable 
information shall, following the discovery of 
a security breach of such information, notify 
any resident of the United States whose sen-
sitive personally identifiable information 
has been, or is reasonably believed to have 
been, accessed, or acquired. 

(b) OBLIGATION OF OWNER OR LICENSEE.— 
(1) NOTICE TO OWNER OR LICENSEE.—Any 

agency, or business entity engaged in inter-
state commerce, that uses, accesses, trans-
mits, stores, disposes of, or collects sensitive 

personally identifiable information that the 
agency or business entity does not own or li-
cense shall notify the owner or licensee of 
the information following the discovery of a 
security breach involving such information. 

(2) NOTICE BY OWNER, LICENSEE OR OTHER 
DESIGNATED THIRD PARTY.—Nothing in this 
subtitle shall prevent or abrogate an agree-
ment between an agency or business entity 
required to give notice under this section 
and a designated third party, including an 
owner or licensee of the sensitive personally 
identifiable information subject to the secu-
rity breach, to provide the notifications re-
quired under subsection (a). 

(3) BUSINESS ENTITY RELIEVED FROM GIVING 
NOTICE.—A business entity obligated to give 
notice under subsection (a) shall be relieved 
of such obligation if an owner or licensee of 
the sensitive personally identifiable informa-
tion subject to the security breach, or other 
designated third party, provides such notifi-
cation. 

(c) TIMELINESS OF NOTIFICATION.— 
(1) IN GENERAL.—All notifications required 

under this section shall be made without un-
reasonable delay following the discovery by 
the agency or business entity of a security 
breach. 

(2) REASONABLE DELAY.—Reasonable delay 
under this subsection may include any time 
necessary to determine the scope of the secu-
rity breach, prevent further disclosures, con-
duct the risk assessment described in section 
302(a)(3), and restore the reasonable integrity 
of the data system and provide notice to law 
enforcement when required. 

(3) BURDEN OF PRODUCTION.—The agency, 
business entity, owner, or licensee required 
to provide notice under this subtitle shall, 
upon the request of the Attorney General, 
provide records or other evidence of the noti-
fications required under this subtitle, includ-
ing to the extent applicable, the reasons for 
any delay of notification. 

(d) DELAY OF NOTIFICATION AUTHORIZED FOR 
LAW ENFORCEMENT PURPOSES.— 

(1) IN GENERAL.—If a Federal law enforce-
ment or intelligence agency determines that 
the notification required under this section 
would impede a criminal investigation, such 
notification shall be delayed upon written 
notice from such Federal law enforcement or 
intelligence agency to the agency or business 
entity that experienced the breach. 

(2) EXTENDED DELAY OF NOTIFICATION.—If 
the notification required under subsection 
(a) is delayed pursuant to paragraph (1), an 
agency or business entity shall give notice 30 
days after the day such law enforcement 
delay was invoked unless a Federal law en-
forcement or intelligence agency provides 
written notification that further delay is 
necessary. 

(3) LAW ENFORCEMENT IMMUNITY.—No cause 
of action shall lie in any court against any 
law enforcement agency for acts relating to 
the delay of notification for law enforcement 
purposes under this subtitle. 
SEC. 312. EXEMPTIONS. 

(a) EXEMPTION FOR NATIONAL SECURITY AND 
LAW ENFORCEMENT.— 

(1) IN GENERAL.—Section 311 shall not 
apply to an agency or business entity if the 
agency or business entity certifies, in writ-
ing, that notification of the security breach 
as required by section 311 reasonably could 
be expected to— 

(A) cause damage to the national security; 
or 

(B) hinder a law enforcement investigation 
or the ability of the agency to conduct law 
enforcement investigations. 

(2) LIMITS ON CERTIFICATIONS.—An agency 
or business entity may not execute a certifi-
cation under paragraph (1) to— 

(A) conceal violations of law, inefficiency, 
or administrative error; 

(B) prevent embarrassment to a business 
entity, organization, or agency; or 

(C) restrain competition. 
(3) NOTICE.—In every case in which an 

agency or business agency issues a certifi-
cation under paragraph (1), the certification, 
accompanied by a description of the factual 
basis for the certification, shall be imme-
diately provided to the United States Secret 
Service and the Federal Bureau of Investiga-
tion. 

(4) SECRET SERVICE AND FBI REVIEW OF CER-
TIFICATIONS.— 

(A) IN GENERAL.—The United States Secret 
Service or the Federal Bureau of Investiga-
tion may review a certification provided by 
an agency under paragraph (3), and shall re-
view a certification provided by a business 
entity under paragraph (3), to determine 
whether an exemption under paragraph (1) is 
merited. Such review shall be completed not 
later than 10 business days after the date of 
receipt of the certification, except as pro-
vided in paragraph (5)(C). 

(B) NOTICE.—Upon completing a review 
under subparagraph (A) the United States 
Secret Service or the Federal Bureau of In-
vestigation shall immediately notify the 
agency or business entity, in writing, of its 
determination of whether an exemption 
under paragraph (1) is merited. 

(C) EXEMPTION.—The exemption under 
paragraph (1) shall not apply if the United 
States Secret Service or the Federal Bureau 
of Investigation determines under this para-
graph that the exemption is not merited. 

(5) ADDITIONAL AUTHORITY OF THE SECRET 
SERVICE AND FBI.— 

(A) IN GENERAL.—In determining under 
paragraph (4) whether an exemption under 
paragraph (1) is merited, the United States 
Secret Service or the Federal Bureau of In-
vestigation may request additional informa-
tion from the agency or business entity re-
garding the basis for the claimed exemption, 
if such additional information is necessary 
to determine whether the exemption is mer-
ited. 

(B) REQUIRED COMPLIANCE.—Any agency or 
business entity that receives a request for 
additional information under subparagraph 
(A) shall cooperate with any such request. 

(C) TIMING.—If the United States Secret 
Service or the Federal Bureau of Investiga-
tion requests additional information under 
subparagraph (A), the United States Secret 
Service or the Federal Bureau of Investiga-
tion shall notify the agency or business enti-
ty not later than 10 business days after the 
date of receipt of the additional information 
whether an exemption under paragraph (1) is 
merited. 

(b) SAFE HARBOR.—An agency or business 
entity will be exempt from the notice re-
quirements under section 311, if— 

(1) a risk assessment concludes that— 
(A) there is no significant risk that a secu-

rity breach has resulted in, or will result in, 
harm to the individuals whose sensitive per-
sonally identifiable information was subject 
to the security breach, with the encryption 
of such information establishing a presump-
tion that no significant risk exists; or 

(B) there is no significant risk that a secu-
rity breach has resulted in, or will result in, 
harm to the individuals whose sensitive per-
sonally identifiable information was subject 
to the security breach, with the rendering of 
such sensitive personally identifiable infor-
mation indecipherable through the use of 
best practices or methods, such as redaction, 
access controls, or other such mechanisms, 
which are widely accepted as an effective in-
dustry practice, or an effective industry 
standard, establishing a presumption that no 
significant risk exists; 
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(2) without unreasonable delay, but not 

later than 45 days after the discovery of a se-
curity breach, unless extended by the United 
States Secret Service or the Federal Bureau 
of Investigation, the agency or business enti-
ty notifies the United States Secret Service 
and the Federal Bureau of Investigation, in 
writing, of— 

(A) the results of the risk assessment; and 
(B) its decision to invoke the risk assess-

ment exemption; and 
(3) the United States Secret Service or the 

Federal Bureau of Investigation does not in-
dicate, in writing, within 10 business days 
from receipt of the decision, that notice 
should be given. 

(c) FINANCIAL FRAUD PREVENTION EXEMP-
TION.— 

(1) IN GENERAL.—A business entity will be 
exempt from the notice requirement under 
section 311 if the business entity utilizes or 
participates in a security program that— 

(A) is designed to block the use of the sen-
sitive personally identifiable information to 
initiate unauthorized financial transactions 
before they are charged to the account of the 
individual; and 

(B) provides for notice to affected individ-
uals after a security breach that has resulted 
in fraud or unauthorized transactions. 

(2) LIMITATION.—The exemption by this 
subsection does not apply if— 

(A) the information subject to the security 
breach includes sensitive personally identifi-
able information, other than a credit card or 
credit card security code, of any type of the 
sensitive personally identifiable information 
identified in section 3; or 

(B) the security breach includes both the 
individual’s credit card number and the indi-
vidual’s first and last name. 
SEC. 313. METHODS OF NOTICE. 

An agency or business entity shall be in 
compliance with section 311 if it provides 
both: 

(1) INDIVIDUAL NOTICE.—Notice to individ-
uals by 1 of the following means: 

(A) Written notification to the last known 
home mailing address of the individual in 
the records of the agency or business entity. 

(B) Telephone notice to the individual per-
sonally. 

(C) E-mail notice, if the individual has con-
sented to receive such notice and the notice 
is consistent with the provisions permitting 
electronic transmission of notices under sec-
tion 101 of the Electronic Signatures in Glob-
al and National Commerce Act (15 U.S.C. 
7001). 

(2) MEDIA NOTICE.—Notice to major media 
outlets serving a State or jurisdiction, if the 
number of residents of such State whose sen-
sitive personally identifiable information 
was, or is reasonably believed to have been, 
accessed or acquired by an unauthorized per-
son exceeds 5,000. 
SEC. 314. CONTENT OF NOTIFICATION. 

(a) IN GENERAL.—Regardless of the method 
by which notice is provided to individuals 
under section 313, such notice shall include, 
to the extent possible— 

(1) a description of the categories of sen-
sitive personally identifiable information 
that was, or is reasonably believed to have 
been, accessed or acquired by an unauthor-
ized person; 

(2) a toll-free number— 
(A) that the individual may use to contact 

the agency or business entity, or the agent 
of the agency or business entity; and 

(B) from which the individual may learn 
what types of sensitive personally identifi-
able information the agency or business enti-
ty maintained about that individual; and 

(3) the toll-free contact telephone numbers 
and addresses for the major credit reporting 
agencies. 

(b) ADDITIONAL CONTENT.—Notwithstanding 
section 319, a State may require that a no-
tice under subsection (a) shall also include 
information regarding victim protection as-
sistance provided for by that State. 
SEC. 315. COORDINATION OF NOTIFICATION 

WITH CREDIT REPORTING AGEN-
CIES. 

If an agency or business entity is required 
to provide notification to more than 5,000 in-
dividuals under section 311(a), the agency or 
business entity shall also notify all con-
sumer reporting agencies that compile and 
maintain files on consumers on a nationwide 
basis (as defined in section 603(p) of the Fair 
Credit Reporting Act (15 U.S.C. 1681a(p)) of 
the timing and distribution of the notices. 
Such notice shall be given to the consumer 
credit reporting agencies without unreason-
able delay and, if it will not delay notice to 
the affected individuals, prior to the dis-
tribution of notices to the affected individ-
uals. 
SEC. 316. NOTICE TO LAW ENFORCEMENT. 

(a) SECRET SERVICE AND FBI.—Any busi-
ness entity or agency shall notify the United 
States Secret Service and the Federal Bu-
reau of Investigation of the fact that a secu-
rity breach has occurred if— 

(1) the number of individuals whose sen-
sitive personally identifying information 
was, or is reasonably believed to have been 
accessed or acquired by an unauthorized per-
son exceeds 10,000; 

(2) the security breach involves a database, 
networked or integrated databases, or other 
data system containing the sensitive person-
ally identifiable information of more than 
1,000,000 individuals nationwide; 

(3) the security breach involves databases 
owned by the Federal Government; or 

(4) the security breach involves primarily 
sensitive personally identifiable information 
of individuals known to the agency or busi-
ness entity to be employees and contractors 
of the Federal Government involved in na-
tional security or law enforcement. 

(b) FTC REVIEW OF THRESHOLDS.—The Fed-
eral Trade Commission may review and ad-
just the thresholds for notice to law enforce-
ment under subsection (a), after notice and 
the opportunity for public comment, in a 
manner consistent with this section. 

(c) ADVANCE NOTICE TO LAW ENFORCE-
MENT.—Not later than 48 hours before noti-
fying an individual of a security breach 
under section 311, a business entity or agen-
cy that is required to provide notice under 
this section shall notify the United States 
Secret Service and the Federal Bureau of In-
vestigation of the fact that the business en-
tity or agency intends to provide the notice. 

(d) NOTICE TO OTHER LAW ENFORCEMENT 
AGENCIES.—The United States Secret Service 
and the Federal Bureau of Investigation 
shall be responsible for notifying— 

(1) the United States Postal Inspection 
Service, if the security breach involves mail 
fraud; 

(2) the attorney general of each State af-
fected by the security breach; and 

(3) the Federal Trade Commission, if the 
security breach involves consumer reporting 
agencies subject to the Fair Credit Reporting 
Act (15 U.S.C. 1681 et seq.), or anticompeti-
tive conduct. 

(e) TIMING OF NOTICES.—The notices re-
quired under this section shall be delivered 
as follows: 

(1) Notice under subsection (a) shall be de-
livered as promptly as possible, but not later 
than 14 days after discovery of the events re-
quiring notice. 

(2) Notice under subsection (d) shall be de-
livered not later than 14 days after the Serv-
ice receives notice of a security breach from 
an agency or business entity. 

SEC. 317. ENFORCEMENT. 
(a) CIVIL ACTIONS BY THE ATTORNEY GEN-

ERAL.—The Attorney General may bring a 
civil action in the appropriate United States 
district court against any business entity 
that engages in conduct constituting a viola-
tion of this subtitle and, upon proof of such 
conduct by a preponderance of the evidence, 
such business entity shall be subject to a 
civil penalty of not more than $1,000 per day 
per individual whose sensitive personally 
identifiable information was, or is reason-
ably believed to have been, accessed or ac-
quired by an unauthorized person, up to a 
maximum of $1,000,000 per violation, unless 
such conduct is found to be willful or inten-
tional. In determining the amount of a civil 
penalty under this subsection, the court 
shall take into account the degree of culpa-
bility of the business entity, any prior viola-
tions of this subtitle by the business entity, 
the ability of the business entity to pay, the 
effect on the ability of the business entity to 
continue to do business, and such other mat-
ters as justice may require. 

(b) INJUNCTIVE ACTIONS BY THE ATTORNEY 
GENERAL.— 

(1) IN GENERAL.—If it appears that a busi-
ness entity has engaged, or is engaged, in 
any act or practice constituting a violation 
of this subtitle, the Attorney General may 
petition an appropriate district court of the 
United States for an order— 

(A) enjoining such act or practice; or 
(B) enforcing compliance with this sub-

title. 
(2) ISSUANCE OF ORDER.—A court may issue 

an order under paragraph (1), if the court 
finds that the conduct in question con-
stitutes a violation of this subtitle. 

(c) OTHER RIGHTS AND REMEDIES.—The 
rights and remedies available under this sub-
title are cumulative and shall not affect any 
other rights and remedies available under 
law. 

(d) FRAUD ALERT.—Section 605A(b)(1) of the 
Fair Credit Reporting Act (15 U.S.C. 1681c– 
1(b)(1)) is amended by inserting ‘‘, or evi-
dence that the consumer has received notice 
that the consumer’s financial information 
has or may have been compromised,’’ after 
‘‘identity theft report’’. 
SEC. 318. ENFORCEMENT BY STATE ATTORNEYS 

GENERAL. 
(a) IN GENERAL.— 
(1) CIVIL ACTIONS.—In any case in which the 

attorney general of a State or any State or 
local law enforcement agency authorized by 
the State attorney general or by State stat-
ute to prosecute violations of consumer pro-
tection law, has reason to believe that an in-
terest of the residents of that State has been 
or is threatened or adversely affected by the 
engagement of a business entity in a practice 
that is prohibited under this subtitle, the 
State or the State or local law enforcement 
agency on behalf of the residents of the agen-
cy’s jurisdiction, may bring a civil action on 
behalf of the residents of the State or juris-
diction in a district court of the United 
States of appropriate jurisdiction or any 
other court of competent jurisdiction, in-
cluding a State court, to— 

(A) enjoin that practice; 
(B) enforce compliance with this subtitle; 

or 
(C) civil penalties of not more than $1,000 

per day per individual whose sensitive per-
sonally identifiable information was, or is 
reasonably believed to have been, accessed or 
acquired by an unauthorized person, up to a 
maximum of $1,000,000 per violation, unless 
such conduct is found to be willful or inten-
tional. 

(2) NOTICE.— 
(A) IN GENERAL.—Before filing an action 

under paragraph (1), the attorney general of 
the State involved shall provide to the At-
torney General of the United States— 
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(i) written notice of the action; and 
(ii) a copy of the complaint for the action. 
(B) EXEMPTION.— 
(i) IN GENERAL.—Subparagraph (A) shall 

not apply with respect to the filing of an ac-
tion by an attorney general of a State under 
this subtitle, if the State attorney general 
determines that it is not feasible to provide 
the notice described in such subparagraph 
before the filing of the action. 

(ii) NOTIFICATION.—In an action described 
in clause (i), the attorney general of a State 
shall provide notice and a copy of the com-
plaint to the Attorney General at the time 
the State attorney general files the action. 

(b) FEDERAL PROCEEDINGS.—Upon receiving 
notice under subsection (a)(2), the Attorney 
General shall have the right to— 

(1) move to stay the action, pending the 
final disposition of a pending Federal pro-
ceeding or action; 

(2) initiate an action in the appropriate 
United States district court under section 
317 and move to consolidate all pending ac-
tions, including State actions, in such court; 

(3) intervene in an action brought under 
subsection (a)(2); and 

(4) file petitions for appeal. 
(c) PENDING PROCEEDINGS.—If the Attorney 

General has instituted a proceeding or action 
for a violation of this subtitle or any regula-
tions thereunder, no attorney general of a 
State may, during the pendency of such pro-
ceeding or action, bring an action under this 
subtitle against any defendant named in 
such criminal proceeding or civil action for 
any violation that is alleged in that pro-
ceeding or action. 

(d) CONSTRUCTION.—For purposes of bring-
ing any civil action under subsection (a), 
nothing in this subtitle regarding notifica-
tion shall be construed to prevent an attor-
ney general of a State from exercising the 
powers conferred on such attorney general 
by the laws of that State to— 

(1) conduct investigations; 
(2) administer oaths or affirmations; or 
(3) compel the attendance of witnesses or 

the production of documentary and other 
evidence. 

(e) VENUE; SERVICE OF PROCESS.— 
(1) VENUE.—Any action brought under sub-

section (a) may be brought in— 
(A) the district court of the United States 

that meets applicable requirements relating 
to venue under section 1391 of title 28, United 
States Code; or 

(B) another court of competent jurisdic-
tion. 

(2) SERVICE OF PROCESS.—In an action 
brought under subsection (a), process may be 
served in any district in which the defend-
ant— 

(A) is an inhabitant; or 
(B) may be found. 
(f) NO PRIVATE CAUSE OF ACTION.—Nothing 

in this subtitle establishes a private cause of 
action against a business entity for violation 
of any provision of this subtitle. 
SEC. 319. EFFECT ON FEDERAL AND STATE LAW. 

The provisions of this subtitle shall super-
sede any other provision of Federal law or 
any provision of law of any State relating to 
notification by a business entity engaged in 
interstate commerce or an agency of a secu-
rity breach, except as provided in section 
314(b). 
SEC. 320. AUTHORIZATION OF APPROPRIATIONS. 

There are authorized to be appropriated 
such sums as may be necessary to cover the 
costs incurred by the United States Secret 
Service to carry out investigations and risk 
assessments of security breaches as required 
under this subtitle. 
SEC. 321. REPORTING ON RISK ASSESSMENT EX-

EMPTIONS. 
The United States Secret Service and the 

Federal Bureau of Investigation shall report 

to Congress not later than 18 months after 
the date of enactment of this Act, and upon 
the request by Congress thereafter, on— 

(1) the number and nature of the security 
breaches described in the notices filed by 
those business entities invoking the risk as-
sessment exemption under section 312(b) and 
the response of the United States Secret 
Service and the Federal Bureau of Investiga-
tion to such notices; and 

(2) the number and nature of security 
breaches subject to the national security and 
law enforcement exemptions under section 
312(a), provided that such report may not 
disclose the contents of any risk assessment 
provided to the United States Secret Service 
and the Federal Bureau of Investigation pur-
suant to this subtitle. 
SEC. 322. EFFECTIVE DATE. 

This subtitle shall take effect on the expi-
ration of the date which is 90 days after the 
date of enactment of this Act. 
TITLE IV—GOVERNMENT ACCESS TO AND 

USE OF COMMERCIAL DATA 
SEC. 401. GENERAL SERVICES ADMINISTRATION 

REVIEW OF CONTRACTS. 
(a) IN GENERAL.—In considering contract 

awards totaling more than $500,000 and en-
tered into after the date of enactment of this 
Act with data brokers, the Administrator of 
the General Services Administration shall 
evaluate— 

(1) the data privacy and security program 
of a data broker to ensure the privacy and 
security of data containing personally iden-
tifiable information, including whether such 
program adequately addresses privacy and 
security threats created by malicious soft-
ware or code, or the use of peer-to-peer file 
sharing software; 

(2) the compliance of a data broker with 
such program; 

(3) the extent to which the databases and 
systems containing personally identifiable 
information of a data broker have been com-
promised by security breaches; and 

(4) the response by a data broker to such 
breaches, including the efforts by such data 
broker to mitigate the impact of such secu-
rity breaches. 

(b) COMPLIANCE SAFE HARBOR.—The data 
privacy and security program of a data 
broker shall be deemed sufficient for the pur-
poses of subsection (a), if the data broker 
complies with or provides protection equal 
to industry standards, as identified by the 
Federal Trade Commission, that are applica-
ble to the type of personally identifiable in-
formation involved in the ordinary course of 
business of such data broker. 

(c) PENALTIES.—In awarding contracts with 
data brokers for products or services related 
to access, use, compilation, distribution, 
processing, analyzing, or evaluating person-
ally identifiable information, the Adminis-
trator of the General Services Administra-
tion shall— 

(1) include monetary or other penalties— 
(A) for failure to comply with subtitles A 

and B of title III; or 
(B) if a contractor knows or has reason to 

know that the personally identifiable infor-
mation being provided is inaccurate, and 
provides such inaccurate information; and 

(2) require a data broker that engages serv-
ice providers not subject to subtitle A of 
title III for responsibilities related to sen-
sitive personally identifiable information 
to— 

(A) exercise appropriate due diligence in 
selecting those service providers for respon-
sibilities related to personally identifiable 
information; 

(B) take reasonable steps to select and re-
tain service providers that are capable of 
maintaining appropriate safeguards for the 
security, privacy, and integrity of the per-
sonally identifiable information at issue; and 

(C) require such service providers, by con-
tract, to implement and maintain appro-
priate measures designed to meet the objec-
tives and requirements in title III. 

(d) LIMITATION.—The penalties under sub-
section (c) shall not apply to a data broker 
providing information that is accurately and 
completely recorded from a public record 
source or licensor. 
SEC. 402. REQUIREMENT TO AUDIT INFORMA-

TION SECURITY PRACTICES OF CON-
TRACTORS AND THIRD PARTY BUSI-
NESS ENTITIES. 

Section 3544(b) of title 44, United States 
Code, is amended— 

(1) in paragraph (7)(C)(iii), by striking 
‘‘and’’ after the semicolon; 

(2) in paragraph (8), by striking the period 
and inserting ‘‘; and’’; and 

(3) by adding at the end the following: 
‘‘(9) procedures for evaluating and auditing 

the information security practices of con-
tractors or third party business entities sup-
porting the information systems or oper-
ations of the agency involving personally 
identifiable information (as that term is de-
fined in section 3 of the Personal Data Pri-
vacy and Security Act of 2011) and ensuring 
remedial action to address any significant 
deficiencies.’’. 
SEC. 403. PRIVACY IMPACT ASSESSMENT OF GOV-

ERNMENT USE OF COMMERCIAL IN-
FORMATION SERVICES CONTAINING 
PERSONALLY IDENTIFIABLE INFOR-
MATION. 

(a) IN GENERAL.—Section 208(b)(1) of the E- 
Government Act of 2002 (44 U.S.C. 3501 note) 
is amended— 

(1) in subparagraph (A)(i), by striking ‘‘or’’; 
and 

(2) in subparagraph (A)(ii), by striking the 
period and inserting ‘‘; or’’; and 

(3) by inserting after clause (ii) the fol-
lowing: 

‘‘(iii) purchasing or subscribing for a fee to 
personally identifiable information from a 
data broker (as such terms are defined in 
section 3 of the Personal Data Privacy and 
Security Act of 2011).’’. 

(b) LIMITATION.—Notwithstanding any 
other provision of law, commencing 1 year 
after the date of enactment of this Act, no 
Federal agency may enter into a contract 
with a data broker to access for a fee any 
database consisting primarily of personally 
identifiable information concerning United 
States persons (other than news reporting or 
telephone directories) unless the head of 
such department or agency— 

(1) completes a privacy impact assessment 
under section 208 of the E-Government Act of 
2002 (44 U.S.C. 3501 note), which shall subject 
to the provision in that Act pertaining to 
sensitive information, include a description 
of— 

(A) such database; 
(B) the name of the data broker from 

whom it is obtained; and 
(C) the amount of the contract for use; 
(2) adopts regulations that specify— 
(A) the personnel permitted to access, ana-

lyze, or otherwise use such databases; 
(B) standards governing the access, anal-

ysis, or use of such databases; 
(C) any standards used to ensure that the 

personally identifiable information accessed, 
analyzed, or used is the minimum necessary 
to accomplish the intended legitimate pur-
pose of the Federal agency; 

(D) standards limiting the retention and 
redisclosure of personally identifiable infor-
mation obtained from such databases; 

(E) procedures ensuring that such data 
meet standards of accuracy, relevance, com-
pleteness, and timeliness; 

(F) the auditing and security measures to 
protect against unauthorized access, anal-
ysis, use, or modification of data in such 
databases; 
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(G) applicable mechanisms by which indi-

viduals may secure timely redress for any 
adverse consequences wrongly incurred due 
to the access, analysis, or use of such data-
bases; 

(H) mechanisms, if any, for the enforce-
ment and independent oversight of existing 
or planned procedures, policies, or guide-
lines; and 

(I) an outline of enforcement mechanisms 
for accountability to protect individuals and 
the public against unlawful or illegitimate 
access or use of databases; and 

(3) incorporates into the contract or other 
agreement totaling more than $500,000, provi-
sions— 

(A) providing for penalties— 
(i) for failure to comply with title III of 

this Act; or 
(ii) if the entity knows or has reason to 

know that the personally identifiable infor-
mation being provided to the Federal depart-
ment or agency is inaccurate, and provides 
such inaccurate information; and 

(B) requiring a data broker that engages 
service providers not subject to subtitle A of 
title III for responsibilities related to sen-
sitive personally identifiable information 
to— 

(i) exercise appropriate due diligence in se-
lecting those service providers for respon-
sibilities related to personally identifiable 
information; 

(ii) take reasonable steps to select and re-
tain service providers that are capable of 
maintaining appropriate safeguards for the 
security, privacy, and integrity of the per-
sonally identifiable information at issue; and 

(iii) require such service providers, by con-
tract, to implement and maintain appro-
priate measures designed to meet the objec-
tives and requirements in title III. 

(c) LIMITATION ON PENALTIES.—The pen-
alties under subsection (b)(3)(A) shall not 
apply to a data broker providing information 
that is accurately and completely recorded 
from a public record source. 

(d) STUDY OF GOVERNMENT USE.— 
(1) SCOPE OF STUDY.—Not later than 180 

days after the date of enactment of this Act, 
the Comptroller General of the United States 
shall conduct a study and audit and prepare 
a report on Federal agency actions to ad-
dress the recommendations in the Govern-
ment Accountability Office’s April 2006 re-
port on agency adherence to key privacy 
principles in using data brokers or commer-
cial databases containing personally identifi-
able information. 

(2) REPORT.—A copy of the report required 
under paragraph (1) shall be submitted to 
Congress. 

TITLE V—COMPLIANCE WITH STATUTORY 
PAY-AS-YOU-GO ACT 

SEC. 501. BUDGET COMPLIANCE. 

The budgetary effects of this Act, for the 
purpose of complying with the Statutory 
Pay-As-You-Go-Act of 2010, shall be deter-
mined by reference to the latest statement 
titled ‘‘Budgetary Effects of PAYGO Legisla-
tion’’ for this Act, submitted for printing in 
the Congressional Record by the Chairman of 
the Senate Budget Committee, provided that 
such statement has been submitted prior to 
the vote on passage. 

By Mr. BAUCUS: 
S. 1154. A bill to require transparency 

for Executive departments in meeting 
the Government-wide goals for con-
tracting with small business concerns 
owned and controlled by service-dis-
abled veterans, and for other purposes; 
to the Committee on Small Business 
and Entrepreneurship. 

Mr. BAUCUS. Mr. President, I ask 
unanimous consent that the text of the 
bill be printed in the RECORD. 

There being no objection, the text of 
the bill was ordered to be printed in 
the RECORD, as follows: 

S. 1154 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Honoring 
Promises to Service-Disabled Veterans Act 
of 2011’’. 
SEC. 2. FINDINGS. 

Congress finds the following: 
(1) Federal agencies have an obligation to 

comply with the Veterans Entrepreneurship 
and Small Business Development Act of 1999 
(Public Law 106–50; 113 Stat. 233), and the 
amendments made by that Act, which estab-
lished a Government-wide goal that not less 
than 3 percent of the total value of all prime 
contracts and subcontracts be awarded to 
small business concerns owned and con-
trolled by service-disabled veterans each fis-
cal year (referred to in this section as the 
‘‘Government-wide goal for service-disabled 
veterans’’). 

(2) Progress in meeting the Government- 
wide goal for service-disabled veterans has 
been unacceptably slow. 

(3) Prime contractors doing business with 
the United States Government have an obli-
gation to do their part to meet the Govern-
ment-wide goal for service-disabled veterans. 

(4) The public has a right to know whether 
the Executive departments (as defined in 
section 101 of title 5, United States Code) and 
prime contractors are meeting the Govern-
ment-wide goal for service-disabled veterans. 
SEC. 3. TRANSPARENCY IN CONTRACTING GOALS 

FOR SMALL BUSINESS CONCERNS 
OWNED AND CONTROLLED BY SERV-
ICE-DISABLED VETERANS. 

Section 15 of the Small Business Act (15 
U.S.C. 644) is amended by adding at the end 
the following: 

‘‘(s) TRANSPARENCY IN CONTRACTING GOALS 
FOR SMALL BUSINESS CONCERNS OWNED AND 
CONTROLLED BY SERVICE-DISABLED VET-
ERANS.— 

‘‘(1) DEFINITIONS.—In this subsection— 
‘‘(A) the term ‘covered contractor’ means a 

contractor that is required to submit a sub-
contracting plan under section 8(d) to an Ex-
ecutive department; and 

‘‘(B) the term ‘Executive department’ has 
the meaning given that term in section 101 of 
title 5, United States Code. 

‘‘(2) REPORTS TO ADMINISTRATOR.—Three 
months after the date of enactment of this 
subsection, and quarterly thereafter, the 
head of each Executive department shall sub-
mit to the Administrator a report that con-
tains— 

‘‘(A) the percentage of the total value of 
all prime contracts awarded by the Execu-
tive department to small business concerns 
owned and controlled by service-disabled 
veterans during the 3-month period ending 
on the date of the report; 

‘‘(B) the name of each covered contractor 
to which the Executive department awards a 
contract; 

‘‘(C) for each contract awarded to a cov-
ered contractor by the Executive depart-
ment— 

‘‘(i) the percentage goal negotiated under 
section 8(d)(6)(A) for the utilization as sub-
contractors of small business concerns 
owned and controlled by service-disabled 
veterans; and 

‘‘(ii) if the contract is completed during 
the 3-month period ending on the date of the 
report, the percentage of the total value of 

subcontracts entered into by the covered 
contractor awarded to small business con-
cerns owned and controlled by service-dis-
abled veterans; 

‘‘(D) the weighted average percentage goal 
negotiated by each covered contractor under 
section 8(d)(6)(A) for the utilization as sub-
contractors of small business concerns 
owned and controlled by service-disabled 
veterans for all contracts awarded by the Ex-
ecutive department to the covered con-
tractor; and 

‘‘(E) for all contracts awarded to covered 
contractors by the Executive department 
that are completed during the 3-month pe-
riod ending on the date of the report, the 
percentage of the total value of all sub-
contracts awarded by covered contractors 
that were awarded to small business con-
cerns owned and controlled by service-dis-
abled veterans. 

‘‘(3) RANKINGS.—For the first full fiscal 
year following the date of enactment of this 
subsection, and each fiscal year thereafter, 
the Administrator shall rank— 

‘‘(A) the Executive departments, based 
on— 

‘‘(i) the percentage of the total value of 
prime contracts awarded by the Executive 
departments to small business concerns 
owned and controlled by service-disabled 
veterans; and 

‘‘(ii) the percentage of the total value of 
subcontracts awarded by covered contractors 
that are awarded contracts by the Executive 
departments to small business concerns 
owned and controlled by service-disabled 
veterans; and 

‘‘(B) covered contractors, based on the per-
centage of the total value of subcontracts 
awarded by the covered contractors to small 
business concerns owned and controlled by 
service-disabled veterans. 

‘‘(4) PUBLICATION.— 
‘‘(A) WEBSITE.—Except as provided in sub-

paragraph (B), the Administrator shall pub-
lish on a website accessible to the public a 
user-friendly, electronically searchable re-
port containing— 

‘‘(i) the information submitted to the Ad-
ministrator under paragraph (2); and 

‘‘(ii) the rankings made by the Adminis-
trator under paragraph (3). 

‘‘(B) EXCEPTION FOR NATIONAL SECURITY.—If 
the head of an Executive department deter-
mines that publication of information con-
tained in a report submitted under para-
graph (2) would be detrimental to national 
security, the Administrator shall not publish 
the information on the website described in 
subparagraph (A). 

‘‘(C) UPDATING.—The Administrator shall 
update the contents of the website described 
in subparagraph (A) not less frequently than 
quarterly. 

‘‘(5) REPORTS TO CONGRESS.— 
‘‘(A) ANNUAL REPORT.—The Administrator 

shall submit to Congress an annual report on 
the progress of each Executive department 
toward meeting the Government-wide goals 
for contracting and subcontracting estab-
lished under subsection (g). 

‘‘(B) CONTENTS.—Each report under this 
paragraph shall include— 

‘‘(i) a statement of whether the website de-
scribed in paragraph (4) contains the latest 
data reported to the Administrator by the 
Executive departments; and 

‘‘(ii) a recommendation of a prime con-
tractor that should be recognized by Con-
gress for outstanding progress in contracting 
with small business concerns owned and con-
trolled by service-disabled veterans. 

‘‘(6) RULE OF CONSTRUCTION.—Nothing in 
this subsection may be construed to affect 
any other reporting requirement under Fed-
eral law.’’. 
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AMENDMENTS SUBMITTED AND 

PROPOSED 
SA 389. Mr. KOHL submitted an amend-

ment intended to be proposed by him to the 
bill S. 782, to amend the Public Works and 
Economic Development Act of 1965 to reau-
thorize that Act, and for other purposes; 
which was ordered to lie on the table. 

SA 390. Ms. SNOWE (for herself, Mr. 
COBURN, Mr. MCCONNELL, Mr. BARRASSO, Mr. 
BROWN of Massachusetts, Mr. MORAN, Mr. 
THUNE, Mr. ENZI, Ms. AYOTTE, and Mr. 
ISAKSON) submitted an amendment intended 
to be proposed by her to the bill S. 782, supra; 
which was ordered to lie on the table. 

SA 391. Mr. MORAN submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 392. Mr. TESTER (for himself, Mr. 
CORKER, Mrs. HAGAN, Mr. CRAPO, Mr. BEN-
NET, Mr. BLUNT, Mr. CARPER, Mr. KYL, and 
Mr. COONS) proposed an amendment to the 
bill S. 782, supra. 

SA 393. Mr. DURBIN proposed an amend-
ment to amendment SA 392 proposed by Mr. 
TESTER (for himself, Mr. CORKER, Mrs. 
HAGAN, Mr. CRAPO, Mr. BENNET, Mr. BLUNT, 
Mr. CARPER, Mr. KYL, and Mr. COONS) to the 
bill S. 782, supra. 

SA 394. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 395. Mr. CORNYN submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 396. Mr. CORNYN (for himself and Mr. 
KYL) submitted an amendment intended to 
be proposed by him to the bill S. 782, supra; 
which was ordered to lie on the table. 

SA 397. Mr. CORNYN submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 398. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 399. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 400. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 401. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 402. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 403. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 404. Mr. DEMINT submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 405. Mr. BROWN of Massachusetts (for 
himself and Ms. SNOWE) submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 406. Mrs. HUTCHISON (for herself and 
Ms. LANDRIEU) submitted an amendment in-
tended to be proposed by her to the bill S. 
782, supra; which was ordered to lie on the 
table. 

SA 407. Mr. CARDIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 408. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 409. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 410. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 411. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 412. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 413. Mr. MCCAIN submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table. 

SA 414. Mr. PAUL submitted an amend-
ment intended to be proposed by him to the 
bill S. 782, supra; which was ordered to lie on 
the table . 

SA 415. Mr. BARRASSO (for himself and 
Mr. GRAHAM) submitted an amendment in-
tended to be proposed by him to the bill S. 
782, supra; which was ordered to lie on the 
table. 

f 

TEXT OF AMENDMENTS 

SA 389. Mr. KOHL submitted an 
amendment intended to be proposed by 
him to the bill S. 782, to amend the 
Public Works and Economic Develop-
ment Act of 1965 to reauthorize that 
Act, and for other purposes; which was 
ordered to lie on the table; as follows: 

At the end of the bill, insert the following: 
SEC. lll. NOPEC. 

(a) SHORT TITLE.—This section may be 
cited as the ‘‘No Oil Producing and Export-
ing Cartels Act of 2011’’ or ‘‘NOPEC’’. 

(b) SHERMAN ACT.—The Sherman Act (15 
U.S.C. 1 et seq.) is amended by adding after 
section 7 the following: 
‘‘SEC. 7A. OIL PRODUCING CARTELS. 

‘‘(a) IN GENERAL.—It shall be illegal and a 
violation of this Act for any foreign state, or 
any instrumentality or agent of any foreign 
state, to act collectively or in combination 
with any other foreign state, any instrumen-
tality or agent of any other foreign state, or 
any other person, whether by cartel or any 
other association or form of cooperation or 
joint action— 

‘‘(1) to limit the production or distribution 
of oil, natural gas, or any other petroleum 
product; 

‘‘(2) to set or maintain the price of oil, nat-
ural gas, or any petroleum product; or 

‘‘(3) to otherwise take any action in re-
straint of trade for oil, natural gas, or any 
petroleum product; 

when such action, combination, or collective 
action has a direct, substantial, and reason-
ably foreseeable effect on the market, sup-
ply, price, or distribution of oil, natural gas, 
or other petroleum product in the United 
States. 

‘‘(b) SOVEREIGN IMMUNITY.—A foreign state 
engaged in conduct in violation of subsection 
(a) shall not be immune under the doctrine 
of sovereign immunity from the jurisdiction 
or judgments of the courts of the United 
States in any action brought to enforce this 
section. 

‘‘(c) INAPPLICABILITY OF ACT OF STATE DOC-
TRINE.—No court of the United States shall 
decline, based on the act of state doctrine, to 

make a determination on the merits in an 
action brought under this section. 

‘‘(d) ENFORCEMENT.— 
‘‘(1) IN GENERAL.—The Attorney General of 

the United States may bring an action to en-
force this section in any district court of the 
United States as provided under the anti-
trust laws. 

‘‘(2) NO PRIVATE RIGHT OF ACTION.—No pri-
vate right of action is authorized under this 
section.’’. 

(c) SOVEREIGN IMMUNITY.—Section 1605(a) 
of title 28, United States Code, is amended— 

(1) in paragraph (5), by striking ‘‘or’’ after 
the semicolon; 

(2) in paragraph (6), by striking the period 
and inserting ‘‘; or’’; and 

(3) by adding at the end the following: 
‘‘(7) in which the action is brought under 

section 7A of the Sherman Act.’’. 

SA 390. Ms. SNOWE (for herself, Mr. 
COBURN, Mr. MCCONNELL, Mr. 
BARRASSO, Mr. BROWN of Massachu-
setts, Mr. MORAN, Mr. THUNE, Mr. ENZI, 
Ms. AYOTTE, and Mr. ISAKSON) sub-
mitted an amendment intended to be 
proposed by her to the bill S. 782, to 
amend the Public Works and Economic 
Development Act of 1965 to reauthorize 
that Act, and for other purposes; which 
was ordered to lie on the table; as fol-
lows: 

At the end, add the following: 

TITLE lll—FREEDOM FROM RESTRIC-
TIVE EXCESSIVE EXECUTIVE DEMANDS 
AND ONEROUS MANDATES 

SEC. lll1. SHORT TITLE. 

This title may be cited as the ‘‘Freedom 
from Restrictive Excessive Executive De-
mands and Onerous Mandates Act of 2011’’. 
SEC. lll2. FINDINGS. 

Congress finds the following: 
(1) A vibrant and growing small business 

sector is critical to the recovery of the econ-
omy of the United States. 

(2) Regulations designed for application to 
large-scale entities have been applied uni-
formly to small businesses and other small 
entities, sometimes inhibiting the ability of 
small entities to create new jobs. 

(3) Uniform Federal regulatory and report-
ing requirements in many instances have im-
posed on small businesses and other small 
entities unnecessary and disproportionately 
burdensome demands, including legal, ac-
counting, and consulting costs, thereby 
threatening the viability of small entities 
and the ability of small entities to compete 
and create new jobs in a global marketplace. 

(4) Since 1980, Federal agencies have been 
required to recognize and take account of 
the differences in the scale and resources of 
regulated entities, but in many instances 
have failed to do so. 

(5) In 2009, there were nearly 70,000 pages in 
the Federal Register, and, according to re-
search by the Office of Advocacy of the 
Small Business Administration, the annual 
cost of Federal regulations totals 
$1,750,000,000,000. Small firms bear a dis-
proportionate burden, paying approximately 
36 percent more per employee than larger 
firms in annual regulatory compliance costs. 

(6) All agencies in the Federal Government 
should fully consider the costs, including in-
direct economic impacts and the potential 
for job loss, of proposed rules, periodically 
review existing regulations to determine 
their impact on small entities, and repeal 
regulations that are unnecessarily duplica-
tive or have outlived their stated purpose. 

(7) It is the intention of Congress to amend 
chapter 6 of title 5, United States Code, to 
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