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that day and the phone call that came
telling me that Abby had arrived but
that something was wrong. Abby was
sleeping almost 24 hours a day, was un-
able to eat on her own, and had almost
no muscle tone at all.

Thanks to the persistence and strong
will of Abby’s parents, she was sent to
Children’s Hospital in Denver where
she underwent extensive testing. At 2
weeks of age we all learned that Abby
had a genetic disorder called Prader-
Willi syndrome.

Many of you are now asking what I
asked on that day of the phone call.
What is Prader-Willi syndrome? In
short, it is a complex condition charac-
terized by morbid obesity, by insatia-
ble appetite, by poor muscle tone and
failure to thrive during infancy, among
many other maladies. Twenty years
ago a child with Prader-Willi syndrome
was likely to die of morbid obesity be-
fore they reached adulthood. Most of
these children were either never diag-
nosed or diagnosed later in life when
treatment was far less effective.

Abby Porter is actually one of the
lucky ones, as she received a very early
diagnosis. As a result of this early di-
agnosis she was able to begin human
growth hormone treatments at the age
of 3 months. A relatively new treat-
ment for Prader-Willi at the time of
her birth, growth hormone enabled
Abby to begin building the muscle tone
she needed to eat, to hold up her head,
to sit up, crawl, and finally to walk. As
a result she was able to reach all of her
developmental milestones at roughly
the appropriate times. She was also
able to develop cognitively at a more
normal rate than she would have with-
out this treatment.

Abby and I want every child with
Prader-Willi syndrome to have this
same opportunity. We want to increase
awareness of this genetic disorder
among health care providers and pedia-
tricians and parents and teachers and
communities. We want children to get
diagnosed early so that they can begin
immediate treatment.

We want parents to be able to find
out the information that they need to
make decisions about the treatment
and development of their children. We
want teachers to understand the cog-
nitive and emotional struggles that
come with Prader-Willi and that must
be dealt with in order for these chil-
dren to learn.

We want neighbors and community
members to learn about this syndrome
so that they will understand the ac-
tions and behavior of some of the chil-
dren with Prader-Willi; thus, they will
not reject them outright and will in-
stead teach their own children about
the acceptance of differences.

Abby and I want these families with
Prader-Willi children to know that the
families are not alone in this fight to
search for cures and treatments that
will improve the future of their chil-
dren.

For that reason, we are both proud
today to see this House call for a Na-
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tional Prader-Willi Syndrome Aware-
ness Month and to express support for
further research in this disorder.

I want to again thank my colleague,
Congresswoman JANE HARMAN from
California, for her support and efforts
on behalf of this resolution. I urge all
my colleagues to support this bill.

Mrs. CAPPS. I am pleased now to
yield whatever time she may consume
to my colleague and friend from Cali-
fornia, JANE HARMAN.

Ms. HARMAN. Let me first commend
Mrs. CAPPS, who, as a registered nurse,
has brought so much understanding
and depth to our ongoing negotiations
on health care in the Energy and Com-
merce Committee.

Second, let me commend a good
friend and frequent partner, Mr. ROYCE,
whose focus on this issue and personal
compassion on behalf of his friend,
Abby, and enormously caring staff,
have brought this issue to my atten-
tion.

It resonates in my California con-
gressional district, where there is an
incredible community of activists who
are committed to increasing awareness
and supporting research on Prader-
Willi syndrome. Two of those activists,
Tom and Renay Compere, are parents
of a child with PWS. They have
brought other Prader-Willi families to-
gether with groups of students, teach-
ers, and other members of the commu-
nity to spread awareness and raise
funds to combat this devastating dis-
ease.

Tom Compere says, ‘‘The thing that
has kept us going over the years has
been the optimism that a cure for PWS
will be found and that our son will
have a normal life. What a concept. A
normal life was something, until re-
cently, that I took for granted.”

That’s the goal of this resolution. By
increasing awareness and promoting
research at the national level, we can
give the Compere family and thousands
of families like them a chance to lead
a normal life.

Two years ago, Mr. Speaker, I at-
tended the annual walkathon for
Prader-Willi research in Mar Vista, a
wonderful community in my district.
The warmth and excitement of the
children I met there was touching, es-
pecially in the face of the challenges
they face on a daily basis.

Prader-Willi patients suffer, as you
have heard, from cognitive disabilities,
poor muscle tone, and constant feelings
of hunger. They often look different
from other children, which makes it
difficult to fit in or be accepted as a
normal kid. Some cutting-edge treat-
ments, like the ones Abby received, can
improve the physical development of
children with Prader-Willi so they can
fit in, but this is contingent on early
diagnosis and treatment, and that
often doesn’t happen.

By passing H. Res. 55 and raising the
profile of this disease, this House can
give these children better odds at doing
something most of us take for granted:
Living a normal life.
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I urge passage of the resolution and
again commend my friends from Cali-
fornia for their role.

Mr. TERRY. We have no further
speakers and, therefore, encourage the
passage of this resolution.

I yield back the balance of my time.

Mrs. CAPPS. I wish to commend the
personal commitment of our colleagues
from California, Congressman ROYCE
and Congresswoman JANE HARMAN, and
I urge support for this resolution.

I yield back the balance of our time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentlewoman from California (Mrs.
CAPPS) that the House suspend the
rules and agree to the resolution, H.
Res. 55.

The question was taken.

The SPEAKER pro tempore. In the
opinion of the Chair, two-thirds being
in the affirmative, the ayes have it.

Mrs. CAPPS. Mr. Speaker, I object to
the vote on the ground that a quorum
is not present and make the point of
order that a quorum is not present.

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX and the
Chair’s prior announcement, further
proceedings on this motion will be
postponed.

The point of no quorum is considered
withdrawn.

————
0 1445

DATA ACCOUNTABILITY AND
TRUST ACT

Mr. RUSH. Mr. Speaker, I move to
suspend the rules and pass the bill
(H.R. 2221) to protect consumers by re-
quiring reasonable security policies
and procedures to protect computerized
data containing personal information,
and to provide for nationwide notice in
the event of a security breach, as
amended.

The Clerk read the title of the bill.

The text of the bill is as follows:

H.R. 2221

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘‘Data Ac-
countability and Trust Act”’.

SEC. 2. REQUIREMENTS FOR INFORMATION SE-
CURITY.

(a) GENERAL SECURITY POLICIES AND PROCE-
DURES.—

(1) REGULATIONS.—Not later than 1 year
after the date of enactment of this Act, the
Commission shall promulgate regulations
under section 553 of title 5, United States
Code, to require each person engaged in
interstate commerce that owns or possesses
data containing personal information, or
contracts to have any third party entity
maintain such data for such person, to estab-
lish and implement policies and procedures
regarding information security practices for
the treatment and protection of personal in-
formation taking into consideration—

(A) the size of, and the nature, scope, and
complexity of the activities engaged in by,
such person;

(B) the current state of the art in adminis-
trative, technical, and physical safeguards
for protecting such information; and
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(C) the cost of implementing such safe-
guards.

(2) REQUIREMENTS.—Such regulations shall
require the policies and procedures to in-
clude the following:

(A) A security policy with respect to the
collection, use, sale, other dissemination,
and maintenance of such personal informa-
tion.

(B) The identification of an officer or other
individual as the point of contact with re-
sponsibility for the management of informa-
tion security.

(C) A process for identifying and assessing
any reasonably foreseeable vulnerabilities in
the system or systems maintained by such
person that contains such data, which shall
include regular monitoring for a breach of
security of such system or systems.

(D) A process for taking preventive and
corrective action to mitigate against any
vulnerabilities identified in the process re-
quired by subparagraph (C), which may in-
clude implementing any changes to security
practices and the architecture, installation,
or implementation of network or operating
software.

(E) A process for disposing of data in elec-
tronic form containing personal information
by shredding, permanently erasing, or other-
wise modifying the personal information
contained in such data to make such per-
sonal information permanently unreadable
or undecipherable.

(F) A standard method or methods for the
destruction of paper documents and other
non-electronic data containing personal in-
formation.

(3) TREATMENT OF ENTITIES GOVERNED BY
OTHER LAW.—Any person who is in compli-
ance with any other Federal law that re-
quires such person to maintain standards
and safeguards for information security and
protection of personal information that,
taken as a whole and as the Commission
shall determine in the rulemaking required
under paragraph (1), provide protections sub-
stantially similar to, or greater than, those
required under this subsection, shall be
deemed to be in compliance with this sub-
section.

(b) SPECIAL REQUIREMENTS FOR INFORMA-
TION BROKERS.—

(1) SUBMISSION OF POLICIES TO THE FTC.—
The regulations promulgated under sub-
section (a) shall require each information
broker to submit its security policies to the
Commission in conjunction with a notifica-
tion of a breach of security under section 3
or upon request of the Commission.

(2) POST-BREACH AUDIT.—For any informa-
tion broker required to provide notification
under section 3, the Commission may con-
duct audits of the information security prac-
tices of such information broker, or require
the information broker to conduct inde-
pendent audits of such practices (by an inde-
pendent auditor who has not audited such in-
formation broker’s security practices during
the preceding 5 years).

(3) ACCURACY OF AND INDIVIDUAL ACCESS TO
PERSONAL INFORMATION.—

(A) ACCURACY.—

(i) IN GENERAL.—Each information broker
shall establish reasonable procedures to as-
sure the maximum possible accuracy of the
personal information it collects, assembles,
or maintains, and any other information it
collects, assembles, or maintains that spe-
cifically identifies an individual, other than
information which merely identifies an indi-
vidual’s name or address.

(i) LIMITED EXCEPTION FOR FRAUD DATA-
BASES.—The requirement in clause (i) shall
not prevent the collection or maintenance of
information that may be inaccurate with re-
spect to a particular individual when that in-
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formation is being collected or maintained
solely—

(I) for the purpose of indicating whether
there may be a discrepancy or irregularity in
the personal information that is associated
with an individual; and

(IT) to help identify, or authenticate the
identity of, an individual, or to protect
against or investigate fraud or other unlaw-
ful conduct.

(B) CONSUMER ACCESS TO INFORMATION.—

(i) Access.—Each information broker
shall—

(I) provide to each individual whose per-
sonal information it maintains, at the indi-
vidual’s request at least 1 time per year and
at no cost to the individual, and after
verifying the identity of such individual, a
means for the individual to review any per-
sonal information regarding such individual
maintained by the information broker and
any other information maintained by the in-
formation broker that specifically identifies
such individual, other than information
which merely identifies an individual’s name
or address; and

(II) place a conspicuous notice on its Inter-
net website (if the information broker main-
tains such a website) instructing individuals
how to request access to the information re-
quired to be provided under subclause (I),
and, as applicable, how to express a pref-
erence with respect to the use of personal in-
formation for marketing purposes under
clause (iii).

(ii) DISPUTED INFORMATION.—Whenever an
individual whose information the informa-
tion broker maintains makes a written re-
quest disputing the accuracy of any such in-
formation, the information broker, after
verifying the identity of the individual mak-
ing such request and unless there are reason-
able grounds to believe such request is frivo-
lous or irrelevant, shall—

(I) correct any inaccuracy; or

(IT)(aa) in the case of information that is
public record information, inform the indi-
vidual of the source of the information, and,
if reasonably available, where a request for
correction may be directed and, if the indi-
vidual provides proof that the public record
has been corrected or that the information
broker was reporting the information incor-
rectly, correct the inaccuracy in the infor-
mation broker’s records; or

(bb) in the case of information that is non-
public information, note the information
that is disputed, including the individual’s
statement disputing such information, and
take reasonable steps to independently
verify such information under the procedures
outlined in subparagraph (A) if such informa-
tion can be independently verified.

(iii) ALTERNATIVE PROCEDURE FOR CERTAIN
MARKETING INFORMATION.—In  accordance
with regulations issued under clause (v), an
information broker that maintains any in-
formation described in clause (i) which is
used, shared, or sold by such information
broker for marketing purposes, may, in lieu
of complying with the access and dispute re-
quirements set forth in clauses (i) and (ii),
provide each individual whose information it
maintains with a reasonable means of ex-
pressing a preference not to have his or her
information used for such purposes. If the in-
dividual expresses such a preference, the in-
formation broker may not use, share, or sell
the individual’s information for marketing
purposes.

(iv) LIMITATIONS.—An information broker
may limit the access to information required
under subparagraph (B)(i)(I) and is not re-
quired to provide notice to individuals as re-
quired under subparagraph (B)(i)(II) in the
following circumstances:
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(I) If access of the individual to the infor-
mation is limited by law or legally recog-
nized privilege.

(IT) If the information is used for a legiti-
mate governmental or fraud prevention pur-
pose that would be compromised by such ac-
cess.

(IIT) If the information consists of a pub-
lished media record, unless that record has
been included in a report about an individual
shared with a third party.

(v) RULEMAKING.—Not later than 1 year
after the date of the enactment of this Act,
the Commission shall promulgate regula-
tions under section 553 of title 5, United
States Code, to carry out this paragraph and
to facilitate the purposes of this Act. In ad-
dition, the Commission shall issue regula-
tions, as necessary, under section 553 of title
5, United States Code, on the scope of the ap-
plication of the limitations in clause (iv), in-
cluding any additional circumstances in
which an information broker may limit ac-
cess to information under such clause that
the Commission determines to be appro-
priate.

(C) FCRA REGULATED PERSONS.—Any infor-
mation broker who is engaged in activities
subject to the Fair Credit Reporting Act and
who is in compliance with sections 609, 610,
and 611 of such Act with respect to informa-
tion subject to such Act, shall be deemed to
be in compliance with this paragraph with
respect to such information.

(4) REQUIREMENT OF AUDIT LOG OF ACCESSED
AND TRANSMITTED INFORMATION.—Not later
than 1 year after the date of the enactment
of this Act, the Commission shall promul-
gate regulations under section 553 of title 5,
United States Code, to require information
brokers to establish measures which facili-
tate the auditing or retracing of any internal
or external access to, or transmissions of,
any data containing personal information
collected, assembled, or maintained by such
information broker.

(5) PROHIBITION ON PRETEXTING BY INFORMA-
TION BROKERS.—

(A) PROHIBITION ON OBTAINING PERSONAL IN-
FORMATION BY FALSE PRETENSES.—It shall be
unlawful for an information broker to obtain
or attempt to obtain, or cause to be disclosed
or attempt to cause to be disclosed to any
person, personal information or any other in-
formation relating to any person by—

(i) making a false, fictitious, or fraudulent
statement or representation to any person;
or

(ii) providing any document or other infor-
mation to any person that the information
broker knows or should know to be forged,
counterfeit, lost, stolen, or fraudulently ob-
tained, or to contain a false, fictitious, or
fraudulent statement or representation.

(B) PROHIBITION ON SOLICITATION TO OBTAIN
PERSONAL INFORMATION UNDER FALSE PRE-
TENSES.—It shall be unlawful for an informa-
tion broker to request a person to obtain
personal information or any other informa-
tion relating to any other person, if the in-
formation broker knew or should have
known that the person to whom such a re-
quest is made will obtain or attempt to ob-
tain such information in the manner de-
scribed in subparagraph (A).

(¢c) EXEMPTION FOR CERTAIN SERVICE PRO-
VIDERS.—Nothing in this section shall apply
to a service provider for any electronic com-
munication by a third party that is trans-
mitted, routed, or stored in intermediate or
transient storage by such service provider.
SEC. 3. NOTIFICATION OF INFORMATION SECU-

RITY BREACH.

(a) NATIONWIDE NOTIFICATION.—ANy person
engaged in interstate commerce that owns or
possesses data in electronic form containing
personal information shall, following the dis-
covery of a breach of security of the system
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maintained by such person that contains
such data—

(1) notify each individual who is a citizen
or resident of the United States whose per-
sonal information was acquired or accessed
as a result of such a breach of security; and

(2) notify the Commission.

(b) SPECIAL NOTIFICATION REQUIREMENTS.—

(1) THIRD PARTY AGENTS.—In the event of a
breach of security by any third party entity
that has been contracted to maintain or
process data in electronic form containing
personal information on behalf of any other
person who owns or possesses such data, such
third party entity shall be required to notify
such person of the breach of security. Upon
receiving such notification from such third
party, such person shall provide the notifica-
tion required under subsection (a).

(2) SERVICE PROVIDERS.—If a service pro-
vider becomes aware of a breach of security
of data in electronic form containing per-
sonal information that is owned or possessed
by another person that connects to or uses a
system or network provided by the service
provider for the purpose of transmitting,
routing, or providing intermediate or tran-
sient storage of such data, such service pro-
vider shall be required to notify of such a
breach of security only the person who initi-
ated such connection, transmission, routing,
or storage if such person can be reasonably
identified. Upon receiving such notification
from a service provider, such person shall
provide the notification required under sub-
section (a).

(3) COORDINATION OF NOTIFICATION WITH
CREDIT REPORTING AGENCIES.—If a person is
required to provide notification to more than
5,000 individuals under subsection (a)(1), the
person shall also notify the major credit re-
porting agencies that compile and maintain
files on consumers on a nationwide basis, of
the timing and distribution of the notices.
Such notice shall be given to the credit re-
porting agencies without unreasonable delay
and, if it will not delay notice to the affected
individuals, prior to the distribution of no-
tices to the affected individuals.

(¢) TIMELINESS OF NOTIFICATION.—

(1) IN GENERAL.—Unless subject to a delay
authorized under paragraph (2), a notifica-
tion required under subsection (a) shall be
made not later than 60 days following the
discovery of a breach of security, unless the
person providing notice can show that pro-
viding notice within such a time frame is not
feasible due to extraordinary circumstances
necessary to prevent further breach or unau-
thorized disclosures, and reasonably restore
the integrity of the data system, in which
case such notification shall be made as
promptly as possible.

(2) DELAY OF NOTIFICATION AUTHORIZED FOR
LAW ENFORCEMENT OR NATIONAL SECURITY
PURPOSES.—

(A) LAW ENFORCEMENT.—If a Federal,
State, or local law enforcement agency de-
termines that the notification required
under this section would impede a civil or
criminal investigation, such notification
shall be delayed upon the written request of
the law enforcement agency for 30 days or
such lesser period of time which the law en-
forcement agency determines is reasonably
necessary and requests in writing. A law en-
forcement agency may, by a subsequent
written request, revoke such delay or extend
the period of time set forth in the original
request made under this paragraph if further
delay is necessary.

(B) NATIONAL SECURITY.—If a Federal na-
tional security agency or homeland security
agency determines that the notification re-
quired under this section would threaten na-
tional or homeland security, such notifica-
tion may be delayed for a period of time
which the national security agency or home-
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land security agency determines is reason-
ably necessary and requests in writing. A
Federal national security agency or home-
land security agency may revoke such delay
or extend the period of time set forth in the
original request made under this paragraph
by a subsequent written request if further
delay is necessary.

(d) METHOD AND CONTENT OF NOTIFICA-
TION.—

(1) DIRECT NOTIFICATION.—

(A) METHOD OF NOTIFICATION.—A person re-
quired to provide notification to individuals
under subsection (a)(1) shall be in compli-
ance with such requirement if the person
provides conspicuous and clearly identified
notification by one of the following methods
(provided the selected method can reason-
ably be expected to reach the intended indi-
vidual):

(i) Written notification.

(ii) Notification by email or other elec-
tronic means, if—

(I) the person’s primary method of commu-
nication with the individual is by email or
such other electronic means; or

(IT) the individual has consented to receive
such notification and the notification is pro-
vided in a manner that is consistent with the
provisions permitting electronic trans-
mission of notices under section 101 of the
Electronic Signatures in Global Commerce
Act (15 U.S.C. 7001).

(B) CONTENT OF NOTIFICATION.—Regardless
of the method by which notification is pro-
vided to an individual under subparagraph
(A), such notification shall include—

(i) a description of the personal informa-
tion that was acquired or accessed by an un-
authorized person;

(ii) a telephone number that the individual
may use, at no cost to such individual, to
contact the person to inquire about the
breach of security or the information the
person maintained about that individual;

(iii) notice that the individual is entitled
to receive, at no cost to such individual, con-
sumer credit reports on a quarterly basis for
a period of 2 years, or credit monitoring or
other service that enables consumers to de-
tect the misuse of their personal information
for a period of 2 years, and instructions to
the individual on requesting such reports or
service from the person, except when the
only information which has been the subject
of the security breach is the individual’s
first name or initial and last name, or ad-
dress, or phone number, in combination with
a credit or debit card number, and any re-
quired security code;

(iv) the toll-free contact telephone num-
bers and addresses for the major credit re-
porting agencies; and

(v) a toll-free telephone number and Inter-
net website address for the Commission
whereby the individual may obtain informa-
tion regarding identity theft.

(2) SUBSTITUTE NOTIFICATION.—

(A) CIRCUMSTANCES GIVING RISE TO SUB-
STITUTE NOTIFICATION.—A person required to
provide notification to individuals under
subsection (a)(1) may provide substitute no-
tification in lieu of the direct notification
required by paragraph (1) if the person owns
or possesses data in electronic form con-
taining personal information of fewer than
1,000 individuals and such direct notification
is not feasible due to—

(i) excessive cost to the person required to
provide such notification relative to the re-
sources of such person, as determined in ac-
cordance with the regulations issued by the
Commission under paragraph (3)(A); or

(ii) lack of sufficient contact information
for the individual required to be notified.

(B) FORM OF SUBSTITUTE NOTIFICATION.—
Such substitute notification shall include—
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(i) email notification to the extent that
the person has email addresses of individuals
to whom it is required to provide notifica-
tion under subsection (a)(1);

(ii) a conspicuous notice on the Internet
website of the person (if such person main-
tains such a website); and

(iii) notification in print and to broadcast
media, including major media in metropoli-
tan and rural areas where the individuals
whose personal information was acquired re-
side.

(C) CONTENT OF SUBSTITUTE NOTICE.—Each
form of substitute notice under this para-
graph shall include—

(i) notice that individuals whose personal
information is included in the breach of se-
curity are entitled to receive, at no cost to
the individuals, consumer credit reports on a
quarterly basis for a period of 2 years, or
credit monitoring or other service that en-
ables consumers to detect the misuse of their
personal information for a period of 2 years,
and instructions on requesting such reports
or service from the person, except when the
only information which has been the subject
of the security breach is the individual’s
first name or initial and last name, or ad-
dress, or phone number, in combination with
a credit or debit card number, and any re-
quired security code; and

(ii) a telephone number by which an indi-
vidual can, at no cost to such individual,
learn whether that individual’s personal in-
formation is included in the breach of secu-
rity.

(3) REGULATIONS AND GUIDANCE.—

(A) REGULATIONS.—Not later than 1 year
after the date of enactment of this Act, the
Commission shall, by regulation under sec-
tion 5563 of title 5, United States Code, estab-
lish criteria for determining circumstances
under which substitute notification may be
provided under paragraph (2), including cri-
teria for determining if notification under
paragraph (1) is not feasible due to excessive
costs to the person required to provided such
notification relative to the resources of such
person. Such regulations may also identify
other circumstances where substitute notifi-
cation would be appropriate for any person,
including circumstances under which the
cost of providing notification exceeds the
benefits to consumers.

(B) GUIDANCE.—In addition, the Commis-
sion shall provide and publish general guid-
ance with respect to compliance with this
subsection. Such guidance shall include—

(i) a description of written or email notifi-
cation that complies with the requirements
of paragraph (1); and

(ii) guidance on the content of substitute
notification under paragraph (2), including
the extent of notification to print and broad-
cast media that complies with the require-
ments of such paragraph.

(e) OTHER OBLIGATIONS
BREACH.—

(1) IN GENERAL.—A person required to pro-
vide notification under subsection (a) shall,
upon request of an individual whose personal
information was included in the breach of se-
curity, provide or arrange for the provision
of, to each such individual and at no cost to
such individual—

(A) consumer credit reports from at least
one of the major credit reporting agencies
beginning not later than 60 days following
the individual’s request and continuing on a
quarterly basis for a period of 2 years there-
after; or

(B) a credit monitoring or other service
that enables consumers to detect the misuse
of their personal information, beginning not
later than 60 days following the individual’s
request and continuing for a period of 2
years.

FoLLOWING
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(2) LIMITATION.—This subsection shall not
apply if the only personal information which
has been the subject of the security breach is
the individual’s first name or initial and last
name, or address, or phone number, in com-
bination with a credit or debit card number,
and any required security code.

(3) RULEMAKING.—ASs part of the Commis-
sion’s rulemaking described in subsection
(d)(3), the Commission shall determine the
circumstances under which a person required
to provide notification under subsection
(a)(1) shall provide or arrange for the provi-
sion of free consumer credit reports or credit
monitoring or other service to affected indi-
viduals.

(f) EXEMPTION.—

(1) GENERAL EXEMPTION.—A person shall be
exempt from the requirements under this
section if, following a breach of security,
such person determines that there is no rea-
sonable risk of identity theft, fraud, or other
unlawful conduct.

(2) PRESUMPTION.—

(A) IN GENERAL.—If the data in electronic
form containing personal information is ren-
dered unusable, unreadable, or indecipher-
able through encryption or other security
technology or methodology (if the method of
encryption or such other technology or
methodology is generally accepted by ex-
perts in the information security field),
there shall be a presumption that no reason-
able risk of identity theft, fraud, or other
unlawful conduct exists following a breach of
security of such data. Any such presumption
may be rebutted by facts demonstrating that
the encryption or other security tech-
nologies or methodologies in a specific case,
have been or are reasonably likely to be
compromised.

(B) METHODOLOGIES OR TECHNOLOGIES.—Not
later than 1 year after the date of the enact-
ment of this Act and biannually thereafter,
the Commission shall issue rules (pursuant
to section 553 of title 5, United States Code)
or guidance to identify security methodolo-
gies or technologies which render data in
electronic form unusable, unreadable, or in-
decipherable, that shall, if applied to such
data, establish a presumption that no rea-
sonable risk of identity theft, fraud, or other
unlawful conduct exists following a breach of
security of such data. Any such presumption
may be rebutted by facts demonstrating that
any such methodology or technology in a
specific case has been or is reasonably likely
to be compromised. In issuing such rules or
guidance, the Commission shall consult with
relevant industries, consumer organizations,
and data security and identity theft preven-
tion experts and established standards set-
ting bodies.

(3) FTC GUIDANCE.—Not later than 1 year
after the date of the enactment of this Act
the Commission shall issue guidance regard-
ing the application of the exemption in para-
graph (1).

(g) WEBSITE NOTICE OF FEDERAL TRADE
COMMISSION.—If the Commission, upon re-
ceiving notification of any breach of security
that is reported to the Commission under
subsection (a)(2), finds that notification of
such a breach of security via the Commis-
sion’s Internet website would be in the pub-
lic interest or for the protection of con-
sumers, the Commission shall place such a
notice in a clear and conspicuous location on
its Internet website.

(h) FTC STUDY ON NOTIFICATION IN LAN-
GUAGES IN ADDITION TO ENGLISH.—Not later
than 1 year after the date of enactment of
this Act, the Commission shall conduct a
study on the practicality and cost effective-
ness of requiring the notification required by
subsection (d)(1) to be provided in a language
in addition to English to individuals known
to speak only such other language.
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(i) GENERAL RULEMAKING AUTHORITY.—The
Commission may promulgate regulations
necessary under section 553 of title 5, United
States Code, to effectively enforce the re-
quirements of this section.

(j) TREATMENT OF PERSONS GOVERNED BY
OTHER LAW.—A person who is in compliance
with any other Federal law that requires
such person to provide notification to indi-
viduals following a breach of security, and
that, taken as a whole, provides protections
substantially similar to, or greater than,
those required under this section, as the
Commission shall determine by rule (under
section 553 of title 5, United States Code),
shall be deemed to be in compliance with
this section.

SEC. 4. APPLICATION AND ENFORCEMENT.

(a) GENERAL APPLICATION.—The require-
ments of sections 2 and 3 shall only apply to
those persons, partnerships, or corporations
over which the Commission has authority
pursuant to section 5(a)(2) of the Federal
Trade Commission Act.

(b) ENFORCEMENT BY THE FEDERAL TRADE
COMMISSION.—

(1) UNFAIR OR DECEPTIVE ACTS OR PRAC-
TICES.—A violation of section 2 or 3 shall be
treated as an unfair and deceptive act or
practice in violation of a regulation under
section 18(a)(1)(B) of the Federal Trade Com-
mission Act (156 U.S.C. 57a(a)(1)(B)) regarding
unfair or deceptive acts or practices.

(2) POWERS OF COMMISSION.—The Commis-
sion shall enforce this Act in the same man-
ner, by the same means, and with the same
jurisdiction, powers, and duties as though all
applicable terms and provisions of the Fed-
eral Trade Commission Act (156 U.S.C. 41 et
seq.) were incorporated into and made a part
of this Act. Any person who violates such
regulations shall be subject to the penalties
and entitled to the privileges and immuni-
ties provided in that Act.

(3) LIMITATION.—In promulgating rules
under this Act, the Commission shall not re-
quire the deployment or use of any specific
products or technologies, including any spe-
cific computer software or hardware.

(c) ENFORCEMENT BY STATE ATTORNEYS
GENERAL.—

(1) CIVIL ACTION.—In any case in which the
attorney general of a State, or an official or
agency of a State, has reason to believe that
an interest of the residents of that State has
been or is threatened or adversely affected
by any person who violates section 2 or 3 of
this Act, the attorney general, official, or
agency of the State, as parens patriae, may
bring a civil action on behalf of the residents
of the State in a district court of the United
States of appropriate jurisdiction—

(A) to enjoin further violation of such sec-
tion by the defendant;

(B) to compel compliance with such sec-
tion; or

(C) to obtain civil penalties in the amount
determined under paragraph (2).

(2) CIVIL PENALTIES.—

(A) CALCULATION.—

(i) TREATMENT OF VIOLATIONS OF SECTION
2.—For purposes of paragraph (1)(C) with re-
gard to a violation of section 2, the amount
determined under this paragraph is the
amount calculated by multiplying the num-
ber of days that a person is not in compli-
ance with such section by an amount not
greater than $11,000.

(ii) TREATMENT OF VIOLATIONS OF SECTION
3.—For purposes of paragraph (1)(C) with re-
gard to a violation of section 3, the amount
determined under this paragraph is the
amount calculated by multiplying the num-
ber of violations of such section by an
amount not greater than $11,000. Each failure
to send notification as required under sec-
tion 3 to a resident of the State shall be
treated as a separate violation.
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(B) ADJUSTMENT FOR INFLATION.—Begin-
ning on the date that the Consumer Price
Index is first published by the Bureau of
Labor Statistics that is after 1 year after the
date of enactment of this Act, and each year
thereafter, the amounts specified in clauses
(i) and (ii) of subparagraph (A) shall be in-
creased by the percentage increase in the
Consumer Price Index published on that date
from the Consumer Price Index published the
previous year.

(C) MAXIMUM TOTAL LIABILITY.—Notwith-
standing the number of actions which may
be brought against a person under this sub-
section the maximum civil penalty for which
any person may be liable under this sub-
section shall not exceed—

(i) $5,000,000 for each violation of section 2;
and

(ii) $5,000,000 for all violations of section 3
resulting from a single breach of security.

(3) INTERVENTION BY THE FTC.—

(A) NOTICE AND INTERVENTION.—The State
shall provide prior written notice of any ac-
tion under paragraph (1) to the Commission
and provide the Commission with a copy of
its complaint, except in any case in which
such prior notice is not feasible, in which
case the State shall serve such notice imme-
diately upon instituting such action. The
Commission shall have the right—

(i) to intervene in the action;

(ii) upon so intervening, to be heard on all
matters arising therein; and

(iii) to file petitions for appeal.

(B) LIMITATION ON STATE ACTION WHILE FED-
ERAL ACTION IS PENDING.—If the Commission
has instituted a civil action for violation of
this Act, no State attorney general, or offi-
cial or agency of a State, may bring an ac-
tion under this subsection during the pend-
ency of that action against any defendant
named in the complaint of the Commission
for any violation of this Act alleged in the
complaint.

(4) CONSTRUCTION.—For purposes of bring-
ing any civil action under paragraph (1),
nothing in this Act shall be construed to pre-
vent an attorney general of a State from ex-
ercising the powers conferred on the attor-
ney general by the laws of that State to—

(A) conduct investigations;

(B) administer oaths or affirmations; or

(C) compel the attendance of witnesses or
the production of documentary and other
evidence.

(d) AFFIRMATIVE DEFENSE FOR A VIOLATION
OF SECTION 3.—

(1) IN GENERAL.—It shall be an affirmative
defense to an enforcement action brought
under subsection (b), or a civil action
brought under subsection (c), based on a vio-
lation of section 3, that all of the personal
information contained in the data in elec-
tronic form that was acquired or accessed as
a result of a breach of security of the defend-
ant is public record information that is law-
fully made available to the general public
from Federal, State, or local government
records and was acquired by the defendant
from such records.

(2) NO EFFECT ON OTHER REQUIREMENTS.—
Nothing in this subsection shall be construed
to exempt any person from the requirement
to notify the Commission of a breach of secu-
rity as required under section 3(a).

SEC. 5. DEFINITIONS.

In this Act the following definitions apply:

(1) BREACH OF SECURITY.—The term
“breach of security’’ means unauthorized ac-
cess to or acquisition of data in electronic
form containing personal information.

(2) COMMISSION.—The term ‘‘Commission’
means the Federal Trade Commission.

(3) DATA IN ELECTRONIC FORM.—The term
““‘data in electronic form’ means any data
stored electronically or digitally on any
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computer system or other database and in-
cludes recordable tapes and other mass stor-
age devices.

(4) ENCRYPTION.—The term ‘‘encryption’
means the protection of data in electronic
form in storage or in transit using an
encryption technology that has been adopted
by an established standards setting body
which renders such data indecipherable in
the absence of associated cryptographic keys
necessary to enable decryption of such data.
Such encryption must include appropriate
management and safeguards of such keys to
protect the integrity of the encryption.

(5) IDENTITY THEFT.—The term ‘‘identity
theft”” means the unauthorized use of an-
other person’s personal information for the
purpose of engaging in commercial trans-
actions under the name of such other person.

(6) INFORMATION BROKER.—The term ‘‘infor-
mation broker’—

(A) means a commercial entity whose busi-
ness is to collect, assemble, or maintain per-
sonal information concerning individuals
who are not current or former customers of
such entity in order to sell such information
or provide access to such information to any
nonaffiliated third party in exchange for
consideration, whether such collection, as-
sembly, or maintenance of personal informa-
tion is performed by the information broker
directly, or by contract or subcontract with
any other entity; and

(B) does not include a commercial entity
to the extent that such entity processes in-
formation collected by or on behalf of and re-
ceived from or on behalf of a nonaffiliated
third party concerning individuals who are
current or former customers or employees of
such third party to enable such third party
directly or through parties acting on its be-
half to (1) provide benefits for its employees
or (2) directly transact business with its cus-
tomers.

(7) PERSONAL INFORMATION.—

(A) DEFINITION.—The term ‘‘personal infor-
mation”” means an individual’s first name or
initial and last name, or address, or phone
number, in combination with any 1 or more
of the following data elements for that indi-
vidual:

(i) Social Security number.

(ii) Driver’s license number, passport num-
ber, military identification number, or other
similar number issued on a government doc-
ument used to verify identity.

(iii) Financial account number, or credit or
debit card number, and any required security
code, access code, or password that is nec-
essary to permit access to an individual’s fi-
nancial account.

(B) MODIFIED DEFINITION BY RULEMAKING.—
The Commission may, by rule promulgated
under section 553 of title 5, United States
Code, modify the definition of ‘‘personal in-
formation’ under subparagraph (A)—

(i) for the purpose of section 2 to the ex-
tent that such modification will not unrea-
sonably impede interstate commerce, and
will accomplish the purposes of this Act; or

(ii) for the purpose of section 3, to the ex-
tent that such modification is necessary to
accommodate changes in technology or prac-
tices, will not unreasonably impede inter-
state commerce, and will accomplish the
purposes of this Act.

(8) PUBLIC RECORD INFORMATION.—The term
“public record information’ means informa-
tion about an individual which has been ob-
tained originally from records of a Federal,
State, or local government entity that are
available for public inspection.

(9) NON-PUBLIC INFORMATION.—The term
“‘non-public information” means informa-
tion about an individual that is of a private
nature and neither available to the general
public nor obtained from a public record.
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(10) SERVICE PROVIDER.—The term ‘‘service
provider’” means a person that provides elec-
tronic data transmission, routing, inter-
mediate and transient storage, or connec-
tions to its system or network, where the
person providing such services does not se-
lect or modify the content of the electronic
data, is not the sender or the intended recipi-
ent of the data, and such person transmits,
routes, stores, or provides connections for
personal information in a manner that per-
sonal information is undifferentiated from
other types of data that such person trans-
mits, routes, stores, or provides connections.
Any such person shall be treated as a service
provider under this Act only to the extent
that it is engaged in the provision of such
transmission, routing, intermediate and
transient storage or connections.

SEC. 6. EFFECT ON OTHER LAWS.

(a) PREEMPTION OF STATE INFORMATION SE-
CURITY LAWS.—This Act supersedes any pro-
vision of a statute, regulation, or rule of a
State or political subdivision of a State,
with respect to those entities covered by the
regulations issued pursuant to this Act, that
expressly—

(1) requires information security practices
and treatment of data containing personal
information similar to any of those required
under section 2; and

(2) requires notification to individuals of a
breach of security resulting in unauthorized
access to or acquisition of data in electronic
form containing personal information.

(b) ADDITIONAL PREEMPTION.—

(1) IN GENERAL.—No person other than a
person specified in section 4(c) may bring a
civil action under the laws of any State if
such action is premised in whole or in part
upon the defendant violating any provision
of this Act.

(2) PROTECTION OF CONSUMER PROTECTION
LAWS.—This subsection shall not be con-
strued to limit the enforcement of any State
consumer protection law by an Attorney
General of a State.

(c) PROTECTION OF CERTAIN STATE LAWS.—
This Act shall not be construed to preempt
the applicability of—

(1) State trespass, contract, or tort law; or

(2) other State laws to the extent that
those laws relate to acts of fraud.

(d) PRESERVATION OF FTC AUTHORITY.—
Nothing in this Act may be construed in any
way to limit or affect the Commission’s au-
thority under any other provision of law.
SEC. 7. EFFECTIVE DATE.

This Act shall take effect 1 year after the
date of enactment of this Act.

SEC. 8. AUTHORIZATION OF APPROPRIATIONS.

There is authorized to be appropriated to
the Commission $1,000,000 for each of fiscal
years 2010 through 2015 to carry out this Act.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from Il-
linois (Mr. RUSH) and the gentleman
from Florida (Mr. STEARNS) each will
control 20 minutes.

The Chair recognizes the gentleman
from Illinois.

GENERAL LEAVE

Mr. RUSH. Mr. Speaker, I ask unani-
mous consent that all Members may
have 5 legislative days in which to re-
vise and extend their remarks and in-
clude extraneous material in the
RECORD.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Illinois?

There was no objection.

Mr. RUSH. Mr. Speaker, I yield my-
self such time as I may consume.
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Mr. Speaker, the first bill that I am
urging adoption of is H.R. 2221, the
Data Accountability and Trust Act,
known as the DATA Act.

H.R. 2221 addresses data breaches by
requiring for-profit entities holding
data containing people’s personal in-
formation to have reasonable and ap-
propriate security measures in place to
protect that data. H.R. 2221 would also
require them to notify consumers who
are U.S. citizens or residents and the
Federal Trade Commission when a
breach occurs.

For the past 5 years, the Privacy
Rights Clearinghouse contends that
nearly 340 million records ‘‘containing
sensitive personal information” have
been involved in security breaches.
High-profile data breaches have
plagued financial institutions, nation-
wide retailers, online merchants, infor-
mation brokers, credit card processors,
health care institutions, high-tech
companies, research facilities, and gov-
ernment agencies.

Currently, several laws address data
security requirements for narrow cat-
egories of information or specific sec-
tors of the marketplace. These laws in-
clude the Gramm-Leach-Bliley Act
Safeguards Rule, which contains data
security requirements for financial in-
stitutions and the Fair Credit Report-
ing Act Disposal Rule, which imposes
safe disposal obligations on entities
that maintain consumer report infor-
mation.

In addition, FTC has used its enforce-
ment authority under the FTC Act to
bring actions against companies that
have made misleading claims about
data security procedures or who have
failed to employ reasonable security
measures in circumstances causing
substantial injury.

However, there is no comprehensive
Federal law that requires all compa-
nies that hold consumers’ personal in-
formation to implement reasonable
measures to protect that data. Also,
there is no Federal law that requires
companies that experience a data
breach to provide notice to those con-
sumers whose personal information
was compromised. Those entities who
determine that there is no reasonable
risk of identity theft, fraud, or other
unlawful conduct would be exempt
from providing nationwide notice to af-
fected persons under H.R. 2221.

The DATA Act establishes a rebuttal
presumption in the law that
encryption-based  technologies and
methodologies adequately meet the de-
termination standard in section 3, sub-
section (f)(2)(A) of the bill. More nar-
row exemptions are provided for a de-
fined category of personal information
holders known as ‘‘service providers”
in addition to information brokers who
handle protective data but only for the
limited purposes of preventing fraud.

In promulgating the regulations
under this subsection, the FTC may de-
termine to be in compliance any person
who is required under any other Fed-
eral law to maintain standards and
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safeguards for information security
and protection of personal information
that provide equal or greater protec-
tion than H.R. 2221.

Mr. Speaker, I reserve the balance of
my time.

Mr. STEARNS. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, I rise in support of H.R.
2221, the Data Accountability and
Trust Act, and I am very pleased and
gratified that we’re considering this
bill today. I've taken an active part
and interest in data privacy, and I am
happy that the House Members will
now finally have an opportunity to
vote on this important legislation
which, frankly, I introduced in its
original form in the 109th Congress.

As former chairman of the Sub-
committee on Commerce, Trade, and
Consumer Protection, CTCP, of the En-
ergy and Commerce Committee, I held
two hearings in 2005 on identity theft
and security breaches involving per-
sonal information. These hearings led
me to introduce the Data Account-
ability and Trust Act, which would re-
quire any entity that experiences a
simple breach of security, such as a
business, to notify all those folks in
the United States whose information
was acquired by an unauthorized per-
son as a result of this breach. My bill
was reported out of the Energy and
Commerce Committee by a unanimous
vote, but, unfortunately, it never made
its way to the House floor for a final
vote.

But today we’re considering legisla-
tion that is almost identical to the bill
I sponsored when I was chairman of the
CTCP Subcommittee. So I would like
to commend Chairman BOBBY RUSH for
his leadership in introducing this bill,
and I’'m proud to be the original co-
sponsor of the bill.

My colleagues, importantly, this bill
requires an audit of a data broker’s se-
curity practices following a breach of
security. The legislation also directs
the Federal Trade Commission to cre-
ate rules requiring persons in inter-
state commerce that own or possess
data to simply establish and imple-
ment security policies and procedures
that protect this data from unauthor-
ized use and requires data brokers to
establish reasonable procedures to
verify the accuracy of their data and
also to allow consumers access to such
information while also including im-
portant protections to prevent
fraudsters from accessing this same in-
formation.

The DATA bill also directs the Fed-
eral Trade Commission, the FTC, to
post data breaches on its Web site,
making important data breach infor-
mation readily available to the public.

The CTCP Subcommittee worked in a
bipartisan manner to address a few
concerns that were raised about the
broad scope of this bill, such as worries
about duplicative regulations; but our
staff committee worked in a bipartisan
manner to solve these problems. So
they have been mitigated.
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Importantly, H.R. 2221 does not im-
pose duplicative, inconsistent, or over-
lapping regulations. The bill ensures
that any person who is in compliance
with a similar data security law will
then be deemed to be in compliance
with H.R. 2221. Additionally, with re-
spect to concerns that were raised
about the access and dispute resolution
requirements for information brokers,
the DATA bill provides that if an infor-
mation broker is in compliance with
similar relevant laws, then the infor-
mation broker will also be deemed to
be in compliance with respect to that
information.

Members should also note that the
Data Accountability and Trust Act
only applies to those entities that are
subject to Federal Trade Commission
jurisdiction. Banks, savings and loan
institutions, thrifts, and the business
of insurance are not subject to the re-
quirements of this bill.

Consideration of this bill today is
timely, as data security, data privacy
problems continue to affect countless
Americans each year. In fact, accord-
ing to Privacy Rights Clearinghouse,
almost 340 million records containing
‘‘sensitive personal information’ have
been ‘‘involved in security breaches
since 2005.”’

One of the largest known breaches in
our country actually occurred in Janu-
ary of this year at Heartland Payment
Systems. In this case over 180 million
personal records were compromised.
Furthermore, universities across this
Nation have had names, photos, phone
numbers, and addresses of their stu-
dents and their staff compromised or
stolen. Sensitive technology companies
such as SAIC, Science Application
International Corporation, and large fi-
nancial institutions such as Bank of
America have also experienced these
breaches. Hundreds of hospitals have
had the personal information of their
patients in their hospitals com-
promised.

Earlier this year, hackers broke into
a Virginia State Web site used by phar-
macists to track prescription drug
abuse. They successfully deleted
records of more than 8 million patients
and replaced the site’s home page with
a ransom note demanding $10 million
for the return of these records.

Breaches have also occurred in the
Department of Motor Vehicles; the
IRS; the Federal Trade Commission
itself; the FDIC, which is the Federal
Deposit Insurance Corporation; the
State Department; the Department of
Veterans Affairs; the Department of
Justice. Of course, the list goes on and
on.

O 1500

Oftentimes, these data security
breaches can lead to credit card fraud
and even identity theft, which can re-
quire time and a whole lot of money
and energy from consumers to simply
repair their good name and to restore
their credit history.

Consideration of this bill, the Data
Accountability and Trust Act, is time-
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ly and necessary to give the record
number of data breaches that are oc-
curring across this country their due
and protection. So I urge my col-
leagues at this time to support the bill.

Mr. Speaker, I have no further re-
quests for time, and I yield back the
balance of my time.

Mr. RUSH. Mr. Speaker, as has been
noted, and as is obvious here, H.R. 2221
is a bipartisan bill that is the result of
a cooperative process. This bill was
first introduced in the 109th Congress
by Representative STEARNS as the lead
sponsor when the Republicans were in
the majority. It was voted out of full
committee by a unanimous recorded
vote. This year, it was introduced by
myself as lead sponsor, and after mak-
ing further improvements to the bill, it
was voted out of full committee by
voice vote. Compromises were made on
all sides to produce an effective piece
of legislation.

I would like to thank both Members
and staff from both sides of the aisle
for their work on this bill. I want to
thank Mr. STEARNS, Mr. BARTON, Mr.
RADANOVICH, Ms. SCHAKOWSKY, and the
chairman of the full committee, Mr.
WAXMAN, for working in a bipartisan
fashion to move this important legisla-
tion forward.

Mr. Speaker, it is, again, unaccept-
able that in 2009 there is no comprehen-
sive Federal law that requires all com-
panies that hold consumers’ personal
information to protect that data. It is
equally unacceptable that there is no
Federal law requiring companies that
experience a data breach to provide no-
tice to those consumers whose personal
information was compromised. This
bill creates uniform, nationwide stand-
ards for breach notification. That’s not
only good for consumers, but uniform
standards are also good for business,
good for Americans, and good for our
constituents. We need this law, and I
urge my colleagues to support and pass
H.R. 2221.

Mr. Speaker, I yield back the balance
of my time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Illinois (Mr. RUSH)
that the House suspend the rules and
pass the bill, H.R. 2221, as amended.

The question was taken; and (two-
thirds being in the affirmative) the
rules were suspended and the bill, as
amended, was passed.

The title was amended so as to read:
‘A bill to protect consumers by requir-
ing reasonable security policies and
procedures to protect data containing
personal information, and to provide
for nationwide notice in the event of a
security breach.”.

A motion to reconsider was laid on
the table.

——————

INFORMED P2P USER ACT
Mr. RUSH. Mr. Speaker, I move to
suspend the rules and pass the bill
(H.R. 1319) to prevent the inadvertent
disclosure of information on a com-
puter through the use of certain ‘“‘peer-
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