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serve as the main point of contact be-
tween their component head and the
DHS Chief Privacy Officer; draft and
review Privacy Impact Assessments
and Federal Register notices published
by their component; monitor the com-
ponent’s compliance with all applicable
Federal privacy laws and regulations;
and conduct supervision of programs,
regulations, policies, procedures or
guidelines to ensure the component’s
protection of privacy.

As a result, Mr. Speaker, of the com-
mittee’s oversight and its commitment
to the authorization process, this bill
would ensure that privacy consider-
ations are integrated into the decision-
making process at all of the DHS com-
ponents.

I urge my colleagues to join me in
supporting this legislation that is not
only critical to privacy rights, but the
security of our country as well.

Mr. Speaker, I reserve the balance of
my time.

Mr. BILIRAKIS. Mr. Speaker, I yield
myself such time as I may consume.

I rise today in support of H.R. 5170,
the Department of Homeland Security
Component Privacy Officer Act, spon-
sored by my committee colleague,
Chris Carney.

H.R. 5170 would direct the Secretary
of Homeland Security to designate a
full-time privacy official within com-
ponents of the Department. These com-
ponents include the Transportation Se-
curity Administration, Citizenship and
Immigration Services, Customs and
Border Protection, Immigration and
Customs Enforcement, FEMA, the
Coast Guard, the Science and Tech-
nology Directorate, the Office of Intel-
ligence and Analysis, and NPPD.

The bill provides that each compo-
nent privacy official will report di-
rectly to the Department’s Chief Pri-
vacy Officer. Each component privacy
officer shall have primary responsi-
bility for implementing the Depart-
ment’s privacy policy within its com-
ponent.

The bill provides for a dual direct re-
port relationship to both the privacy
official’s component head and the De-
partment’s Chief Privacy Officer in
carrying out his or her duties.

I think we all can agree that pro-
tecting the privacy of our Nation’s citi-
zens is of great importance, and that
privacy considerations should be inte-
grated into the decision-making proc-
ess at all DHS components.
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I am pleased that the Department
has already recognized the importance
of privacy protection. In November,
2007, Secretary Chertoff signed a DHS
memorandum entitled Designation of
Component Level Privacy Officers.
This memorandum calls for the des-
ignation of full-time component pri-
vacy officers at CBP, ICE, FEMA, the
Bureau of Citizen and Immigration
Services, the Office of Intelligence and
Analysis, and the Science and Tech-
nology Directorate. Both TSA, US-
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VISIT, and the Bureau of Citizen and
Immigration Services had their own
privacy officials for some time.

H.R. 5170 takes the additional step of
statutorily mandating component pri-
vacy officials. The approach this bill
takes certainly has much merit,
though I hope that we can address
some of the Department’s concerns
about the impacts the bill’s mandates
may have on the ability of the next
Secretary to manage the administra-
tion of the Department as the legisla-
tive process moves on.

Mr. Speaker, having said that, I in-
tend to support H.R. 5170 and encour-
age all our colleagues to do the same.

Mr. Speaker, I reserve the balance of
my time.

Mr. THOMPSON of Mississippi. Mr.
Speaker, I have no further requests for
time, and if the gentleman from Flor-
ida has no speakers, then I am prepared
to close after the gentleman closes.

Mr. BILIRAKIS. Mr. Speaker, before
I yield back the balance of my time, I
just want to emphasize how important
I believe it is for the House to consider
both an authorization and appropria-
tions bill for the Department of Home-
land Security this year. Every Repub-
lican member of the Committee on
Homeland Security has signed a letter
to the Speaker, Speaker PELOSI, urging
her to bring the fiscal year 2009 DHS
Appropriations bill, which the Appro-
priations Committee has already ap-
proved, to the floor immediately. And I
will add that the chairman has done an
outstanding job. We would respectfully
renew that request today.

Mr. Speaker, I yield back the balance
of my time.

Mr. THOMPSON of Mississippi. Mr.
Speaker, I yield myself such time as I
may consume.

Mr. Speaker, public trust in the De-
partment’s ability to protect personal
privacy rights is abysmally low.

Recently, the Department’s Inspector
General determined that the Science
and Technology Directorate’s ADVISE
program should be cancelled due to pri-
vacy concerns. This determination was
made after the Department had spent
$42 billion on the program. We also
learned that the chief privacy officer
was not brought into the process until
almost 2 years after the system had
been deployed.

This bill would put a privacy officer
in the Science and Technology Direc-
torate. Moreover, the Automated Tar-
geting System, which is a Customs and
Border Protection program, has been
heavily criticized by privacy advo-
cates. Again, this was a program that
was operated for some time in the dark
without proper safeguards and depart-
mental oversight. Under this bill CBP
would get a privacy officer too.

Quite frankly, Mr. Speaker, there has
been a litany of DHS programs that
have been cancelled, delayed, or dis-
continued due to privacy concerns. Al-
most all of these were the products of
Department Component Agencies that
do not have a privacy officer within
their ranks.
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H.R. 5170 will ensure that privacy
protections and appropriate safeguards
are part and parcel of how each compo-
nent develops its policies and pro-
grams.

I urge my colleagues to support this
legislation.

Mr. Speaker, I yield back the balance
of my time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Mississippi (Mr.
THOMPSON) that the House suspend the
rules and pass the bill, H.R. 5170, as
amended.

The question was taken.

The SPEAKER pro tempore. In the
opinion of the Chair, two-thirds being
in the affirmative, the ayes have it.

Mr. BILIRAKIS. Mr. Speaker, I ob-
ject to the vote on the ground that a
quorum is not present and make the
point of order that a quorum is not
present.

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX and the
Chair’s prior announcement, further
proceedings on this motion will be
postponed.

The point of no quorum is considered
withdrawn.

———————

HOMELAND SECURITY NETWORK
DEFENSE AND ACCOUNTABILITY
ACT OF 2008

Mr. THOMPSON of Mississippi. Mr.
Speaker, I move to suspend the rules
and pass the bill (H.R. 5983) to amend
the Homeland Security Act of 2002 to
enhance the information security of
the Department of Homeland Security,
and for other purposes, as amended.

The Clerk read the title of the bill.

The text of the bill is as follows:

H.R. 5983

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘“‘Homeland
Security Network Defense and Account-
ability Act of 2008”.

SEC. 2. AUTHORITY OF CHIEF INFORMATION OF-
FICER; QUALIFICATIONS FOR AP-
POINTMENT.

Section 703(a) of the Homeland Security
Act of 2002 (6 U.S.C. 343(a)) is amended—

(1) by inserting before the first sentence
the following:

‘(1) AUTHORITIES AND DUTIES.—The Sec-
retary shall delegate to the Chief Informa-
tion Officer such authority necessary for the
development, approval, implementation, in-
tegration, and oversight of policies, proce-
dures, processes, activities, funding, and sys-
tems of the Department relating to the man-
agement of information and information in-
frastructure for the Department, including
the management of all related mission appli-

cations, information resources, and per-
sonnel.

¢“(2) LINE AUTHORITY.—’; and

(2) by adding at the end the following new
paragraphs:

¢“(3) QUALIFICATIONS FOR APPOINTMENT.—AnN
individual may not be appointed as Chief In-
formation Officer unless the individual has—

““(A) demonstrated ability in and knowl-
edge of information technology and informa-
tion security; and
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‘“(B) not less than 5 years of executive
leadership and management experience in in-
formation technology and information secu-
rity in the public or private sector.

‘“(4) FUNCTIONS.—The Chief Information Of-
ficer shall—

“‘(A) establish and maintain an incident re-
sponse team that provides a continuous,
real-time capability within the Department
of Homeland Security to—

‘(i) detect, respond to, contain, inves-
tigate, attribute, and mitigate any computer
incident, as defined by the National Institute
of Standards and Technology, that could vio-
late or pose an imminent threat of violation
of computer security policies, acceptable use
policies, or standard security practices of the
Department; and

‘‘(ii) deliver timely notice of any incident
to individuals responsible for information in-
frastructure of the Department, and to the
United States Computer Emergency Readi-
ness Team;

‘‘(B) establish, maintain, and update a net-
work architecture, including a diagram de-
tailing how security controls are positioned
throughout the information infrastructure of
the Department to maintain the confiden-
tiality, integrity, availability, account-
ability, and assurance of electronic informa-
tion; and

‘(C) ensure that vulnerability assessments
are conducted on a regular basis for any De-
partment information infrastructure con-
nected to the Internet or another external
network, and that vulnerabilities are miti-
gated in a timely fashion.”.

SEC. 3. ATTACK-BASED TESTING PROTOCOLS.

Section 703 of the Homeland Security Act
of 2002 (6 U.S.C. 343) is amended by adding at
the end the following new subsection:

“(c) ATTACK-BASED TESTING PROTOCOLS.—
The Chief Information Officer, in consulta-
tion with the Inspector General, the Assist-
ant Secretary for Cybersecurity, and the
heads of other appropriate Federal agencies,
shall—

‘(1) establish security control testing pro-
tocols that ensure that the Department’s in-
formation infrastructure is effectively pro-
tected against known attacks against and
exploitations of Federal and contractor in-
formation infrastructure;

‘“(2) oversee the deployment of such proto-
cols throughout the information infrastruc-
ture of the Department; and

‘(3) update such protocols on a regular
basis.”.

SEC. 4. INSPECTOR GENERAL REVIEWS OF IN-
FORMATION INFRASTRUCTURE.

Section 703 of the Homeland Security Act
of 2002 (6 U.S.C. 343) is further amended by
adding at the end the following new sub-
section:

¢(d) INSPECTOR GENERAL REVIEWS.—

‘(1) IN GENERAL.—The Inspector General of
the Department shall use authority under
the Inspector General Act of 1978 (6 App.
U.S.C.) to conduct announced and unan-
nounced performance reviews and pro-
grammatic reviews of the information infra-
structure of the Department to determine
the effectiveness of security policies and
controls of the Department.

‘“(2) PERFORMANCE REVIEWS.—Performance
reviews under this subsection shall test and
validate a system’s security controls using
the protocols created under subsection (c),
beginning not later than 270 days after the
date of enactment of the Homeland Security
Network Defense and Accountability Act of
2008.

“(3) PROGRAMMATIC REVIEWS.—Pro-
grammatic reviews under this subsection
shall—

‘“(A) determine whether an agency of the
Department is complying with policies, proc-
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esses, and procedures established by the
Chief Information Officer; and

‘(B) focus on risk assessment, risk man-
agement, and risk mitigation, with primary
regard to the implementation of best prac-
tices such as authentication, access control
(including remote access), intrusion detec-
tion and prevention, data protection and in-
tegrity, and any other controls that the In-
spector General considers necessary.

‘“(4) INFORMATION SECURITY REPORT.—The
Inspector General shall submit a security re-
port containing the results of each review
under this subsection and prioritized rec-
ommendations for improving security con-
trols based on that review, including rec-
ommendations regarding funding changes
and personnel management, to—

‘“(A) the Secretary;

‘“(B) the Chief Information Officer; and

‘(C) the head of the Department compo-
nent that was the subject of the review, and
other appropriate individuals responsible for
the information infrastructure of such agen-
cy.
¢“(5) CORRECTIVE ACTION REPORT.—

““(A) IN GENERAL.—Within 60 days after re-
ceiving a security report under paragraph
(4), the head of the Department component
that was the subject of the review and the
Chief Information Officer shall jointly sub-
mit a corrective action report to the Sec-
retary and the Inspector General.

‘“(B) CONTENTS.—The corrective action re-
port—

‘“(i) shall contain a plan for addressing rec-
ommendations and mitigating
vulnerabilities contained in the security re-
port, including a timeline and budget for im-
plementing such plan; and

‘“(ii) shall note any matters in disagree-
ment between the head of the Department
component and the Chief Information Offi-
cer.

‘“(6) REPORTS TO CONGRESS.—

‘“(A) ANNUAL REPORTS.—In conjunction
with the reporting requirements of section
3545 of title 44, United States Code, the In-
spector General shall submit an annual re-
port to the Committee on Homeland Secu-
rity of the House of Representatives and the
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate—

‘(1) summarizing the performance and pro-
grammatic reviews performed during the
preceding fiscal year, the results of those re-
views, and any actions that remain to be
taken under plans included in corrective ac-
tion reports under paragraph (5); and

‘“(ii) describing the effectiveness of the
testing protocols developed under subsection
(¢) in reducing successful exploitations of
the Department’s information infrastruc-
ture.

¢“(B) SECURITY REPORTS AND CORRECTIVE AC-
TION REPORTS.—The Inspector General shall
make all security reports and corrective ac-
tion reports available to any member of the
Committee on Homeland Security of the
House of Representatives, any member of the
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate, and the
Comptroller General of the United States,
upon request.”’.

SEC. 5. INFORMATION
FINED.

Section 703 of the Homeland Security Act
of 2002 (6 U.S.C. 343) is further amended by
adding at the end the following:

‘‘(e) INFORMATION INFRASTRUCTURE DE-
FINED.—In this section, the term ‘informa-
tion infrastructure’ means systems and as-
sets used in processing, transmitting, receiv-
ing, or storing information electronically.”.
SEC. 6. NETWORK SERVICE PROVIDERS.

(a) IN GENERAL.—Subtitle D of title VIII of
the Homeland Security Act of 2002 (6 U.S.C.

INFRASTRUCTURE DE-
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391 et seq.) is amended by adding at the end

the following new section:

“SEC. 836. REQUIREMENTS FOR NETWORK SERV-
ICE PROVIDERS.

‘“(a) COMPATIBILITY DETERMINATION.—Be-
fore entering into or renewing a covered con-
tract, the Secretary, acting through the
Chief Information Officer, must determine
that the contractor has an internal informa-
tion systems security policy that complies
with the Department’s information security
requirements for risk assessment, risk man-
agement, and risk mitigation, with primary
regard to the implementation of best prac-
tices such as authentication, access control
(including remote access), intrusion detec-
tion and prevention, data protection and in-
tegrity, and any other policies that the Sec-
retary considers necessary to ensure the se-
curity of the Department’s information in-
frastructure.

“(b) CONTRACT REQUIREMENTS REGARDING
SECURITY.—The Secretary shall include in
each covered contract provisions requiring
the contractor to—

‘(1) implement and regularly update the
internal information systems security policy
required under subsection (a);

‘(2) maintain the capability to provide
contracted services on a continuing and on-
going basis to the Department in the event
of unplanned or disruptive event; and

‘“(38) deliver timely notice of any internal
computer incident, as defined by the Na-
tional Institute of Standards and Tech-
nology, that could violate or pose an immi-
nent threat of violation of computer security
policies, acceptable use policies, or standard
security practices at the Department, to the
United States Computer Emergency Readi-
ness Team and the incident response team
established under section 703(a)(4).

“(c) CONTRACT REQUIREMENTS REGARDING
SUBCONTRACTING.—The Secretary shall in-
clude in each covered contract—

‘(1) a requirement that the contractor de-
velop and implement a plan for the award of
subcontracts, as appropriate, to small busi-
ness concerns and disadvantaged business
concerns in accordance with other applicable
requirements, including the terms of such
plan, as appropriate; and

‘(2) a requirement that the contractor sub-
mit to the Secretary, during performance of
the contract, periodic reports describing the
extent to which the contractor has complied
with such plan, including specification (by
total dollar amount and by percentage of the
total dollar value of the contract) of the
value of subcontracts awarded at all tiers of
subcontracting to small business concerns,
including socially and economically dis-
advantaged small businesses concerns, small
business concerns owned and controlled by
service-disabled veterans, HUBZone small
business concerns, small business concerns
eligible to be awarded contracts pursuant to
section 8(a) of the Small Business Act (156
U.S.C. 637(a)), and Historically Black Col-
leges and Universities and Hispanic-serving
institutions, tribal colleges and universities,
and other minority institutions.

“(d) EXISTING CONTRACTS.—The Secretary
shall, to the extent practicable under the
terms of existing contracts, require each
contractor who provides covered information
services under a contract in effect on the
date of the enactment of the Homeland Secu-
rity Network Defense and Accountability
Act of 2008 to comply with the requirements
described in subsection (b).

‘‘(e) DEFINITIONS.—For purposes of this sec-
tion:

‘(1) SOCIALLY AND ECONOMICALLY DISADVAN-
TAGED SMALL BUSINESSES CONCERN, SMALL
BUSINESS CONCERN OWNED AND CONTROLLED BY
SERVICE-DISABLED VETERANS, AND HUBZONE
SMALL BUSINESS CONCERN.—The terms ‘so-
cially and economically disadvantaged small
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businesses concern’, ‘small business concern
owned and controlled by service-disabled
veterans’, and ‘HUBZone small business con-
cern’ have the meanings given such terms
under the Small Business Act (15 U.S.C. 631
et seq.).

‘“(2) CONTRACTOR.—The term ‘contractor’
includes each subcontractor of a contractor.

‘“(3) COVERED CONTRACT.—The term ‘cov-
ered contract’ means a contract entered into
or renewed after the date of the enactment
of the Homeland Security Network Defense
and Accountability Act of 2008 for the provi-
sion of covered information services.

‘“(4) COVERED INFORMATION SERVICES.—The
term ‘covered information services’ means
creation, management, maintenance, con-
trol, or operation of information networks or
Internet Web sites for the Department.

‘“(5) HISTORICALLY BLACK COLLEGES AND
UNIVERSITIES.—The term ‘Historically Black
Colleges and Universities’ means part B in-
stitutions under title III of the Higher Edu-
cation Act of 1965 (20 U.S.C. 1061).

‘“(6) HISPANIC-SERVING INSTITUTION.—The
term ‘Hispanic-serving institution’ has the
meaning given such term under title V of the
Higher Education Act of 1965 (20 U.S.C.

1101a(a)(5)).
“(7) INFORMATION INFRASTRUCTURE.—The
term ‘information infrastructure’ has the

meaning that term has under section 703.

¢(8) TRIBAL COLLEGES AND UNIVERSITIES.—
The term ‘tribal colleges and universities’
has the meaning given such term under the
Tribally Controlled College or University As-
sistance Act of 1978 (25 U.S.C. 1801 et seq.).”.

(b) CLERICAL AMENDMENT.—The table of
contents in section 1(b) of such Act is
amended by inserting after the item relating
to section 835 the following new item:

“Sec. 836. Requirements for network service
providers.”’.

(c) REPORT.—Within 90 days after the date
of enactment of this Act, the Secretary of
Homeland Security shall transmit to the
Committee on Homeland Security of the
House of Representatives and the Homeland
Security and Governmental Affairs Com-
mittee of the Senate a report describing—

(1) the progress in implementing require-
ments issued by the Office of Management
and Budget for encryption, authentication,
Internet Protocol version 6, and Trusted
Internet Connections, including a timeline
for completion;

(2) a plan, including an estimated budget
and a timeline, to investigate breaches
against the Department of Homeland Secu-
rity’s information infrastructure for pur-
poses of counterintelligence assessment, at-
tribution, and response;

(3) a proposal to increase threat informa-
tion sharing with cleared and uncleared con-
tractors and provide specialized damage as-
sessment training to private sector informa-
tion security professionals; and

(4) a process to coordinate the Department
of Homeland Security’s information infra-
structure protection activities.

SEC. 7. RULE OF CONSTRUCTION.

Nothing in this Act shall be construed as
affecting in any manner the application of
the Federal Information Management Secu-
rity Act of 2002 (44 U.S.C. 3541 et seq.), to the
Department of Homeland Security, including
all requirements and deadlines in that Act.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
Mississippi (Mr. THOMPSON) and the
gentleman from Florida (Mr. BILI-
RAKIS) each will control 20 minutes.

The Chair recognizes the gentleman
from Mississippi.
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GENERAL LEAVE

Mr. THOMPSON of Mississippi. Mr.
Speaker, I ask unanimous consent that
all Members may have 5 legislative
days to revise and extend their re-
marks and include extraneous material
on the bill under consideration.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Mississippi?

There was no objection.

Mr. THOMPSON of Mississippi. Mr.
Speaker, I rise in support of this meas-
ure and yield myself as much time as I
may consume.

Keeping our Federal and critical in-
frastructure network secure is an issue
of national security. The United States
and its allies face a significant and
growing threat to our information
technology systems. The acquisition of
our government’s information by out-
siders undermines our strength as a
Nation. Over time the theft of critical
information from government com-
puters could cost the United States our
advantage over our adversaries.

This legislation is the result of ex-
tensive oversight work undertaken by
the chairman of the Subcommittee on
Emerging Threats, Science and Tech-
nology, Mr. LANGEVIN.

An organization is only as strong as
the integrity and reliability of the in-
formation that it keeps. H.R. 5983, a
piece of the DHS authorization pack-
age, seeks to improve cybersecurity at
DHS by ensuring that DHS’s defenses
of information systems are robust and
by holding individuals at all levels ac-
countable for mitigating vulnerabili-
ties.

H.R. 5983, which was approved by
voice vote in the committee, Mr.
Speaker, is composed of five important
provisions:

First, it establishes authorities and
qualifications for the Chief Informa-
tion Officer position at the Depart-
ment. Through our oversight work, Mr.
Speaker, we have observed how lack of
an information security background
can hamper the CIO’s understanding
and ultimately efforts to secure DHS’
networks.

Second, the bill establishes specific
operational security practices for the
CIO, including a continuous real-time
cyber incident response capability, net-
work security architecture, and vulner-
ability assessments. These are funda-
mental elements for a comprehensive
information security program.

Third, H.R. 5983 establishes testing
protocols to reduce the number of vul-
nerability exploitations throughout
the Department’s networks. Time and
again we have heard the current Fed-
eral information security requirements
do not go far enough to actually
‘“‘operationalize” security to reduce the
number of successful attacks. Under
H.R. 5983 security will be
‘“‘operationalized” at DHS, a Federal
agency that has a critical homeland se-
curity mission and is the receptacle of
highly sensitive information.

Fourth, Mr. Speaker, the bill re-
quires the Secretary of Homeland Se-
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curity to determine if the internal se-
curity policy of a contractor who pro-
vides network services to DHS is con-
sistent with the agency’s requirements.
This is a standard operating procedure
for all private sector companies. It
should be also for DHS as well.

Finally, Mr. Speaker, this bill seeks
a formal report from the Secretary of
Homeland Security on meeting the
deadlines established by the Office of
Management and Budget for Trusted
Internet Connections, encryption and
authentication mandates. These are
critical for the Department’s efforts to
improve information security. It is un-
clear whether proper deadlines are
being met.

I encourage my colleagues to support
the Homeland Security Network De-
fense and Accountability Act of 2008.

HOUSE OF REPRESENTATIVES, COM-
MITTEE ON OVERSIGHT AND GOV-
ERNMENT REFORM,

Washington, DC, July 24, 2008.

Hon. BENNIE G. THOMPSON,

Chairman, Committee on Homeland Security,
Ford House Office Building, Washington,
DC.

DEAR CHAIRMAN THOMPSON: I am writing
about H.R. 5983, the Homeland Security Net-
work Defense and Accountability Act of 2008,
which the Homeland Security Committee or-
dered reported to the House on June 26, 2008.

I appreciate your effort to consult with the
Committee on Oversight and Government
Reform regarding H.R. 5983. In particular, I
appreciate your willingness to strike the
provision of the bill addressing the Freedom
of Information Act and for agreeing to add
rule of construction with regard to applica-
tion of the Federal Information Management
Security Act (FISMA) to the Department of
Homeland Security.

In the interest of expediting consideration
of H.R. 5983, and in recognition of your ef-
forts to address my concerns, the Oversight
Committee will not request a sequential re-
ferral of this bill. I would, however, request
your support for the appointment of con-
ferees on the Oversight Committee should
H.R. 5983 or a similar Senate bill be consid-
ered in conference with the Senate.

Moreover, I believe it is important to iden-
tify additional provisions in H.R. 5983 that
are of particular concern to me.

Specifically, H.R. 5983 creates new respon-
sibilities that might cause confusion with
existing requirements under FISMA. Al-
though these requirements do not nec-
essarily contradict FISMA, I am concerned
that when the Department seeks to imple-
ment these new requirements there may be
uncertainty as to which law takes prece-
dence. The unique set of requirements cre-
ated in H.R. 5983 does not appear to align
with current governmentwide requirements.

In addition, I am concerned that H.R. 5983
puts too much responsibility with the De-
partment’s Inspector General. In my view,
primary responsibility for performance re-
views and testing should reside with the De-
partment.

Again, thank you for your efforts to ad-
dress my concerns with H.R. 5983. Although I
still have reservations about a few provi-
sions, I look forward to working with you to
resolve these matters and develop policies
that benefit the federal government as a
whole.

This letter should not be construed as a
waiver of the Oversight Committee’s legisla-
tive jurisdiction over subjects addressed in
H.R. 5983 that fall within the jurisdiction of
the Oversight Committee.
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Please include our exchange of letters on
this matter in the Homeland Security Com-
mittee Report on H.R. 5983 and in the Con-
gressional Record during consideration of
this legislation on the House floor.

Sincerely,
HENRY A. WAXMAN,
Chairman.

HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
Washington, DC, July 24, 2008.

Hon. HENRY A. WAXMAN,

Chairman, Committee on Oversight and Govern-
ment Reform, House of Representatives,
Rayburn House Office Building, Wash-
ington, DC.

DEAR MR. CHAIRMAN: Thank you for your
letter regarding H.R. 5983, the ‘‘Homeland
Security Network Defense and Account-
ability Act of 2008, introduced on May 7,
2008, by Congressman James R. Langevin.

I appreciate your willingness to work coop-
eratively on this legislation. I acknowledge
that H.R. 5983 contains provisions that fall
under the jurisdictional interests of the
Committee on Oversight and Government
Reform. I appreciate your agreement to not
seek a sequential referral of this legislation
and I acknowledge that your decision to
forgo a sequential referral does not waive,
alter, or otherwise affect the jurisdiction of
the Committee on Oversight and Govern-
ment Reform.

Further, I recognize that your Committee
reserves the right to seek appointment of
conferees on the bill for the portions of the
bill that are within your jurisdiction, and I
agree to support such a request.

I will ensure that this exchange of letters
in included in the Committee’s report on
H.R. 5983 and in the Congressional Record
during floor consideration of H.R. 5983. I look
forward to working with you on this legisla-
tion and other matters of great importance
to this nation.

Sincerely,
BENNIE G. THOMPSON,
Chairman.

INFORMATION TECHNOLOGY
ASSOCIATION OF AMERICA,
Arlington, VA, June 25, 2008.

Hon. JAMES R. LANGEVIN,

Chairman, the Homeland Security Subcommittee
on  Emerging Threats, Cybersecurity,
Science, and Technology, House of Rep-
resentatives, Washington, DC.

On behalf of the more than 350 members of
the Information Technology Association of
America (ITAA), I am writing to express our
support for the overall objective of H.R. 5983.
As you know, IT AA has long been an out-
spoken supporter of many Congressional ini-
tiatives to improve federal information secu-
rity practices and we commend the commit-
tee’s efforts to specifically address informa-
tion security at the Department of Home-
land Security.

We would like to take this opportunity to
note that Sec 836(c) has significant require-
ments to develop and implement plans for
the awarding of subcontracts to small busi-
nesses and disadvantaged businesses. This is
duplicative of existing law and we feel it is
unnecessary to require it in the context of
this Bill.

Should you have any questions on these
comments or our perspective, please feel free
to contact Audrey Plonk or Jennifer Kerber.
Thank you for your attention to our con-
cerns.

Sincerely,
PHILIP J. BOND,
President and CEO.
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NEW YORK STATE OFFICE OF CYBER
SECURITY & CRITICAL INFRASTRUC-
TURE, COORDINATION,

Albany, NY, May 30, 2008.

Re House Bill: H.R. 5983.

Hon. BENNIE THOMPSON,

Chairman, Emerging Threats, Cybersecurity,
S&T Subcommittee Committee on Homeland
Security, House of Representatives, Wash-
ington, DC.

DEAR CHAIRMAN THOMPSON: The New York
State Office of Cyber Security and Critical
Infrastructure Coordination (CSCIC) sup-
ports H.R. 5983, which amends the Homeland
Security Act of 2002 to enhance the informa-
tion security of the Department of Homeland
Security.

It is our view that amending the Act to in-
stitutionalize the responsibility for ensuring
that the Department’s information infra-
structure is protected from cyber and other
threats to the maximum extent practicable
is a crucial step in improving the nation’s se-
curity. All too often the responsibility for
securing our cyber infrastructure gets lost in
the myriad of operational activities at the
expense of security. It is essential that these
vital cyber responsibilities are institutional-
ized if we are to be as cyber prepared as pos-
sible.

Thank you for providing CSCIC with an op-
portunity to comment on this Bill. Please do
not hesitate to contact me if you wish to dis-
cuss the Bill further as it advances through
the legislative process.

Sincerely,
WILLIAM F. PELGRIN.

Mr. Speaker, I reserve the balance of
my time.

Mr. BILIRAKIS. Mr. Speaker, I yield
myself such time as I may consume.

I rise today in support of H.R. 5983,
the Homeland Security Network De-
fense and Accountability Act, spon-
sored by my committee colleague Con-
gressman JAMES LANGEVIN.

H.R. 5983 includes several provisions
designated to enhance the information
security of the Department of Home-
land Security and improve oversight of
contractors that provide network serv-
ices to the Department.

Specifically, the bill requires the
Chief Information Officer at the De-
partment to have 5 years of executive
leadership and information technology
experience. The bill also mandates that
all contractors and service providers
for the Department have compatible
information security policies and pro-
grams.

Additionally, the bill directs the De-
partment’s Inspector General to de-
velop appropriate security protocols
for the Department and to annually
test various aspects of the Department
against these protocols as well as Fed-
eral Information Security Management
Act requirements. The bill requires
procurement officers to review con-
tractors’ security postures prior to
awarding a contract and directs the In-
spector General to conduct both per-
formance and programmatic reviews of
the Department’s computer network.
The bill does not exempt the Depart-
ment from Federal Information Secu-
rity Management Act requirements but
directs DHS to focus its efforts on ele-
ments that will improve its overall se-
curity posture.

DHS has expressed some concerns
about the potential impact of the
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added responsibilities under the bill,
particularly on the Department’s abil-
ity to recruit and retain qualified indi-
viduals to fill these important posi-
tions. I hope that we can address these
concerns as the legislative process
moves forward.

Mr. Speaker, I urge all of my col-
leagues to support passage of H.R. 5983
to strengthen the security of informa-
tion at the Department.

Mr. Speaker, I reserve the balance of
my time.

Mr. THOMPSON of Mississippi. Mr.
Speaker, I have no further requests for
time, and if the gentleman from Flor-
ida has no more speakers, then I am
prepared to close after the gentleman
closes.

Mr. BILIRAKIS. Mr. Speaker, before
I yield back the balance of my time, 1
just want to emphasize how important
I believe it is for the House to consider
both an authorization and appropria-
tions bill for the Department of Home-
land Security this year. Every Repub-
lican member of the Committee on
Homeland Security has signed a letter
to Speaker PELOSI urging her to bring
the fiscal year 2009 DHS appropriations
bill, which the Appropriations Com-
mittee has already approved under the
fine leadership of our chairman, and
our chairman has done an outstanding
job.

And, Mr. Chairman, I want to say
something else. You have been so fair
to my colleagues and me this year, and
I really enjoy serving on your com-
mittee.

So if we could get those bills to the
floor immediately, my colleagues and I
would appreciate it.

Mr. Speaker, I yield back the balance
of my time.

Mr. THOMPSON of Mississippi. Mr.
Speaker, I yield myself such time as I
may consume.

Mr. Speaker, H.R. 5983 is the product
of extensive oversight by Chairman
LANGEVIN and the other members of
the Emerging Threats, Science and
Technology Subcommittee.

After hearing from hundreds of ex-
perts on how best to improve informa-
tion security, reviewing best practices
in the public and private sectors, and
investigating cyber incidents across
the public and private sectors, Chair-
man LANGEVIN authored the Homeland
Security Network Defense and Ac-
countability Act.

H.R. 5983 will ensure that a qualified
leader serves as the Chief Information
Officer and has direction on what spe-
cific operational security practices
should be implemented to make DHS’s
information security defenses robust.
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This legislation seeks to make DHS
the gold standard when it comes to in-
formation security. After all, Mr.
Speaker, how can DHS legitimately be
the lead Federal agency for
cybersecurity and infrastructure pro-
tection when it doesn’t have its own
house in order.



H7180

I am pleased to include H.R. 5983 in
the package of DHS authorization bills
that the Committee on Homeland Se-
curity has approved on a bipartisan
basis. I urge my colleagues to support
me in passing this critical piece of leg-
islation.

Mr. LANGEVIN. Mr. Speaker, | rise in strong
support of the Homeland Security Network De-
fense and Accountability Act of 2008, H.R.
5983. The United States and its allies face a
significant and growing threat to our informa-
tion technology, IT, systems and assets, and
to the integrity of our information. The acquisi-
tion of this information by outsiders threatens
to undermine and over time could cost the
United States our advantage over our adver-
saries. This is a critical national security issue
that we can no longer ignore.

As chairman of the Homeland Security Sub-
committee on Emerging Threats,
Cybersecurity and Science and Technology, |
have prioritized this issue in the 110th Con-
gress. | have held seven hearings on
cybersecurity issues, heard from hundreds of
experts on how best to tackle these problems,
reviewed information security best practices in
the public and private sectors, investigated
cyber incidents across the spectrum—ifrom the
State and Commerce Departments to our na-
tion’s electric grid—and uncovered and as-
sisted law enforcement in investigating
breaches at the Department of Homeland Se-
curity. It has become clear that an organiza-
tion is only as strong as the integrity and reli-
ability of the information that it keeps.

The legislation we’re considering today rep-
resents a critical step toward improving the
cybersecurity posture at the Department of
Homeland Security by addressing two key
issues: ensuring a robust defense-in-depth of
our information systems, and holding individ-
uals at all levels accountable for mitigating
vulnerabilities.

This measure is composed of several impor-
tant provisions. First, it establishes authorities
and qualifications for the Chief Information Of-
ficer, ClO, position at the Department. In a
number of hearings, | have heard concerns
that the lack of an information security back-
ground can hamper the CIO’s understanding
and efforts to secure the Department’s net-
works. We cannot allow future Presidents to
repeat the mistakes made by this Administra-
tion in appointing unqualified individuals to this
important office.

Second, the bill establishes specific oper-
ational security practices for the CIO, including
a continuous, real-time cyber incident re-
sponse capability, a network architecture em-
phasizing the positioning of security controls,
and vulnerability assessments for each exter-
nal-facing information infrastructure. These are
fundamental elements of a comprehensive in-
formation security program.

Third, the bill establishes testing protocols to
reduce the number of vulnerability exploi-
tations throughout the Department’s networks.
Time and again we have heard that the Fed-
eral Information Security Management Act—or
FISMA—does not operationalize security, and
does not effectively reduce the number of suc-
cessful attacks. We must change this, and we
can do so by bringing together the heads of
appropriate federal agencies to mitigate known
attacks against our governmental infrastruc-
ture.

The fourth major provision of the bill re-
quires the DHS Secretary to determine if the
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internal security policy of a contractor who
provides network services to the Department
is consistent with the Department’'s require-
ments. Again, this is standard operating proce-
dure for all private sector companies; it should
be so for the Federal Government as well.

Finally, this bill seeks a formal report from
the Secretary on meeting the deadlines estab-
lished by the Office of Management and Budg-
et, OMB, for Trusted Internet Connections,
TIC, encryption and authentication mandates.
These are critical for the Department’s efforts
in information security, and | am not confident
that the proper deadlines are being met.

| encourage my colleagues to support the
Homeland Security Network Defense and Ac-
countability Act of 2008 and thank Chairman
THOMPSON for his leadership in bringing this
important measure to the floor.

Mr. THOMPSON of Mississippi. Mr.
Speaker, I yield back the balance of
my time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Mississippi (Mr.
THOMPSON) that the House suspend the
rules and pass the bill, H.R. 5983, as
amended.

The question was taken.

The SPEAKER pro tempore. In the
opinion of the Chair, two-thirds being
in the affirmative, the ayes have it.

Mr. BILIRAKIS. Mr. Speaker, I ob-
ject to the vote on the ground that a
quorum is not present and make the
point of order that a quorum is not
present.

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX and the
Chair’s prior announcement, further
proceedings on this motion will be
postponed.

The point of no quorum is considered
withdrawn.

———

NEXT GENERATION RADIATION
SCREENING ACT OF 2008

Mr. THOMPSON of Mississippi. Mr.
Speaker, I move to suspend the rules
and pass the bill (H.R. 55631) to amend
the Homeland Security Act of 2002 to
clarify criteria for certification relat-
ing to advanced spectroscopic portal
monitors, and for other purposes, as
amended.

The Clerk read the title of the bill.

The text of the bill is as follows:

H.R. 5531

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘“‘Next Generation
Radiation Screening Act of 2008°°.

SEC. 2. MEMORANDUM OF UNDERSTANDING RE-
GARDING  ADVANCED SPECTRO-
SCOPIC PORTAL MONITORS.

(a) IN GENERAL.—Title XIX of the Homeland
Security Act of 2002 is amended by adding at the
end the following new sections:

“SEC. 1908. ADVANCED SPECTROSCOPIC PORTAL
MONITORS.

““(a) FINDINGS.—Congress finds the following:

““(1) The consequences of radiological or nu-
clear terrorism would be catastrophic.

“2) A system such as the Advanced
Spectroscopic Portal (ASP) is intended to im-
prove the process of screening passengers and
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cargo to prevent the illicit transport of radio-
logical and nuclear material.

“(3) A system such as the ASP can always be
improved, even after it is deployed.

‘““(4) There is mno upper limit to the
functionality that can be incorporated into an
engineering project of this magnitude.

‘““(5) Delaying deployment of the ASP to in-
crease functionality beyond what is minimally
required for deployment may limit the ability of
the United States to screemn passengers and
cargo for radiological and nuclear material.

‘“(6) There are operational differences between
primary and secondary screening procedures.
Consideration should be given to the implication
these differences have on the minimum
functionality for systems deployed for use in
primary and secondary screening procedures.

““(b) AGREEMENT ON FUNCTIONALITY OF AD-
VANCED SPECTROSCOPIC PORTAL MONITORS.—
The Director of the Domestic Nuclear Detection
Office and the Commissioner of Customs and
Border Protection shall enter into an agreement
regarding the minimum required functionality
for the deployment of ASP by United States
Customs and Border Protection (CBP).

‘“‘(c) REPORT TO CONGRESS.—Not later than 60
days after the date of the enactment of this sec-
tion, the Secretary shall provide Congress with
the signed memorandum of understanding be-
tween the Office and CBP.

“SEC. 1909. CRITERIA FOR CERTIFICATION.

““(a) FINDINGS.—Congress finds the following:

‘“(1) In developing criteria for Advanced
Spectroscopic Portal (ASP) performance, special
consideration should be given to the unique
challenges associated with detecting the pres-
ence of illicit radiological or nuclear material
that may be masked by the presence of radiation
from naturally occurring radioactive material or
legitimate radioactive sources such as those as-
sociated with medical or industrial use of radi-
ation.

““(2) Title IV of division E of the Consolidated
Appropriations Act, 2008 (Public Law 110-161)
requires the Secretary to submit to Congress a
report certifying that ‘a significant increase in
operational effectiveness will be achieved’ with
the ASP before ‘funds appropriated under this
heading shall be obligated for full-scale procure-
ment of Advanced Spectroscopic Portal Mon-
itors’, and requires that ‘the Secretary shall
submit separate and distinct certifications prior
to the procurement of Advanced Spectroscopic
Portal Monitors for primary and secondary de-
ployment that address the unique requirements
for operational effectiveness of each type of de-
ployment.’.

““(b) SPECIFICATION OF SIGNIFICANT INCREASE
IN OPERATIONAL EFFECTIVENESS.—

‘““(1) IN GENERAL.—The Secretary shall, in ac-
cordance with the requirements of title IV of di-
vision E of the Consolidated Appropriations Act,
2008, and in consultation with the National
Academies, develop quantitative metrics that
demonstrate any significant increased oper-
ational effectiveness (or lack thereof) of deploy-
ing the ASP in Primary and Secondary Screen-
ing sites, as determined by United States Cus-
toms and Border Protection (CBP).

““(2) METRICS.—The metrics referred to in
paragraph (1) shall include the following:

‘“(A) A quantitative definition of ‘significant
increase in operational effectiveness’.

““(B) All relevant threat materials.

“(C) All relevant masking scenarios.

‘(D) Cost benefit analysis in accordance with
the Federal Accounting Standards Advisory
Board Generally Accepted Accounting Prin-
ciples.

‘“(E) Any other measure the Director and the
Commissioner determine appropriate.

““(c) CONSIDERATION OF EXTERNAL REVIEWS IN
THE DECISION TO CERTIFY.—In determining
whether or not to certify that the ASP shows a
significant increase in operational effectiveness,
the Secretary may consider the following:
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