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mammography equipment to the Na-
tional Mammography Quality Assur-
ance Advisory Committee and grants
the advisory committee greater flexi-
bility in how many times the com-
mittee must meet annually.

Mr. Speaker, this is a good piece of
legislation and I would encourage my
colleagues to support it.

Mr. Speaker, I reserve the balance of
my time.

Mr. BROWN of Ohio. Mr. Speaker, I
yield myself 3 minutes.

Mr. Speaker, I would like to thank
the gentleman from Texas (Chairman
BARTON) for his good work on this leg-
islation, the gentleman from Michigan
(Mr. DINGELL) and the gentleman from
Florida (Chairman BILIRAKIS) for offer-
ing this legislation reauthorizing the
Mammography Quality Standards Act
of 1992.

The gentleman from Michigan (Mr.
DINGELL) pioneered this important leg-
islation a dozen years or so ago. By in-
creasing the breast cancer early detec-
tion rate, this legislation has undoubt-
edly contributed to the battle against
this deadly disease.

Breast cancer is the top cancer
threat for American women. This year
alone, in our country, almost 216,000
women will be diagnosed with breast
cancer, and more than 40,000 will lose
their lives from it.

Accurate reading of mammograms is
essential to early detection of breast
cancer. Mammography has increased
the survival rate for women in their 40s
by 16 percent.

Over a decade ago, Congress recog-
nized the importance of high-quality
mammography screening by passing
the Mammography Quality Standards
Act. This act was designed to ensure
that mammography is safe and reliable
and that breast cancer is detected dur-
ing its most treatable stages. This act
established national standards for
mammography facilities, for personnel,
including doctors who interpret mam-
mograms, for equipment, and for oper-
ating procedures.

This legislation today, H.R. 4555, en-
sures that American mammography
providers continue to be held to high
standards and that mammography con-
tinues to become a safer, more accu-
rate tool for detecting breast cancer. It
makes sense to update and extend this
program to make certain we are fight-
ing breast cancer as early as possible
and as accurately as possible.

I am pleased to support this impor-
tant legislation.

Mr. DINGELL. Mr. Speaker, | rise in support
of H.R. 4555, the Mammography Quality
Standards Reauthorization Act of 2004. | am
proud to have introduced this bill, and proud to
have helped author the original Mammography
Quality Standards Act which has made a
major contribution to improving the quality of
mammograms.

Just a few months ago, the Institute of Med-
icine (IOM) published a detailed reported enti-
tled: “Saving Women’s Lives, Strategies for
Improving Breast Cancer Detection and Diag-
nosis.” According to the I0M,
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“[m]Jammography is a safety net that saves
lives each year, . . . and although mammaog-
raphy saves lives, it is not perfect.” The IOM
report noted that many women who would
benefit from mammography do not undergo
regular screening and others who do undergo
regular screening develop breast cancers that
were not detected by their mammography
exam. While the report notes that progress
has been made in reducing mortality from
breast cancer, it is still the second leading
cause of death for women.

While research will hopefully lead us to im-
proved techniques for detecting and treating
breast cancer, another IOM study entitled:
“Mammography and Beyond: Developing
Technologies for Early Detection of Breast
Cancer,” concluded that mammography, while
not perfect, is still the best choice for screen-
ing the general population to detect breast
cancer at early and treatable stages. To be
sure, there are important issues regarding
quality and access with respect to screening
and treatment services, and work on those will
continue.

This legislation is almost identical to S.
1879, a bill introduced by Senator MIKULSKI
that has already been passed by the Senate.
The only substantive difference is the author-
ization period. Our bill extends the authoriza-
tion period through FY 2007, two years longer
than the Senate bill. But | support a timely
completion of various mammography issue
studies requested by Senator MIKULSKI, and |
look forward to working with her, Chairman
BARTON, my other colleagues, and stake-
holders, including the Susan G. Komen Foun-
dation, to bring an MQSA reauthorization bill
to the President’s desk as quickly as possible.

Mr. GREEN of Texas. Mr. Speaker, | rise
today in support of the Mammography Quality
Standards Act. It is truly fitting for the House
to pass a reauthorization of MQSA during Oc-
tober, which is Breast Cancer Awareness
Month. This year, more than 215,000 individ-
uals will learn that they have breast cancer.
Hopefully, many of these will be early diag-
noses, detected by mammograms that have
proven time and again to be the most impor-
tant tool for early detection.

Thanks to the efforts of HHS, the FDA and
private advocacy groups, such as the Susan
G. Komen Foundation, an estimated 40 million
mammograms are performed annually. And
thanks to the Mammography Quality Stand-
ards Act initially enacted over a decade ago,
women all across America have benefited
from uniform quality standards for mammog-
raphy facilities.

For several years, I've been working with
the FDA on issues related to silicone breast
implants. | am concerned about recent studies
on the effect of breast implants on mammog-
raphy readings.

Specifically, an April 2003 NIH report high-
lighted clinical studies suggesting that women
with breast implants have more advanced can-
cer at diagnosis than women without breast
implants. And more recently, a January 2004
article published in the Journal of the Amer-
ican Medical Association concluded that
breast implants decrease the sensitivity of
mammography screenings to detect breast
cancer.

The FDA has been extremely responsive on
this issue and has acknowledged that breast
implants can hide tumors or make it more dif-
ficult to include them in the image. As such,
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the FDA has suggested that medical profes-
sionals take special implant displacement
views in addition to those taken during routine
mammograms. These extra views are crucial
to ensuring that women with breast implants
have effective mammograms.

The folks at FDA have worked wonders on
mammography standards thus far. | have
every confidence that they will keep up the
good work and take into consideration the
unique circumstances of women with breast
implants. With that, Mr. Speaker, | would en-
courage all of my colleagues to support this
important legislation.

Mr. BROWN of Ohio. Mr. Speaker, 1
yield back the balance of my time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from Texas (Mr. BAR-
TON) that the House suspend the rules
and pass the bill, H.R. 4555, as amend-
ed.

The question was taken; and (two-
thirds having voted in favor thereof)
the rules were suspended and the bill,
as amended, was passed.

A motion to reconsider was laid on
the table.

———
O 1500

SECURELY PROTECT YOURSELF
AGAINST CYBER TRESPASS ACT

Mr. BARTON of Texas. Mr. Speaker,
I move to suspend the rules and pass
the bill (H.R. 2929) to protect users of
the Internet from unknowing trans-
mission of their personally identifiable
information through spyware pro-

grams, and for other purposes, as
amended.
The Clerk read as follows:

H.R. 2929

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘‘Securely
Protect Yourself Against Cyber Trespass
Act” or the “SPY ACT”.

SEC. 2. PROHIBITION OF DECEPTIVE ACTS OR
PRACTICES RELATING TO SPYWARE.

(a) PROHIBITION.—It is unlawful for any
person, who is not the owner or authorized
user of a protected computer, to engage in
deceptive acts or practices that involve any
of the following conduct with respect to the
protected computer:

(1) Taking control of the computer by—

(A) utilizing such computer to send unso-
licited information or material from the pro-
tected computer to others;

(B) diverting the Internet browser of the
computer, or similar program of the com-
puter used to access and navigate the Inter-
net—

(i) without authorization of the owner or
authorized user of the computer; and

(ii) away from the site the user intended to
view, to one or more other Web pages, such
that the user is prevented from viewing the
content at the intended Web page, unless
such diverting is otherwise authorized ;

(C) accessing or using the modem, or Inter-
net connection or service, for the computer
and thereby causing damage to the computer
or causing the owner or authorized user to
incur unauthorized financial charges;

(D) using the computer as part of an activ-
ity performed by a group of computers that
causes damage to another computer; or
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(E) delivering advertisements that a user
of the computer cannot close without turn-
ing off the computer or closing all sessions of
the Internet browser for the computer.

(2) Modifying settings related to use of the
computer or to the computer’s access to or
use of the Internet by altering—

(A) the Web page that appears when the
owner or authorized user launches an Inter-
net browser or similar program used to ac-
cess and navigate the Internet;

(B) the default provider used to access or
search the Internet, or other existing Inter-
net connections settings;

(C) a list of bookmarks used by the com-
puter to access Web pages; or

(D) security or other settings of the com-
puter that protect information about the
owner or authorized user for the purposes of
causing damage or harm to the computer or
owner or user.

(3) Collecting personally identifiable infor-
mation through the use of a keystroke log-
ging function.

(4) Inducing the owner or authorized user
to install a computer software component
onto the computer, or preventing reasonable
efforts to block the installation or execution
of, or to disable, a computer software compo-
nent by—

(A) presenting the owner or authorized
user with an option to decline installation of
a software component such that, when the
option is selected by the owner or authorized
user, the installation nevertheless proceeds;
or

(B) causing a computer software compo-
nent that the owner or authorized user has
properly removed or disabled to automati-
cally reinstall or reactivate on the com-
puter.

(5) Misrepresenting that installing a sepa-
rate software component or providing log-in
and password information is necessary for
security or privacy reasons, or that install-
ing a separate software component is nec-
essary to open, view, or play a particular
type of content.

(6) Inducing the owner or authorized user
to install or execute computer software by
misrepresenting the identity or authority of
the person or entity providing the computer
software to the owner or user.

(7) Inducing the owner or authorized user
to provide personally identifiable, password,
or account information to another person—

(A) by misrepresenting the identity of the
person seeking the information; or

(B) without the authority of the intended
recipient of the information.

(8) Removing, disabling, or rendering inop-
erative a security, anti-spyware, or anti-
virus technology installed on the computer.

(9) Installing or executing on the computer
one or more additional computer software
components with the intent of causing a per-
son to use such components in a way that
violates any other provision of this section.

(b) GUIDANCE.—The Commission shall issue
guidance regarding compliance with and vio-
lations of this section. This subsection shall
take effect upon the date of the enactment of
this Act.

(c) EFFECTIVE DATE.—Except as provided in
subsection (b), this section shall take effect
upon the expiration of the 6-month period
that begins on the date of the enactment of
this Act.

SEC. 3. PROHIBITION OF COLLECTION OF CER-
TAIN INFORMATION WITHOUT NO-
TICE AND CONSENT.

(a) OPT-IN REQUIREMENT.—Except as pro-
vided in subsection (e), it is unlawful for any
person—

(1) to transmit to a protected computer,
which is not owned by such person and for
which such person is not an authorized user,
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any information collection program, un-
less—

(A) such information collection program
provides notice in accordance with sub-
section (c) before execution of any of the in-
formation collection functions of the pro-
gram; and

(B) such information collection program
includes the functions required under sub-
section (d); or

(2) to execute any information collection
program installed on such a protected com-
puter unless—

(A) before execution of any of the informa-
tion collection functions of the program, the
owner or an authorized user of the protected
computer has consented to such execution
pursuant to notice in accordance with sub-
section (c); and

(B) such information collection program
includes the functions required under sub-
section (d).

(b) INFORMATION COLLECTION PROGRAM.—
For purposes of this section, the term ‘‘infor-
mation collection program’ means computer
software that—

(1)(A) collects personally identifiable infor-
mation; and

(B)(i) sends such information to a person
other than the owner or authorized user of
the computer, or

(ii) uses such information to deliver adver-
tising to, or display advertising, on the com-
puter; or

(2)(A) collects information regarding the
Web pages accessed using the computer; and

(B) uses such information to deliver adver-
tising to, or display advertising on, the com-
puter.

(¢) NOTICE AND CONSENT.—

(1) IN GENERAL.—Notice in accordance with
this subsection with respect to an informa-
tion collection program is clear and con-
spicuous notice in plain language, set forth
as the Commission shall provide, that meets
all of the following requirements:

(A) The notice clearly distinguishes such
notice from any other information visually
presented contemporaneously on the pro-
tected computer.

(B) The notice contains one of the fol-
lowing statements, as applicable, or a sub-
stantially similar statement:

(i) With respect to an information collec-
tion program described in subsection (b)(1):
““This program will collect and transmit in-
formation about you. Do you accept?”.

(ii) With respect to an information collec-
tion program described in subsection (b)(2):
“This program will collect information
about Web pages you access and will use that
information to display advertising on your
computer. Do you accept?”’.

(iii) With respect to an information collec-
tion program that performs the actions de-
scribed in both paragraphs (1) and (2) of sub-
section (b): ‘““This program will collect and
transmit information about you and your
computer use and will collect information
about Web pages you access and use that in-
formation to display advertising on your
computer. Do you accept?”’.

(C) The notice provides for the user—

(i) to grant or deny consent referred to in
subsection (a) by selecting an option to
grant or deny such consent; and

(ii) to abandon or cancel the transmission
or execution referred to in subsection (a)
without granting or denying such consent.

(D) The notice provides an option for the
user to select to display on the computer, be-
fore granting or denying consent using the
option required under subparagraph (C), a
clear description of—

(i) the types of information to be collected
and sent (if any) by the information collec-
tion program;
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(ii) the purpose for which such information
is to be collected and sent; and

(iii) in the case of an information collec-
tion program that first executes any of the
information collection functions of the pro-
gram together with the first execution of
other computer software, the identity of any
such software that is an information collec-
tion program.

(E) The notice provides for concurrent dis-
play of the information required under sub-
paragraphs (B) and (C) and the option re-
quired under subparagraph (D) until the
user—

(i) grants or denies consent using the op-
tion required under subparagraph (C)(i);

(ii) abandons or cancels the transmission
or execution pursuant to subparagraph
(C)(i); or

(ii) selects the option required under sub-
paragraph (D).

(2) SINGLE NOTICE.—The Commission shall
provide that, in the case in which multiple
information collection programs are pro-
vided to the protected computer together, or
as part of a suite of functionally-related soft-
ware, the notice requirements of paragraphs
(1)(A) and (2)(A) of subsection (a) may be met
by providing, before execution of any of the
information collection functions of the pro-
grams, clear and conspicuous notice in plain
language in accordance with paragraph (1) of
this subsection by means of a single notice
that applies to all such information collec-
tion programs, except that such notice shall
provide the option under subparagraph (D) of
paragraph (1) of this subsection with respect
to each such information collection pro-
gram.

(3) CHANGE IN INFORMATION COLLECTION.—If
an owner or authorized user has granted con-
sent to execution of an information collec-
tion program pursuant to a notice in accord-
ance with this subsection:

(A) IN GENERAL.—No subsequent such no-
tice is required, except as provided in sub-
paragraph (B).

(B) SUBSEQUENT NOTICE.—The person who
transmitted the program shall provide an-
other notice in accordance with this sub-
section and obtain consent before such pro-
gram may be used to collect or send informa-
tion of a type or for a purpose that is materi-
ally different from, and outside the scope of,
the type or purpose set forth in the initial or
any previous notice.

(4) REGULATIONS.—The Commission shall
issue regulations to carry out this sub-
section.

(d) REQUIRED FUNCTIONS.—The functions
required under this subsection to be included
in an information collection program that
executes any information collection func-
tions with respect to a protected computer
are as follows:

(1) DISABLING FUNCTION.—With respect to
any information collection program, a func-
tion of the program that allows a user of the
program to remove the program or disable
operation of the program with respect to
such protected computer by a function
that—

(A) is easily identifiable to a user of the
computer; and

(B) can be performed without undue effort
or knowledge by the user of the protected
computer.

(2) IDENTITY FUNCTION.—With respect only
to an information collection program that
uses information collected in the manner de-
scribed in paragraph (1)(B)(ii) or (2)(B) of
subsection (b), a function of the program
that provides that each display of an adver-
tisement directed or displayed using such in-
formation when the owner or authorized user
is accessing a Web page or online location
other than of the provider of the software is
accompanied by the name of the information
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collection program, a logogram or trade-
mark used for the exclusive purpose of iden-
tifying the program, or a statement or other
information sufficient to clearly identify the
program.

(3) RULEMAKING.—The Commission may
issue regulations to carry out this sub-
section.

(e) LIMITATION ON LIABILITY.—A tele-
communications carrier, a provider of infor-
mation service or interactive computer serv-
ice, a cable operator, or a provider of trans-
mission capability shall not be liable under
this section to the extent that the carrier,
operator, or provider—

(1) transmits, routes, hosts, stores, or pro-
vides connections for an information collec-
tion program through a system or network
controlled or operated by or for the carrier,
operator, or provider; or

(2) provides an information location tool,
such as a directory, index, reference, pointer,
or hypertext link, through which the owner
or user of a protected computer locates an
information collection program.

SEC. 4. ENFORCEMENT.

(a) UNFAIR OR DECEPTIVE ACT OR PRAC-
TICE.—This Act shall be enforced by the
Commission under the Federal Trade Com-
mission Act (15 U.S.C. 41 et seq.). A violation
of any provision of this Act or of a regula-
tion issued under this Act committed with
actual knowledge or knowledge fairly im-
plied on the basis of objective circumstances
that such act is unfair or deceptive or vio-
lates this Act shall be treated as an unfair or
deceptive act or practice violating a rule
promulgated under section 18 of the Federal
Trade Commission Act (15 U.S.C. 57a).

(b) PENALTY FOR PATTERN OR PRACTICE VIO-
LATIONS.—

(1) IN GENERAL.—Notwithstanding sub-
section (a) and the Federal Trade Commis-
sion Act, in the case of a person who engages
in a pattern or practice that violates section
2 or 3, the Commission may, in its discretion,
seek a civil penalty for such pattern or prac-
tice of violations in an amount, as deter-
mined by the Commission, of not more
than—

(A) $3,000,000 for each violation of section 2;
and

(B) $1,000,000 for each violation of section 3.

(2) TREATMENT OF SINGLE ACTION OR CON-
DUCT.—In applying paragraph (1)—

(A) any single action or conduct that vio-
lates section 2 or 3 with respect to multiple
protected computers shall be treated as a
single violation; and

(B) any single action or conduct that vio-
lates more than one paragraph of section 2(a)
shall be considered multiple violations,
based on the number of such paragraphs vio-
lated.

(¢) EXCLUSIVENESS OF REMEDIES.—The rem-
edies in this section (including remedies
available to the Commission under the Fed-
eral Trade Commission Act) are the exclu-
sive remedies for violations of this Act.

(d) EFFECTIVE DATE.—This section shall
take effect on the date of the enactment of
this Act, but only to the extent that this sec-
tion applies to violations of section 2(a).

SEC. 5. LIMITATIONS.

(a) LAW ENFORCEMENT AUTHORITY.—Sec-
tions 2 and 3 of this Act shall not apply to—

(1) any act taken by a law enforcement
agent in the performance of official duties;
or

(2) the transmission or execution of an in-
formation collection program in compliance
with a law enforcement, investigatory, na-
tional security, or regulatory agency or de-
partment of the United States or any State
in response to a request or demand made
under authority granted to that agency or
department, including a warrant issued
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under the Federal Rules of Criminal Proce-
dure, an equivalent State warrant, a court
order, or other lawful process.

(b) EXCEPTION RELATING TO SECURITY.—
Nothing in this Act shall apply to—

(1) any monitoring of, or interaction with,
a subscriber’s Internet or other network con-
nection or service, or a protected computer,
by a telecommunications carrier, cable oper-
ator, computer hardware or software pro-
vider, or provider of information service or
interactive computer service, to the extent
that such monitoring or interaction is for
network or computer security purposes,
diagnostics, technical support, or repair, or
for the detection or prevention of fraudulent
activities; or

(2) a discrete interaction with a protected
computer by a provider of computer software
solely to determine whether the user of the
computer is authorized to use such software,
that occurs upon—

(A) initialization of the software; or

(B) an affirmative request by the owner or
authorized user for an update of, addition to,
or technical service for, the software.

(c) GOOD SAMARITAN PROTECTION.—NoO pro-
vider of computer software or of interactive
computer service may be held liable under
this Act on account of any action volun-
tarily taken, or service provided, in good
faith to remove or disable a program used to
violate section 2 or 3 that is installed on a
computer of a customer of such provider, if
such provider notifies the customer and ob-
tains the consent of the customer before un-
dertaking such action or providing such
service.

(d) LIMITATION ON LIABILITY.—A manufac-
turer or retailer of computer equipment
shall not be liable under this Act to the ex-
tent that the manufacturer or retailer is pro-
viding third party branded software that is
installed on the equipment the manufacturer
or retailer is manufacturing or selling.

SEC. 6. EFFECT ON OTHER LAWS.

(a) PREEMPTION OF STATE LAW.—

(1) PREEMPTION OF SPYWARE LAWS.—This
Act supersedes any provision of a statute,
regulation, or rule of a State or political
subdivision of a State that expressly regu-
lates—

(A) deceptive conduct with respect to com-
puters similar to that described in section
2(a);

(B) the transmission or execution of a com-
puter program similar to that described in
section 3; or

(C) the use of computer software that dis-
plays advertising content based on the Web
pages accessed using a computer.

(2) ADDITIONAL PREEMPTION.—

(A) IN GENERAL.—NoO person other than the
Attorney General of a State may bring a
civil action under the law of any State if
such action is premised in whole or in part
upon the defendant violating any provision
of this Act.

(B) PROTECTION OF CONSUMER PROTECTION
LAWS.—This paragraph shall not be con-
strued to limit the enforcement of any State
consumer protection law by an Attorney
General of a State.

(3) PROTECTION OF CERTAIN STATE LAWS.—
This Act shall not be construed to preempt
the applicability of—

(A) State trespass, contract, or tort law; or

(B) other State laws to the extent that
those laws relate to acts of fraud.

(b) PRESERVATION OF FTC AUTHORITY.—
Nothing in this Act may be construed in any
way to limit or affect the Commission’s au-
thority under any other provision of law, in-
cluding the authority to issue advisory opin-
ions (under Part 1 of Volume 16 of the Code
of Federal Regulations), policy statements,
or guidance regarding this Act.
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SEC. 7. ANNUAL FTC REPORT.

For the 12-month period that begins upon
the effective date under section 11(a) and for
each 12-month period thereafter, the Com-
mission shall submit a report to the Con-
gress that—

(1) specifies the number and types of ac-
tions taken during such period to enforce
sections 2(a) and 3, the disposition of each
such action, any penalties levied in connec-
tion with such actions, and any penalties
collected in connection with such actions;
and

(2) describes the administrative structure
and personnel and other resources com-
mitted by the Commission for enforcement
of this Act during such period.

Each report under this subsection for a 12-
month period shall be submitted not later
than 90 days after the expiration of such pe-
riod.

SEC. 8. FTC REPORT ON COOKIES.

(a) IN GENERAL.—Not later than the expira-
tion of the 6-month period that begins on the
date of the enactment of this Act, the Com-
mission shall submit a report to the Con-
gress regarding the use of tracking cookies
in the delivery or display of advertising to
the owners and users of computers. The re-
port shall examine and describe the methods
by which such tracking cookies and the
websites that place them on computers func-
tion separately and together, and the extent
to which they are covered or affected by this
Act. The report may include such rec-
ommendations as the Commission considers
necessary and appropriate, including treat-
ment of tracking cookies under this Act or
other laws.

(b) DEFINITION.—For purposes of this sec-
tion, the term ‘‘tracking cookie’” means a
cookie or similar text or data file used alone
or in conjunction with one or more websites
to transmit or convey personally identifiable
information of a computer owner or user, or
information regarding Web pages accessed by
the owner or user, to a party other than the
intended recipient, for the purpose of—

(1) delivering or displaying advertising to
the owner or user; or

(2) assisting the intended recipient to de-
liver or display advertising to the owner,
user, or others.

(c) EFFECTIVE DATE.—This section shall
take effect on the date of the enactment of
this Act.

SEC. 9. REGULATIONS.

(a) IN GENERAL.—The Commission shall
issue the regulations required by this Act
not later than the expiration of the 6-month
period beginning on the date of the enact-
ment of this Act. Any regulations issued pur-
suant to this Act shall be issued in accord-
ance with section 553 of title 5, United States
Code.

(b) EFFECTIVE DATE.—This section shall
take effect on the date of the enactment of
this Act.

SEC. 10. DEFINITIONS.

For purposes of this Act:

(1) CABLE OPERATOR.—The term ‘‘cable op-
erator’” has the meaning given such term in
section 602 of the Communications Act of
1934 (47 U.S.C. 522).

(2) CoLLECT.—The term ‘‘collect’”, when
used with respect to information and for pur-
poses only of section 3, does not include ob-
taining of the information by a party who is
intended by the owner or authorized user of
a protected computer to receive the informa-
tion pursuant to the owner or authorized
user—

(A) transferring the information to such
intended recipient using the protected com-
puter; or

(B) storing the information on the pro-
tected computer in a manner so that it is ac-
cessible by such intended recipient.
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(3) COMPUTER; PROTECTED COMPUTER.—The
terms ‘‘computer’” and ‘‘protected com-
puter” have the meanings given such terms
in section 1030(e) of title 18, United States
Code.

(4) COMPUTER SOFTWARE.—

(A) IN GENERAL.—Except as provided in
subparagraph (B), the term ‘‘computer soft-
ware’’ means a set of statements or instruc-
tions that can be installed and executed on a
computer for the purpose of bringing about a
certain result.

(B) EXCEPTION FOR COOKIES.—Such term
does not include—

(i) a cookie or other text or data file that
is placed on the computer system of a user
by an Internet service provider, interactive
computer service, or Internet website to re-
turn information to such provider, service,
or website; or

(ii) computer software that is placed on the
computer system of a user by an Internet
service provider, interactive computer serv-
ice, or Internet website solely to enable the
user subsequently to use such provider or
service or to access such website.

(5) COMMISSION.—The term ‘‘Commission’’
means the Federal Trade Commission.

(6) DAMAGE.—The term ‘‘damage’ has the
meaning given such term in section 1030(e) of
title 18, United States Code.

(7) DECEPTIVE ACTS OR PRACTICES.—The
term ‘‘deceptive acts or practices” has the
meaning applicable to such term for pur-
poses of section 5 of the Federal Trade Com-
mission Act (15 U.S.C. 45).

(8) DISABLE.—The term ‘‘disable’” means,
with respect to an information collection
program, to permanently prevent such pro-
gram from executing any of the functions de-
scribed in section 3(b) that such program is
otherwise capable of executing (including by
removing, deleting, or disabling the pro-
gram), unless the owner or operator of a pro-
tected computer takes a subsequent affirma-
tive action to enable the execution of such
functions.

(9) INFORMATION COLLECTION FUNCTIONS.—
The term ‘“‘information collection functions”
means, with respect to an information col-
lection program, the functions of the pro-
gram described in subsection (b) of section 3.

(10) INFORMATION SERVICE.—The term ‘‘in-
formation service’” has the meaning given
such term in section 3 of the Communica-
tions Act of 1934 (47 U.S.C. 153).

(11) INTERACTIVE COMPUTER SERVICE.—The
term ‘‘interactive computer service ’’ has the
meaning given such term in section 230(f) of
the Communications Act of 1934 (47 U.S.C.
230()).

(12) INTERNET.—The term ‘‘Internet”
means collectively the myriad of computer
and telecommunications facilities, including
equipment and operating software, which
comprise the interconnected world-wide net-
work of networks that employ the Trans-
mission Control Protocol/Internet Protocol,
or any predecessor or successor protocols to
such protocol, to communicate information
of all kinds by wire or radio.

(13) PERSONALLY IDENTIFIABLE
TION.—

(A) IN GENERAL.—The term ‘‘personally
identifiable information’” means the fol-
lowing information, to the extent only that
such information allows a living individual
to be identified from that information:

(i) First and last name of an individual.

(ii) A home or other physical address of an
individual, including street name, name of a
city or town, and zip code.

(iii) An electronic mail address.

(iv) A telephone number.

(v) A social security number, tax identi-
fication number, passport number, driver’s
license number, or any other government-
issued identification number.

(vi) A credit card number.

INFORMA-
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(vii) Any access code, password, or account
number, other than an access code or pass-
word transmitted by an owner or authorized
user of a protected computer to the intended
recipient to register for, or log onto, a Web
page or other Internet service or a network
connection or service of a subscriber that is
protected by an access code or password.

(viii) Date of birth, birth certificate num-
ber, or place of birth of an individual, except
in the case of a date of birth transmitted or
collected for the purpose of compliance with
the law.

(B) RULEMAKING.—The Commission may,
by regulation, add to the types of informa-
tion specified under paragraph (1) that shall
be considered personally identifiable infor-
mation for purposes of this Act, except that
such information may not include any record
of aggregate data that does not identify par-
ticular persons, particular computers, par-
ticular users of computers, or particular
email addresses or other locations of com-
puters with respect to the Internet.

(14) SUITE OF FUNCTIONALLY RELATED SOFT-
WARE.—The term ‘suite of functionally re-
lated software’ means a group of computer
software programs distributed to an end user
by a single provider, which programs are
necessary to enable features or
functionalities of an integrated service of-
fered by the provider.

(15) TELECOMMUNICATIONS CARRIER.—The
term ‘‘telecommunications carrier’ has the
meaning given such term in section 3 of the
Communications Act of 1934 (47 U.S.C. 153).

(16) TRANSMIT.—The term ‘‘transmit”
means, with respect to an information col-
lection program, transmission by any means.

(17) WEB PAGE.—The term ‘‘Web page”’
means a location, with respect to the World
Wide Web, that has a single Uniform Re-
source Locator or another single location
with respect to the Internet, as the Federal
Trade Commission may prescribe.

SEC. 11. APPLICABILITY AND SUNSET.

(a) EFFECTIVE DATE.—Except as specifi-
cally provided otherwise in this Act, this Act
shall take effect upon the expiration of the
12-month period that begins on the date of
the enactment of this Act.

(b) APPLICABILITY.—Section 3 shall not
apply to an information collection program
installed on a protected computer before the
effective date under subsection (a) of this
section.

(c) SUNSET.—This Act shall not apply after
December 31, 2009.

The SPEAKER pro tempore (Mr.
FOSSELLA). Pursuant to the rule, the
gentleman from Texas (Mr. BARTON)
and the gentlewoman from Illinois (Ms.
SCHAKOWSKY) each will control 20 min-
utes.

The Chair recognizes the gentleman
from Texas (Mr. BARTON).

GENERAL LEAVE

Mr. BARTON of Texas. Mr. Speaker,
I ask unanimous consent that all Mem-
bers may have 5 legislative days within
which to revise and extend their re-
marks and include extraneous material
on H.R. 2929.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Texas?

There was no objection.

Mr. BARTON of Texas. Mr. Speaker,
I yield myself such time as I may con-
sume.

Mr. Speaker, today the House is con-
sidering legislation to protect con-
sumers against Internet spying.

Internet spying is all too common.
Many consumers are totally unaware
that even that their computers can be
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infected with programs that monitor
their activity on the Internet and
transfer private information to third
parties. At the least, this private infor-
mation is used to drive the annoying
pop-up ads that we see when we turn on
our computers. At its very worst,
spyware is used by unscrupulous opera-
tors to steal financial information and
even the individual who owns the com-
puter’s personal identity.

The term spyware is used to describe
a number of nefarious activities on the
Internet, all involve spying or stealing
information about consumers without
their permission. These activities in-
clude: Key stroke logging, in which all
of the computer user’s key strokes are
recorded and sent to a third party;
homepage highjacking, in which
spyware takes control of the computer,
highjacks the individual user’s home-
page to a commercial or in some case a
pornographic site; phishing, in which
spyware directs false messages to com-
puter users purporting to be from rep-
utable merchants to steal credit card
or other financial information from the
user for the use of the third party.

Spyware is downloaded on to a com-
puter without the knowledge of the
user. Computers can be infected just by
visiting Web sites that cause spyware
to be downloaded on to any computer
visiting that site.

We tested some of the computers in
the Committee on Energy and Com-
merce. We discovered that these com-
puters had been infected with many
pieces of spyware, I believe the number
was over 60, and that some of it did di-
rect information to third parties about
the use of those computer. All of this
was done without any notice to the
owners of those computers. I would
also point out that this was done by
getting through at least two fire walls,
the House of Representatives’ fire wall
and the Committee on Energy and
Commerce’s fire wall.

Technological development moves
quickly, much faster than the regu-
latory or legislative process. It has
taken the House 5 years to give regu-
lators additional tools to combat spam,
for instance. I am told that the Federal
Trade Commission has not brought any
cases against purveyors of spyware to
date. Our reaction to spyware is the ex-
ception to this rule. In town meetings
in my congressional district in Texas
just this past August, my constituents
unanimously expressed outrage at the
brazenness of spyware and exhibited a
strong desire for us to act as soon as
possible against this insidious disease.

Every Member that I have spoken
with on both political parties wants to
take action to fight spyware. Some
have heard from constituents. One of
our subcommittee chairmen experi-
enced the effects of spyware firsthand
when his own homepage was
highjacked. Today, on a bipartisan
basis, it is my hope that we will pass
this legislation to combat spyware.

The legislation before us would pro-
hibit the sets of practices like
highjacking a consumer’s homepage. It
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would prohibit keystroke logging. It
would prohibit sending ads that cannot
be closed except by shutting down the
computer. It would also provide for a
prominent opt-in for consumers prior
to downloading any monitoring soft-
ware under that consumer’s computer.

I believe that consumers should be
given notice and have the right to con-
sent before monitoring software that
collects information about them is
added to their computers.

The legislation before us would also
require that monitoring software be
easily disabled at the direction of the
consumer. It would also provide for
FTC, Federal Trade Commission, en-
forcement with significant monetary
penalties for those who knowingly vio-
late the act. While criminal penalties
may be appropriate for the most egre-
gious behavior, I believe we have an ob-
ligation to provide additional protec-
tion to consumers’ online information
by having these civil fines that the
FTC would enforce.

Importantly, the SPY ACT before us
regulates information-collection pro-
grams. These are programs that have
the capability to collect personally
identifiable information and either
transmit that information to a third
party or use that information to de-
liver or display advertising on the com-
puter. The SPY ACT requires compa-
nies that are sending ads to the com-
puters to identify with each ad the in-
formation collection program that is
generating the ad. With this disclosure,
consumers will know who is bom-
barding them with ads and will be able
to make their own decision as to
whether they wish to be so bombarded.

The SPY ACT sets up a uniform na-
tional rule. Internet commerce is in-
herently interstate in nature. We need
one set of rules for such commerce. I
want to commend a number of Mem-
bers for their strong work on this bill.
First of all, I would like to thank the
bill’s sponsor, the gentlewoman from
California (Mrs. BONO). It is she who
has taken the lead to introduce the bill
last October when most of us, myself
included, had little knowledge of ex-
actly what spyware was. She has been
a tireless educator to many of us on its
dangers and has worked tirelessly to
improve the bill. She has brought dy-
namic leadership on technology issues
to the Committee on Energy and Com-
merce, and her commonsense approach
on this legislation has brought the
issue to the floor expeditiously. I want
to commend her for her strong work.

The gentleman from New York (Mr.
TOWNS), the co-sponsor of the original
legislation with the gentlewoman from
California (Mrs. BONO), he too has been
a great bipartisan partner in this
project. He made important contribu-
tions to the areas of network- and com-
puter-based security.

The gentleman from Florida (Mr.
STEARNS), the chairman of the Sub-
committee on Commerce, Trade and
Consumer Protection has been a key
leader on all privacy related issues in

CONGRESSIONAL RECORD —HOUSE

this Congress. He has held eight hear-
ings on privacy matters in this Con-
gress and worked with the gentle-
woman from California (Mrs. BONO) and
the gentleman from New York (Mr.
TowNS) to perfect the legislation that
is before us today.

I would also like to commend the
gentleman from Michigan (Mr. DIN-
GELL), the ranking minority member
and the gentlewoman from Illinois (Ms.
SCHAKOWSKY) the ranking sub-
committee member, for their excellent
work at the subcommittee and full
committee.

We have had truly a bipartisan effort
to perfect this legislation and bring it
to the floor today. It shows what can
happen when Members on both sides of
the aisle work together towards a com-
mon purpose.

The bill before us is a significant im-
provement on the original bill. And it
is a result of the fine work that has
been done by all Members on all sides
of the aisle. This is a good bill. It has
passed the Committee on Energy and
Commerce overwhelmingly.

Anybody who has held a town meet-
ing on this can tell you automatically
that our constituents are opposed to
spyware and want us to do something
to protect their privacy as soon as pos-
sible.

Madam Speaker, I hope that we pass
this overwhelmingly.

Madam Speaker, I reserve the bal-
ance of my time.

Ms. SCHAKOWSKY. Madam Speaker,
I yield myself such time as I may con-
sume.

Madam Speaker, I rise today in sup-
port of a strong consumer and privacy
protection bill, H.R. 2929, the Securely
Protect Yourself Against Cyber Tres-
pass Act or the SPY ACT.

First, I would like to thank my col-
leagues, the gentleman from Texas
(Mr. BARTON), the ranking member, the
gentleman from Michigan (Mr. DIN-
GELL), the gentleman from Texas (Mr.
STEARNS), the gentleman from New
York (Mr. ToOwNS) and the gentle-
woman from California (Mrs. BoNO), for
their work on the SPY Act. I would
like to commend them for the manner
in which this bill was handled. The
process was open. There was a sincere
willingness to address each other’s con-
cerns and the work was organized
around the goal of creating a strong
and effective consumer protection bill.
I think we have accomplished our goal.

The SPY ACT is a bill whose time
has come. As we have learned from our
constituents, friends and family from
our own experiences, people are in-
creasingly finding that their home web
pages have been changed or that their
computers are sluggish. They will get
pop-up ads that will not go away no
matter how many times they try to
close them. They find software on their
computer that they did not install and
that they cannot un-install. Their com-
puters are no longer their own, and
they cannot figure out why. They
think that the problem is with their
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computer, with a faulty program they
installed, or with their Internet service
provider.

But more and more often, it is be-
coming clear that they are the unwill-
ing victims of spyware. Software that
can collect personal information, track
web usage and adversely effect com-
puter performance. While some of the
above examples may be written off as
merely annoying, there are serious pri-
vacy and security issues at stake.

The tracking capability of the soft-
ware is so powerful that it can record
every Kkeystroke a computer user en-
ters. It can snatch personal informa-
tion from a consumer’s hard drive. Peo-
ple can see their bank account num-
bers, passwords and other personal in-
formation stolen because they quite in-
nocently went to a Web site or clicked
an agreement which downloaded
spyware onto their computer.

Although we do not want to stop le-
gitimate uses of the underlying soft-
ware, like allowing for access to online
newspapers without having to register
every time the Web site is visited, we
do want consumers to know what is
happening with their constitutes and
personal information and to stop truly
nefarious abuses of the programs, like
keystroke logging which can track and
transmit every keystroke entered to an
unintended recipient.

The SPY ACT ensures that con-
sumers are protected from truly bad
acts and actors while also preserving
pro-consumer functions of the soft-
ware. It prohibits indefensible uses of
the software, like keystroke logging
and homepage highjacking. Addition-
ally, it gives consumers the choice to
opt-in to the installation or activation
of information-collection programs on
their computer, programs that are not
spyware, but only when the consumer
knows exactly what information will
be collected and what will be done with
it.

Furthermore, the SPY ACT gives the
Federal Trade Commission the power it
needs, on top of laws already in place,
to pursue deceptive uses of the
spyware. The SPY ACT puts the con-
trol of computers and privacy back in
consumers’ hands, and I am glad that I
was able to be a part of the process
that brought this bill to the floor
today.

Again, I thank my colleagues for this
pro-consumer, pro-privacy and bipar-
tisan piece of legislation.

Madam Speaker, I reserve the bal-
ance of my time.

Mr. BARTON of Texas. Madam
Speaker, I yield 5 minutes to the gen-
tleman from Florida (Mr. STEARNS),
the distinguished subcommittee chair-
man.

Mr. STEARNS. Madam Speaker, I am
pleased to support this legislation. I
think it provides strong e-commerce
protection, not through computer
codes but rather through the U.S. legal
code, for the American consumer and
businesses large and small. And I would
like to say at the very onset that we
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have support from the industry itself.
Microsoft, Time Warner, Dell, Yahoo,
eBay, the Business Software Alliance,
Humana, BEarthLink and several
spyware companies themselves.

The SPY ACT of 2004 takes dead aim
at unwanted and sometimes malicious
programs known as spyware that we all
know can link and lurk in cyberspace.
They corrupt and compromise com-
puters and their networks and ulti-
mately, Madam Speaker, they cost
Americans and the economy major
losses in time and money and produc-
tivity.

The Federal Trade Commission loose-
ly defines spyware as software ‘‘that
aids in gathering information about a
person or organization without their
knowledge and that may send such in-
formation to another entity without
the consumer’s consent or that assert
control over a computer without the
consumer’s knowledge.”’

The reality is that this deceptive and
sometimes fraudulent activity, includ-
ing the use of spyware, not only has
the potential to damage consumer’s
confidence in e-commerce but also can
be used to defraud consumers by steal-
ing their personal financial informa-
tion, quite literally, from underneath
their noses. It is also alarming that es-
timates now show that these spyware
programs have grown in number from
about 2 million in August of 2003 to
over 14 million today.

The National Cybersecurity Alliance
has estimated that over 90 percent of
users had some form of adware or
spyware on their computers, and frank-
ly, most of them were totally unaware
of it. Given the gravity of this threat
and its rapid growth, I am proud to say
that the Committee on Energy and
Commerce, Republicans and Democrats
alike, as mentioned by the ranking
member, have worked together in a bi-
partisan fashion. Oftentimes, we are on
the House floor, we will be here prob-
ably the next couple of days, not in a
bipartisan fashion, but we are here
today, and it is a credit to the leader-
ship for bringing this bill before us.

Obviously, I think great credit goes
to my colleague, the gentlewoman
from California (Mrs. BoNO) for her
early leadership in this area and also
working in a bipartisan method. I
think a lot of credit goes to the gen-
tleman from New York (Mr. TOWNS) for
his early co-sponsorship. And I think
our Subcommittee on Commerce,
Trade and Consumer Protection, which
I chair, and the gentlewoman from Illi-
nois (Ms. SCHAKOWSKY) is the ranking
member, also as she pointed out,
worked together.

I would also like to tell my col-
leagues, this is another good effort of
our staffs, both Democrat and Repub-
lican, working together. The hard work
of industry also should be commended
because, obviously, when this bill first
got started and we had our hearings,
there were a lot of people in the indus-
try that had some reservations.
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We can only get through those res-
ervations by having open-door commu-
nications with them and making the
case of hard work with the staff and
trying to get this free flow of commu-
nication, and I think in this case the
staff is to be commended for making,
as the chairman said, a good bill even
better.

As I mentioned to him, I have had
many hearings dealing with privacy,
and we have had a hearing on this. So
H.R. 2929 would not only send a loud
and clear message to those who would
do harm to our computers but it also
would add another layer of protection
over the robust firewall and detection
technology that the information tech-
nology industry is starting to provide
consumers and businesses.

In conclusion, Madam Speaker, I
urge my colleagues to pass H.R. 2929,
the SPY Act of 2000. It is time to put
an end to spyware and keep Americans
secure and confident in the e-com-
merce marketplace.

Ms. SCHAKOWSKY. Madam Speaker,
I would like to join the gentleman in
thanking our staff, as well, for the hard
work and the good work they did on
bringing this legislation now to fru-
ition.

Madam Speaker, I yield 5 minutes to
the gentleman from New York (Mr.
TOWNS), one of the people most respon-
sible for this consumer protection leg-
islation.

Mr. TOWNS. Madam Speaker, I rise
in support of the SPY Act, which would
greatly improve the privacy of con-
sumers’ online computer use.

A lot of hard work has been put into
this legislation. First and foremost, I
would like to commend the gentle-
woman from California (Mrs. BONO),
the primary sponsor of the bill. With-
out her hard work, insight and persist-
ence on this issue, we would not be
here today. As the primary Democratic
sponsor, I have been proud to work
with her on this bill, and I salute her
for all her efforts.

I also want to commend the gen-
tleman from Texas (Chairman BARTON)
for his strong commitment to this
issue and leadership in getting our bill
to the floor. I would like to thank the
gentleman from Florida (Chairman
STEARNS), the gentleman from Michi-
gan (Ranking Member DINGELL), and
the gentlewoman from Illinois (Rank-
ing Member SCHAKOWSKY), who have all
made substantial contributions. I
would also like to acknowledge all of
the staff that have worked so hard to
make this day a reality.

There is no debate that spyware is a
serious problem, one that is growing
and becoming more harmful every day.
Spyware software, which is downloaded
without the computer owner’s knowl-
edge, invades our privacy by recording
and transmitting personal information,
monitoring the Web sites we visit, or
even stealing documents from our com-
puters. Other programs hijack our
computers by changing our home page
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or forcing us to click through multiple
screens until we download a spyware
program.

Today’s legislation would give con-
sumers new tools to prevent these
harmful activities from happening.
Under the bill, consumers would have
to receive a clear and concise warning
about the spyware program. Second,
consumers would have to provide their
affirmative consent before the program
could operate on their computer. Fi-
nally, consumers must have the option
to easily disable any harmful spyware
program on their computer.

While some consumers may want to
share their information to receive free
games or other discount offers, all con-
sumers have the right to make that
choice. This legislation would help en-
sure that consumers who do not want
these programs secretly operating in
the background, recording personal in-
formation, are not on their computers.

Finally, Madam Speaker, any time
we legislate on highly technical mat-
ters, there is always a danger in sti-
fling innovation or making the use of
legitimate software too burdensome. It
is a very difficult tightrope to walk,
but I think we have done an excellent
job in walking that line. This bill ad-
dresses many of the concerns raised,
while at the same time retaining
meaningful notice and consent to pro-
tect consumers’ privacy.

This is a classic example of what we
can accomplish when we work to-
gether, and we have worked together to
make this day a reality. Through much
hard work, we have carefully crafted a
strong, bipartisan consumer protection
bill; and I urge my colleagues to sup-
port this legislation because it is need-
ed and needed desperately.

Mr. BARTON of Texas. Madam
Speaker, I want to thank the gen-
tleman from New York who just spoke
for his excellent leadership on this bill.
It is a better bill because of his efforts.

Madam Speaker, I yield 5 minutes to
the distinguished gentlewoman from
California (Mrs. BoONO), who, along with
the gentleman from New York (Mr.
TOWNS), was an original cosponsor of
the original bill.

Mrs. BONO. Madam Speaker, first I
would like to thank the gentleman
from Texas for yielding me time and
for his tremendous leadership on this
issue, as well as all of the issues before
the Committee on Energy and Com-
merce.

I would also like to extend my grati-
tude to the gentleman from Michigan
(Ranking Member DINGELL), the gen-
tleman from Florida (Chairman
STEARNS), a good friend, the gentle-
woman from Illinois (Ranking Member
SCHAKOWSKY) and the original cospon-
sor along with me, the gentleman from
New York (Mr. TowNs), who has been
an absolute pleasure and delight to
work with. I look forward to working
with him on a lot more similar issues
in the future.

BEach of the aforementioned col-
leagues of mine, as well as their staffs,
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have worked with me to improve and
refine this bill. I also thank the indus-
try participants and consumer groups
who have contributed to its improve-
ment. I am confident that we have
drafted a bill that protects consumers
without impeding the growth of tech-
nology.

I would also like to thank all my
staff and Jennifer Baird and Linda
Valter for their tireless work.

In the other body, Senators BURNS,
WYDEN, AND BOXER introduced S. 2145,
the SPY BLOCK Act, and the Senate
Commerce Committee recently ap-
proved and reported the bill. I look for-
ward to working with my Senate coun-
terparts on this matter, as well as the
FTC and the technology industry,
which will hopefully work to educate
consumers about the dangers sur-
rounding spyware, as well as its na-
ture.

In California, my home State, Gov-
ernor Schwarzenegger, recently signed
an anti-spyware bill entitled the Con-
sumer Protection Against Computer
Spyware Act. This bill, similar to other
State laws, varies from the proposed
Federal legislation, making it all the
more imperative that we act now to en-
sure there is a uniform standard avail-
able for consumers.

Yesterday, Earthlink and Webroot
just released their latest spyware
audit, which reveals that after 3 mil-
lion scans for spyware, 83.4 million in-
stances of spyware had been discov-
ered. This is an average of 26 traces of
spyware per SpyAudit scan. Unfortu-
nately, consumers regularly and un-
knowingly download software pro-
grams that have the ability to track
their every move. Consumers are some-
times informed when they download
such software. However, the notice is
often buried in multithousand word
documents that are filled with tech-
nical terms and legalese that would
confuse even a high-tech expert. More-
over, there are some Web sites and e-
mail messages which deliberately trick
computer users.

In response to the rapid proliferation
of spyware, in July of 2003, together
with the gentleman from New York
(Mr. TowNS), I introduced H.R. 2929, the
Securely Protect Yourself Against
Cyber Trespass Act. This bill prohibits
such behavior by specifically outlawing
Web hijacking, keystroke logging,
drive-by downloads, phishing, and sev-
eral other insidious behaviors.

Additionally, H.R. 2929 establishes a
simple notice regime so the computer
users can make informed decisions re-
garding programs they wish to put on
their computers. The PC has become
our new town square and global mar-
ket, as well as our private database. If
a consumer downloads software that
can monitor the information shared
during transactions, for the sake of the
consumer as well as e-commerce, it is
imperative that the consumer be in-
formed of whom he or she is inviting
into their computer and what he or she
is capable of doing. After being in-
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formed, a consumer should have the

chance to decide whether to continue

with that download.

H.R. 2929 would require that all
spyware companies give clear, concise
and conspicuous notice to computer
users about the function of their soft-
ware, as well as the information that
may be collected and transmitted
through such software. After giving
such notice, the computer user would
have to agree to further download that
software.

Madam Speaker, I urge my col-
leagues to support H.R. 2929. Again, I
thank the chairman and my colleagues
on the other side of the aisle.

Ms. SCHAKOWSKY. Madam Speaker,
if I could inquire if there are any other
speakers on the other side.

Mr. BARTON of Texas. We think we
have the gentleman from Michigan
(Mr. UPTON), subcommittee chairman,
on his way; but other than that we
have no other speakers.

Ms. SCHAKOWSKY. Madam Speaker,
I have no other speakers, and I yield
back the balance of my time.

Mr. BARTON of Texas. Madam
Speaker, I yield myself the balance of
the time.

To close the debate, let me simply
say I think we have seen in this debate
not just the bipartisan support but the
unanimous support this bill has.
Whether my colleagues represent met-
ropolitan New York City or the suburbs
of Chicago or the hurricane-ravaged
plains of Florida, the prairies of Texas,
or Southern California, we are all
hooked up to the Internet; and we all
have constituents who are outraged
that as they do their Internet shopping
and browsing and surfing, these insid-
ious programs called spyware can in-
fect their computers without their per-
mission. Unfortunately, right now it is
not even illegal.

What this bill does is make it illegal,
and it gives the Federal Trade Commis-
sion the authority to impose signifi-
cant civil fines for using this spyware.

I would also like to point out that
thanks to the strong work of the com-
mittee staff on both sides of the aisle,
we have a bill that the business com-
munity supports. Microsoft, the Soft-
ware Business Alliance, Yahoo, Time
Warner who owns AOL, they all sup-
port this. Ebay supports this bill. We
are going to put those statements of
support in the RECORD at this point.

TIMEWARNER,
September 21, 2004.

Hon. JOE BARTON,

Hon. JOHN DINGELL,

House Energy and Commerce Committee, House
of Representatives, Rayburn House Office
Building, Washington, DC.

DEAR CHAIRMAN BARTON AND REPRESENTA-
TIVE DINGELL: On behalf of TimeWarner and
its AOL division, I would like to express our
support for H.R. 2929, the Safeguard Against
Privacy Invasions Act, which was authored
by Representatives Bono and Towns and ap-
proved by your Committee in June.

Battling spyware is one of AOL’s top busi-
ness and policy priorities. Spyware is a grow-
ing concern for all Internet users, wreaking
havoc with consumers’ computers and under-
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mining their online experience. We believe

that spyware must be addressed on many

fronts, including through legislation, tech-
nology, and consumer education.

We have been pleased to work closely with
the House Energy and Commerce Committee
over the past several months on this legisla-
tion. H.R. 2929 will provide some important
tools in the fight against spyware, outlawing
destructive behaviors that can deceive and
defraud consumers through the use of unau-
thorized software. We appreciate all of the
improvements you have made and continue
to make to this bill as it moves through the
process, and we are hopeful that, along with
legislation that has been approved by the Ju-
diciary Committee, it will soon be consid-
ered on the House Floor.

The time is right for strong and effective
federal spyware legislation. We are grateful
for the opportunity to work with you and
your Committee on this topic, and are eager
to see this bill move forward so that con-
sumers and legitimate businesses can enjoy
additional anti-spyware protections in the
near future.

Sincerely,
JENNIFER JACOBSEN,
Vice President,
Global Public Policy.
BUSINESS SOFTWARE ALLIANCE,
Washington, DC, September 17, 2004.

Hon. JOE BARTON,

Chairman, House Energy and Commerce Com-
mittee, Rayburn House Office Building,
Washington, DC.

DEAR MR. CHAIRMAN: Thank you for your
ongoing efforts to advance America’s high
tech industries and protect the interests of
American consumers. We appreciate your
commitment and leadership.

In particular, I write today to commend
you for your attention to addressing the
growing problem of spyware and to let you
know that the Business Software Alliance
endorses your leadership in moving to secure
approval of the Spy Act, H.R. 2929, on the
House floor this Congress. The manager’s
amendment to the committee passed bill,
which we understand will be brought to the
floor, is a step forward in the effort to con-
trol the onslaught of harmful spyware that
has proved to be annoying at best and harm-
ful at its worst to consumers and businesses
alike.

Surreptitiously downloaded spyware in-
flicts significant costs on our member com-
panies as they are forced to help their inno-
cent customers identify and remedy the
source of parasitic encroachment on their
computer systems. As an association that
represents the country’s leading business
software and hardware makers, we know all
too well the dangers of harmful and decep-
tive spyware. We have heard from our cus-
tomers, just as you have from your constitu-
ents, that this spyware is frustrating the
user experience by hijacking their personal
property.

I also want to commend you and your staff
on the development of the legislation. As
you know, the initial drafts raised concerns
that the bill might target and punish tech-
nologies rather than the bad behavior that
has proved to be so troublesome. I am
pleased that you and your staff provided an
open and inclusive environment for us to
share our views and appreciate the improve-
ments that have been made to the legisla-
tion.

As you know, successful legislation re-
quires thoughtful discussion, cooperation
and compromise, and we understand the im-
portant balance you have sought to achieve
in moving this process forward. We applaud
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your efforts, and BSA looks forward to work-
ing with you and your staff as the bill con-
tinues through the legislative process.
Sincerely,
ROBERT W. HOLLEYMAN, II,
President and CEO.
SEPTEMBER 21, 2004.

Hon. JOE BARTON,

Chairman, House Committee on Energy & Com-
merce, Rayburn House Office Building,
Washington, DC.

Hon. JOHN DINGELL,

Ranking Member, House Committee on Energy
& Commerce, Rayburn House Office Build-
ing, Washington, DC.

DEAR CHAIRMAN BARTON AND CONGRESSMAN
DINGELL: On behalf of eBay and its more
than 100 million users worldwide, I want to
commend you for your bipartisan work on
legislation intended to combat Spyware on
the Internet.

We agree that the proliferation of so-called
“Spyware’ on the Internet threatens to un-
dermined consumers’ online experience and
erode the overall value of the Internet. eBay
is always ready to work with lawmakers to
come up with sound legislation that pro-
hibits invasions of privacy while protecting
legitimate activities we use to protect our
community and fight fraud. We believe the
Energy & Commerce Committee has worked
hard to strike the necessary balance on this
important issue, and has gone to unprece-
dented lengths to reach bipartisan consensus
and work with industry leaders.

One of eBay’s highest priorities is to pro-
vide a safe and well-lit place for our users to
conduct business. That is why we are pleased
with the Committee’s willingness to include
a provision exempting fraud detection and
prevention activities from the bill’s require-
ments intended to deter Spyware. That pro-
vision will allow us to continue to gather
critical information needed to protect our
users when they trade on eBay.

Thank you for taking eBay’s concerns into
consideration in developing balanced legisla-
tion to target nefarious behavior on the
Internet. We look forward to full House con-
sideration of this important legislation as
soon as possible.

Sincerely,
ToD H. COHEN,
Associate General,
Global Government Relations.
HUMANA INC.,
Louisville, KY, September 15, 2004.

Re H.R. 2929—the Safeguard Against Privacy

Invasions Act.

Hon. JOE BARTON,
Chairman, House Energy and Commerce Com-
mittee, Washington, DC.

DEAR CHAIRMAN BARTON: I wish to express
my company’s strong support for the Com-
mittee-reported version of H.R. 2929, the
Safeguard Against Privacy Invasions Act, or
SPY Act. This legislation provides a mean-
ingful opportunity to reduce the amount of
spyware and disruptive advertising that are
threatening to impair our day-to-day busi-
ness applications. Moreover, such reduction
will enhance the protection of our cus-
tomers’ personal information and improve
their online experience.

Humana Inc., headquartered in Louisville,
Kentucky, is one of the nation’s largest pub-
licly traded health benefits companies, with
approximately 7 million medical members
located primarily in 19 states and Puerto
Rico. We offer coordinated health insurance
coverage and related services—through tra-
ditional and internet-based plans—to em-
ployer groups, government-sponsored plans
and individuals. We have approximately
13,000 employees.
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At Humana, we have experienced signifi-
cant spyware-related damage on our
workstations. This includes computer-re-
lated printing problems, inability to operate
internal applications like entering time-
sheets and expense reports, serious perform-
ance degradation (slow response time), and
the inability to launch or use the Internet or
our internal intranet applications. We have
numerous workstations that have needed to
be rebuilt because of spyware issues and
service calls where our technicians spend nu-
merous hours troubleshooting various
spyware problems. We estimate that we re-
ceived approximately 300,000 individual
pieces of malicious spyware in the first quar-
ter of 2004 alone (or approximately 5 percent
of all transactions.)

Not every associate or consumer has the
sophistication level of knowing what is or
may not be installed on his or her PC—caus-
ing spyware-related response time issues. As
a result, we believe that surreptitiously in-
stalled spyware introduces very serious pri-
vacy concerns both at an individual level and
for corporations. Unknowingly being spied
upon seems to also introduce new types of
concerns for corporations, including protec-
tion of intellectual assets, property, trade
secrets, and competitive advantage informa-
tion.

Additionally, as a company whose core
business is to handle our customers’ most
sensitive medical information, we strongly
support the concept that consumers need to
be meaningfully informed about how their
personal information is collected and used.
And, we support their right to end that rela-
tionship when they deem fit to do so. There
is no such thing as ‘‘benign’’ spyware.

The health care industry continues to be
one of the most paper-intensive industries.
In the past several years, we have made
great strides to move toward an electronic
world. E-commerce and the Internet in the
health care industry have reduced adminis-
trative costs, improved claims processing,
and hold the promise of improving patient
care and quality through concepts such as
electronic medical records. The proliferation
of spyware and disruptive software threatens
to undermine consumers’ confidence in the
Internet and negate the progress we have
made and hope to make in the future. There-
fore we fully support moving forward with
this important legislation.

In closing, we appreciate the opportunity
to comment on H.R. 2929, and look forward
to assisting the Committee in any way as
this legislation moves forward.

Sincerely,
BRUCE J. GOODMAN,
Senior Vice President and
Chief Service and Information Officer.
MICROSOFT CORPORATION,
Washington, DC, September 22, 2004.

Hon. JOE BARTON,

Chairman, House Energy and Commerce Com-
mittee, House of Representatives, Wash-
ington, DC.

Hon. JOHN D. DINGELL,

Ranking Member, House Energy and Commerce
Committee, House of Representatives, Wash-
ington, DC.

DEAR CHAIRMAN BARTON AND RANKING
MEMBER DINGELL: I am writing to commend
your leadership on H.R. 2929, the ‘‘Securely
Protect Yourself Against Cyber Trespass
Act” or the “SPY ACT,” and convey
Microsoft’s support for moving the bill for-
ward for consideration by the full House.

Microsoft shares the goals of the members
of the Energy and Commerce Committee to
protect consumers from deceptive software
(“‘spyware’’). We agree: the fraudsters that
use deceptive software to prey on consumers
must be stopped. We appreciate your and
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your staff’s tireless work toward producing a
bill that, as you put it, goes after the bad
guys but doesn’t unnecessarily impede the
good guys.

Legislation is but one tool with which to
wage the fight against spyware. In addition
to strong laws, Microsoft strongly believes
that technological solutions, consumer
awareness, best practices, and strong en-
forcement are all critical elements of any ef-
fective strategy to help unsuspecting con-
sumers avoid being victimized by spyware.

In particular, I want to express our appre-
ciation for working to address concerns with
Section 3 of H.R. 2929 which imposes notice
and consent requirements to protect the pri-
vacy of computer users. We appreciate the
work of the staff to understand potential
consequences of such requirements in in-
stances where exchange of data is related to
the functionality of particular software ap-
plications or where it would be reasonably
expected by computer users.

Finally, let me personally convey
Microsoft’s appreciation for the opportunity
to provide input to you and the committee
staff throughout this process. We would not
have reached this point without their dili-
gence and serious consideration of our feed-
back.

Like any legislation of such complexity,
there may be additional areas that need to
be clarified or enhanced. With that in mind,
we look forward to continuing to work in
partnership with you and the bipartisan
committee staff should such issues arise.
Likewise, please do not hesitate to call on us
should you require our input or assistance.

Thank you for the enormous amount of
time and effort you have devoted to this im-
portant effort.

Sincerely,
JACK KRUMHOLTZ,
Managing Director, Federal Gov. Affairs,
Associate General Counsel.

YAHOO! INC.,
SEPTEMBER 17, 2004.
Hon. JOE BARTON,
Energy & Commerce Committee,
2322 Rayburn House Office Building,
ington, DC.

DEAR MR. CHAIRMAN, Yahoo! writes to sup-
port the latest version of H.R. 2929 issued on
September 10, 2004, and looks forward to con-
tinuing to work with you as the bill proceeds
through the legislative process.

Wash-

You, Ranking Minority Member Dingell,
Subcommittee Chairman Stearns, Ranking
Member SchakowsKky, and co-authors of the
bill Representatives Bono and Towns and the
respective staff, have worked tirelessly to
develop a bill that prohibits ‘‘spyware’ ac-
tivities such as taking control of a user’s
computer or modifying computer settings for
the purposes of causing damage. In addition,
the bill gives users more control over their
online experience through enhanced notices
and features that can disable aspects soft-
ware consumers may find undesirable. The
new requirements strike a balance between
allowing useful tools for computer users and
requiring reasonable changes to existing
mechanisms to give notice, consent, and to
remove or disable software.

Thank you for hearing our concerns, re-
sponding to them accordingly, and giving
consumers and legitimate businesses hope
that the spyware problem can be, in part, ad-
dressed by new tools for consumers and the
new deterrent penalties in H.R. 2929.

Sincerely,
JOHN SCHEIBEL,
Vice President for Public Policy.
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UNITED STATES TELECOM ASSOCIATION,
Washington, DC, August 4, 2004.
Hon. DENNIS HASTERT,
House of Representatives,
Washington, DC.

DEAR MR. SPEAKER: On behalf of the
United States Telecom Association
(“USTA”), I am writing to express our sup-
port of H.R. 2929, the Safeguard Against Pri-
vacy Invasions Act. USTA was grateful for
the opportunity afforded by members of the
House Commerce Committee specifically
Chairman Barton, Representatives Stearns,
Upton, Bono, Dingell Towns, and
Schakowsky and their staff to participate
and comment on this legislation. USTA rep-
resents over 1,200 member companies that
offer a wide range of services, including local
exchange, long distance, wireless, Internet
and cable television service.

H.R. 2929 recognizes appropriately the role
of telecommunications carriers as it relates
to network integrity, security and the trans-
mission of information. In late June, the
House Commerce Committee voted 454 to
send this legislation to the full House and it
is our hope that it will be considered in the
coming weeks.

Again, thank you for all you do on behalf
of the telecommunications industry. Please
do not hesitate to contact me if I may be of
service to you or your staff.

Sincerely,
WALTER B. MCCORMICK, JR.
President and Chief Executive Officer.
WHENU,
New York, NY, September 20, 2004.
Re H.R. 2929.

Hon. JOE BARTON,
Chairman, Committee on Energy and Commerce,
House of Representatives, Washington, DC.

DEAR CHAIRMAN BARTON: WhenU.com is a
global Desktop Advertising Network.
Through the Company’s partnerships with
popular software developers, WhenU enables
consumers to receive valuable software for
free by agreeing to see occasional ads instead
of paying a fee—and without compromising
their privacy. WhenUs’s unique advertising
technology distinguishes itself from existing
online advertising approaches by applying
sophisticated precision logic at the desktop
level. From the desktop, WhenU software ex-
amines keywords, URLs and search terms
currently in use on the consumer’s browser
and then selects relevant and useful adver-
tisements. WhenU accomplishes this in a
highly privacy protective manner and avoids
collecting any browsing data—even anony-
mously—about individual users. The WhenU
Desktop Advertising Network does not track
user or clickstream data, use cookies, com-
pile a centralized database of users, or en-
gage in any type of user profiling.

I am writing to first express my apprecia-
tion to you, Chairman Stearns, and Rep-
resentatives Bono, Schakowsky and Towns,
among others, and to the bipartisan Energy
and Commerce Committee staff led by David
Cavicke, for the opportunity to work with
the Committee to help perfect H.R. 2929. It
has been a gratifying, productive and suc-
cessful process. I am pleased today to state
that WhenU supports the September 10
version of H.R. 2929. We are particularly
pleased with the bill’s treatment of state
pre-emption issues. We believe that the Sep-
tember 10 version of H.R. 2929 strikes a rea-
sonable balance that should succeed in pro-
tecting consumers, eliminate bad actors, and
enable legitimate businesses to continue to
provide useful and meaningful e-commerce
solutions for the country.

Sincerely,
AVI NAIDER,
Chief Executive Officer.
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180SOLUTIONS,
Bellevue, WA, September 17, 2004.

Hon. JOE BARTON,

Chairman, Committee on Energy and Commerce,
Rayburn House Office Building, House of
Representatives, Washington, DC.

DEAR MR. CHAIRMAN. 180solutions is a lead-
ing provider of Internet search marketing
software, offering consumers access to a wide
range of free content in return for their
agreement to be shown a limited number of
websites each day selling goods or services—
most often at times when they are likely
shopping for those goods or services online.
We use keyword search technology to deliver
these highly targeted websites to consumers
on behalf of over 6,000 advertisers, including
many top-tier companies whose brands are
household names.

We are writing to express our company’s
support for House passage of H.R. 2929 in the
form of the Managers’ Amendment dated
September 10, 2004. During the course of this
legislation’s consideration in the Energy and
Commerce Committee, it has continually
evolved and improved to allow legitimate
companies like ours to assist consumers in
their search for advantageous and competi-
tive sales offers online, while protecting
computer users and owners from the decep-
tive or fraudulent acts or practices often as-
sociated with spyware. We are also deeply
appreciative of the open process by which
the bill has been developed and commend the
Members and staff on both sides of the aisle
for working with all stakeholders to that
end.

As you may know, we had hoped the legis-
lation would deal more with tracking cook-
ies, but we recognize that the issue is com-
plex and thus has become controversial. The
Federal Trade Commission report provided
for by section 8 of the Managers’ Amendment
is a good compromise that will foster further
discussion on the basis of sound and unbiased
analysis.

Thank you again for your consideration of
our views and for your careful crafting of
this legislation.

Sincerely,
KEITH SMITH,
Chief Executive Officer.

This is one of those rare times when
the House of Representatives probably
is not ahead of the curve, but we are at
least catching up with the curve to end
something and to police something
that every one of our constituents who
is on the Internet is absolutely opposed
to.

So Madam Speaker, I ask for a strong
‘“‘aye’ vote on this bill.

Mr. SHAYS. Madam Speaker, | want to ex-
press support for two bills the House is con-
sidering this week: H.R. 2929, the Safeguard
Against Privacy Invasions Act, and H.R. 4661,
the Internet Spyware I-SPY Prevention Act. |
strongly support these pieces of legislation
and | am pleased they incorporate changes
similar to legislation Congressman JAY INSLEE
and | introduced, H.R. 4255, the Computer
Software Privacy and Control Act.

Millions of computers have been infected
with spyware, software that is deceptively in-
stalled on their computers to collect their per-
sonal information, record their keystrokes,
change their browser homepage, or display
unwanted advertising.

H.R. 2929 would require notice and consent
from the computer user before software is
able to collect personal information and trans-
mits it to a third party, monitor Internet usage,
such as websites visited, modify computer set-
tings or deliver advertisements. This provision
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accomplishes a main goal of the Computer
Software Privacy and Control Act.

H.R. 4661 strengthens criminal provisions in
the Computer Fraud and Abuse Act. Providing
necessary criminal penalties for spyware will
help prevent this deceptive activity and protect
the privacy of consumers. Our legislation in-
cludes provisions similar to this as well.

| am glad H.R. 2929 and H.R. 4661 require
notice and consent and strengthen criminal
provisions, and | urge my colleagues to sup-
port these important pieces of legislation.

Mr. GOODLATTE. Madam Speaker, | rise
today to discuss H.R. 2929, the “Safeguard
Against Privacy Invasions Act.”

| believe that there is a need to impose ap-
propriate civil penalties against those who use
software to commit egregious acts against
computer users. In that respect, the provisions
in H.R. 2929 that impose civil penalties on the
truly bad actors, including those who use
spyware to take over a user's computer to
send spam, or those who engage in keystroke
logging to steal personal information, are a
step in the right direction.

However, | also have concerns that portions
of the bill cast too wide a net and that they
would have unintended consequences that
could penalize the legitimize software compa-
nies that are actually trying to play by the
rules. Many provisions of this bill would not
only encompass spyware, but also legitimate
interactive software services. | oppose the pro-
visions of this bill that stretch beyond pun-
ishing the truly bad actors and instead create
a static regulatory regime in an industry that is
always innovating and changing to respond to
consumer demand.

Also, imposing a notice and consent re-
quirement for most software that is loaded
onto computers could create unintended con-
sequences. Specifically, when consumers are
faced with the multiple notices that would be
required under this bill, they will likely become
desensitized and stop reading the disclosure
altogether. The result could be a heavy-hand-
ed regulation that does not even achieve the
desired goals of informing consumers and pro-
tecting them from spyware, especially since
the truly bad actors are likely to simply ignore
these regulations.

| have introduced legislation, H.R. 4661, the
Internet Spyware |-SPY Prevention Act, which
impose tough criminal penalties on the most
egregious purveyors of spyware without im-
posing a broad regulatory regime on legitimate
software providers. | believe that this more tar-
geted approach is the best way to combat
spyware.

While | have serious reservations about
many portions of H.R. 2929, | also believe that
it contains many civil prohibitions that would
help in the fight against spyware. | support this
bill, not in its entirety, but as an acknowledge-
ment that some civil penalties are appropriate
in the fight against spyware when properly tar-
geted. However, | remain concerned about the
broad regulatory aspects of this legislation,
and hope to continue working to ensure that
the final legislation is appropriately targeted at
the truly bad actors, and that it does not cast
a broad regulatory burden on those who con-
tinue to innovate and create new and exciting
services in the interactive software industry.

Ms. JACKSON-LEE of Texas. Madam
Speaker, | join my colleagues today to support
H.R. 2929. Persistent computer security
vulnerabilities may expose U.S. critical infra-
structure and government computer systems
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to possible cyber attack by terrorists, possibly
affecting the economy or other areas of na-
tional security. Because of the ubiquitous na-
ture of the Internet, unprotected home com-
puters—often lacking network security fea-
tures, could be the entree for cyber attacks.
Even when national security is not at issue,
spyware programs could be used to harvest
personal informaiton—such as bank or credit
card account number and e-mail addresses—
from computers. This information could be
used subsequently in fraudulent criminal activi-
ties or in the sending of unauthorized SPAM
e-mail messages.

Unwanted spyware programs can make
changes to a computer that can be annoying
and can cause the computer to slow down or
crash. These programs have the ability to
change the home page of a computer user’s
Web browser or search page, or add addi-
tional components to the browser that are un-
necessary or unwanted. These programs
could make it very difficult to change the set-
tings back to the way they were originally.

This bill directs the Federal Trade Commis-
sion (FTC) to prohibit the transmission of an
unauthorized spyware program to a covered
computer over the Internet. The bill further es-
tablishes requirements for an affirmative
agreement by the user of the covered com-
puter to specifically agree the conditions of the
transmission with an acknowledgement of the
person and address of the transmitter.

The bill provides specific prohibitions on use
of any spyware program for collecting any per-
sonally identifiable information from the cov-
ered computer unless notice is provided. The
criminal penalties provided for in this act will
help to provide a necessary enforcement
mechanism.

| believe this is just one of the steps nec-
essary to secure the nation’s critical infrastruc-
ture and to help protect the privacy and civil
liberties of Americans.

Mr. DINGELL. Madam Speaker, “Barbarians
At the Digital Gate” recently warned the front
page of the Sunday New York Times Business
Section. What elicited this alarming headline?
Pernicious computer software commonly
called “spyware” and “adware”.

These programs sneak onto your computer,
and allow a third party to harvest your per-
sonal information. It is the equivalent of putting
a wiretap on your phone and listening to your
conversations. Adware tracks your Web surf-
ing or online shopping so that marketers can
send you unwanted ads. Spyware can hijack
your computer to pornographic or gambling
sites, or steal your passwords and credit card
information.

The rapid proliferation of spyware and
adware has brought Internet use to a cross-
roads. It threatens legitimate Internet com-
merce. Consumer complaints are deluging
computer call centers and regulators. The
most common complaints are: hijacked home
pages, redirected Web searches, a flood of
pop-up ads, and sluggish and crashed com-
puters.

The bill, as amended, prohibits a number of
deceptive acts or practices related to spyware,
and provides for FTC enforcement and en-
hanced civil fines. It also recognizes that there
are legitimate applications of spyware and,
thus, exempts law enforcement, national secu-
rity, network security, diagnostics and repair,
and fraud detection from the SPY Act. It is a
carefully balanced bill.
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Most importantly, this legislation contains
opt-in protection for consumers. It requires
companies that distribute spyware and adware
to obtain permission from consumers through
an easily understood licensing agreement be-
fore installing spyware or adware on their
computers. The programs, once downloaded,
would have to provide a means to identify the
spyware or adware and easily uninstall or dis-
able it.

| also note that without aggressive enforce-
ment, the goals of this bill will not be met. We
are asking the FTC to do a great deal in a
very complex area and | trust that the appro-
priators will provide them with sufficient re-
sources to fulfill these tasks.

This legislation is supported by a coalition
that includes: the Business Software Alliance,
the Center For Democracy and Technology,
the Council for Marketing and Opinion Re-
search, Dell, eBay Inc., Humana Inc., Micro-
soft, 180 Solutions, Time Warner/AOL United
States Telecom Association, WhenU, and
Yahoo!—all of whom have submitted letters of
support.

The bill has improved at every stage of its
consideration, and | want to commend the
leadership and hard work of Rep. BARTON, the
Chairman of the Committee on Energy and
Commerce, Reps. STEARNS and SCHAKOWSKY,
the Chairman and Ranking Member, respec-
tively, of the Commerce, Trade, and Con-
sumer Protection Subcommittee, and Reps.
BONO and TOWNS, the lead Republican and
Democrat sponsors of the bill. | also commend
the bipartisan staff team who worked very
hard over the last five months to get this bill
to the Floor this year; David Cavicke, Shannon
Jacquot, Crhis Leahy, Brian McCullough, Will
Carty, Jennifer Baird, Consuela Washington,
Diane Beedle, and Andrew Delia.

| urge my Colleagues to vote “yes” on pas-
sage of H.R. 2929. It is a good bill. It's good
for consumers. And it is good for honest com-
merce on the Internet.

Mr. GREEN of Texas. Madam Speaker, my
interest in the consumer problem of spyware
stems from many years of work on the con-
sumer spam problem.

The anti-spam law was not expected to
eliminate unwanted email, but it did draw a
line for consumers—that some kinds of pri-
vacy invasion are not allowed. Internet Service
Providers like Microsoft, AOL, Yahoo, and
Earthlink along with State Attorney Generals
are bringing serious actions against spammers
who violate the law.

Spyware and illegal spam are not just prob-
lems of privacy and convenience, both can be
the cause of viruses and other computer
crimes.

Just like robbery and speeding have not
been eliminated, neither will spam or spyware.
But when something is harming social welfare
and consumers are overwhelmed, and private
sector solutions are not enough, then we need
an enforceable standard.

This legislation prohibits the most commonly
known deceptive acts and practices related to
Spyware from tracking your web surfing habits
to send you advertising to hijacking your pass-
words and credit care numbers.

However, while some use this technology to
deceive and defraud us, this technology is
also used to support our efforts in national se-
curity. This important use of technology is
taken into consideration by this bill and ex-
empts law enforcement, national security
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agencies, network security programs and
diagnostics on repairs to our computers from
the SPY Act.

In addition, state attorney generals will have
the ability to enforce consumer protection laws
against spyware and preserves state trespass,
contract tort and fraud laws.

This legislation will draw a line that spying
on Americans’ computers will not be tolerated.
Will some people continue to get away with it?
Perhaps. But will some people be prosecuted
and punished for violating our privacy? Abso-

lutely.

Mr. BARTON of Texas. Madam
Speaker, I yield back the balance of
my time.

The SPEAKER pro tempore (Mrs.
MILLER of Michigan). The question is
on the motion offered by the gen-
tleman from Texas (Mr. BARTON) that
the House suspend the rules and pass
the bill, H.R. 2929.

The question was taken.

The SPEAKER pro tempore. In the
opinion of the Chair, two-thirds of
those present have voted in the affirm-
ative.

Mr. BARTON of Texas. Madam
Speaker, on that I demand the yeas
and nays.

The yeas and nays were ordered.

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX and the
Chair’s prior announcement, further
proceedings on this motion will be
postponed.

RECOGNIZING COMMUNITY ORGA-
NIZATION OF PUBLIC ACCESS
DEFIBRILLATION PROGRAMS

Mr. BARTON of Texas. Madam
Speaker, I move to suspend the rules
and agree to the concurrent resolution
(H. Con. Res. 250) recognizing commu-
nity organization of public access
defibrillation programs.

The Clerk read as follows:

H. CoN. RES. 250

Whereas coronary heart disease is the sin-
gle leading cause of death in the United
States;

Whereas every two minutes, an individual
suffers from cardiac arrest in the United
States, and 250,000 Americans die each year
from cardiac arrest out of hospital;

Whereas the chance of survival for a victim
of cardiac arrest diminishes by ten percent
each minute following sudden cardiac arrest;

Whereas 80 percent of cardiac arrests are
caused by ventricular fibrillation, for which
defibrillation is the only effective treatment;

Whereas 60 percent of all cardiac arrests
occur outside the hospital, and the average
national survival rate for an out-of-hospital
victim of cardiac arrest is only five percent;

Whereas automated external defibrillators
(AEDs) make it possible for trained non-
medical rescuers to deliver potentially life-
saving defibrillation to victims of cardiac ar-
rest;

Whereas public access defibrillation (PAD)
programs train non-medical individuals to
use AEDs;

Whereas communities that have estab-
lished and implemented PAD programs that
make use of AEDs have achieved average
survival rates as high as 50 percent for those
individuals who have suffered an out-of-hos-
pital cardiac arrest;

Whereas successful PAD programs ensure
that cardiac arrest victims have access to
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