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‘“(B) in electronic form, if the notice pro-
vided is consistent with the provisions re-
garding electronic records and signatures set
forth in section 101 of the Electronic Signa-
tures in Global and National Commerce Act
(15 U.S.C. 7001);

‘(C) if the Federal Trade Commission de-
termines that the number of all customers
affected by, or the cost of providing notifica-
tions relating to, a single breach or sus-
pected breach would make other forms of no-
tification prohibitive, or in any case in
which the financial institution certifies in
writing to the Federal Trade Commission
that it does not have sufficient customer
contact information to comply with other
forms of notification, in the form of—

‘(i) an e-mail notice, if the financial insti-
tution has access to an e-mail address for the
affected customer that it has reason to be-
lieve is accurate;

‘“(ii) a conspicuous posting on the Internet
website of the financial institution, if the fi-
nancial institution maintains such a
website; or

‘‘(iii) notification through the media that a
breach of personal information has occurred
or is suspected that compromises the secu-
rity, confidentiality, or integrity of cus-
tomer information of the financial institu-
tion; or

‘(D) in such other form as the Federal
Trade Commission may by rule prescribe;
and

‘“(2) to consumer reporting agencies and
law enforcement agencies (where appro-
priate), in such form as the Federal Trade
Commission may prescribe, by rule.

¢“(f) CONTENT OF NOTIFICATION.—Each noti-
fication to a customer under subsection (b)
shall include—

‘(1) a statement that—

““(A) credit reporting agencies have been
notified of the relevant breach or suspected
breach; and

‘“(B) the credit report and file of the cus-
tomer will contain a fraud alert to make
creditors aware of the breach or suspected
breach, and to inform creditors that the ex-
press authorization of the customer is re-
quired for any new issuance or extension of
credit (in accordance with section 605(g) of
the Fair Credit Reporting Act); and

‘“(2) such other information as the Federal

Trade Commission determines is appro-
priate.
‘“(g) COMPLIANCE.—Notwithstanding sub-

section (e), a financial institution shall be
deemed to be in compliance with this section
if—

‘(1) the financial institution has estab-
lished a comprehensive information security
program that is consistent with the stand-
ards prescribed by the appropriate regu-
latory body under section 501(b);

‘“(2) the financial institution notifies af-
fected customers and consumer reporting
agencies in accordance with its own internal
information security policies in the event of
a breach or suspected breach of personal in-
formation; and

“(3) such internal security policies incor-
porate notification procedures that are con-
sistent with the requirements of this section
and the rules of the Federal Trade Commis-
sion under this section.

*“(h) CIVIL PENALTIES.—

‘(1) DAMAGES.—Any customer injured by a
violation of this section may institute a civil
action to recover damages arising from that
violation.

“(2) INJUNCTIONS.—Actions of a financial
institution in violation or potential viola-
tion of this section may be enjoined.

“(3) CUMULATIVE EFFECT.—The rights and
remedies available under this section are in
addition to any other rights and remedies
available under applicable law.
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‘(i) RULES OF CONSTRUCTION.—

‘(1) IN GENERAL.—Compliance with this
section by a financial institution shall not
be construed to be a violation of any provi-
sion of subtitle (A), or any other provision of
Federal or State law prohibiting the disclo-
sure of financial information to third par-
ties.

‘(2) LIMITATION.—Except as specifically
provided in this section, nothing in this sec-
tion requires or authorizes a financial insti-
tution to disclose information that it is oth-
erwise prohibited from disclosing under sub-
title A or any other provision of Federal or
State law.

‘“(3) NO NEW RECORDKEEPING OBLIGATION.—
Nothing in this section creates an obligation
on the part of a financial institution to ob-
tain, retain, or maintain information or
records that are not otherwise required to be
obtained, retained, or maintained in the or-
dinary course of its business or under other
applicable law.”’.

SEC. 4. INCLUSION OF FRAUD ALERTS IN CON-
SUMER CREDIT REPORTS.

Section 605 of the Fair Credit Reporting
Act (15 U.S.C. 1681c) is amended by adding at
the end the following:

“(g) FRAUD ALERTS.—

‘(1) DEFINED TERM.—In this subsection, the
term ‘fraud alert’ means a clear and con-
spicuous statement in the file of a consumer
that notifies all prospective users of the con-
sumer credit report (or any portion thereof)
relating to the consumer, that—

‘“(A) the identity of the consumer may
have been used, without the consent of the
consumer, to fraudulently obtain goods or
services in the name of the consumer; and

‘(B) the consumer does not authorize the
issuance or extension of credit in the name
of the consumer, unless the issuer of such
credit, upon receiving appropriate evidence
of the true identity of the consumer—

‘“(i) obtains express preauthorization from
the consumer at a telephone number des-
ignated by the consumer; or

‘“(ii) utilizes another reasonable means of
communication to obtain the express
preauthorization of the consumer.

“(2) INCLUSION OF FRAUD ALERT IN CON-
SUMER FILE.—

‘“‘(A) UPON NOTIFICATION BY FINANCIAL INSTI-
TUTION.—A consumer reporting agency shall
include a fraud alert meeting the require-
ments of this subsection in the file of a con-
sumer promptly upon receipt of a notice
from a financial institution under section
526(b)(1)(B) of the Gramm-Leach-Bliley Act
relating to the consumer.

“(B) UPON REQUEST OF CONSUMER.—A con-
sumer reporting agency shall include a fraud
alert meeting the requirements of this sub-
section in the file of a consumer promptly
upon receipt of—

‘(i) a request by the consumer; and

‘‘(i1) appropriate evidence of—

‘() the true identity of the person making
the request; and

‘“(IT) the claim of identity theft forming
the basis for the request.

¢“(3) CONSUMER REPORTING AGENCY RESPON-
SIBILITIES.—A consumer reporting agency
shall ensure that each person procuring con-
sumer credit information with respect to a
consumer is made aware of the existence of
a fraud alert in the file of that consumer, re-
gardless of whether a full credit report, cred-
it score, or summary report is requested.

‘(4) REMOVAL OF FRAUD ALERTS.—The Fed-
eral Trade Commission shall issue appro-
priate regulations to establish—

‘“(A) the duration of fraud alerts required
by this subsection, which standard shall be
applied consistently to all consumer report-
ing agencies, to the extent possible; and
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‘“(B) procedures for the removal of fraud
alerts included in the files of consumers
under this subsection.

¢“(5) VIOLATIONS.—

‘“(A) CONSUMER REPORTING AGENCY.—A con-
sumer reporting agency that fails to notify
any user of a consumer credit report of the
existence of a fraud alert in that report shall
be in violation of this section.

‘(B) USER OF A CONSUMER REPORT.—A user
of a consumer report that fails to comply
with preauthorization procedures contained
in a fraud alert in the file of a consumer and
issues or extends credit in the name of the
consumer to a person other than the con-
sumer shall be in violation of this sub-
section.

¢(C) NO ADVERSE ACTION BASED SOLELY ON
FRAUD ALERT.—It shall be a violation of this
title for the user of a consumer report to
take adverse action with respect to a con-
sumer based solely on the inclusion of a
fraud alert in the file of that consumer, as
required by this subsection.”.

SEC. 5. ACCESS TO CREDIT REPORTS AND
SCORES.

(a) No FEE IN CERTAIN CASES.—Section
612(c) of the Fair Credit Reporting Act (156
U.S.C. 1681j(c)) is amended to read as follows:

‘() No-CoST ACCESS TO CREDIT REPORTS
AND SCORES.—

‘(1) IN GENERAL.—Upon request of a con-
sumer, and without charge to the consumer,
a consumer reporting agency shall make all
of the disclosures listed under section 609 to
the consumer—

‘‘(A) once during each calendar year; and

‘(B) once every 3 months during the 1-year
period beginning on the date on which a
fraud alert is included in the file of a con-
sumer under section 605(g).

‘“(2) FEE AUTHORIZED.—A credit reporting
agency may charge a reasonable fee for the
costs of disclosures under paragraph (1)(B) to
the financial institution providing the noti-
fication that is the basis for the subject
fraud alert, as vrequired by section
526(b)(1)(B) of the Gramm-Leach-Bliley
Act.”.

(b) INCLUSION OF CREDIT SCORES.—Section
609(a)(1) of the Fair Credit Reporting Act (15
U.S.C. 1681g(a)(1)) is amended by striking
“‘except that” and all that follows through
“predictors’ and inserting ‘‘, including any
credit score’’.

SEC. 6. REGULATIONS.

Not later than 180 days after the date of
enactment of this Act, the Federal Trade
Commission, after consultation with Federal
banking agencies, the Securities and Ex-
change Commission, and other appropriate
financial services regulatory agencies, shall
issue final regulations to carry out the
amendments made by this Act.

———
AMENDMENTS SUBMITTED AND
PROPOSED
SA 1739. Mr. DASCHLE proposed an

amendment to the bill H.R. 2691, making ap-
propriations for the Department of the Inte-
rior and related agencies for the fiscal year
ending September 30, 2004, and for other pur-
poses.

——
TEXT OF AMENDMENTS

SA 1739. Mr. DASCHLE proposed an
amendment to the bill H.R. 2691, mak-
ing appropriations for the Department
of the Interior and related agencies for
the fiscal year ending September 30,
2004, and for other purposes; as follows:

On page 46, line 7, strike ‘‘: Provided, That”
and insert the following: ‘‘, and of which
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$79,282,000 (composed of $20,000,000 from ad-
ministrative accounts for operation and sup-
port, $6,346,000 from the trust accountability
account, $15,168,000 from the field operations
account, and $37,768,000 from the historical
accounting account) shall be transferred to
the Indian Health Service and shall be avail-
able for clinical services: Provided, That none
of the funds made available by this Act may
be used for the proposed trust reform reorga-
nization of the Bureau of Indian Affairs or
the Office of Special Trustee: Provided fur-
ther, That”’.

———

PARITY AMONG COUNTRIES
PARTY TO THE NORTH AMER-
ICAN FREE TRADE AGREEMENT

Mr. BURNS. Mr. President, I ask
unanimous consent that the Finance
Committee be discharged from further
action on S. Res. 119, and the Senate
proceed to its immediate consider-
ation.

The PRESIDING OFFICER. Without
objection, it is so ordered. The clerk
will report.

The assistant legislative clerk read
as follows:

A resolution (S. Res. 119) expressing the
sense of the Senate that there should be par-
ity among the countries that are parties to
the North American Free Trade Agreement
with respect to the personal exemption al-
lowance for merchandise purchased abroad
by returning residents, and for other pur-
poses.

There being no objection, the Senate
proceeded to consider the resolution.

Mr. BURNS. Mr. President, I ask
unanimous consent that the resolution
be agreed to, the preamble be agreed
to, the motion to reconsider be laid
upon the table, and that any state-
ments regarding this matter be printed
in the RECORD.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The resolution (S. Res.
agreed to.

The preamble was agreed to.

The resolution, with its preamble,
reads as follows:

S. RES. 119

Whereas the personal exemption allowance
is a vital component of trade and tourism;

Whereas many border communities and re-
tailers depend on customers from both sides
of the border;

Whereas a United States citizen traveling
to Canada or Mexico for less than 48 hours is
exempt from paying duties on the equivalent
of $200 worth of merchandise on return to the
United States, and for trips over 48 hours
United States citizens have an exemption of
up to $800 worth of merchandise;

Whereas a Canadian traveling in the
United States is given no exemption for trips
of less than 24 hours;

Whereas a Canadian traveling in the
United States is allowed a duty-free personal
exemption allowance equivalent to, in Cana-
dian currency—

(1) $50 worth of merchandise, if the trip is
over 24 hours but not over 48 hours;

(2) $200 worth of merchandise, if the trip is
over 48 hours but not more than 7 days; and

(3) $750 worth of merchandise, if the trip is
for over 7 days;

Whereas Mexico has a 2-tiered personal ex-
emption allowance for its returning resi-

119) was
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dents, set at the equivalent of $50 worth of
merchandise for residents returning by car
and the equivalent of $300 worth of merchan-
dise for residents returning by plane;

Whereas Canadian and Mexican retail busi-
nesses have an unfair competitive advantage
over many American businesses because of
the disparity between the personal exemp-
tion allowances among the 3 countries;

Whereas the State of Maine legislature
passed a resolution urging action on this
matter;

Whereas the disparity in personal exemp-
tion allowances creates a trade barrier by
making it difficult for Canadians and Mexi-
cans to shop in American-owned stores with-
out facing high additional costs;

Whereas the United States entered into the
North American Free Trade Agreement with
Canada and Mexico with the intent of phas-
ing out tariff barriers among the 3 countries;
and

Whereas it violates the spirit of the North
American Free Trade Agreement for Canada
and Mexico to maintain restrictive personal
exemption allowance policies that are not
reciprocal: Now, therefore, be it

Resolved, That it is the sense of the Senate
that the United States Trade Representative
and the Secretary of the Treasury, in con-
sultation with the Secretary of Commerce,
should continue discussions with officials of
the Governments of Canada and Mexico to
achieve parity by harmonizing the personal
exemption allowance structure of the 3
NAFTA countries at or above United States
exemption levels.

————

NATIONAL HOUSING ACT

Mr. BURNS. Mr. President, I ask
unanimous consent that the Senate
proceed to the immediate consider-
ation of S. 1636, introduced earlier
today by Senator REED of Rhode Is-
land.

The PRESIDING OFFICER. Without
objection, it is so ordered. The clerk
will report.

The assistant legislative clerk read
as follows;

A Dbill (S. 1636) to preserve the ability of
the Federal Housing Administration to in-
sure mortgages under sections 238 and 519 of
the National Housing Act.

There being no objection, the Senate
proceeded to consider the bill.

Mr. BURNS. Mr. President, I ask
unanimous consent that the bill be
read the third time, passed, the motion
to reconsider be laid upon the table,
and that any statements relating to
the bill be printed in the RECORD.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The bill (S. 1636) was read the third
time and passed, as follows:

S. 1636

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,

That notwithstanding the first paragraph
under the heading ‘“‘FEDERAL HOUSING ADMIN-
ISTRATION—GENERAL AND SPECIAL RISK PRO-
GRAM ACCOUNT” in title II of Division K of
the Consolidated Appropriations Resolution,
2003 (Public Law 108-7), during the fiscal year
2003, commitments to guarantee loans to
carry out the purposes of sections 238 and 519
of the National Housing Act (12 U.S.C. 1715z—
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3 and 1735c), shall not exceed a loan principal
of $25,000,000,000, and shall remain available
until all funds are expended.

———

ORDERS FOR MONDAY,
SEPTEMBER 22, 2003

Mr. BURNS. Mr. President, I ask
unanimous consent that when the Sen-
ate completes its business today, it ad-
journ until 2 p.m. Monday, September
22. I further ask that following the
prayer and the pledge, the morning
hour be deemed to have expired, the
Journal of the proceedings be approved
to date, the time of the two leaders be
reserved for their use later in the day,
and the Senate then resume consider-
ation of H.R. 2691, the Interior Appro-
priations bill.

The PRESIDING OFFICER. Without
objection, it is so ordered.

———

PROGRAM

Mr. BURNS. Mr. President, for the
information of all Senators, on Mon-
day, the Senate will resume debate on
H.R. 2691, the Interior Appropriations
bill. There are currently five amend-
ments pending on this bill. The bill
managers will be here Monday to re-
ceive additional amendments. Any
votes ordered with respect to amend-
ments to the Interior Appropriations
bill on Monday afternoon will be
stacked to occur at 5:30 p.m. Monday.

In addition to amendments to the In-
terior Appropriations bill, the Senate
may also vote on any executive cal-
endar items that can be cleared for ac-
tion. Therefore, Senators should expect
the possibility of several rollcall votes
beginning at 5:30 Monday evening.

—————

ADJOURNMENT UNTIL 2 P.M.
MONDAY

Mr. BURNS. Mr. President, if there is
no further business to come before the
Senate, I ask unanimous consent that
the Senate stand in adjournment under
the previous order.

There being no objection, the Senate,
at 11:10 a.m., adjourned until Monday,
September 22, 2003, at 2 p.m.

———

NOMINATIONS

Executive nominations received by
the Senate September 18, 2003:
DEPARTMENT OF JUSTICE

KENNETH M. KARAS, OF NEW YORK, TO BE UNITED
STATES DISTRICT JUDGE FOR THE SOUTHERN DISTRICT
OF NEW YORK, VICE ALLEN G. SCHWARTZ, DECEASED.

DEPARTMENT OF TRANSPORTATION

KIRK VAN TINE, OF VIRGINIA, TO BE DEPUTY SEC-
RETARY OF TRANSPORTATION, VICE MICHAEL P. JACK-
SON, RESIGNED.

IN THE NAVY

THE FOLLOWING NAMED OFFICER FOR APPOINTMENT
IN THE UNITED STATES NAVY TO THE GRADE INDICATED
WHITE ASSIGNED TO A POSITION OF IMPORTANCE AND
RESPONSIBILITY UNDER TITLE 10, U.S.C., SECTION 601:

To be vice admiral
REAR ADM. DAVID C. NICHOLS JR., 0000
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