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THE SAFETY ACT

Mr. CHAFEE. Madam President, I
would like to thank the Republican
Leader for his willingness to address
concerns raised by me and our col-
leagues from Maine regarding certain
provisions in H.R. 5005, the Homeland
Security Act of 2002.

In the interests of clarity, I wanted
to discuss one aspect of the Support
Anti-Terrorism by Fostering Effective
Technologies (SAFETY) Act of 2002,
which is included in H.R. 5005. The
SAFETY Act provides that the
“government contractor defense’ will
be available to certain sellers of anti-
terrorism technology. In Boyle V.
United Technologies Corp., 487 U.S. 500,
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108 S. Ct. 2510 (1988), the U.S. Supreme
Court recognized that the government
contractor defense offers relief to cer-
tain defendants from liability for de-
sign defects. It is my understanding
that the drafters of the SAFETY Act
were aware of the Boyle decision and
intended for the government con-
tractor defense to apply solely to de-
sign defect claims, rather than offering
blanket relief to any and all causes of
action.

Mr. LOTT. I concur with the Senator
from Rhode Island. It is clear that the
government contractor defense con-
tained in the SAFETY Act could be
raised only in response to design defect
claims.

Mr. CHAFEE. I thank the Republican
Leader, and look forward to the oppor-

tunity to correct three other provi-
sions of the Homeland Security Act
when the 108th Congress convenes in
January.

FIRST RESPONDERS

Mr. DAYTON. Madam President, I
would like to speak about a very im-
portant first responder matter which, I
hope, the Senate will include in the
Homeland Security Act of 2002.

By definition, emergency manage-
ment usually occurs in crisis. The inci-
dent managers must assess the emer-
gency, organize the staff, and direct
their responses under very difficult
conditions. Currently, however, many
first responders are not fully prepared
for attacks like September 11, 2001.
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The Homeland Security Act of 2002
includes provisions to improve the pre-
paredness of emergency response pro-
viders. It is also designed to improve
the Federal Government’s response to
terrorist attacks and other major dis-
asters.

To date, however, most of the home-
land security training and consulting
contracts have been awarded to For-
tune 500 companies. Postsecondary
educational institutions have been left
out of the process. It is essential that
our country’s colleges and universities
also collaborate on the design of home-
land defense-integrated emergency
management and training systems.
Demonstration programs should train
first responders to use new tech-
nologies that would reduce the devas-
tations from terrorist attacks. They
can integrate these technologies into
management procedures that will im-
prove accountability, command, and
control. The results of those dem-
onstration programs could then be dis-
seminated nationwide.

Am I correct to assume that funding
for colleges and universities to develop
homeland defense-integrated emer-
gency management and training sys-
tems could be provided through provi-
sions in the Homeland Security Act of
2002?

Mr. LIEBERMAN. I will request that
the new Secretary of the Homeland Se-
curity Department give attention to
the concerns about emergency manage-
ment raised by the Senator from Min-
nesota, and I hope that homeland de-
fense-integrated emergency manage-
ment and training systems will be
given due consideration for funding
through grants from the extramural
programs.

Mr. DAYTON. I thank the Senator
for his consideration and support.

BACKGROUND CHECKS FOR TRUCK DRIVERS

Mr. McCAIN. Madam President, last
November, Congress included a provi-
sion in section 1012 of the USA Patriot
Act, P.L. 107-56, which requires all
commercial truck drivers who haul
hazardous materials to undergo a back-
ground records check before receiving
or renewing their Commercial Driver’s
License, CDL, endorsement to haul
hazmat. Unfortunately, over a year has
passed and regulations to promulgate
this requirement have not been issued.

Mr. HOLLINGS. I want to associate
myself with the concerns raised by my
colleague. This is a very important
issue to both of us. In fact, we worked
together in a bipartisan fashion on S.
1750, the Hazmat Endorsements Re-
quirements Act, which would clarify
existing law and guide the process for
administering the checks. The Senate
Commerce Committee approved S. 1750
in April without objection. However,
the Senate has not taken up this legis-
lation, nor has the Department of
Transportation issued a rulemaking to
implement Section 1012.

Last week, we took an important
step forward in addressing Port and
Maritime Security when we passed S.
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1214. That important measure includes
requirements for background records
checks for many port workers, and
clarifies that if a driver holds a valid
CDL with a hazardous materials en-
dorsement obtained after a background
records check, the driver would not
need to have a duplicative check to ac-
cess secure port areas. Unfortunately
these checks are not being performed
and it is unlikely that will change
until the DOT issues a rule or the Con-
gress approves legislation to address
concerns regarding the hazmat en-
dorsement background records check
requirements enacted last year.

Mr. MCCAIN. That is correct. We
have not fully addressed the issue of
background checks for commercial
drivers and more work remains.

Mr. HOLLINGS. I hope we can con-
tinue our bipartisan work on this im-
portant issue early next year to ensure
the requirements in the USA Patriot
Act will be carried out and that truck
drivers are afforded a right to a formal
appeals process.

Mr. McCAIN. I agree that the issue
must be addressed. In the absence of
any regulatory action by DOT, I will
certainly want to continue our joint ef-
forts to provide the appropriate guid-
ance to DOT and the states on this im-
portant security matter.

Mr. HOLLINGS. I thank my col-
league and look forward to working
with him on this issue during the next
Congress.

AGRICULTURAL PROVISIONS

Mr. HARKIN. Madam President, as
Chairman of the Senate Committee on
Agriculture, Nutrition and Forestry, I
want to enter into a colloquy with the
ranking minority member of the Com-
mittee, Senator LUGAR, regarding the
agricultural provisions in the com-
promise homeland security legislation.

Mr. LUGAR. I am pleased to join
with my colleague to discuss some of
the agricultural provisions in this leg-
islation. A provision in Section 421
dealing with the transfer of certain ag-
ricultural inspections from the U.S.
Department of Agriculture—USDA—to
the new Department of Homeland Se-
curity—DHS—needs clarification. This
section requires that USDA and DHS
enter into a transfer agreement and
stipulates that the agreement shall ad-
dress USDA supervision of training of
employees who will be carrying out ag-
ricultural inspection functions at the
new DHS and the transfer of funds
from USDA to the new DHS. We want
to make clear that we expect that the
transfer agreement shall include these
components and that USDA will be re-
sponsible for agricultural inspection
training and that appropriate funds
would be transferred from USDA to the
new DHS.

Mr. HARKIN. I agree with your inter-
pretation of that provision. I also want
to provide additional explanation
about a section that originated from
our mutual concern about the safety of
food that enters our country. Like you,
I have been concerned that agencies
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that inspect foods and food products
that come through our borders do not
have the ability to share information
in order to jointly track shipment and
other crucial information. As a result,
we crafted a provision, now included in
this legislation, to ensure that infor-
mation systems—i.e., computers—will
be coordinated across agencies with
border security responsibilities. This
includes agencies that will be housed in
the new DHS as well as those like the
Food and Drug Administration and the
Food Safety Inspection Service—that
will not, but have a homeland security
function.

Mr. LUGAR. That is an important
provision in this legislation. I also
want to clarify a provision related to
the transfer of the Plum Island Animal
Disease Center from USDA to the new
DHS. Due to a technical error, there
appears to be a contradiction between
Section 303(3) and Section 310 of the
House passed bill. The intent of this
bill is to transfer the assets and liabil-
ities of this center, which is now part
of USDA, but not the USDA personnel
or functions. While I am fairly con-
fident this technical error will yet be
rectified, in implementing this new
law, I would expect that the language
in Section 310 would govern.

Mr. HARKIN. Thank you for that
clarification. Finally, we are aware
that the Chairman and ranking minor-
ity member of the House Agriculture
Committee, during consideration of
this legislation in the House, entered
into the RECORD their understanding of
how these agricultural provisions
would be implemented. While I ques-
tion whether or not it is necessary to
transfer Plum Island to the new DHS
at this time, I concur with the House’s
interpretation of the provisions that
are included.

Mr. LUGAR. I also concur with their
interpretation which follows and would
expect that these agricultural provi-
sions be carried out consistent with
this description. I ask unanimous con-
sent it be printed in the RECORD.

There being no objection, the mate-
rial was ordered to be printed in the
RECORD, as follows:

Sec. 310. Transfer of Plum Island Animal
Disease Center, Department of Agriculture.
Transfers the Plum Island Animal Disease
Center from the Department of Agriculture
to the Department of Homeland Security and
requires the Secretary of Agriculture and
the Secretary of Homeland Security, upon
completion of the transfer, to enter into an
agreement providing for continued access by
USDA for research, diagnostic and other pro-
grams.

The Committee recognizes the critical im-
portance of the Plum Island Animal Disease
Center to the safety and security of animal
agriculture in the United States. The Com-
mittee expects that the transfer of this for-
eign animal disease facility to the new DHS
shall be completed in a manner that mini-
mizes any disruption of agricultural re-
search, diagnostic or other USDA activities.
Likewise, the Committee expects that funds
that have and continue to be appropriated
for the maintenance, upgrade, or replace-
ment of agricultural research, diagnostic and
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training facilities at the Plum Island Animal
Disease Center shall continue to be expended
for those purposes.

The Committee shares the goal of expand-
ing the capabilities of the Plum Island Ani-
mal Disease Center. Likewise, the Com-
mittee supports the accompanying goal of
building agro-terrorism prevention capabili-
ties within the new DHS. With this in mind,
the Committee fully expects that in the ab-
sence of alternative facilities for current
USDA activities, the Secretary of Homeland
Security shall make every possible effort to
expand and enhance agricultural activities
related to foreign animal diseases at the
Plum Island Animal Disease Center.

Sec. 421. Transfer of Certain Agricultural
Inspection Functions of the Department of
Agriculture.

(a) Transfers to the Secretary of Homeland
Security the functions of the Secretary of
Agriculture relating to agricultural import
and entry inspection activities.

The Committee is aware that the Agricul-
tural Quarantine and Inspection Program of
the Department of Agriculture’s Animal and
Plant Health Inspection Service (APHIS)
conducts numerous activities with respect to
both domestic and international commerce
in order to protect the health of agricultur-
ally important animals and plants within
the United States. Within the new DHS will
be created a mission area of Border and
Transportation Security. In order that the
new streamlined border security program op-
erates efficiently, the Committee has trans-
ferred to the new DHS the responsibility for
certain agricultural import and entry inspec-
tion activities of the USDA conducted at
points of entry. This transfer will include
the inspection of arriving passengers, lug-
gage, cargo and means of conveyance into
the United States to the Under Secretary for
Border and Transportation Security. In addi-
tion to inspection at points of entry into the
United States, responsibility for inspections
of passengers, luggage and their means of
conveyance, at points of departure outside
the United States, where agreements exist
for such purposes, shall be the responsibility
of the Secretary of Homeland Security. The
provision allows the Secretary of Homeland
Security to exercise authorities related to
import and entry inspection functions trans-
ferred including conducting warrantless in-
spections at the border, collecting samples,
holding and seizing articles that are im-
ported into the United States in violation of
applicable laws and regulations, and assess-
ing and collecting civil penalties at the bor-
der. The Committee intends that USDA will
retain the responsibility for all other activi-
ties of the Agricultural Quarantine and In-
spection Program regarding imports includ-
ing pre-clearance of commodities, trade pro-
tocol verification activities, fumigation ac-
tivities, quarantine, diagnosis, eradication
and indemnification, as well as other sani-
tary and phytosanitary measures. All func-
tions regarding exports, interstate and intra-
state activities will remain at USDA.

(b) Delineates the laws governing agricul-
tural import and entry inspection activities
that are covered by the transfer of authori-
ties.

The Committee is aware that the author-
ity to inspect passengers, cargo, and their
means of conveyance coming into the United
States is derived from numerous statutes
that date back, in some cases, more than 100
years. The Committee does not intend that
the reference to these statutes should be
construed to provide any authority to the
Secretary of Homeland Security beyond the
responsibility to carry out inspections
(including pre-clearance inspections of pas-
sengers, luggage and their means of convey-
ance in such countries where agreements
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exist for such purposes) and enforce the regu-
lations of USDA at points of entry into the
United States.

(c) Excludes quarantine activities from the
term ‘“‘functions’ as defined by this Act for
the purposes of this section.

While agricultural inspection functions, as
well as those related administrative and en-
forcement functions, shall be transferred and
become the responsibility of the Secretary of
Homeland Security, the legislation retains
all functions related to quarantine activities
and quarantine facilities within USDA. Al-
though the Committee has excluded quar-
antine activities from those functions trans-
ferred to the new DHS, the Committee does
not intend to preclude the Secretary of
Homeland Security from taking actions re-
lated to inspection functions, such as seizure
or holding of plant or animal materials en-
tering the United States. These authorities
fall within the purview of inspection related
enforcement functions that shall be trans-
ferred to the Secretary of Homeland Secu-
rity.

(d) Requires that the authority transferred
to the Secretary of Homeland Security shall
be exercised in accordance with the regula-
tions, policies and procedures issued by the
Secretary of Agriculture; requires the Sec-
retary of Agriculture to coordinate with the
Secretary of Homeland Security whenever
the Secretary of Agriculture prescribes regu-
lations, policies, or procedures for admin-
istering the covered laws related to the func-
tions transferred under subsection (a); pro-
vides that the Secretary of Homeland Secu-
rity, in consultation with the Secretary of
Agriculture, may issue guidelines and direc-
tives to ensure the effective use of personnel
of the Department of Homeland Security to
carry out the transferred functions.

One intention of this legislation is to cre-
ate a streamlined Border and Transportation
Security program at points of entry into the
United States. With regard to the protection
of animal and plant health, the Committee
does not intend or expect the new DHS to
make the determination of what animals,
plants, animal or plant products, soils, or
other biological materials present an unac-
ceptable risk to the agriculture of the United
States. Policies and procedures regarding ac-
tions necessary to detect and prevent such
unacceptable risks shall remain the respon-
sibility of the Secretary of Agriculture.
Likewise, policies and regulations defining
restrictions on movement into the United
States of substances that would pose a
threat to agriculture shall continue to be the
responsibility of the Secretary of Agri-
culture.

The Committee has provided authority for
the Secretary of Homeland Security to issue
directives and guidelines in consultation
with the Secretary of Agriculture in order to
efficiently manage inspection resources.
When exercising this authority, the Com-
mittee expects that the agricultural inspec-
tion function at points of entry into the
United States shall not be diminished, and as
a result, the Committee expects that Sec-
retary of Homeland Security shall ensure
that necessary resources are dedicated to
carrying out the agricultural inspection
functions transferred from the Department
of Agriculture.

(e) Requires the Secretary of Agriculture
and the Secretary of Homeland Security to
enter into an agreement to effectuate the
transfer of functions. The agreement must
address the training of employees and the
transfer of funds. In addition, the agreement
may include authority for the Secretary of
Homeland Security to perform functions del-
egated to APHIS for the protection of domes-
tic livestock and plants, as well as authority
for the Secretary of Agriculture to use em-
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ployees of the new DHS to carry out APHIS
functions.

The Committee is aware of the unique na-
ture and the specialized training necessary
for effective and efficient border inspection
activities carried out by the Agricultural
Quarantine and Inspection Program. The
Committee expects that the training of per-
sonnel and detector dogs for this highly spe-
cialized function will continue to be super-
vised by the Department of Agriculture.
While a large proportion of the personnel
employed by the Agricultural Quarantine
and Inspection Program is permanently sta-
tioned at one of 186 points of entry into the
United States, the Committee is aware that
the Secretary of Agriculture commonly rede-
ploys up to 20% of the border inspection
force in order to manage agricultural pests
and diseases throughout the United States.
In completing the transfer of Agricultural
Quarantine and Inspection Program border
inspectors to the DHS, the Committee ex-
pects that the Secretary of Agriculture and
the Secretary of Homeland Security will
enter into an agreement whereby inspection
resources, where possible, would continue to
be made available to the Secretary of Agri-
culture in response to domestic agricultural
needs.

(f) Provides that the Secretary of Agri-
culture shall transfer funds collected by fee
authorities to the Department of Homeland
Security so long as the funds do not exceed
the proportion of the costs incurred by the
Secretary of Homeland Security in carrying
out activities funded by such fees.

Beginning in fiscal year 2003, the unobli-
gated balance of the Agricultural Quarantine
and Inspection Fund will be transferred to
other accounts within USDA and will be used
to carry out import and domestic inspection
activities, as well as animal and plant health
quarantine activities, without additional ap-
propriations. Fees for inspection services
shall continue to be collected and deposited
into these accounts in the manner prescribed
by regulations issued by the Secretary of Ag-
riculture. In effectuating the transfer of ag-
ricultural import inspection activities at
points of entry into the United States, the
Committee intends that funds from these ac-
counts shall be transferred to the DHS in
order to reimburse the DHS for the actual
inspections carried out by the Department.
The Committee expects that the Secretary of
Agriculture shall continue to manage these
accounts in a manner that ensures the avail-
ability of funds necessary to carry out do-
mestic inspection and quarantine programs.

(g) Provides that during the transition pe-
riod, the Secretary of Agriculture shall
transfer to the Secretary of Homeland Secu-
rity up to 3,200 full-time equivalent positions
of the Department of Agriculture.

(h) Makes conforming amendments to
Title V of the Agriculture Risk Protection
Act of 2000 related to the protection of in-
spection animals.

FEDERAL ALCOHOL AND TOBACCO STATUTES

Mr. GRASSLEY. Madam President,
it is clear that the Secretary of the
Treasury presently possesses the au-
thority to administer the Federal alco-
hol and tobacco statutes referenced in
the bill before us. These authorities
currently are delegated to the Bureau
of Alcohol, Tobacco and Firearms and
now will be delegated to the new Tax
and Trade Bureau. I appreciate this
colloquy to confirm that the language
in section 1111(c) (1) concerning the
transfer to the Department of Justice
not only excludes the authorities, func-
tions, personnel, and assets of the Bu-
reau of Alcohol, Tobacco and Firearms
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that will be retained within the De-
partment of the Treasury as set forth
in paragraph (2) of this section, but
also excludes the functions of the Sec-
retary of the Treasury that relate to
these retained authorities, functions,
personnel, and assets.

Mr. BAUCUS. The Senator is correct.

Mr. GRASSLEY. I also wanted to
confirm that section 1111(b) as it re-
lates to alcohol and tobacco only in-
vests the Bureau of Alcohol Tobacco,
Firearms and Explosives at the Depart-
ment of Justice with the responsibility
to investigate with respect to the Title
18 laws pertaining to the smuggling of
alcohol and tobacco. All other inves-
tigatory responsibilities pertaining to
alcohol and tobacco remain at the De-
partment of the Treasury under the
new Tax and Trade Bureau, or as other-
wise delegated under existing law.

Mr. BAUCUS. The Senator is correct
and his reading is consistent with the
provisions of this legislation.

Mr. GRASSLEY. Finally, I wish to
confirm that Treasury retained the au-
thority to audit or investigate viola-
tions such as false or inaccurate
records of production, false or inac-
curate tax returns, failure to respond
to delinquency notices, unlawful trans-
fers in bond, and the unlawful produc-
tion, labeling, advertising and mar-
keting of alcoholic beverages.

Mr. BAUCUS. That is correct, and I
appreciate my good friend from Iowa
for clarifying these points.

PRESERVING COAST GUARD MISSION
PERFORMANCE

Mrs. MURRAY. Madam President, I
would like to thank the chairman of
Governmental Affairs Committee, the
Senator from Connecticut, for his tire-
less efforts and leadership concerning
the creation of the Department of
Homeland Security. Our country is fac-
ing a range of threats that we must ad-
dress—from port and airport security
to cyber terrorism. We need funding for
a new organizational structure to re-
duce these risks.

I also would like to engage in a col-
loquy with the ranking member of the
Committee on Appropriations, the Sen-
ior Senator from Alaska, regarding the
Coast Guard. The men and women of
our Coast Guard make significant con-
tributions to our nation each and every
day, and they deserve our support and
admiration.

Last week, our colleague from Alas-
ka addressed an important section in
this legislation, Section 888, which gov-
erns the Coast Guard’s role in the new
Department of Homeland Security. His
statement clearly established that it is
the intent of this provision that the
Coast Guard’s non-homeland security
missions and capabilities must be
maintained without significant reduc-
tion when the Service transfers to the
new Department.

As the chairman of the Transpor-
tation Appropriations Subcommittee
and as a Senator from a coastal state,
I emphatically agree with my Alaska
colleague’s remarks about the intent
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and effect of Section 888. I also would
like to ask him some questions about
the Coast Guard and its role in the
Homeland Security Department.

Does my colleague from Alaska agree
that the United States Coast Guard is
integral to the security of this coun-
try, and that the Coast Guard provides
a wide range of services to our nation?
Does he also recognize that some of
these services are related to homeland
security while others are not? For in-
stance, the Coast Guard provides vital
services in the areas of marine safety,
search and rescue, aids to navigation,
fisheries enforcement, marine environ-
mental protection, and ice operations.
While these traditional missions do not
directly contribute to national secu-
rity, they do ensure the safety of our
citizens and our environment.

Mr. STEVENS. I firmly agree with
my colleague from Washington about
both the Coast Guard’s role in securing
our nation and the importance of its
non-homeland security missions and
capabilities.

Mrs. MURRAY. Madam President,
does the Senator from Alaska believe
that it is imperative that these essen-
tial non-homeland security missions be
maintained, and that the language in
the bill clearly identifies the need to
protect these critical services?

Mr. STEVENS. I strongly agree with
this imperative and with my col-
league’s interpretation of Section 888.
Indeed, Section 888 mandates this pro-
tection.

Mrs. MURRAY. Madam President, as
the Senator from Alaska has pre-
viously indicated, the essential non-
homeland security missions are to be
protected pursuant to Section 888. It is
also my understanding that the Coast
Guard organizational structure shall be
maintained. To ensure that we achieve
our objectives, the Inspector General of
the Department shall conduct an an-
nual review to assess the Coast Guard
performance of all its missions, with a
particular emphasis on examining the
non-homeland security missions. Is
this the understanding of the Senator
from Alaska?

Mr. STEVENS. I share my col-
league’s understandings on these mat-
ters.

Mrs. MURRAY. Madam President,
does the Senator from Alaska agree
that any significant changes to the au-
thorities, functions, missions and capa-
bilities of the Coast Guard can be im-
plemented only if they are specified in
subsequent legislation? And to that
end, does he believe the language con-
tained in the bill will serve to protect
the non-homeland security missions of
the Coast Guard while moving the or-
ganization into an important homeland
security role?

Mr. STEVENS. I do agree. Section
888 is a clear statement that Congress
will play a major role in deciding
whether there would be any significant
changes to the Coast Guard in these
areas. The language also preserves the
Service’s non-homeland security mis-
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sions while permitting it to perform
important homeland security missions.

Mrs. MURRAY. As the ranking mem-
ber of the Appropriations Committee,
the Senator from Alaska is aware that,
as part of the fiscal year Transpor-
tation Appropriations bill reported
unanimously in July, the Committee
mandated that the Coast Guard submit
quarterly mission hour reports detail-
ing precisely how the Coast Guard has
allocated its human and capital re-
sources by mission for the preceding
quarter.

The Committee also granted the
Commandant unprecedented budget
flexibility with the dramatically in-
creased funds provided above the fiscal
year 2002 level to address simulta-
neously his homeland security needs
while ensuring that his other critical
missions return to their pre-September
11, 2001 levels.

Finally, the Committee required the
Commandant to submit a detailed plan
as part of his fiscal year 2004 budget re-
quest to show us precisely how he
would maintain such mission balance. I
am sure that the Senator from Alaska
agrees with me that, notwithstanding
the fact that the fiscal year 2003 Trans-
portation Appropriations bill has been
entangled in the larger delay in the Ap-
propriations process, the bipartisan
leadership of the Appropriations Com-
mittee expects the Commandant to
move forward with the submission of
these reports.

Mr. STEVENS. Yes, I concur with the
Senator that the Committee should
begin receiving these reports without
delay so that we can monitor the Coast
Guard’s progress in complying with not
only the Appropriations Committee’s
directives but with the requirements
articulated under Section 888 of the
Homeland Security Act.

Mrs. MURRAY. It is with great dis-
appointment that I have to tell the
Senator from Alaska that I am greatly
concerned by some preliminary indica-
tions from the Department of Trans-
portation Inspector General, IG, that
the Coast Guard may not have fulfilled
its statutory obligations to fully fund
mandated improvements to its Search
and Rescue Program in fiscal year 2002.

As part of the Department of Trans-
portation and Related Agencies Appro-
priations Act, 2002, the Committee
mandated that not less than $14,541,000
be used solely to address the many de-
ficiencies that the IG found with the
Coast Guard’s readiness in the area of
Search and Rescue. We also mandated
that the Inspector General monitor the
Coast Guard’s compliance with this di-
rective.

While the Inspector General’s office
has not yet finalized its report, I am
greatly concerned by preliminary indi-
cations that the Coast Guard did not, I
repeat ‘‘not fulfill the requirement in
the law. This is precisely the Kkind of
concern that makes it essential that
we continue to monitor the Coast
Guard’s compliance with Appropria-
tions Committee directives as well as
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with Section 888 of the Homeland Secu-
rity Act. Again, I commend your lead-
ership in this area and look forward to
working with you and Admiral Collins,
the Commandant, on these issues in
the future.

I also want to thank the Chairman of
the Governmental Affairs Committee
again for his foresight and leadership
in the efforts to create the Department
of Homeland Security.

Mr. SHELBY. Madam President, as
the Ranking Member of the Transpor-
tation Appropriations Subcommittee, I
strongly agree with the remarks made
by my distinguished colleague from
Alaska last week regarding the Coast
Guard and its treatment in the Home-
land Security legislation. I commend
his leadership to preserve the tradi-
tional role of the Coast Guard as it be-
comes an agency of the Department of
Homeland Security.

The unique strength of the Coast
Guard in its multi-mission operational
capability—the ability to perform a va-
riety of missions for the nation. It is
one of several agencies to be subsumed
into the new Department that has both
on-homeland security and homeland se-
curity missions. It is critical to main-
tain all of the Coast Guard’s missions
and capabilities instead of allowing one
mission area to eclipse any other. Sec-
tion 888 takes a significant step for-
ward in preventing that from hap-
pening by preventing assets, personnel,
and budget resources from being di-
verted away from the Coast Guard’s
traditional missions, including res-
cuing mariners in distress.

Madam President, I share the con-
cerns expressed by the Senator from
Alaska about the utmost importance of
maintaining the Coast Guard’s non-
homeland security missions and capa-
bilities. When I became Chairman of
the Subcommittee in the next Con-
gress, I shall look forward to working
closely with him as the Full Appropria-
tions Committee Chairman to ensure
that Section 888 is implemented as
Congress intends.

Ms. COLLINS. I would like to thank
the Senior Senator from Alaska for the
leadership he has shown in helping to
preserve the traditional functions of
the Coast Guard after it becomes part
of the new Department of Homeland
Security. Maine and Alaska share a
common interest in preserving the
Coast Guard’s traditional functions, in-
cluding its search and rescue mission,
which are so critical to our fishing
communities.

The Senior Senator from Alaska and
I teamed up in the Governmental Af-
fairs Committee to ensure that, when
we transfer the Coast Guard to the De-
partment of Homeland Security, we do
not leave its traditional missions be-
hind. Our language ensured that the
authorities, functions, assets, and per-
sonal of the Department would be
maintained intact and without reduc-
tion after its transfer to the new De-
partment except as specified in subse-
quent Acts.
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I am pleased that the fundamental
elements and purposes of our Coast
Guard amendment are included in the
final compromise homeland security
bill. Section 888 of the final com-
promise measure is intended to pre-
serve the traditional functions of the
Coast Guard such as marine safety,
search and rescue, aids to navigation,
living marine resources, and ice oper-
ations. The Coast Guard will also be a
separate and distinct entity in the new
Department, and the Commandant of
the Coast Guard will report directly to
the Secretary of Homeland Security,
thus preventing a demotion from the
Commandant’s current status in the
Department of Transportation.

There is, however, a question that I
would like to address to my friend from
Alaska. It is my understanding that
Section 888 of the final compromise bill
is intended to prohibit changes in the
Coast Guard’s personnel, assets, or au-
thorities that would adversely impact
the Service’s capability to perform its
non-homeland security functions. Is
that also the Senator’s understanding
of this provision?

Mr. STEVENS. Yes, that is my un-
derstanding also.

Ms. SNOWE. I would like to enter
into a colloquy with several of my col-
leagues from coastal States regarding
Section 888 of the final version of the
Homeland Security Act of 2002. The
provisions of Section 888 were drafted
to preserve the traditional roles and
missions of the Coast Guard and ensure
they are not altered or diminished.

Since September 11, 2001, the Coast
Guard has taken on additional home-
land security responsibilities resulting
in its largest peacetime port security
operation since World War II. While
our new reality requires the Coast
Guard to maintain a robust homeland
security posture, these new priorities
must not diminish the Coast Guard’s
focus on its other traditional missions
such as marine safety, search and res-
cue, aids to navigation, fisheries law
enforcement, and marine environ-
mental protection.

As a Senator from a coastal State,
and as the ranking member on the
Oceans, Atmosphere, and Fisheries
Subcommittee of the Senate Commerce
Committee, I can attest that all these
missions are critically important and
that the American people rely on the
Coast Guard to perform them each and
every day.

The language in Section 888, which I
developed with Senators STEVENS and
COLLINS, strikes the proper balance and
ensures the Coast Guard’s non-home-
land security missions will not be com-
promised or decreased in any substan-
tial or significant way by the transfer
to the new Department of Homeland
Security.

First and foremost, it ensures that
the Coast Guard will remain in distinct
entity and continue in its role as one of
the five Armed Services. The Coast
Guard plays a unique role in our gov-
ernment, in which it serves as both an
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armed service as well as a law enforce-
ment agency, and this must not be
changed or altered.

This language in Section 888 main-
tains the primacy of the Coast Guard’s
diverse missions by establishing the
Coast Guard as a distinct agency under
the Secretary of Homeland Security
and mandates that the Coast Guard
Commandant will report directly to
the Secretary, rather than to or
through a Deputy Secretary.

Additionally, this section prevents
the Secretary of this new Department
from making substantial or significant
changes to the Coast Guard’s non-
homeland security missions or alter its
capabilities to carry out these mis-
sions, except as specified in subsequent
Acts. It also prohibits the new depart-
ment from transferring any Coast
Guard missions, functions, or assets to
another agency in the new Department
except for personnel details and assign-
ments that do not reduce the Service’s
capability to perform its non-homeland
security missions.

This section also requires the Inspec-
tor General of the new Department to
review and assess annually the Coast
Guard’s performance of its non-home-
land security missions and to report
the findings to the Congress.

I also am pleased to see the inclusion
of my amendment requiring the new
Homeland Secretary, in consultation
with the Commandant, to report to
Congress within 90 days of enactment
of this Act on the benefits of accel-
erating the Coast Guard’s Deepwater
procurement time line from 20 years to
10 years. The Deepwater project, which
will recapitalize all of the Coast Guard
assets operating 50 or more miles from
our coasts, is already underway. How-
ever, the Coast Guard must wait up to
20 years, in some instances, to acquire
already existing technology. I believe
that we must accelerate the Deepwater
acquisition project and acquire these
much-needed assets for the Coast
Guard now, not 20 years down the road.

Madam President, Section 888 is a
strong statement by the Congress that
the Coast Guard is an essential compo-
nent of the new Department and that
its non-homeland security missions
and capabilities must be maintained
due to their overriding importance, not
only to coastal States such as Maine,
but also to the entire nation.

Mr. LIEBERMAN. Madam President,
as manager of the legislation to create
a Department of Homeland Security, I
want to share with the Senate my
views on the meaning and intent of
several key provisions in H.R. 5005, the
final homeland security legislation ap-
proved by the Senate on November 19,
2002. These provisions have been
through several iterations and they
have been debated extensively.

H.R. 5005 is the result of over a year
of deliberations begun last October
when I introduced legislation (S. 1534)
with Senator SPECTER to create a De-
partment of Homeland Security. That
legislation was subsequently combined
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with legislation by Senator GRAHAM (to
create a White House Office for Com-
bating Terrorism) and became S. 2452,
which was reported out of the Com-
mittee on Governmental Affairs on
May 22, 2002.

Before the Senate had a chance to
consider that bill, however, the Presi-
dent announced his support for a De-
partment of Homeland Security. The
Administration’s bill, first submitted
to Congress on June 18, 2002, encom-
passed almost all of S. 24562’s organiza-
tional elements regarding the Depart-
ment. The Governmental Affairs Com-
mittee held hearings to consider the
administration’s proposals, and, I pre-
pared an amendment to S. 2452 that
was considered, and adopted, at a July
24-25 business meeting of the Com-
mittee. That expanded version of S.
2452 went a considerable way to incor-
porate the administration’s proposals.

In late July, the House of Represent-
atives passed its version of the Home-
land Security bill, H.R. 5005. This
House bill became the base bill for
floor consideration in the Senate, and
the amended version of S. 2452 was of-
fered on the Senate floor as SA 4471 to
H.R. 5005.

The following statement will discuss
various provisions in H.R. 5005 and,
where appropriate, their relationship
to similar provisions in SA 4471. It is
intended to supplement a statement
and other material I submitted for the
RECORD on September 4, 2002, (S8159—
S8180) which interpreted key provisions
in SA 4471 (also referred to as the Com-
mittee bill).

INTELLIGENCE

Title II, Subtitle A, Section 201 of
H.R. 5005, establishes a Directorate for
Information Analysis and Infrastruc-
ture Protection. This is a critical pro-
vision that goes to the heart of the
weaknesses that have been exposed in
our nation’s homeland defenses since
September 11, 2001—that is, the lack of
information sharing related to ter-
rorist activities between intelligence,
law enforcement, and other agencies.
This directorate stems from the Presi-
dent’s legislative submission in June,
which included a proposal to create an
information analysis and infrastruc-
ture protection directorate in the De-
partment. However, the President’s
concept has been altered and expanded
in response to testimony before the
GAC and input from key Senators. The
version in H.R. 5005, while not exactly
what the GAC recommended, rep-
resents a substantial improvement
over the President’s June 18th, 2002
proposal. If fully implemented, and if
the new department and the various
agencies responsible for gathering and
providing intelligence properly inter-
pret its provisions, it will improve our
capacity to fuse that intelligence in
order to prevent terrorist attacks be-
fore they occur.

S. 2452, as originally reported on May
22, 2002, and based largely on rec-
ommendations by the bi-partisan Hart-
Rudman Commission, included direc-
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torates for critical infrastructure,
emergency preparedness, and border se-
curity. The President’s June 18th pro-
posal added a fourth directorate for
“information analysis and infrastruc-
ture protection.”

SA 4471 was developed after exam-
ining the President’s proposal and
hearing from expert witnesses on the
critical need for a national level focal
point for the analysis of all informa-
tion available to the United States to
combat terrorism. On June 26 and 27,
the GAC held hearings on how to shape
the intelligence functions of the pro-
posed Department of Homeland Secu-
rity—to determine how, in light of the
failure of our government to bring all
of the information available to various
agencies together prior to September
11, 2001, the government should receive
information from the field, both for-
eign and domestic, and convert it,
through analysis, into actionable infor-
mation that better protects our secu-
rity.

The GAC’s hearings focused specifi-
cally on the relationship between the
Department of Homeland Security and
the Intelligence Community. The hear-
ings featured testimony from some of
our country’s most noted experts in in-
telligence issues, including Senators
BOB GRAHAM and RICHARD SHELBY, the
chairman and ranking member of the
Senate Intelligence Committee. Other
witnesses included Lt. Gen. Patrick M.
Hughes, former director of the Defense
Intelligence Agency; Jeffrey Smith,
former General Counsel of the Central
Intelligence Agency; Lt. Gen. William
Odom, former Director of the National
Security Agency; Chief William B.
Berger, President of the International
Association of Chiefs of Police; and
Ashton B. Carter, former Assistant
Secretary of Defense for International
Security Policy. Finally, CIA Director
George Tenet and FBI Director Robert
Mueller also testified.

Senator GRAHAM’s written testimony
stated that the Intelligence Commit-
tee’s hearings thus far have uncovered
several factors that contributed to the
failures of Sept 11—one of which is
“the absence of a single set of eyes to
analyze all the bits and pieces of rel-
evant intelligence information, includ-
ing open source material.”” Senator
SHELBY’s written testimony stated
that ‘“‘most Americans would probably
be surprised to know that even nine
months after the terrorist attacks,
there is today no federal official, not a
single one, to whom the President can
turn to ask the simple question, what
do we know about current terrorist
threats against our homeland? No one
person or entity has meaningful access
to all such information the government
possesses. No one really knows what we
know, and no one is even in a position
to go to find out.” General Patrick
Hughes, former director of the Defense
Intelligence Agency, echoed these
points. His testimony stated that, ‘‘in
our intelligence community, we cur-
rently have an inadequate capability to
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process, analyze, prepare in contextual
and technical forms that make sense
and deliver cogent intelligence to users
as soon as possible so that the time de-
pendent operational demands for intel-
ligence are met.”

These hearings made it clear that: (1)
there is currently no place in our gov-
ernment where all intelligence avail-
able to the government is brought to-
gether to be analyzed, (2) the Depart-
ment of Homeland Security requires an
all-source intelligence analysis capa-
bility in order to effectively achieve its
mission of preventing, deterring, and
protecting against terrorist attacks, (3)
the intelligence function should be a
smart, aggressive customer of the in-
telligence community, (4) the intel-
ligence function must have a seat at
the table when our nation’s intel-
ligence collection priorities are deter-
mined, (6) the Department is already a
significant collector of intelligence-re-
lated information, through such agen-
cies such as the Customs Service and
the Coast Guard being transferred into
the Department, and (6) the Depart-
ment must have sufficient access to in-
formation that is collected by intel-
ligence, law enforcement, and other
agencies. This final point was under-
scored by Senator SHELBY, who testi-
fied that the relatively limited ‘‘access
to information’ provisions in the
President’s proposal were unaccept-
able, and that it would be a mistake if
they were adopted.

The President’s proposal was to cre-
ate an ‘“‘information analysis and crit-
ical infrastructure protection divi-
sion”’—whose most important role, as
CIA Director Tenet testified at the
GAC hearing on June 27, 2002, would be
“to translate assessments about evolv-
ing terrorist targeting strategies,
training, and doctrine overseas into a
system of protection for the infrastruc-
ture of the United States.” Its purpose
would be to focus the intelligence func-
tion on detecting and mitigating
against threats to critical infrastruc-
ture rather than the entire range of po-
tential threats. Consequently, the in-
telligence analysis function in the De-
partment of Homeland Security would
not be designed to uncover terrorist
plots or prevent acts of terrorism be-
fore they occurred. The Governmental
Affairs Committee rejected this more
limited approach and subsequently ap-
proved a more robust intelligence di-
rectorate, along with a separate direc-
torate for critical infrastructure pro-
tection, which were incorporated in SA
4471. Some of these improvements are
now incorporated in H.R. 5005.

Most importantly, like SA 4471, H.R.
5005 makes it clear that the purpose of
the information analysis function in
the Department goes beyond critical
infrastructure protection to encompass
disseminating intelligence in order to
deter, prevent, and respond to all ter-
rorist threats. Section 201(d) of H.R.
5005, which describes responsibilities of
the Under Secretary for Information
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Analysis and Infrastructure Protec-
tion, at paragraph (1), states: ‘“‘to ac-
cess, receive, and analyze law enforce-
ment, intelligence information, and
other information from agencies from
the Federal Government, State and
local government agencies), and pri-
vate sector entities, and to integrate
such information in order to—(A) iden-
tify and assess the nature and scope of
terrorist threats to the homeland; (B)
detect and identify threats of terrorism
against the United States; and (C) un-
derstand such threats in light of actual
and potential wvulnerabilities of the
homeland.” Clause (B) especially estab-
lishes that the information analysis
function must be designed in order to
““detect and identify” threats of ter-
rorism.

In addition, Section 201(d)(9) states
that the responsibilities of the Under
Secretary (for information analysis
and infrastructure protection) shall in-
clude the following: ‘‘to disseminate, as
appropriate, information analyzed by
the Department within the Depart-
ment, to other agencies of the Federal
Government with responsibilities re-
lating to homeland security, and to
agencies of State and local govern-
ments and private sector entities with
such responsibilities in order to assist
in the deterrence, prevention, preemp-
tion of, or response to, terrorist at-
tacks against the United States.”
Again, it is important that the new in-
formation analysis division focus on
doing everything within its power to
deter, prevent and preempt, acts of ter-
rorism, while also ensuring that our
nation is adequately prepared to re-
spond.

As noted earlier, the President’s
June 18th proposal would have estab-
lished a more limited function pri-
marily designed to assess threats and
vulnerabilities to our critical infra-
structure. This is an important task
and will clearly be a major focus of the
Department of Homeland Security, but
the Department’s information analysis
role will now encompass all terrorist
threats, not just those to critical infra-
structure. Many potential terrorist at-
tacks—for example a bomb in a shop-
ping mall and attacks using weapons of
mass destruction—are not directed at
critical infrastructure, but at pro-
ducing mass casualties. Thus, the in-
telligence analysis function in the De-
partment can and must focus on the
full range of threats that we face. And
it must have the capacity to access and
properly analyze all of the information
about terrorist attacks that our gov-
ernment possesses.

Secondly, though it falls short of the
Committee’s recommendation, the
final legislation does establish dedi-
cated leadership for both the informa-
tion analysis and infrastructure pro-
tection functions. SA 4471 established
separate, Senate confirmed Under Sec-
retaries for ‘‘intelligence analysis’ and
“‘critical infrastructure protection.”
This was to ensure that focused leader-
ship—with sufficient clout—was pro-
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vided for each of these complex, and
major challenges facing our govern-
ment. With 85 percent of our critical
infrastructure owned by the private
sector, it is clear that full time leader-
ship will be required to ensure that
adequate protective measures are iden-
tified and put in place. Similarly, the
tremendous challenge of overcoming
barriers to information sharing within
the intelligence community and estab-
lishing a robust intelligence analysis
division will likely occupy a signifi-
cant amount of time of the Secretary
and Under Secretary.

H.R. 5005 takes a somewhat different
approach: like the President’s June
18th proposal, it establishes a single
Under Secretary with overall responsi-
bility for both information analysis
and infrastructure protection. How-
ever, in Title II, Section 201, (b)(1) and
(b)(2) it also creates two Assistant Sec-
retaries to lead information analysis
and infrastructure protection, respec-
tively. Earlier, Title I, Section 103 of
the legislation establishes several offi-
cers who shall be appointed by the
President ‘“‘with the advice and consent
of the Senate,” including not more
than 12 Assistant Secretaries (Sec. 103
(a)(8)). The Assistant Secretaries for
information analysis and infrastruc-
ture protection will clearly occupy two
of the most critical positions in our
government: consequently, Congress’
expectation is they will be among the
12 Assistant Secretaries who will be ap-
pointed by the President with the ad-
vice and consent of the Senate.

Third, responding to the testimony of
Senator SHELBY and others, the SA 4471
provided broad, routine access to infor-
mation for the Secretary of Homeland
Security. The assumption behind the
Committee’s approach was that, unless
the President determined otherwise, all
information about terrorist threats, in-
cluding so-called ‘‘unevaluated intel-
ligence,”” possessed by intelligence
agencies would be routinely shared by
intelligence agencies and other agen-
cies with the Department of Homeland
Security. In contrast, the President’s
proposal would curtail the Secretary’s
access to unanalyzed information. The
Secretary would have routine access to
reports, assessments and analytical in-
formation. But, except for vulnerabili-
ties to critical infrastructure, the Sec-
retary would receive access to
unanalyzed information only as the
President may further provide.

H.R. 5005 has wisely moved towards
SA 4471. In Section 202 (a), H.R. 5005
states that, ‘‘except as otherwise di-
rected by the President, the Secretary
shall have such access as the Secretary
considers necessary to all information,
including reports, assessments, anal-
yses, and unevaluated intelligence re-
lating to threats of terrorism against
the United States and to other areas of
responsibility assigned by the Sec-
retary, and to all information con-
cerning infrastructure or other
vulnerabilities of the United States to
terrorism, whether or not such infor-
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mation has been analyzed, that may be
collected, possessed, or prepared by any
agency of the Federal Government.”
This is crucial because the Secretary
must have access to the information he
or she deems necessary to protect the
American people, and cannot simply
rely on agencies that have historically
been reluctant to share information to
determine what the Secretary should
have.

In Section 202(b)(1) the legislation
provides that the Secretary may enter
into cooperative agreements with
agencies to provide access to such in-
formation. At the same time, if no re-
quest has been made, or no agreement
has been entered into, agencies are still
required to provide certain information
that is specified in the legislation. This
includes, at Section 202(b)(2) (A) all re-
ports (including information reports
containing intelligence which has not
been fully evaluated), assessments and
analytical information relating to
threats of terrorism against the United
States and to other areas of responsi-
bility assigned by the Secretary; (B) all
information concerning the vulner-
ability of the infrastructure of the
United States, or other vulnerabilities
of the United States, to terrorism,
whether or not such information has
been analyzed; (C) all other informa-
tion relating to significant and cred-
ible threats of terrorism, whether or
not such information has been ana-
lyzed; and (D) such other information
or material as the President may di-
rect.

These provisions require agencies to
provide significant amounts of infor-
mation to the Secretary, even in the
absence of a cooperative agreement.
With respect to the information re-
quired in Section 202(b)(2)(C); in many
cases, it may be impossible for agen-
cies to know if certain information is
related to ‘‘significant and credible
threats’ of terrorism precisely because
that can only be determined once the
information is fused with information
from others. Consequently, to meet the
statutory requirement, agencies should
clearly endeavor to collect requested
information, even if it is not already
available, and they should err on the
side of providing more, rather than
less, information that is already on
hand to the Department’s analysts.
This is clearly the best way to help en-
sure that the Department can effec-
tively carry out its mandate to pre-
vent, deter, and preempt terrorist at-
tacks.

Finally, like SA 4471, H.R. 5005 makes
the Department responsible for work-
ing with the Director of Central Intel-
ligence to protect sources and methods
and with the Attorney General to pro-
tect sensitive law enforcement infor-
mation (Section 201(d)(12)). Also, as the
Committee recommended, the sub-
stitute formally includes the elements
of the Department concerned with
analysis of foreign intelligence in the
“intelligence community’’ (Section
201(h)) while also empowering the Sec-
retary to consult with the Director of
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Central Intelligence and other agencies
on our nation’s intelligence gathering
priorities (Section 201(d)(10)). These
provisions will ensure that the Depart-
ment becomes a full partner with the
Central Intelligence Agency and other
agencies in our intelligence commu-
nity, and that is has a crucial seat at
the table in all proceedings where in-
telligence-gathering priorities are es-
tablished.

Though H.R. 5005 is not exactly what
the Governmental Affairs Committee
recommended in SA 4471, it does con-
tain key aspects of the Committee’s
approach and establishes a single point
in our government with the responsi-
bility for receiving and assessing all in-
formation about terrorist threats to
our homeland. Thus, it does represent a
very significant improvement over the
Administration’s proposal. As a result,
the information analysis and infra-
structure protection function in the
Department, assuming it is properly
implemented, will greatly improve our
nation’s overall capacity to prevent,
deter, protect against, and respond to
terrorist threats against our homeland.

SCIENCE AND TECHNOLOGY

The Department will have profound
scientific and technological needs, and
both the immediate and long-term suc-
cess of its mission will require the im-
plementation of a broadly-coordinated,
tightly-focused, and sustained effort to
invest in critical areas of research, ac-
celerate technology development, and
expedite the transition and deployment
of such technologies into effective use.
H.R. 5005 attempts to meet this objec-
tive by creating a strong, coherent, and
well-funded Directorate of Science and
Technology. The Directorate estab-
lished in this legislation follows di-
rectly from the model embodied in the
homeland security bill passed by the
Senate Governmental Affairs Com-
mittee, SA 4471, and explicated in the
Chairman’s Statement on September 4,
2002 (CONGRESSIONAL RECORD, pages
S8162-S8164). In  keeping with that
model, the Directorate will be headed
by a Senate-confirmed Under Secretary
for Science and Technology with ex-
pansive responsibilities, as outlined in
Section 302, for directing and managing
homeland security research, develop-
ment, demonstration, testing, and
evaluation (RDDT&E) activities; co-
ordinating the federal government’s ci-
vilian efforts, as well as developing a
national policy and strategic plan, for
meeting homeland security R&D needs;
advising the Secretary and supporting
the Department’s efforts to analyze
risks and threats; ensuring the rapid
transfer and deployment of tech-
nologies capable of advancing home-
land security objectives; and con-
ducting research on countermeasures
for biological and chemical threats.

RESEARCH, DEVELOPMENT, DEMONSTRATION,

TESTING & EVALUATION

With respect to his RDDT&E respon-
sibilities, the Under Secretary will act
through an array of mechanisms and
authorities established in H.R. 5005.
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The primary driver of innovation with-
in the Directorate will be a Homeland
Security Advanced Research Projects
Agency (HSARPA), which is conceived
to be similar in purpose and organiza-
tion to the highly successful Defense
Advanced Research Projects Agency
(DARPA) within the Department of De-
fense (DOD). Over the past five decades,
DARPA has been recognized as one of
the most productive engines of techno-
logical innovation in the federal gov-
ernment. Its success has been grounded
in its ability to recruit outstanding
scientific and technical talent, pro-
mote creativity and adaptability under
a lean, flexible organizational struc-
ture, and entice collaboration from
other R&D entities by leveraging an
independent source of funds. Because
the HSARPA created in H.R. 5005 is
purposefully patterned after the nearly
identical Security Advanced Research
Projects Agency (SARPA) contained in
SA 4471, the legislative intent con-
cerning the missions, roles, Accelera-
tion Fund, and structure of that orga-
nization (see Chairman’s Statement on
September 4, 2002, CONGRESSIONAL
RECORD, pages S8162-8163) are, of
course, straightforwardly applicable to
HSARPA.

In order to enable HSARPA to
achieve parallel success to DARPA,
Section 307 of H.R. 5005 provides
HSARPA with a $500 million Accelera-
tion Fund to support key homeland se-
curity R&D both within and outside of
the federal government, leverage col-
laboration from R&D entities external
to the Department, and accelerate the
development, prototyping, and deploy-
ment of homeland security tech-
nologies. The Secretary is likewise pro-
vided with DARPA’s flexible authority
to hire and manage top-flight per-
sonnel. Although SA 4471 placed limits
on this authority by setting a ceiling
of 100 personnel who may be hired pur-
suant to this authority and instituting
a 7-year sunset provision [SA 4471, Sec-
tion 135(c)(3)(C)], those limits have
been eliminated in H.R. 5005 to allow
the Secretary greater discretion in ex-
ercising such authority commensurate
with need [Section 307(b)(6)]. In a later
section, Section 831, H.R. 5005 also con-
fers the Secretary with another impor-
tant authority currently available to
the DOD—the ability to engage in
“‘other transactions’ for both research
and prototype projects. This flexible
contracting authority for such projects
has been integral to DARPA’s success,
and HSARPA will therefore have the
same authority. While the legislation
vests this authority directly in the
Secretary, it is clearly and specifically
contemplated that such authority will
be delegated appropriately to other of-
ficials within the Department, particu-
larly the Under Secretary for Science
and Technology and the Director of
HSARPA, for use in connection with
R&D and prototyping activities under
their direction or management, includ-
ing extramural RDDT&E projects and
projects supported by the Acceleration
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Fund. Nothing in this legislation
should be construed as requiring or en-
couraging HSARPA to adopt or rep-
licate any specific programs within
DARPA, such as the Total Information
Awareness Program, or as conferring
HSARPA with any additional author-
ity to overcome privacy laws when de-
veloping technologies for information-
collection.

Separate provisions for the Depart-
ment’s other extramural and intra-
mural RDDT&E activities are set forth
in Section 308. These provisions are not
intended to supercede the specific pro-
visions established for HSARPA under
Section 307, and should not be in any
way limiting on HSARPA. Regarding
the university-based center or centers
for homeland security described in Sec-
tion 308(b)(2), legislative intent regard-
ing the need for flexible application of
this provision in order to avoid un-
fairly favoring one or more particular
institutions was clarified in the No-
vember floor statements of the Repub-
lican manager of the final bill, Senator
PHIL GRAMM. It should therefore be em-
phasized that the criteria listed under
Section 308(b)(2)(B) should not be con-
sidered absolute or dispositive in na-
ture, but rather, as factors that should
be considered in the context of na-
tional homeland security needs and the
relative strengths of candidate institu-
tions in meeting those needs. Con-
sistent with this intent, Section
308(b)(2)(C) specifically provides the
Secretary and the Under Secretary
with full ‘“‘discretion” in determining
whether, how, and when to implement
these provisions. Consideration of addi-
tional relevant criteria to supplement
(and, within their discretion, to
supercede) those delineated under Sec-
tion 308(b)(2)(B) is specifically con-
templated in Section 308(b)(2)(C). This
subsection anticipates as the Secretary
and Under Secretary exercise their dis-
cretion that they actively engage in a
comprehensive, dispassionate, and
competitive review of available institu-
tions to determine the optimal selec-
tion for serving national interests. It is
contemplated that consortia of univer-
sities capable of meeting particular
areas of required expertise would be el-
igible to serve as a university center or
centers; therefore, there is no restric-
tion on such consortia being considered
under Section 308(b)(2). To assure full
oversight of the fairness of the selec-
tion process, the Secretary is required
to report to Congress under Section
308(b)(2)(C) on the full details of the se-
lection and implementation of the uni-
versity centers.

Regarding the headquarters labora-
tory described in Sections 308(c)(2)-
(c)(4), it deserves reiterating that the
establishment of such a headquarters
laboratory is not mandatory under the
legislation. The Secretary and the
Under Secretary should use their dis-
cretion in determining whether the
designation of such a laboratory is nec-
essary and would better assist the Di-
rectorate in fulfilling its functions. It
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is the intent of H.R. 5005 that the Di-
rectorate coordinate and draw broadly
upon the full range of S&T resources
and expertise available in the federal
government rather than creating new,
duplicative stovepipes. Accordingly,
the risks attaching to the latter should
be weighed carefully against the poten-
tial benefits of establishing a single
headquarters laboratory. As an alter-
native, the Secretary could certainly
opt to select a group of institutions
and laboratory elements with expertise
in a variety of fields to fill the perti-
nent need.

Consequent to the principle of afford-
ing the Department with rapid, non-
bureaucratic, expansive, and flexible
access to existing federal S&T capabili-
ties, the legislation in Section 309 pro-
vides the Secretary with authority to
utilize any of the Department of En-
ergy (DOE) laboratories and sites
through a variety of mechanisms, most
notably, joint sponsorship agreements,
and in Section 309(g), establishes an Of-
fice for National Laboratories within
the Directorate to create a networked
laboratory system among the DOE lab-
oratories to support the missions of the
Department. With regard to Section
309(c), it should be clarified that this
provision is limited to those programs
and activities that are transferred from
the DOE to the Department under this
legislation. There is no general re-
quirement or obligation within this or
any other provision to execute or
maintain separate contracts for work
commissioned by the Department to
non-transferred DOE laboratories or
sites or their operators.

INTERAGENCY COORDINATION AND THE
NATIONAL POLICY AND STRATEGIC PLAN

Notwithstanding the mechanisms de-
scribed above for enabling the Depart-
ment to engage and support important
homeland security R&D, H.R. 5005 rec-
ognizes that the vast bulk of research
and development relevant to homeland
security will continue to occur outside
the direct control of the Department—
in other agencies, in academia, and in
the private sector. A critical challenge,
therefore, will be to ensure that the
Department has the proper tools and
mechanisms to elicit cooperation
across a wide range of disparate R&D
entities, each with their own missions
and priorities, and to coordinate their
collective efforts in service to home-
land security goals.

A key coordination mechanism envi-
sioned by the legislation is the devel-
opment of a national policy and stra-
tegic plan as described in Section
302(2). This national policy and stra-
tegic plan integrates the concepts of
the National Strategy for Combating
Terrorism and the technology roadmap
articulated in SA 4471 [Title III and
Section 135(c)(2)(B)] into a single na-
tional blueprint for meeting S&T goals
and objectives for homeland security.
It is intended that a comprehensive
technology roadmapping exercise
(which is commonly accepted within
the S&T community as a prerequisite
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to optimal organization and coordina-
tion of large-scale R&D projects) serve
as a basis for, and central component
of, the larger policy and plan, and that
the resulting roadmap, policy, and plan
provide the framework within which
all relevant stakeholders, both within
and outside of government, will coordi-
nate on a common homeland security
RDDT&E agenda.

Effective coordination will also re-
quire a forum and body through which
intensive communication and collabo-
ration may occur. Along these lines,
the legislation in Section 311 estab-
lishes a Homeland Security Science
and Technology Advisory Committee
(‘‘Advisory Committee’’) consisting of
representatives from academia and the
private sector to both advise the De-
partment and coordinate with commu-
nities outside the federal government
in conducting homeland security R&D.
The utility of having an external, inde-
pendent entity to inform and guide
intra-Department and interagency S&T
efforts has been previously dem-
onstrated by the advisory group assem-
bled by the National Academy of
Sciences (NAS) in response to the Sep-
tember 11th attacks. This group, which
published a prominent review of the
government’s homeland security R&D
efforts in June 2002 (Making the Nation
Safer: The Role of Science and Tech-
nology in Countering Terrorism),
played an important and constructive
role in identifying and stimulating
much needed improvements. Section
311 requires a similar entity to be es-
tablished that may, among other
things, advise the Department by con-
tinuously critiquing homeland security
S&T efforts in a ‘‘red team’ capacity
or function, and recommending new ap-
proaches for the Department and out-
side agencies. It is specifically antici-
pated that the National Research
Council of the NAS, drawing on its ex-
tensive network of S&T contacts and
the expertise it developed in compiling
its June 2002 report, will select appro-
priate candidates for membership onto
the Advisory Committee [Section
311(b)(2)], as well as support the Advi-
sory Committee’s work on an ongoing
basis. The Advisory Committee is ini-
tially authorized for three years, which
is a reasonable time period to permit
the Secretary to meaningfully assess
the Advisory Committee’s efficacy in
fulfilling its defined purpose. Should
the Secretary determine after the ini-
tial authorization period that the Advi-
sory Committee has provided, or is
likely to provide, useful support and
functionality to the Department, it is
anticipated that the Secretary will re-
constitute or re-establish the Advisory
Committee pursuant to his authority
under Section 871(a).

With respect to R&D coordination
among the federal agencies, H.R. 5005
does not specifically carry over the
Homeland Security Science & Tech-
nology Council (‘‘S&T Council”) from
SA 4471 given that it may be unneces-
sarily redundant to create a new inter-
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agency council when interagency co-
ordination mechanisms already exist in
the form of the National Science and
Technology Council (NSTC) and its
various subcommittees. This does not
diminish the importance of such an
interagency body to the homeland se-
curity R&D effort. To the contrary, an
active interagency coordination entity
must be considered fundamental to en-
abling the Secretary and the Under
Secretary to fulfill their core respon-
sibilities of coordinating the federal
government’s civilian homeland secu-
rity R&D efforts [Section 302(2)] and
carrying out the Department’s S&T
agenda through coordination with
other federal agencies [Section 302(13)].
The omission of the interagency S&T
Council from H.R. 5005 assumes that
the NSTC and the Office of Science and
Technology Policy (OSTP), working
with the Secretary and the Under Sec-
retary, will establish and promote the
strong interagency coordination man-
dated in Sections 302(2) and 302(13).
Consequently, the Secretary, the Under
Secretary, the OSTP, and all members
of the NSTC are expected to commit to
ensuring the viability of the NSTC as a
productive coordination mechanism. In
the event that such faith proves to be
misplaced, a separate interagency
group composed of senior R&D rep-
resentatives from relevant federal
agencies and officials from the Execu-
tive Office of the White House should
be immediately constituted by the Sec-
retary and the Under Secretary based
on the authorization for interagency
S&T coordination contained in Sec-
tions 302(2) and 302(13). These provi-
sions also constitute a directive to
agencies with S&T expertise in areas
pertinent to homeland security to fully
and actively participate in such inter-
agency efforts.

SCIENTIFIC AND TECHNICAL SUPPORT, RISK
ANALYSIS, AND THE HOMELAND SECURITY IN-
STITUTE
Another major set of responsibilities

assigned to the Under Secretary relates

to providing specialized advise, exper-
tise, and support to other actors within
the homeland security organization

[Sections 302 (1), (2), and (3)]. Perhaps

the most critical of such responsibil-

ities is supporting the Department
with respect to assessing, analyzing,
and mitigating homeland security
threats, vulnerabilities, and risks. Sec-
tion 302(2) calls for including coordi-
nated threat identification within the
national policy and strategic plan, and

Section 302(3) specifically calls for the

assessment and testing of ‘‘homeland

security vulnerabilities and threats.”

Although primary responsibility for co-

ordinating and integrating risk anal-

ysis and risk management resides with
the Secretary and the Under Secretary
for Information Analysis and Infra-
structure Protection, the highly com-
plex and technical issues inherent to
modern risk analysis methods demand
substantial scientific and technical ex-
pertise. Section 302(3) mandates that
the Under Secretary for S&T support
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the Under Secretary for Information
Analysis and Infrastructure Protection
in this regard. Therefore, Section 305
addresses the problem of obtaining the
necessary S&T expertise by giving the
Secretary broad authority to establish
or contract with Federally Funded Re-
search and Development Centers
(FFRDCs), which could perform func-
tions not only related to R&D, but ex-
tending to risk, threat, and wvulner-
ability analysis. While this authority
is discretionary, H.R. 5005 anticipates
that it will be exercised actively in ac-
cordance with need. In fact, so compel-
ling was the NAS’s recommendation in
its June 2002 report to create an inde-
pendent, non-profit institution for crit-
ical analysis and decision support, that
H.R. 5005 includes another provision to
trigger immediate exercise of the broad
FFRDC authority. Specifically, Sec-
tion 312 mandates the creation of a
Homeland Security Institute
(““Institute”) focusing expressly on ca-
pabilities related to risk analysis, sce-
nario-based threat assessments, red
teaming, and other functions relevant
to homeland security. The Institute is
initially authorized for three years,
which is a reasonable time period to
permit the Secretary to meaningfully
assess the Institute’s efficacy in ful-
filling its defined purpose. Should the
Secretary determine after the initial
authorization period that the Institute
has provided, or is likely to provide,
useful support and functionality to the
Department, it is anticipated that the
Secretary will, pursuant to his author-
ity under Section 305, renew, reconsti-
tute, or re-establish the Institute with
appropriately expanded or modified
functions to service the Department’s
ongoing and expanding risk assessment
mission.
TECHNOLOGY TRANSITION

The Under Secretary is responsible
for ensuring that technologies capable
of supporting homeland security are
quickly tested, evaluated, transitioned,
and deployed to appropriate users with-
in or outside the Department. Section
302(6) explicitly requires the Under
Secretary to establish a system for
transferring such technologies. This
system should include processes and
mechanisms for identifying homeland
security actors and entities with
unmet technological needs; matching
such entities and needs with available
technologies or, if none are readily
available, assisting in the develop-
ment, testing, evaluation, and deploy-
ment of new technologies to meet iden-
tified needs; ensuring viable tech-
nology transition paths for products of
homeland security R&D, including
HSRAPA-derived technologies; align-
ing internal R&D priorities and pro-
grams to technological needs inside or
outside the Department; commu-
nicating externally with both tech-
nology developers and users to promote
alignment of extra-Departmental R&D
efforts with homeland security-related
technological needs; providing tech-
nology developers with information
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and guidance on interfacing with gov-
ernmental customers of homeland se-
curity technologies; and providing
technical assistance to potential gov-
ernmental users of homeland security
technologies. To support the Under
Secretary in executing these respon-
sibilities, Section 313 establishes a
Technology Clearinghouse
(’’Clearinghouse’) to serve as a na-
tional point-of-contact for both tech-
nology developers and potential users.
The Clearinghouse must coordinate
with the Technical Support Working
Group (TSWG), and may fully integrate
with the TSWG. In light of the fact
that the mission of the TSWG dovetails
with, and is fully embraced by, that of
the Directorate, it is contemplated
that the Under Secretary may assume
full or joint management, technical,
and/or policy oversight of the TSWG.
TESTING AND EVALUATION OF TECHNOLOGIES
FOR INTERNAL ACQUISITION AND DEPLOYMENT
With respect to technologies being
considered for internal use Depart-
ment-wide or within one or more of its
constituent entities, intelligent and
well-coordinated testing, evaluation,
procurement, and deployment will be
crucial given that the new Department
will have extensive technological
needs, requirements, and dependencies.
Too often, government agencies are
hampered and distracted from their
fundamental missions as a result of
unstructured, technically unsophisti-
cated approaches to technology acqui-
sition and deployment that generate
interoperability problems downstream.
In order to effectively carry out the re-
quirement for the Under Secretary to
comprehensively conduct, direct, inte-
grate, and coordinate the dem-
onstrating, testing, and evaluation ac-
tivities of the Department as articu-
lated in Sections 302(4), 302(5), and
302(12), the Secretary and the Under
Secretary should implement proce-
dures to ensure that new technologies
being considered for acquisition will be
compatible and interoperable with
other existing or anticipated tech-
nologies. New technologies should not
be permitted to move to acquisition
without the Under Secretary’s sign off
on the prior stages in the innovation
process, particularly the demonstra-
tion, testing, and evaluation stages.
The Under Secretary is understood to
occupy the role of the Department’s
chief technology officer, and it is an-
ticipated that he will be provided with
responsibilities and authorities befit-
ting that role. Accordingly, the Sec-
retary shall act through the Under Sec-
retary to operationally test and evalu-
ate all major systems targeted for po-
tential acquisition by any entity with-
in the Department, and grant the
Under Secretary authority to approve
or reject such systems in his discre-
tion. Nothing in this provision is to be
construed as proscribing other Depart-
mental entities from undertaking test-
ing and evaluation activities so long as
they do so in coordination with, and
subject to the final approval of, the
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Under Secretary. The Under Secretary
should also coordinate with the De-
partment’s Chief Information Officer,
the Under Secretary for Management,
and other federal agencies in pro-
moting government-wide compatibility
and interoperability of homeland secu-
rity technologies and systems.

By vesting in the Under Secretary
the full and broad authority to manage
the Department’s full spectrum of in-
novation, from basic research [Sections
302(4), 302(6), 302(11), and 302(12)]
through demonstration, testing, and
evaluation [Sections 302(4), 302(5), and
302(12)] to transition and deployment
[Section 302(6)], the Under Secretary
will have the means and mandate to
initiate a powerful, systematic ap-
proach to innovation that generates
new technologies for combating ter-
rorism and ensures integrated acquisi-
tion and use of such technologies. Plac-
ing control of all the key innovation
stages with the Under Secretary is
critical to assuring that research, de-
velopment, demonstration, testing,
evaluation, and deployment in the De-
partment do not become disjointed and
fractured so that a coherent innovation
process can prevail.

RESEARCH ON COUNTERMEASURES FOR
BIOLOGICAL AND CHEMICAL THREATS

True preparation for future biologi-
cal, chemical, radiological, and nuclear
attacks will depend upon the develop-
ment of vaccines and medicines to
combat the most likely threats. At
present, our nation is woefully unpre-
pared for this type of attack. In his
June 28, 2002 testimony before the Sen-
ate Governmental Affairs Committee,
Dr. J. Leighton Read discussed the bar-
riers to the development of a national
medical arsenal to combat terrorism.
The federal government has a long and
successful history in conducting basic
biomedical research. The National In-
stitutes of Health within the Depart-
ment of Health and Human Services
(HHS) have served as an international
model for funding and conducting
human health-related research. How-
ever, in facing biological and chemical
terrorism, we face a new challenge. In
addition to encouraging basic research
and training the next generation of sci-
entists, the federal government will
have to deliver actual pharmaceutical
products and will have to deliver them
quickly. Unlike the traditional phar-
maceutical market, companies that
choose to develop drugs to fight bioter-
rorist attacks that may never occur
will not be able to rely on an existing
market. Yet producing actual products
to meet Dbiological and chemical
threats will depend upon private sector
involvement. As a result, the Under
Secretary should incorporate the goal
of engaging the private sector into de-
velop biothreat countermeasures into
every level of his strategy, and adopt
plans and policies to enable such pri-
vate sector participation to occur.

H.R. 5005 provides tools to accom-
plish this task. While Section 302(4)
states generally that the Under Sec-
retary’s responsibilities do not extend
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to human health-related research and
development activities, this provision
should be construed consistent with
other specific provisions in H.R. 5005
ascribing the Under Secretary a major
role in addressing biological and chem-
ical threats related to terrorism, a role
which will require the Under Secretary
to conduct specific types of human
health-related research and develop-
ment activities. Section 302, therefore,
does not circumscribe the Under Sec-
retary’s authority to conduct research
necessary to implement the major bio-
threat-related functions delineated in
Sections 302(2) (requiring the Under
Secretary to develop a national policy
and plan that addresses, among other
things, chemical and biological ter-
rorist threats, and further requiring
the Under Secretary to coordinate the
Federal Government’s civilian efforts
to identify and develop counter-
measures to chemical, biological, radi-
ological, nuclear, and other emerging
terrorist threats), 302(5) (requiring the
Under Secretary to direct, fund, and
conduct national research and develop-
ment for detecting, preventing, pro-
tecting against, and responding to ter-
rorist attacks, which perforce include
those involving biological or chemical
agents), 302(8) (requiring the Under
Secretary to collaborate with the Sec-
retary of Agriculture under the Agri-
cultural Bioterrorism Protection Act
of 2002), 302(9) (requiring the Under Sec-
retary to collaborate with the Sec-
retary of HHS in determining biologi-
cal agents and toxins to be listed as se-
lect agents), 303(1)(A) (transferring con-
trol and management of certain chem-
ical and biological national security
programs within the Department of
Energy into the Department of Home-
land Security), and Sections 303(2) and
1708 (establishing and transferring into
the Department a National Bio-Weap-
ons Defense Analysis Center).

The National Bio-Weapons Defense
Analysis Center (‘‘Center’’) established
and transferred in H.R. 5005 will, in
particular, require the Under Secretary
to engage in extensive human health-
related R&D. The Center is intended to
lead the Department’s research efforts
on bioterrorism by developing
‘“‘countermeasures to potential attacks
by terrorists using weapons of mass de-
struction” (Section 1708). The Center
will conduct research on bioterrorism,
and by definition, this should include
study of the pathogenesis of bioter-
rorist agents, the immune response to
these pathogens, and research on vac-
cines, drugs, and other medical anti-
dotes. Since the Center is placed under
the direction and management of the
Directorate, the Under Secretary is
conferred with substantial obligations
to conduct human health-related R&D.

While the Secretary clearly has the
authority to conduct the type of R&D
discussed above internally, H.R. 5005
contemplates that the civilian human
health-related countermeasures re-
search carried out by HHS shall remain
under the direction of the Secretary of
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HHS. Sections 304(a) and (b) mandate
that while the Secretary of HHS shall
retain authority for such research, he
shall collaborate with the Secretary of
Homeland Security in developing be-
tween the two Departments a coordi-
nated strategy and outcome measure-
ments for these research activities. As
outlined in H.R. 5005, it is crucial that
such research reflect the overall na-
tional policy and strategic plan devel-
oped by the Secretary and the Under
Secretary under Section 302(2), and
that the efforts of the two Depart-
ments be fully in concert. In the bio-
threat and chemical threat areas, the
Secretary should work to ensure the
resulting policy, plan, and benchmarks
mandated under Section 302(2) reflect
what is most needed and what pharma-
ceutical products can be timely devel-
oped against the most likely and dan-
gerous threats to the public. Since this
will require participation from the pri-
vate sector, the policy and plan, which
will include a technology roadmap,
must necessarily include a strategy for
translating basic science results into
product development within the pri-
vate pharmaceutical and biotechnology
sectors.

EMERGENCY PREPAREDNESS AND RESPONSE

The Department will coordinate the
federal response to disasters. This re-
sponsibility will encompass natural
and manmade disasters, terrorist at-
tacks and all incidents involving weap-
ons of mass destruction, and other
large-scale emergencies. In addition,
the Department will assist the Secre-
taries of Health and Human Services
and the Department of Agriculture in
responding to public health and agri-
cultural emergencies. The Directorate
for Emergency Preparedness and Re-
sponse was designed to spearhead this
effort within the Department.

In order to accomplish these tasks
the Department will need an inter-
disciplinary, well funded, and well-or-
ganized Directorate of Emergency Pre-
paredness and Response. The initial de-
sign of this directorate was established
by the Senate Governmental Affairs
Committee in S. 1534. This original de-
sign was refined by the Governmental
Affairs Committee amendment, SA
4471, and further explained by the
Chairman’s statement on September 4,
2002 (CONGRESSIONAL RECORD, pages
$8162-S8164). Consistent with  this
original design, H.R. 5005 establishes a
Directorate that includes the essential
federal emergency response agencies
and offices.

The Directorate shall build and di-
rect a comprehensive national incident
management system and consolidate
existing federal emergency response
plans into a single, coordinated na-
tional plan as outlined in H.R. 5005,
Sections 502(5), 502(6), and 507(b)(1-2).
States and localities should have ac-
cess to and information about these
systems and plans to ensure optimal
coordination during an emergency.
These plans should encompass all af-
fected governmental entities and re-
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flect both local and national needs. The
consolidated federal response plan, out-
lined in Sections 502(6) and 507(b)(1-2),
must interface with state and local re-
sponse plans and should utilize local
resources wherever possible.
INTEROPERABILITY

The planning responsibilities of the
Under Secretary shall include the de-
velopment of a comprehensive plan and
effort for improving communication
interoperability during emergency re-
sponse (H.R. 5005, Section 502(7)). In de-
veloping the communication tech-
nology and interoperability, the Under
Secretary must pay particular atten-
tion to the development, support and
utilization of effective telemedicine
networks, as well as the application of
advanced information technology to ef-
fective training for and delivery of
emergency medical services.

STANDARDS

In order to implement the missions
delineated in Section 502, the Direc-
torate shall establish and disseminate
standards for equipment, personnel,
training, resources, and the resulting
emergency response. Standards shall be
used as benchmarks for training and
acquisition to ensure a uniform quality
and interoperability during a response.
The Under Secretary shall use these
standards to provide recommendations
and guidance to state and local govern-
ments.

PUBLIC HEALTH AND AGRICULTURAL
EMERGENCIES

The Secretaries of Health and Human
Services and the Department of Agri-
culture shall retain the authority to
oversee the federal response to public
health and agricultural emergencies,
respectively. This authority includes
the authority to declare such emer-
gencies. However, these agencies shall
fully collaborate with the new Depart-
ment which shall support these agen-
cies in their response, especially with
regards to chemical, biological, radio-
logical, and nuclear weapons. The De-
partment should serve as an active and
involved resource during bioterrorist
and agroterrorist attacks. As outlined
in Section 887 of H.R. 5005, the Depart-
ment shall work in conjunction with
the Department of Health and Human
Services, the Federal Bureau of Inves-
tigation, and other engaged federal
agencies to optimize information shar-
ing between agencies commencing
forthwith, as well as before and after
the declaration of a public health
emergency. This provision was in-
tended to ensure that all involved
agencies have all the information nec-
essary to effectively perform their role
in the federal response. See also, Sec-
tion 892.

TRAINING

In order to help ‘‘ensure the effec-
tiveness of emergency response efforts’
as required in Section 502(1) of H.R.
5005, the Directorate shall lead federal
efforts to train first responders in dis-
aster response. The term, first re-
sponder, shall include law enforcement,
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fire fighting, emergency medical,
health care, and volunteer personnel.
To be effective, training shall encom-
pass exercises, on-line computer sim-
ulations, drills, courses, and other
interactive 1learning environments.
Personnel should be trained in every
aspect of emergency response, includ-
ing prevention/preparation, mitigation,
active response, and recovery efforts.
Training should include utilization of
the Noble Training Center, transferred
to the new Department as part of the
Office of Emergency Preparedness
(Section 503(5)) and other training sites
and campuses within the Federal
Emergency Management System, as
well as full coordination with the Na-
tional Guard. Finally, the Directorate
shall improve, and train first respond-
ers in use of, governmental on-line re-
sources to ensure they have the latest
information available during a re-
sponse.
STRATEGIC NATIONAL STOCKPILE

Authority to oversee the Strategic
National Stockpile shall be transferred
to the new Department. In H.R. 5005,
this transfer of authority is described
in Sections 502(3)(B), 503(6), and 1705.
This language clarifies that the exist-
ing structure of the Stockpile program,
as described in Section 121 of the Pub-
lic Health Security and Bioterrorism
Preparedness and Response Act of 2002
(Public Law 107-188), shall remain in-
tact. The Stockpile shall continue to
be a multi-agency effort, with signifi-
cant roles for the Department of Vet-
erans Affairs and the Department of
Health and Human Services. In par-
ticular, the Department should con-
tinue to incorporate the recommenda-
tions of the Centers for Disease Control
and Preparedness (CDC) and the Office
of the Assistant Secretary for Public
Health Emergency Preparedness
(OPHEP), within the Department of
Health and Human Services, in deter-
mining the composition of the stock-
pile and the parameters for its use. The
Department shall consult the CDC and
OPHEP in deciding which medications,
vaccines, and medical supplies are
most appropriate for the Stockpile
(Section 1705(a)(1)(C)). The Department
shall also coordinate with the Sec-
retary of Health and Human Services
in determining the need to deploy the
stockpile, on an incident-by-incident
basis. The Under Secretary should con-
tinue to use the resources of Depart-
ment of Veterans’ Affairs in procuring
and storing the contents of the Stock-
pile (Section 1705(a)(1)(B)). And the
Under Secretary shall call upon the De-
partment of Defense and the National
Guard to help transport and secure the
contents of the stockpile as appro-
priate.

THE OFFICE OF EMERGENCY PREPAREDNESS

SA 4471 described, in detail, the
transfer of the Office of Emergency
Preparedness (OEP) from the Depart-
ment of Health and Human Services to
the Department. The transfer of OEP
was retained in H.R. 5005 in sections
502(3)(B) and 503(5). Since the Office of
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Emergency Preparedness is not defined
in statute, it should be clarified that
the transfer of OEP shall include the
Office and all of its component agen-
cies. This includes the National Dis-
aster Medical System, the Metropoli-
tan Medical Response System, the
Noble Training Center, the Special
Events Disaster Response program, and
all other programs directed by OEP. Of
course, nothing in the final legislation
should be construed to mean that the
transfer of the OEP programs shall re-
sult in the transfer of personnel whose
primary duties reside outside of OEP.

THE NATIONAL DISASTER MEDICAL SYSTEM

For example, the National Disaster
Medical System (NDMS) is an inter-
agency program. It involves personnel,
facilities, and equipment from the De-
partment of Health and Human Serv-
ices, the Department of Veterans Af-
fairs, the Department of Defense, and
other federal agencies. The personnel
and assets from these departments that
are deployed by NDMS during the an
emergency response, but whose pri-
mary day to day roles are central to
the missions of agencies outside of the
Department, shall remain part of their
home agencies. This includes members
of the Disaster Medial Assistance
Teams (DMATSs), the Disaster Mor-
tuary Assistance Teams (DMATSs), and
the Veterinary Medical Assistance
Teams (VMATSs). The transfer of the
NDMS component of OEP shall be re-
stricted to the management, organiza-
tional, and coordinating personnel,
functions, and assets.

THE METROPOLITAN MEDICAL RESPONSE SYSTEM

Similarly, the transfer of the Metro-
politan Medical Response System
(MMRS) does not include transfer of
member hospitals. Rather it shall con-
sist of a transfer of the grant programs
and related personnel. The MMRS
grants have been used to improve hos-
pital and first responder preparedness
in select metropolitan regions across
the country. Administration of these
ongoing grants will become part of the
new Department.

Although H.R. 5005 transfers the au-
thority of the Secretary of the Depart-
ment of Health and Human Services
and the Assistant Secretary for Public
Health Emergency Preparedness for
OEP (Section 503(5)), the Under Sec-
retary shall at all times attempt to
maximize communication and inter-
action between OEP and its component
programs and the Department of
Health and Human Services, which will
be crucial in meeting the Directorate’s
mission requirements. As the preceding
discussion illustrates, OEP will have to
coordinate efforts of personnel from
several different agencies. But in addi-
tion, OEP and its programs must re-
main integrated into the larger na-
tional public health infrastructure.
Particular efforts should be made to
coordinate OEP programs with the Of-
fice of the Assistant Secretary for Pub-
lic Health Emergency Preparedness.
This office, within the Department of
Health and Human Services, is charged
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with coordinating intra and inter-

agency health preparedness efforts.

OEP should remain a part of this larger

whole.

CONDUCT OF CERTAIN PUBLIC HEALTH-RELATED
ACTIVITIES

Section 505 of H.R. 5005 addresses two
critical issues. First, it is imperative
that the efforts to improve our public
health infrastructure and their emer-
gency preparedness remain under the
control of the Secretary for Health and
Human Services, although coordinated
with the Secretary. On June 28, 2002
the Governmental Affairs Committee
heard testimony from several public
health experts. In their testimony, the
witnesses concurred that in order to be
functional during an emergency, public
health preparedness efforts had to be
integrated into the larger public health
system. This ‘‘dual-use’ improves un-
derlying public health efforts while en-
suring health providers remain famil-
iar with emergency preparedness net-
works and programs. Their testimony
pointed out that dual-use was particu-
larly important during a response to a
biological attack. In this case, the ter-
rorist attack may not be immediately
apparent and detection may depend
upon the ability of normal health care
systems to detect unusual patterns of
illness. H.R. 5005 also stressed this im-
portant theme through Section 505 and
language in Section 887, which calls for
interaction between the agencies be-
fore and after the declaration of a pub-
lic health emergency.

Section 505 stipulates that the De-
partment of Health and Human Serv-
ices shall retain primary authority
over efforts to improve State, local,
and hospital preparedness and response
to chemical, biological, radiological,
and nuclear and other emerging ter-
rorist threats ‘‘carried out by the De-
partment of Health and Human Serv-
ices.” In this regard, the Secretary of
Health and Human Services shall have
authority to set priorities and pre-
paredness goals. However, the Sec-
retary of Health and Human Services,
working through the Assistant Sec-
retary for Public Health Emergency
Preparedness, must develop a coordi-
nated strategy for these activities in
collaboration with the Secretary
(Section 505(a)). In doing so, the Sec-
retary of Health and Human Services
will also collaborate with the Sec-
retary in establishing benchmarks and
outcome measures for success. Nothing
in Section 505 should be interpreted as
disrupting ongoing preparedness efforts
within the Department of Health and
Human Services. All ongoing emer-
gency preparedness grants should con-
tinue. Selection criteria and the eval-
uation of grant application shall con-
tinue to be determined by the Depart-
ment of Health and Human Services,
consistent with Section 505 provisions.

HUMAN RESOURCES MANAGEMENT

H.R. 5005 contains two key provisions
relating to employees at the new De-
partment—section 841, which governs
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the establishment of a human re-
sources management system, and sec-
tion 842, which deals with labor-man-
agement relations at the Department.
These provisions have been among the
most contentious in debate on this leg-
islation.

The Administration has consistently
sought what it calls ‘‘flexibility’’ in the
personnel area, by which it means a
carte blanche to waive civil service
protections and union rights of the em-
ployees at the Department. Sections
841 and 842 of H.R. 5005 are significantly
more protective in this regard than the
provisions in the President’s original
proposal (i.e., the one released June 18,
2002), but these sections remain a
major disappointment. A risk remains
of politicization, arbitrary treatment,
and other personnel abuses in the fed-
eral government, in a way that may
damage the merit-based workplace fed-
eral employees and the American peo-
ple have come to depend on. I hope
what I fear does not come to pass, and
that this Administration and future
Administrations will not overstep
bounds, overexert authority, and there-
by undermine the effectiveness of the
new Department. I have summarized
below the protections that sections 841
and 842 do provide.

Establishment of Human Resources
Management System. Section 841 au-
thorizes the Secretary, jointly with the
Director of the Office of Personnel
Management (OPM), to prescribe a
“human resources management sys-
tem”’ (HRMS) for the Department. The
section provides that the HRMS may
waive certain provisions of the civil
service statutes, and specifies required
procedures by which the system is to
be developed, negotiated, and adopted.

When it comes to the creation of a
HRMS, the law still requires that em-
ployees in the new Department will be
hired, promoted, disciplined, and fired
in conformity with all merit system
principles and in violation of no pro-
hibited personnel practices. If and
when existing civil service rights and
protections come up for consideration
in the development of a HRMS, the Ad-
ministration may waive, modify, or
otherwise affect such rights and pro-
tections only to the extent it can clear-
ly demonstrate that they clearly con-
flict with the homeland security mis-
sion, and that they are not being
waived merely in the interest of admin-
istrative convenience. Fair and inde-
pendent procedures must be main-
tained for employees with grievances,
such as those who allege abuse or cor-
ruption within the Department.
Changes to the system must be care-
fully crafted through negotiation and
collaboration with employees and their
representatives; and, if a disagreement
arises, the period of at least 30 days
that section 841 requires for bargaining
and mediation between the Adminis-
tration and the employee representa-
tives must be substantial and in good
faith, not cosmetic.

The provisions in section 841 that
allow a HRMS to waive statutes are
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precisely drawn, detailing which parts
of the United States Code may be
waived, modified, or otherwise affected
and which parts may not. For example,
the legislation specifically forbids
waiver of merit system principles or
prohibited personnel practices. Fur-
thermore, as to provisions referred to
in 5 U.S.C. §§2302(b)(1), (8) and (9), the
legislation forbids waiver not only of
the provisions themselves, but also of
provisions implementing those protec-
tions through affirmative action or
through any right or remedy. Sections
2302(b)(1), (8) and (9) include laws
against discrimination, against re-
prisal for whistleblowing, and retalia-
tion for exercising rights. Section 841
thus assures that the HRMS will not
affect employees’ ability to appeal a
personnel action to the Merit Systems
Protection Board, under existing law,
in a case where the employee alleges a
discrimination, retaliation, or reprisal
covered and referred to by §§2302(b)(1),
(8) and (9). Section 841 also requires the
HRMS to ensure that employees may
organize and bargain collectively, sub-
ject only to exclusion from coverage or
limitation on negotiability established
by 5 U.S.C. chapter 71 or other law.

Furthermore, the grant of waiver au-
thority under section 841 refers explic-
itly and only to part III of title 5,
United States Code. Section 841 thus
grants no authority to waive any provi-
sion of law outside of part III. This
means, for example, that the HRMS
may not waive, modify, or otherwise
affect such government-wide employee
rights and protections as, for example:
(1) the Office of Special Counsel’s au-
thority to investigate any prohibited
personnel practice and seek corrective
action or disciplinary action from the
Merit Systems Protection Board
(MSPB) (6 U.S.C. §§1211 et seq.); (2) em-
ployees’ right to seek corrective action
from the MSPB in a case of reprisal for
whistleblowing (6 U.S.C. §§1221-1222);
(3) the Ethics in Government Act of
1978 (Pub. L. 95-521, as amended; print-
ed as an appendix to 5 U.S.C.); (4) Vet-
erans benefits (including appeal rights
to MSPB) (38 U.S.C.); and (5) the Fair
Labor Standards Act of 1938 (29 U.S.C.
§§201 et seq.). Likewise, some of the
right and protections applicable to par-
ticular agencies or groups of employees
being transferred to the Department
are set forth in portions of the United
States Code outside of part III of title
5, or were not enacted by Congress as
incorporated into the United States
Code at all, and these rights and pro-
tections may not be waived by the
HRMS.

While the waiver authority granted
by section 841 is broad, the provisions
noted above and other provisions that
may not be waived under section 841
can afford significant protections
against politicization, arbitrary action,
and abuse. The Secretary and the Di-
rector must be scrupulous in not at-
tempting to waive, modify, or other-
wise affect any provisions of law that
are beyond the express waiver author-
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ity, because such an attempt would
violate section 841.

Labor-Management Relations. 5
U.S.C. §7103(b)(1) states that the Presi-
dent may issue an executive order ex-
cluding any agency from coverage
under the Federal Sector Labor-Man-
agement Relations Statute (FSLMRS)
if the President determines: that the
agency has a primary function in intel-
ligence, counterintelligence, investiga-
tive, or national security work, and
that the provisions of the FSLMRS
cannot be applied consistent with na-
tional security. Section 842 of H.R. 5005
builds on that existing provision by
stating that, for the President to issue
an executive order excluding an agency
transferred to the Department, not
only must the criteria in 5 U.S.C.
§7103(b)(1) be satisfied, but also two ad-
ditional clarifying criteria must be sat-
isfied: that the mission and responsibil-
ities of the agency materially changed,
and that a majority of the employees
in the agency have as their primary
duty intelligence, counterintelligence,
or investigative work directly related
to terrorism investigation.

That provision would provide em-
ployees at the Department some appro-
priate measure of stability in their
labor relations, although the provision
is subject to a subsequent provision of
section 842. The President can override
the earlier provision if he determines
that the earlier provision would have a
substantial adverse impact on the De-
partment’s ability to protect homeland
security, and provides Congress a de-
tailed written finding explaining the
reasons for the determination. The
President has to give the Congress 10
days’ advance notice by submitting the
written explanation. At the expiration
of the ten day period, the President
would then have the power to issue an
executive order under 5 U.S.C.
§7103(b)(1) under the criteria of that
section only.

I still fail to understand why any
President would need to remove collec-
tive bargaining rights from federal em-
ployees, whose union rights are very
limited in comparison with the private
sector, and who have a long history of
helping to protect the homeland and
continue to do the same protective
work in the new Department. But if
and when this President or a future
President does move to eliminate col-
lective bargaining within a unit of the
Department, the President can take
this step only if it is truly essential to
national security and homeland secu-
rity and not merely a convenience to
management. This requires that the
Department’s leadership must first
make good-faith efforts to work coop-
eratively with the unions before the
President can determine that union
representation is incompatible with na-
tional security or homeland security.

And the written explanation that the
President is required to provide to Con-
gress must of course be thorough and
specific. The requirement reflects a bi-
partisan concern that this Administra-
tion and future Administrations must
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make the case for stripping workers of
their right to bargain collectively be-
fore issuing an Executive Order. The
President must provide Congress a
comprehensive and specific explanation
on the threshold issue of how and why
the right of workers in a particular
agency or subdivision to collectively
bargain would have a substantial ad-
verse impact on homeland security.

Other provisions. Two other provi-
sions of H.R. 5005 relating to human re-
sources management warrant com-
ment.

Section 881 requires that the Sec-
retary, in consultation with the Direc-
tor of OPM, shall review the pay and
benefit plans of each agency trans-
ferred to the Department and, within
90 days, submit a plan to Congress for
ensuring the elimination of disparities,
especially among law enforcement per-
sonnel. Nothing in section 881 provides
for how the elements of the plan shall
be put into effect, however, so I believe
it would be desirable for the plan to
identify the specific changes to law,
regulation, and policy that would be
needed to eliminate the disparities,
and make specific recommendations
for effecting those changes.

Section 1512(e) states that the Sec-
retary, in regulations prescribed joint-
ly with the Director of OPM, may
adopt the rules, procedures, terms and
conditions established by statute, rule,
or regulation before the effective date
of the Act in any agency transferred to
the Department under the Act. This
section 1512 contains the Savings Pro-
visions for the reorganization effected
by the Act, and subsection (e) is in-
tended to enable the Secretary to keep
a transferred agency subject to the
same rules, procedures, terms and con-
ditions that applied to the agency be-
fore the transfer. This provision does
not, of course, provide authority to the
Secretary to take a provision that was
applicable to one agency before the ef-
fective date and apply it to another
agency or other part of the Depart-
ment.

Mr. THOMPSON. Madam President,
putting a significant piece of legisla-
tion like this bill together is a difficult
and time-consuming task. Many Sen-
ators have played important roles in
this legislation, but the contributions
of our staff members have also been of
great significance. Without the aid of
our staff members, little would get
done in this institution. I would like to
take a moment to recognize the hard
work and dedication of just a few of the
staff members who contributed signifi-
cantly to this legislation.

For the Majority, I want to recognize
the contributions of Chairman
LIEBERMAN’s staff, especially his staff
director, Joyce Rechtschaffen, and
Laurie Rubenstein, Mike Alexander,
Kiersten Coon, Holly Idelson, Kevin
Landy, Larry Novey, and Susan
Propper. Also, let me acknowledge the
contributions of staff to the other
members of the Governmental Affairs
Committee and of Sarah Walter of Sen-
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ator BREAUX’s staff, David Culver of
Senator BEN NELSON’s staff, and Alex
Albert of Senator MILLER’s staff.

IOn the Republican side, I must sin-
gle out the work of Rohit Kumar of
Senator LoTT’s Leadership staff. He
has been the linchpin around whom ev-
erything got done. We would have no
bill without his persistence, diligence,
and intellect. Mike Solon of Senator
GRAMM’s staff also placed a crucial role
in developing the Gramm-Miller
amendment on which much of the final
legislation is based. David Morgenstern
of Senator CHAFEE’s staff was also
helpful.

Finally, let me recognize my own
staff on the Governmental Affairs Com-
mittee, who provided me with out-
standing support. The successful adop-
tion of this legislation is due to their
hard work and constant efforts. Almost
my entire staff was involved in some
way or another with this bill. I want to
recognize the efforts of Richard
Hertling, my staff director on the Gov-
ernmental Affairs Committee, who led
the effort, and Libby Wood Jarvis, my
legislative director. Other members of
my staff whose assistance I wish to rec-
ognize are Ellen Brown, Bill Outhier,
Mason Alinger, Alison Bean, John
Daggett, Johanna Hardy, Stephanie
Henning, Morgan Muchnick, Jayson
Roehl, Jana Sinclair, and Elizabeth
VanDersarl, along with Allen Lomax, a
fellow in my office from the General
Accounting Office.

Our staff members toil diligently and
well, largely in anonymity. I think it
appropriate on occasion to recognize
their work publicly, so that Americans
may share the knowledge of the mem-
bers of this institution about how well
served they are by our staff members.

I thank the Presiding Officer for al-
lowing me to take this brief time to
recognize the efforts of some of the
staff members responsible for this bill.

Mr. KENNEDY. Madam President,
soon after the vicious attacks of Sep-
tember 11, it became clear that Con-
gress needed to act on a bipartisan
basis to win the war on terrorism and
protect the country from future at-
tack. Congress quickly approved strong
bipartisan legislation authorizing the
use of force against the terrorists and
those who harbor them. It also enacted
bipartisan legislation to provide aid to
victims and their families, to improve
airport security, to give law enforce-
ment and intelligence officials en-
hanced powers to investigate and pre-
vent terrorism, to improve border secu-
rity, and to strengthen our defenses
against bioterrorism.

The September 11 attacks also dem-
onstrated the need to consolidate over-
lapping functions and establish clear
and efficient organizational structures
within the Federal Government. I fully
support these goals. Reorganization
without reform, however, will not
work. It is not enough to consolidate
different agency functions, if the un-
derlying problems relating to manage-
ment, information sharing, and coordi-
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nation are not also addressed. And we
do the Nation a disservice if, in the
course of reorganizing the Government,
we betray the ideals that America
stands for here at home and around the
world.

We know that our Nation faces a
very serious threat of terrorism. To
protect our national security in to-
day’s world, we need an immigration
system that can carefully screen for-
eign nationals seeking to enter the
United States and protect our Nation’s
borders. Our current Immigration and
Naturalization Service is not up to
these challenges. For years, INS has
been unable to meet its dual responsi-
bility to enforce our immigration laws
and to provide services to immigrants,
refugees, and aspiring citizens.

The Lieberman homeland security
bill included bipartisan immigration
reforms that were carefully designed to
correct these problems and bring our
immigration system into the 21st cen-
tury. It untangled the overlapping and
often confusing structure of the INS
and replaced it with two clear lines of
command—one for enforcement and the
other for services. It also included a
strong chief executive officer to ensure
accountability, a uniform immigration
policy, and effective coordination be-
tween the service and the enforcement
functions.

On these key issues, the Republican
bill moves in exactly the wrong direc-
tion. It transfers all immigration en-
forcement functions to the Border and
Transportation Security Directorate.
Immigration service functions are rel-
egated to the Bureau of Citizenship and
Immigration Services, which lacks its
own Under Secretary. These agencies
will have authority to issue conflicting
policies and conflicting interpretations
of law. The formulation of immigration
policy—our only chance to achieve co-
ordination between these dispersed
functions—will be subject to the con-
flicting views of various officials
spread out in the new Department.
With its failure to provide centralized
coordination and lack of account-
ability, the Republican bill is a blue-
print for failure.

The Republican bill also eliminates
needed protections for children who ar-
rive alone in the United States. Often,
these children have fled from armed
conflict and abuses of human rights.
They are traumatized and desperately
need care and protection. The
Lieberman bill included safeguards, de-
veloped on a bipartisan basis, to ensure
that unaccompanied alien children
have the assistance of counsel and
guardians in the course of their pro-
ceedings. Under this bill, immigration
proceedings will remain the only legal
proceedings in the United States in
which children are not provided the as-
sistance of a guardian or court-ap-
pointed special advocate.

Finally, the Republican bill will seri-
ously undermine the role of immigra-
tion judges. Every day, immigration
courts make life-altering decisions.
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The interests at stake are significant,
especially for persons facing persecu-
tion. We need an immigration court
system that provides individuals with a
fair hearing before an impartial and
independent tribunal, and meaningful
appellate review. The Republican bill
undermines the role and independence
of the courts and the integrity of the
judicial process.

It vests the Attorney General with
all-encompassing authority, depriving
immigration judges of their ability to
exercise independent judgement. Even
more disturbing, the bill gives the At-
torney General the authority to change
or even eliminate appellate review.
This result is a recipe for mistakes and
abuse. An independent judicial system
is essential to our system of checks
and balances. Immigrants who face the
severest of consequences deserve their
day in court.

Today, many Americans are con-
cerned about the preservation of basic
liberties protected by the Constitution.
Clearly, as we work together to bring
terrorists to justice and enhance our
security, we must also act to preserve
and protect our Constitution. Unfortu-
nately, the Republican bill undermines
the civil rights and privacy safeguards
that Senator FEINGOLD and I worked to
include in the Lieberman bill. In par-
ticular, I am disappointed that the
civil rights officer in the new Depart-
ment will not be subject to Senate con-
firmation, and that there will not be a
designated official in the Inspector
General’s Office to investigate civil
rights violations.

These changes to the civil rights and
privacy safeguards are particularly dis-
turbing in light of the fact that the bill
explicitly authorizes the new Depart-
ment to engage in the controversial
practice of data mining. This practice
allows the Government to establish a
massive data base containing public
and private information, with files on
every American. The bill provides no
language ensuring that the Govern-
ment acts in compliance with Federal
privacy laws and the Constitution.

On the issue of worker rights, we
should remember that union members
risked and lost their lives and saved
countless others through their actions
on September 11. We will never forget
the fine example that firefighters, con-
struction workers, and many Govern-
ment workers set that day. Union
workers have also shown great bravery
and sacrificed mightily in the service
of homeland security since September
11. The postal workers and the hospital
worker killed as a result of bioter-
rorism were all union members. The
brave flight attendant whom the Presi-
dent recognized in the State of the
Union Address for preventing terrorism
was a member of a union.

The dedication and resolve of these
union members truly represents the
best of America. Over 43,000 of the Fed-
eral workers affected by the proposed
Government reorganization are cur-
rently union members. On September
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11, unionized Federal workers played
critical roles at both the World Trade
Center and the Pentagon as they
worked round the clock to make our
homeland secure. These are the work-
ers who risk their lives each day to
protect our Nation’s borders.

This bill completely undermines the
collective bargaining rights of the
unionized employees transferred to the
new Department on whom our security
depends. It gives the President unlim-
ited and unchecked authority to elimi-
nate those collective bargaining rights.
He only needs to claim that continued
union rights would interfere with
homeland security. Federal workers
will also have no opportunity to mean-
ingfully participate in creating the
personnel system for the new Depart-
ment. Moreover, this bill does not in-
clude any Davis-Bacon protections, de-
spite longstanding Federal policy that
workers should be paid prevailing
wages on Federal construction
projects. This bill displays a contempt
for the Federal workers who serve with
dedication every day to keep our Na-
tion Safe.

Denying Federal workers funda-
mental rights will also undermine our
Nation’s homeland security at a time
when we can ill afford it. Among the
many lessons we have learned since
September 11 about lapses in intel-
ligence efforts connected with those
events is that Federal workers need
protection to be able to speak out when
they believe our Nation’s security is at
risk. Without the protections afforded
by a union, Federal workers will be far
less likely to speak out and protect the
public for fear of unjust retaliation.

The Republican bill’s fundamental
flaws were compounded to by the last-
minute addition of numerous special-
interest provisions. These provisions
include the creation of new procedural
barriers for the issuance of emergency
security rules deemed essential to pro-
tect travelers by the Transportation
Security Agency; an earmark for a new
homeland security research center pro-
gram at Texas A&M; and an exemption
from the open-meetings requirement of
the Federal Advisory Committee Act.
The bill gives broad liability protec-
tion to manufacturers of ‘‘anti-ter-
rorism technology’ for claims arising
from acts of terrorism. This provision
will reduce the incentive of industry to
produce effective antiterrorism prod-
ucts and limit the ability of victims to
recover if future terrorist acts occur. It
also shields from liability pharma-
ceutical companies that produce vac-
cine additives such as Thimerosal—the
subject of pending litigation initiated
by parents of autistic children. This
provision has nothing to do with bio-
terrorism preparedness or homeland se-
curity—and everything to do with re-
warding a large contributor to the Re-
publican Party.

While I agree with my Republican
colleagues that we need to reorganize
the Government in responses to the
challenges that we now face, I cannot
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support the deeply flawed bill now be-
fore the Senate. In too many aspects, it
misses the opportunity for real reform
and is likely to undermine, not
strengthen, the security of our home-
land.

Mr. WARNER. Madam President, I
rise today to urge my colleagues to re-
ject the pending Lieberman amend-
ment to the homeland security bill.
This amendment will prevent the
President from gaining the authorities
he needs to effectively deal with the
very real and growing threat to our
homeland. We should act, and act
quickly. to give the President this au-
thority.

The current amendment would keep
the President from addressing a key
issue in providing protection to our
homeland, that is, the issue of liability
risk which must be resolved if the pri-
vate sector is to actively provide inno-
vative homeland defense technologies
and solutions. Some form of indem-
nification or limitation of lability has
been a part of U.S., war efforts since
World War II, as evidence by congres-
sional passage of the War Power Act of
1941 2 weeks after Pearl Harbor, and,
since 1958, the use of the National De-
fense Contracts Act, or Public Law 85—
804, to indemnify contracts issued by
the Department of Defense and other
national security agencies.

To address the current terrorist
threat, I have worked on the liability
issue with the High Technology Task
Force under the leadership of Senators
ALLEN and BENNETT to fashion various
solutions to enable America to access
the best private sector products and
technologies to defend our homeland.
This is particularly important to those
innovative small businesses who do not
have the capital to shoulder significant
liability risk.

The Lieberman amendment would
nullify the compromise recently
worked out with the House to limit
this liability risk through limited tort
reform. The Lieberman amendment
would not provide any alternative to
address the underlying problem. If this
amendment passes what would be the
incentives for This amendment is con-
tractors to provide innovative solu-
tions to our homeland security? For
example, contractors will not sell
chemical/biological detectors already
available to DOD to other Federal
agencies and State and local authori-
ties because of the liability risk. Some
of our Nation’s top defense contractors
will not sell these products because
they are afraid to risk the future of
their company on a lawsuit. There is
an urgent need for authority to address
this situation.

While my earlier proposal on indem-
nification, which is another approach
to addressing liability risk, is not in-
cluded in the current bill, I believe
that the compromise language will go a
long way to addressing the problem. If
it appears that additional authorities
are necessary to complement the lan-
guage in this bill, I pledge to work in
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the coming Congress to provide any
necessary authority that the Present
needs to ensure that innovative home-
land defense technologies and solutions
are available to the Federal State and
local governments, as well as to the
private sector.

I would also like to remark on the
importance of Section 882 in the home-
land security legislation to create an
Office for National Capital Region Co-
ordination within the new Department.
This office will enable the Washington
metropolitan region to prevent and re-
spond to future terrorist attacks by co-
ordinating the efforts of the Federal
Government with state, local and re-
gional authorities.

The September 11 attacks under-
scored the unique challenges the Na-
tional Capital Region faces. As the seat
of our Nation’s Government, the loca-
tion of many symbolic structures, the
venue for many public events attended
by large numbers of people, a key tour-
ism destination point and home to
thousands of Federal workers and law-
makers, it has been and may continue
to be a prime location for potential fu-
ture terrorist attacks.

The Washington metropolitan region
needs a central Federal point of coordi-
nation for the many entities in the re-
gion which must deal with the Federal
Government on issues of security.
These authorities include the Federal
Government, Maryland, Virginia and
the District of Columbia, the Metro-
politan Washington Council of Govern-
ments, the Washington Metropolitan
Area Transit Authority, the Metropoli-
tan Washington Airports Authority,
the Military District of Washington,
the judicial branch, the business com-
munity and the U.S. Congress. In no
other area of the country must impor-
tant decisionmaking and coordination
occur between an independent city, two
States, seventeen distinct local and re-
gional authorities, including more than
a dozen local police and Federal protec-
tive forces, and numerous Federal
agencies.

A central Federal point of contact
compliments the work of the Metro-
politan Washington Council of Govern-
ments, COG, which established a com-
prehensive all-sector task force to im-
prove communication and coordination
when an incident of regional impact oc-
curs. Currently, several Federal agen-
cies have been involved in the task
force, including the Office of Homeland
Security, FEMA, the Office of Per-
sonnel Management, the Army Corps of
Engineers, the Military District of
Washington, the Department of Health
and Human Services, the U.S. Public
Health Service, and the Centers for
Disease Control. Without a central
Federal point of contact, it has been
difficult, if not impossible, for effective
coordination to occur among the re-
gion and these many entities.

For example, the Continuity of Oper-
ations Plans for several federal agen-
cies are instructing employees to use
Metrorail and Metrobus service in the
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event of an emergency. There is not a
central Federal contact, however, for
the Washington Metropolitan Area
Transit Authority, WMATA, to work
with to ensure that the Federal Gov-
ernment’s needs are met and Federal
employees are fully protected.

This new office within the Depart-
ment of Homeland Security will re-
solve this problem by providing a much
needed central Federal point of coordi-
nation. It will give all entities in the
region a one-stop shop for dealing with
the Federal Government on security
issues, including plans and prepared-
ness activities, including COG,
WMATA, the Greater Washington
Board of Trade and the Potomac Elec-
tric Power Company, PEPCO, whose
statements have appeared in previous
versions of the CONGRESSIONAL RECORD.

On behalf on the region’s 5 million
residents, I commend the House and
Senate for recognizing the unique
needs of our nation’s capital in pre-
venting and responding to terrorism by
supporting creation of the Office for
National Capital Region Coordination.

Passage of legislation to create a new
Department of Homeland Security is
crucial to our Nation’s ability to re-
spond to and prevent possible future
terrorist attacks.

Mr. LEAHY. Madam President, the
idea of coordinating homeland security
functions in a cabinet-level department
is a constructive one and a sounds one.
In large part it originated in this body
with legislation offered by Senator
LIEBERMAN and Senator SPECTER, who
deserve great credit for their work.
President Bush, after initially opposing
this idea, also deserves credit for com-
ing to understand its value and for re-
versing his administration’s resistance
to it.

In the several months that the Con-
gress has spent in writing and debating
this complex bill, the issue has not
been whether such a department should
be created, but how it should be cre-
ated. The Judiciary Committee, which
I chair, has played a constructive role
in examining these issues in our hear-
ings and in providing guidance in the
writing of this bill, and I have sup-
ported and helped to advance the key
objectives envisioned for this new de-
partment. The fact that we are on the
verge of enacting a charter for the new
department is good for the Nation and
our efforts to defend the American peo-
ple against the threats of terrorism.
Many of the ‘“‘hows” that have found
their way into this bill, and the process
by which that has happened, are a
needless blot on this charter. As we act
to approve this charter, we should also
feel obligated to remedy many of these
ill-advised and ill-considered provisions
in succeeding congressional sessions,
through corrective steps and through
close oversight.

As they come to understand some of
the imprudent extraneous additions to
this bill, many Americans will feel that
their trust and goodwill have been
abused, and I share their disappoint-
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ment about several elements of this
version of the bill that has been placed,
without due consideration, before the
Senate. This deal, negotiated behind
closed doors by a few Republican lead-
ers in the House and Senate and the
White House, has been presented to us
as a done deal. It includes several bla-
tant flaws that should at the very least
be debated. That is why I could not
vote for cloture to end debate on a bill
almost 500-pages long that was pre-
sented to us for the first time only five
days ago, on November 14.

The bill undertakes a significant re-
structuring of the Federal Government
by relocating in the new Department of
Homeland Security several agencies,
including the Immigration and Natu-
ralization Service, the TU.S. Secret
Service, the Federal Emergency Man-
agement Agency, the Office of Domes-
tic Preparedness, the Transportation
Security Administration, the U.S. Cus-
toms Service, and the Coast Guard. In
addition, many functions of the Bureau
of Alcohol, Tobacco, Firearms and Ex-
plosives would be transferred to the
Department of Justice.

Overall I support the President’s con-
clusion that several government func-
tions should be reorganized to improve
our effectiveness in combating ter-
rorism and preserving our national se-
curity, although he has been respon-
sible for leading all of these agencies
and fulfilling their responsibilities
since assuming the Presidency in Janu-
ary 2001, and the President himself op-
posed significant reorganization until
recently. Homeland security functions
are now dispersed among more than 100
different governmental organizations.
Testimony at a June 26, 2002, Judiciary
Committee hearing illuminated the
problem of such a confusing patchwork
of agencies with none having homeland
security as its sole or even primary
mission. I had thought that the Depart-
ment of Justice and FBI were the lead
agencies responsible for the country’s
security in 2001 and 2002, but I under-
stand why the President has come to
realize that the lack of a single agency
responsible for homeland security in-
creases both the potential for mistakes
and opportunities for terrorists to ex-
ploit our vulnerabilities.

The bill will bring under one cabinet
level officer agencies and departments
that share overlapping missions for
protecting our border, our financial
and transportation infrastructure and
responding to crises. Having these
agencies under a single cabinet level
officer will help coordinate their ef-
forts and focus their mission with a
single line of authority to get the job
done.

This is something that I support.

The bill also encourages information
sharing. Our best defense against ter-
rorism is improved communication and
coordination among local, State, and
Federal authorities; and between the
U.S. and its allies. Through these ef-
forts, led by the Federal government
and with the active assistance of many
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others in other levels of government
and in the private sector, we can en-
hance our prevention efforts, improve
our response mechanisms, and at the
same time ensure that funds allotted
for protection against terrorism are
being used most effectively.

The recent sniper rampage in the
Washington, DC area demonstrated the
dire need for such coordination among
Federal, State and local law enforce-
ment agencies. Fortunately, we were
able to see the productive results of ef-
fective information sharing and coordi-
nation with the arrests of the two al-
leged snipers on October 31.

While we all support increased shar-
ing of relevant information with the
new Department of Homeland Security
by and among other Federal, State and
local agencies, we must be careful that
information sharing does not turn into
information dumping. We want our law
enforcement officials to have the infor-
mation they need to do their jobs effec-
tively and efficiently, with commu-
nications equipment that allows dif-
ferent agencies to talk to each other
and with the appropriate training and
tools so that multiple agencies are able
to coordinate their responses during
emergencies. We know that large
amounts of information were collected,
but never read or analyzed, before Sep-
tember 11, and we know that trans-
lators and resources are what we need
to help make the already-gathered in-
formation useful.

There is no dispute that information
sharing is critical, but we have to
make sure we do not go overboard. In-
formation dumping is harmful to our
national security if the information is
not accurate, complete, or relevant, or
if it is dumped in such a bulk fashion
that end-users are unable to determine
its reliability. The legislation before us
provides very broad authority for infor-
mation collection from and sharing
with not just Federal, State and local
law enforcement authorities, but also
other government agencies, foreign
government agencies and the private
sector. Highly sensitive grand jury in-
formation, criminal justice, and elec-
tronic, wire, and oral interception in-
formation is authorized to be shared to
not just across this country but also
around the world. Without clear guid-
ance, this sweeping new authority can
be a recipe for mischief. The Congress
now will have an imperative to mon-
itor vigilantly and responsibly the im-
plementation of this new authority to
ensure that the risks to the privacy of
the American people and the potential
for abuse do not become a reality.

This bill contains several construc-
tive provisions, including establish-
ment in the new Department of a Pri-
vacy Office and an Office for Civil
Rights and Civil Liberties. The bill also
includes the Sessions-Leahy bill, S.
3073, and whistleblower protections
that the administration’s original pro-
posal rejected. In addition, as I will dis-
cuss in more detail in these remarks,
the bill includes a prohibition on both
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the TIPS Program and a national iden-
tification system or card.

I am pleased the bill, in section 880,
forbids the creation of Operation TIPS,
a proposed citizen reporting program
theoretically designed to prevent ter-
rorism. The ill-designed program
threatened to turn neighbors into spies
and to discredit valuable neighborhood
watch programs. When I questioned the
Attorney General about the program
earlier this year, I found his answers to
be incomplete and far from reassuring.
As such, I was prepared to offer an
amendment in the Senate to bar Oper-
ation TIPS, and I welcome the House’s
strong opposition to the program that
has made my amendment unnecessary.

Under the plan originally announced
by the Justice Department, Operation
TIPS would have enlisted millions of
Americans as volunteers who would re-
port their suspicions about their neigh-
bors and customers to the government.
This plan was criticized by Republicans
and Democrats alike, and Justice De-
partment officials then said they
planned to make the program smaller
than originally anticipated. But the
Department never made clear how the
program would work, what it would
cost, or how the privacy interests of
American citizens would be protected.

Indeed, the administration offered a
constantly shifting set of explanations
to Congress and the public about how
Operation TIPS would work, leaving
Congress unable even to evaluate a pro-
gram that could easily lead to the in-
vasion of the privacy of our fellow
Americans. Even the Operations TIPS
website offered differing explanations
of how the program would work, de-
pending on what day a concerned user
accessed it. For example, before July
25, the web site said that Operation
TIPS ‘“involving 1 million workers in
the pilot stage, will be a national re-
porting system that allows these work-
ers, whose routines make them well-po-
sitioned to recognize unusual events,
to report suspicious activity.” By con-
trast, the July 25 version declared that
‘“‘the program will involve the millions
of American workers who, in the daily
course of their work, are in a unique
position to see potentially unusual or
suspicious activity in public places.” It
was unclear whether these changes re-
flected actual changes in the Justice
Department’s plans, or whether they
were simply cosmetic differences de-
signed to blunt opposition to the pro-
gram raised by concerned citizens,
newspaper editorials, and Members of
Congress.

The administration originally pro-
posed Operation TIPS as ‘‘a nationwide
program giving millions of American
truckers, letter carriers, train conduc-
tors, ship captains, utility employees,
and others a formal way to report sus-
picious terrorist activity.” In other
words, the administration would re-
cruit people whose jobs gave them ac-
cess to private homes to report on any
‘“‘suspicious” activities they discov-
ered. Nor would this program start
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small; the Administration planned a
pilot program that alone would have
enlisted 1 million Americans.

We also never received a full under-
standing of how the Administration
planned to train Operation TIPS volun-
teers. The average citizen has little
knowledge of law enforcement meth-
ods, or of the sort of information that
is useful to those working to prevent
terrorism. Such a setup could have al-
lowed unscrupulous participants to
abuse their new status to place inno-
cent neighbors under undue scrutiny.
The number of people who would have
abused this opportunity is undoubtedly
small, but the damage these relatively
few could do would be very real and po-
tentially devastating. In addition, it
was crucial that citizen volunteers re-
ceive training about the permissible
use of race and ethnicity in their eval-
uation of whether a particular individ-
ual’s behavior is suspicious, but the
Justice Department seemed not to
have considered the issue.

Even participants acting in good
faith may have been prone to report ac-
tivity that would not be suspicious to a
well-trained professional. One law en-
forcement agencies are already oper-
ating under heavy burdens, and I ques-
tioned the usefulness of bombarding
them with countless tips from millions
of volunteers. As the Washington Post
put it in a July editorial: ‘It is easy to
imagine how such a program might
produce little or no useful information
but would flood law enforcement with
endless suspicions that would divert
authorities from more promising inves-
tigative avenues.”’

The administration’s plan also raised
important questions about how and
whether information submitted by
TIPS volunteers would be retained.
Many of us were deeply concerned
about the creation of a TIPS database
that would retain TIPS reports indefi-
nitely. When he testified before the Ju-
diciary Committee in July, the Attor-
ney General said that he, too, was con-
cerned about this. He told us that he
had been given assurances that there
would be no database, but he could not
tell us who had given him those assur-
ances. Many months later, the admin-
istration’s plans on this issue still are
unclear. We simply cannot allow a pro-
gram that will use databases to store
unsubstantiated allegations against
American citizens to move forward.

Opposition to Operation TIPS has
been widespread. Representative
ARMEY, the House Majority Leader, has
led the fight against it in the House.
The Postal Service refused to partici-
pate. The Boston Globe called it a
scheme Joseph Stalin would have
loved. In an editorial, The New York
Times said: “If TIPS is ever put into
effect, the first people who should be
turned in as a threat to our way of life
are the Justice Department officials
who thought up this most un-American
of programs.” The Las Vegas Sun said
that “‘Operation TIPS has the potential
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of becoming a monster.” The Wash-
ington Post said that the Administra-
tion ‘““‘owes a fuller explanation before
launch day.”

In evaluating TIPS, we need to re-
member our past experience with en-
listing citizen informants on such a
grand scale. During World War I, the
Department of Justice established the
American Protective League, APL,
which enrolled 250,000 citizens in at
least 600 cities and towns to report sus-
picious conduct and investigate fellow
citizens. For example, the League spied
on workers and unions in thousands of
industrial plants with defense con-
tracts and organized raids on German-
language newspapers. Members wore
badges and carried ID cards that
showed their connection to the Justice
Department and were even used to
make arrests. Members of the League
used such methods as tar and feathers,
beatings, and forcing those who were
suspected of disloyalty to kiss the flag.
The New York Bar Association issued a
report after the war stating of the
APL: ““No other one cause contributed
so much to the oppression of innocent
men as the systematic and indiscrimi-
nate agitation against what was
claimed to be an all-pervasive system
of German espionage.”” No one wants to
relive those dark episodes or anything
close to them.

I am pleased that we have achieved
bicameral and bipartisan agreement
that Operation TIPS goes too far, in-
fringing on the liberties of the Amer-
ican people while promising little ben-
efit for law enforcement efforts. If the
administration comes to Congress with
a limited, common-sense proposal that
respects liberties, Congress will likely
support it. But Congress cannot simply
write a blank check for such a troubled
program.

I am also pleased that the bill, in sec-
tion 1514, states clearly that nothing in
the legislation shall be construed to
authorize the development of a na-
tional identification system or card.
Given the other provisions in the bill
that pose a risk to our privacy, this at
least is a line in the sand which I fully
support.

The House-passed bill also includes,
in section 601, a provision that Senator
SESSIONS and I introduced last month
as S.3073. This provision will facilitate
private charitable giving for service-
men and other Federal employees who
are killed in the line of duty while en-
gaged in the fight against inter-
national terrorism. Under current law,
beneficiaries of members of the U.S.
Armed Forces get paid only $6,000 in
death benefits from the government,
over any insurance that they may have
purchased. Moreover, these individuals
may not be eligible for payments from
any existing victims’ compensation
program or charitable organization.
The Session-Leahy provision will pro-
vide much-needed support for the fami-
lies of those who have made the ulti-
mate sacrifice for their country. It en-
courages the establishment of chari-
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table trusts for the benefit of surviving
spouses and dependents of military,
CIA, FBI, and other Federal Govern-
ment employees who are killed in oper-
ations or activities to curb inter-
national terrorism. This provision also
authorizes Federal officials to contact
qualifying trusts on behalf of surviving
spouses and dependents, pursuant to
regulations to be prescribed by the Sec-
retary of Defense. This will help to in-
form survivors about benefits and to
ensure that those who are eligible have
the opportunity to access the money.
It will also spare grieving widows the
embarrassment of having to go to a
charity and ask for money. Finally, for
the avoidance of doubt, this provision
makes clear that Federal officeholders
and candidates may help raise funds for
qualifying trusts without running afoul
of federal campaign finance laws.

I am also pleased that, unlike the
President’s original, the current bill
would ensure that employees of the
new Department of Homeland Security
will have all the same whistleblower
protections as employees in the rest of
the Federal Government. As we saw
during the many FBI oversight hear-
ings that the Judiciary Committee has
held over the last 15 months, strong
whistleblower protection is an impor-
tant homeland security measure in
itself.

Indeed, it was whistleblower revela-
tions that helped lead to the creation
of this Department. The President was
vehemently opposed to creating the
new Department of Homeland Security
for 9 months after the September 11 at-
tacks. Then, just minutes before FBI
whistleblower Coleen Rowley came be-
fore the Judiciary Committee in a na-
tionally televised appearance to expose
potential shortcomings in the FBI’s
handling of the Zacarias Moussaoui
case before 9/11, the White House an-
nounced that it had changed its posi-
tion and that the creation of a new
cabinet-level Department of Homeland
Security was vital. Of course, that
made it all the more ironic that the
President’s original proposal did not
assure whistleblower protections in the
new Department.

In any event, although the new De-
partment has the same legal protec-
tions as those that apply in the rest of
the government, the protections will
mean nothing without the vigorous en-
forcement of these laws by the admin-
istration. The leadership of the new
Department and the Office of Special
Counsel must work to encourage a cul-
ture that does not punish whistle-
blowers, and the Congress—including
the Judiciary Committee—must con-
tinue to vigorously oversee the new
and other administrative departments
to make sure that this happens.

While I am glad that the many em-
ployees of the new Department will
have the same substantive and proce-
dural whistleblower protections as
other government employees, 1 wish
that we could have done more. Unfor-
tunately, a Federal court with a mo-

November 19, 2002

nopoly on whistleblower cases that is
hostile to such claims has improperly
and narrowly interpreted the provi-
sions of the Whistleblower Protection
Act. Senators GRASSLEY, LEVIN, AKAKA
and I had proposed a bipartisan amend-
ment to this measure that would have
strengthened whistleblower protections
in order to protect national security.
The amendment was similar to S. 995,
of which I am a cosponsor, and our
amendment would have corrected some
of the anomalies in the current law. It
is unfortunate for the success of the
Department and for the security of the
American people that the amendment
was not part of the final measure, and
I hope that we can work to pass S. 995
in the 108th Congress.

The administration was slow to ac-
cept the idea for a cabinet-level depart-
ment to coordinate homeland security,
but experience in the months after the
September 11 attacks helped in the
evolution of the Administration’s posi-
tion. Soon after the President invited
Governor Ridge to serve as the Direc-
tor of an Office of Homeland Security
within the White House, I invited Gov-
ernor Ridge in October, 2001, to testify
before the Judiciary Committee about
how he would improve the coordination
of law enforcement and intelligence ef-
forts and about his views on the role of
the National Guard in carrying out the
homeland security mission, but he de-
clined our invitation at that time. The
administration would not allow Direc-
tor Ridge to testify before Congress.

Without Governor Ridge’s input, the
Judiciary Committee continued over-
sight work that had begun in the sum-
mer of 2001, before the terrorist at-
tacks, on improving the effectiveness
of the U.S. Department of Justice, the
lead Federal agency with responsibility
for domestic security. This task has in-
volved oversight hearings with the At-
torney General and with officials of the
Federal Bureau of Investigation and
the Immigration and Naturalization
Service. In the weeks immediately
after the attacks, the committee
turned its attention to hearings on leg-
islative proposals to enhance the legal
tools available to detect, investigate
and prosecute those who threaten
Americans both here and abroad. Com-
mittee members worked in partnership
with the White House and the House to
craft the new anti-terrorism law, the
USA PATRIOT Act, which was enacted
on October 26, 2001.

We were prepared to include in the
new anti-terrorism law provisions cre-
ating a new cabinet-level officer head-
ing a new Department of Homeland Se-
curity, but we did not do so at the re-
quest of the White House. Indeed, from
September, 2001, until June, 2002, the
administration was steadfastly opposed
to the creation of a cabinet-level de-
partment to protect homeland secu-
rity. Governor Ridge said in an inter-
view with National Journal reporters
in May, 2001, that if Congress put a bill
on the President’s desk to make his po-
sition statutory, he would, ‘‘probably
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recommend that he veto it.” That
same month, White House spokesman
Ari Fleischer also objected to a new de-
partment, commenting that, “You still
will have agencies within the Federal
government that have to be coordi-
nated. So the answer is: Creating a
Cabinet post doesn’t solve anything.”

In one respect, the White House was
correct: Simply moving agencies
around among departments does not
address the problems inside agencies
like the FBI or the INS—problems like
outdated computers, hostility to em-
ployees who report problems, lapses in
intelligence sharing, and lack of trans-
lation and analytical capabilities,
along with what many have termed
“‘cultural problems.” The Judiciary
Committee and its subcommittees have
been focusing on identifying those
problems and finding constructive solu-
tions to fix them. We have worked hard
to be bipartisan and even nonpartisan
in this regard. To that end, the Com-
mittee unanimously reported the
Leahy-Grassley FBI Reform Act, S.
1974, to improve the FBI, especially at
this time when the country needs the
FBI to be as effective as it can be in
the war against terrorism. Unfortu-
nately, that bill has been blocked on
the Senate floor since it was reported
by the Judiciary Committee in April,
2002, by an anonymous Republican
hold.

The White House’s about-face on
June 6, 2002, announced just minutes
before the Judiciary Committee’s over-
sight hearing with FBI Special Agent
Coleen Rowley, telegraphed the Presi-
dent’s new support for the formation of
a new homeland Security Department
along the lines that Senator
LIEBERMAN and Senator SPECTER had
long suggested.

Two weeks later, on June 18, 2002,
Governor Ridge transmitted a legisla-
tive proposal to create a new homeland
security department. It should be ap-
parent that knitting together a new
agency will not by itself fix existing
problems. In writing the charter for
this new department, we must be care-
ful not to generate new management
problems and accountability issues.
Yet the administration’s early proposal
would have exempted the new depart-
ment from many legal requirements
that apply to other agencies. The Free-
dom of Information Act would not
apply, nor would the conflicts of inter-
est and accountability rules for agency
advisors. The new department head
would have the power to suspend the
Whistleblower Protection Act and the
normal procurement rules and to inter-
vene in Inspector General investiga-
tions. In these respects, the adminis-
tration asked us to put this new de-
partment above the law and outside
the checks and balances these laws are
there to ensure.

Exempting the new department from
laws that ensure accountability to the
Congress and to the American people
makes for soggy ground and a tenuous
start—mot the sure footing we all want
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for the success and endurance of this
endeavor.

We all wanted to work with the
President to meet his ambitious time-
table for setting up the new depart-
ment. Senate Democrats worked dili-
gently to craft responsible legislation
that would establish a new department
but would also make sure that it was
not outside the laws. We all knew that
one sure way to slow up the legislation
would be to use the new department as
the excuse to undermine or repeal laws
not liked by partisan interests, or to
stick unrelated political items in the
bill under the heading of ‘“‘management
flexibility.” Unfortunately, the Repub-
lican leadership and the White House
have been unable to resist that tempta-
tion, even as they urge prompt passage
of a bill unveiled for the first time only
5 days ago.

This bill has its problems. As I will
discuss in more detail in the balance of
my remarks, this legislation has five
significant problems. It would: (1) un-
dermine Federal and State sunshine
laws permitting the American people
to know what their government is
doing, (2) threaten privacy rights, (3)
provide sweeping liability protections
for companies at the expense of con-
sumers, (4) weaken rather than fix our
immigration enforcement problems,
and (5) under the guise of
“management flexibility,” it would au-
thorize political cronyism rather than
professionalism within the new depart-
ment. These problems are unfortunate
and entirely unnecessary to the overall
objective of establishing a new depart-
ment of homeland security. Republican
leaders and the White House have
forced on the Senate a process under
which these problem areas cannot be
substantively and meaningfully ad-
dressed, and that is highly regrettable
and a needless blot on this charter.
Though I will support passage of this
legislation in order to get the new de-
partment up and running, the flaws in
this legislation will require our atten-
tion next year, when I hope to work
with the administration and my col-
leagues on both sides of the aisle to
monitor implementation of the new
law and to craft corrective legislation.

First, the bill guts the FOIA at the
expense of our national security and
public health and safety. This bill
eliminates a bipartisan Senate provi-
sion that I crafted with Senator LEVIN
and Senator BENNETT to protect the
public’s right to use the Freedom of In-
formation Act, FOIA, in order to find
out what our Government is doing,
while simultaneously providing secu-
rity to those in the private sector that
records voluntarily submitted to help
protect our critical infrastructures will
not be publicly disclosed. Encouraging
cooperation between the private sector
and the government to keep our crit-
ical infrastructure systems safe from
terrorist attacks is a goal we all sup-
port. But the appropriate way to meet
this goal is a source of great debate—a
debate that has been all but ignored by
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the Republicans who crafted this legis-
lation.

The administration itself has flip-
flopped on how to best approach this
issue. The administration’s original
June 18, 2002, legislative proposal es-
tablishing a new department carved
out of FOIA exemption, in section 204,
and required non-disclosure of any ‘‘in-
formation” ‘‘voluntarily’ provided to
the new Department of Homeland Se-
curity by ‘‘non-Federal entities or indi-
viduals” pertaining to ‘‘infrastructure
vulnerabilities or other vulnerabilities
to terrorism’ in the possession of, or
that passed through, the new depart-

ment. Critical terms, such as
“voluntarily provided,” were unde-
fined.

The Judiciary Committee had an op-
portunity to query Governor Ridge
about the administration’s proposal on
June 26, 2002, when the administration
reversed its long-standing position and
allowed him to testify in his capacity
as the Director of the Transition Plan-
ning Office.

Governor Ridge’s testimony at that
hearing is instructive. He seemed to
appreciate the concerns expressed by
Members about the President’s June
18th proposal and to be willing to work
with us in the legislative process to
find common ground. On the FOIA
issue, he described the Administra-
tion’s goal to craft ‘‘a limited statu-
tory exemption to the Freedom of In-
formation Act” to help ‘‘the Depart-
ment’s most important missions
[which] will be to protect our Nation’s
critical infrastructure.” (June 26, 2002
Hearing, Tr., p. 24). Governor Ridge ex-
plained that to accomplish this, the
Department must be able to ‘‘collect
information, identifying key assets and
components of that infrastructure,
evaluate vulnerabilities, and match
threat assessments against those
vulnerabilities.” (Id., at p. 23).

I do not understand why some have
insisted that FOIA and our national se-
curity are inconsistent. The FOIA al-
ready exempts from disclosure matters
that are classified; trade secret, com-
mercial and financial information,
which is privileged and confidential;
various law enforcement records and
information, including confidential
source and informant information; and
FBI records pertaining to foreign intel-
ligence or counterintelligence, or
international terrorism. These already
broad exemptions in the FOIA are de-
signed to protect national security and
public safety and to ensure that the
private sector can provide needed in-
formation to the government.

Current law already exempts from
disclosure any financial or commercial
information provided voluntarily to
the government, if it is of a kind that
the provider would not customarily
make available to the public. Critical
Mass Energy Project v. NRC, 975 F.2d 871
(D.C. Cir. 1992) (en banc). Such informa-
tion enjoys even stronger nondisclo-
sure protections than does material
that the government requests. Apply-
ing this exception, Federal regulatory
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agencies are today safeguarding the
confidentiality of all kinds of critical
infrastructure information, like nu-
clear power plant safety reports
(Critical Mass, 975 F.2d at 874), informa-
tion about product manufacturing
processes land internal security meas-
ures (Bowen v. Food & Drug Admin., 925
F.2d 1225 (9th Cir. 1991), design draw-
ings of airplane parts (United Tech-
nologies Corp. by Pratt & Whitney v.
F.A.A., 102 F.3d 6878 (2d Cir. 1996)), and
technical data for video conferencing
software (Gilmore v. Dept. of Energy, 4
F. Supp.2d 912 (N.D. Cal. 1998)).

The head of the FBI National Infra-
structure Protection Center, NIPC, tes-
tified more than 5 years ago, in Sep-
tember, 1998, that the ‘“FOIA excuse”
used by some in the private sector for
failing to share information with the
government was, in essence, baseless.
He explained the broad application of
FOIA exemptions to protect from dis-
closure information received in the
context of a criminal investigation or a
“national security intelligence’ inves-
tigation, including information sub-
mitted confidentially or even anony-
mously. [Sen. Judiciary Subcommittee
On Technology, Terrorism, and Gov-
ernment Information, Hearing on Crit-
ical Infrastructure Protection: Toward
a New Policy Directive, S. HRG. 105-
763, March 17 and June 10, 1998, at p.
107]

The FBI also used the confidential
business record exemption under (b)(4)
““to protect sensitive corporate infor-
mation, and has, on specific occasions,
entered into agreements indicating
that it would do so prospectively with
reference to information yet to be re-
ceived.” NIPC was developing policies
“to grant owners of information cer-
tain opportunities to assist in the pro-
tection of the information (e.g.,
‘sanitizing the information them-
selves’) and to be involved in decisions
regarding further dissemination by the
NIPC.” Id. In short, the former admin-
istration witness stated: ‘“‘Sharing be-
tween the private sector and the gov-
ernment occasionally is hampered by a
perception in the private sector that
the government cannot adequately pro-
tect private sector information from
disclosure under the Freedom of Infor-
mation Act (FOIA). The NIPC believes
that this perception is flawed in that
both investigative and infrastructure
protection information submitted to
NIPC are protected from FOIA disclo-
sure under current law.”” (Id.)

Nevertheless, for more than 5 years,
businesses have continued to seek a
broad FOIA exemption that also comes
with special legal protections to limit
their civil and criminal liability, and
special immunity from the antitrust
laws. The Republicans are largely
granting this business wish-list in the
legislation for the new Department of
Homeland Security.

At the Senate Judiciary Committee
hearing with Governor Ridge, I ex-
pressed my concern that an overly
broad FOIA exemption would encour-
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age government complicity with pri-
vate firms to keep secret information
about critical infrastructure
vulnerabilities, reduce the incentive to
fix the problems and end up hurting
rather than helping our national secu-
rity. In the end, more secrecy may un-
dermine rather than foster security.

Governor Ridge seemed to appreciate
these risks, and said he was ‘‘anxious
to work with the Chairman and other
members of the committee to assure
that the concerns that [had been]
raised are properly addressed.” Id. at p.
24. He assured us that ‘“‘[t]his Adminis-
tration is ready to work together with
you in partnership to get the job done.
This is our priority, and I believe it is
yours as well.” Id. at p. 25. This turned
out to be an empty promise.

Almost before the ink was dry on the
administration’s earlier June proposal,
on July 10, 2002, the administration
proposed to substitute a much broader
FOIA exemption that would (1) exempt
from disclosure under the FOIA critical
infrastructure information voluntarily
submitted to the new department that
was designated as confidential by the
submitter unless the submitter gave
prior written consent, (2) provide lim-
ited civil immunity for use of the in-
formation in civil actions against the
company, with the likely result that
regulatory actions would be preceded
by litigation by companies that sub-
mitted designated information to the
department over whether the regu-
latory action was prompted by a con-
fidential disclosure, (3) preempt State
sunshine laws if the designated infor-
mation is shared with State or local
government agencies, (4) impose crimi-
nal penalties of up to one year impris-
onment on Government employees who
disclosed the designated information,
and (b) antitrust immunity for compa-
nies that joined together with agency
components designated by the Presi-
dent to promote critical infrastructure
security.

Despite the administration’s promul-
gation of two separate proposals for a
new FOIA exemption in as many
weeks, in July, Director Ridge’s Office
of Homeland Security released The Na-
tional Strategy for Homeland Security,
which appeared to call for more study
of the issue before legislating. Specifi-
cally, this report called upon the At-
torney General to ‘‘convene a panel to
propose any legal changes necessary to
enable sharing of essential homeland
security information between the gov-
ernment and the private sector.” (p. 33)

The need for more study of the ad-
ministration’s proposed new FOIA ex-
emption was made amply clear by its
possible adverse environmental, public
health and safety affects. Keeping se-
cret problems in a variety of critical
infrastructures would simply remove
public pressure to fix the problems.
Moreover, several environmental
groups pointed out that, under the ad-
ministration’s proposal, companies
could avoid enforcement action by
“voluntarily’ providing information
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about environmental violations to the
EPA, which would then be unable to
use the information to hold the com-
pany accountable and also would be re-
quired to keep the information con-
fidential. It would bar the government
from disclosing information about
spills or other violations without the
written consent of the company that
caused the pollution.

I worked on a bipartisan basis with
many interested stakeholders from en-
vironmental, civil liberties, human
rights, business and government
watchdog groups to craft a compromise
FOIA exemption that did not grant the
business sector’s wish-list but did pro-
vide additional nondisclosure protec-
tions for certain records without jeop-
ardizing the public health and safety.
At the request of Chairman LIEBERMAN
for the Judiciary Committee’s views on
the new department, I shared my con-
cerns about the administration’s pro-
posed FOIA exemption and then
worked with Members of the Govern-
mental Affairs Committee, in par-
ticular Senator LEVIN and Senator
BENNETT, to craft a more narrow and
responsible exemption that accom-
plishes the Administration’s goal of en-
couraging private companies to share
records of critical infrastructure
vulnerabilities with the new Depart-
ment of Homeland Security without
providing incentives to ‘‘game’ the
system of enforcement of environ-
mental and other laws designed to pro-
tect our nation’s public health and
safety. We refined the FOIA exemption
in a manner that satisfied the Adminis-
tration’s stated goal, while limiting
the risks of abuse by private companies
or government agencies.

This compromise solution was sup-
ported by the administration and other
members of the Committee on Govern-
mental Affairs and was unanimously
adopted by that Committee at the
markup of the Homeland Security De-
partment bill on July 24, 2002. The pro-
vision would exempt from the FOIA
certain records pertaining to critical
infrastructure threats and
vulnerabilities that are furnished vol-
untarily to the new Department and
designated by the provider as confiden-
tial and not customarily made avail-
able to the public. Notably, the com-
promise FOIA exemption made clear
that the exemption only covered
“‘records’ from the private sector, not
all “information’ provided by the pri-
vate sector and thereby avoided the ad-
verse result of government agency-cre-
ated and generated documents and
databases being put off-limits to the
FOIA simply if  private sector
“information’ is incorporated. More-
over, the compromise FOIA exemption
clearly defined what records may be
considered ‘‘furnished voluntarily,”
which did not cover records used ‘‘to
satisfy any legal requirement or obli-
gation to obtain any grant, permit,
benefit (such as agency forbearances,
loans, or reduction or modifications of
agency penalties or rulings), or other
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approval from the Government.” The
FOIA compromise exemption further
ensured that portions of records that
are not covered by the exemption
would be released pursuant to FOIA re-
quests. This compromise did not pro-
vide any civil liability or antitrust im-
munity that could be used to immunize
bad actors or frustrate regulatory en-
forcement enforcement action, nor did
the compromise preempt state or local
sunshine laws.

Unfortunately, the new Republican
version of this legislation that we are
voting on today jettisoned the bipar-
tisan compromise on the FOIA exemp-
tion, worked out in the Senate with
the administration’s support, and re-
placed it with a big-business wish-list
gussied up in security garb. The Repub-
lican FOIA exemption would make off-
limits to the FOIA much broader cat-
egories of ‘“information” and grant
businesses the legal immunities and li-
ability protections they have sought so
vigorously for over 5 years. This bill
goes far beyond what is needed to
achieve the laudable goal of encour-
aging private sector companies to help
protect our critical infrastructure. In-
stead, it will tie the hands of the fed-
eral regulators and law enforcement
agencies working to protect the public
from imminent threats. It will give a
windfall to companies who fail to fol-
low Federal health and safety stand-
ards. Most disappointingly, it will un-
dermine the goals of openness in gov-
ernment that the FOIA was designed to
achieve. In short, the FOIA exemption
in this bill represents the most severe
weakening of the Freedom of Informa-
tion Act in its 36-year history.

In the end, the broad secrecy protec-
tions provided to critical infrastruc-
ture information in this bill will pro-
mote more secrecy which may under-
mine rather than foster national secu-
rity. In addition, the immunity provi-
sions in the bill will frustrate enforce-
ment of the laws that protect the
public’s health and safety.

Let me explain. The Republican
FOIA exemption would allow compa-
nies to stamp or designate certain in-
formation as ‘‘Critical Infrastructure
Information’ or “CII”’ and then submit
this information about their operations
to the government either in writing or
orally, and thereby obtain a blanket
shield from FOIA’s disclosure man-
dates as well as other protections. A
Federal agency may not disclose or use
voluntarily-submitted and CII-marked

information, except for a limited
“informational purpose,” such as
““‘analysis, warning, interdependency,

study, recovery, reconstitution,” with-
out the company’s consent. Even when
using the information to warn the pub-
lic about potential threats to critical
infrastructure, the bill requires agen-
cies to take steps to protect from dis-
closure the source of the CII informa-
tion and other ‘‘business sensitive” in-
formation.

The bill contains an unprecedented
provision that threatens jail time and
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job loss to any Government employee
who happens to disclose any critical in-
frastructure information that a
company has submitted and wants to
keep secret. These penalties for using
the CII information in an unauthorized
fashion or for failing to take steps to
protect disclosure of the source of the
information are severe and will chill
any release of CII information not just
when a FOIA request comes in, but in
all situations, no matter the cir-
cumstance. Criminalizing disclosures—
not of classified information or na-
tional security related information,
but of information that a company de-
cides it does not want public—is an ef-
fective way to quash discussion and de-
bate over many aspects of the Govern-
ment’s work. In fact, under this bill,
CII information would be granted more
comprehensive protection under Fed-
eral criminal laws than classified infor-
mation.

This provision has potentially disas-
trous consequences. If an agency is
given information from an ISP about
cyberattack vulnerabilities, agency
employees will have to think twice
about sharing that information with
other ISPs for fear that, without the
consent of the ISP to use the informa-
tion, even a warning might cost their
jobs or risk criminal prosecution.

This provision means that if a Fed-
eral regulatory agency needs to issue a
regulation to protect the public from
threats of harm, it cannot rely on any
voluntarily submitted information—
bringing the normal regulatory process
to a grinding halt. Public health and
law enforcement officials need the
flexibility to decide how and when to
warn or prepare the public in the
safest, most effective manner. They
should not have to get ‘‘sign off”’ from
a Fortune 500 company to do so.

While this legislation risks making it
harder for the Government to protect
American families, it will make it
much easier for companies to escape
responsibility when they violate the
law by giving them unprecedented im-
munity from civil and regulatory en-
forcement actions. Once a business de-
clares that information about its prac-
tices relates to critical infrastructure
and is ‘‘voluntarily” provided, it can
then prevent the Federal Government
from disclosing it not just to the pub-
lic, but also to a court in a civil action.
This means that an agency receiving
CII-marked submissions showing inva-
sions of employee or customer privacy,
environmental pollution, or govern-
ment contracting fraud will be unable
to use that information in a civil ac-
tion to hold that company accountable.
Even if the regulatory agency obtains
the information necessary to bring an
enforcement action from an alter-
native source, the company will be able
to tie the government up in protracted
litigation over the source of the infor-
mation.

For example, if a company submits
information that its factory is leaching
arsenic in ground water, that informa-
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tion may not be turned over to local
health authorities to use in any en-
forcement proceeding nor turned over
to neighbors who were harmed by
drinking the water for use in a civil
tort action. Moreover, even if EPA
tries to bring an action to stop the
company’s wrongdoing, the ‘‘use immu-
nity”’ provided in the Republican bill
will tie the agency up in litigation
making it prove where it got the infor-
mation and whether it is tainted as
“fruit of the poisonous tree’’—i.e., ob-
tained from the company under the
““critical infrastructure program.”’

Similarly, if the new Department of
Homeland Security receives informa-
tion from a bio-medical laboratory
about its security vulnerabilities, and
anthrax is released from the lab three
weeks later, the Department will not
be able to warn the public promptly
about how to protect itself without
consulting with and trying to get con-
sent of the laboratory in order to avoid
the risk of job loss or criminal prosecu-
tion for a non-consensual disclosure.
Moreover, if the laboratory is violating
any State, local or Federal regulation
in its handling of the anthrax, the De-
partment will not be able to turn over
to another Federal agency, such as the
EPA or the Department of Health and
Human Services, or to any State or
local health officials, information or
documents relating to the laboratory’s
mishandling of the anthrax for use in
any enforcement proceedings against
the laboratory, or in any wrongful
death action, should the laboratory’s
mishandling of the anthrax result in
the death of any person. The bill spe-
cifically states that such CII-marked
information ‘‘shall not, without the
written consent of the person or entity
submitting such information, be used
directly by such agency, any other
Federal, State, or local authority, or
any third party, in any civil action
arising under Federal or State law if
such information is submitted in good
faith.” [H.R. 5710, section 214(a)(1)(C)]

Most businesses are good citizens and
take seriously their obligations to the
government and the public, but this
“‘disclose-and-immunize’ provision is
subject to abuse by those businesses
that want to exploit legal techniques
to avoid regulatory guidelines. This
bill lays out the perfect blueprint to
avoid legal liability: funnel damaging
information into this voluntary disclo-
sure system and pre-empt the Govern-
ment or others harmed by the com-
pany’s actions from being able to use it
against the company. This is not the
kind of two-way public-private co-
operation that our country needs.

The scope of the information that
would be covered by the new Repub-
lican FOIA exemption is overly broad