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get this done tomorrow or the next 
day, still probably a week. 

So I urge my colleagues on both 
sides, let us work together. An example 
has been set, and I am proud of what 
the Senate has done. I am proud of 
what the committee has done and is 
willing to do. I hope the rest of us will 
take advantage of the opportunity to 
follow that leadership. 

I wanted to get that on the record. I 
will not object, Madam President. 

The PRESIDING OFFICER. Is there 
objection? 

Mr. FEINGOLD. Madam President, 
reserving the right to object. 

The PRESIDING OFFICER. The Sen-
ator from Wisconsin. 

Mr. FEINGOLD. We can certainly 
continue these discussions, but I want 
to say it is certainly not the case that 
I have not shared the concerns I have, 
I would say, concerning the amend-
ments we have talked about, the actual 
areas, and shared them with the leader-
ship. We certainly could have the text 
of all of these amendments by 10 to-
morrow morning. In other words, the 
language would be available before the 
bill even comes up. That strikes me as 
sufficient notice usually in the Senate. 

I do not think it is a fair complaint 
to say we cannot agree to these reason-
able requests simply because of the 
extra language written out at this 
point. 

Madam President, at this point, un-
less other Members wish to address 
this issue, I will object. 

The PRESIDING OFFICER. Objec-
tion is heard. 

Mr. DASCHLE. I yield the floor. 
The PRESIDING OFFICER. The Sen-

ator from Vermont. 
Mr. LEAHY. Madam President, if the 

Senator from Mississippi seeks rec-
ognition, obviously I yield to the dis-
tinguished Senator. 

Mr. LOTT. Madam President, I was 
hoping to have a brief opportunity to 
speak about the magnificent leadership 
of Senator Mike Mansfield, but I will 
be glad to withhold on that. 

Mr. LEAHY. I will say to the minor-
ity leader, Mike Mansfield is a man 
who was my mentor and I will be 
speaking about him tomorrow after the 
memorial service. But I say to the dis-
tinguished leader, he was my leader 
when I came to the Senate, and I think 
he probably had as much involvement 
in teaching me how to be a Senator as 
anybody. I will speak further on that 
at another time. 

I hope Senators would work with the 
distinguished majority leader and the 
distinguished Republican leader to help 
us schedule this legislation. I have 
tried to be accommodating, getting up 
at 3 o’clock this morning in Vermont 
to try to get back. 

Do I love this bill? Of course I don’t 
love this bill, Madam President. But 
neither does the distinguished Repub-
lican leader. Neither does the distin-
guished ranking member. There is no-
body in here who does. It is impossible 
to craft a bill of this nature that every-
body is going to like. 

Does it protect us for all time from 
terrorism? Of course it does not. As I 
said earlier, I suspect we had informa-
tion prior to September 11 in our files 
at the Justice Department that might 
have led to the apprehension and the 
stopping of the terrorists. That was in-
formation and intelligence that was ac-
quired properly under the current laws. 
Will this protect us by itself? No. Will 
it give us some tools we don’t have? 
Yes. This can be done in such a way 
that we ask ourselves, are we willing to 
try some of this for a while? Put con-
stitutional limitations. 

I think the distinguished Senator 
from Mississippi knows I am very 
truthful when I say I will have some 
very serious and, I would hope, bipar-
tisan oversight hearings of abuse of the 
law as we go along. This is not a liberal 
or conservative piece of legislation. We 
have liberals and conservatives and 
moderates who have areas of concerns. 
We all do because we protect and re-
spect our privacy. I come from a State 
where privacy is paramount to every-
body. It is one thing that unites every 
one of us, no matter our political back-
ground. 

But we cannot tell what is going to 
be the final bill until we consider it. 
We have to pass something out of the 
Senate. The House has to pass some-
thing. They have been working ex-
traordinarily hard, Madam President, 
both Chairman SENSENBRENNER and 
Ranking Member CONYERS. Why not 
see what we can come up with? The 
committee of conference will be the 
final package. If I don’t like the final 
package, I will be the first to vote 
against it. But I suspect we will come 
up with something. We will probably 
have some very late nights that will be 
worthwhile. 

I thank my friend from Mississippi 
and my friend from South Dakota for 
trying to bring this bill up. I will stand 
ready. I don’t have to leave at 3 o’clock 
anymore this week to be here. I am 
here. Although I might say, if anybody 
could know how absolutely beautiful it 
is in Vermont at this time of year, 
with the best foliage we have had in 25 
years, maybe we should move the Sen-
ate up there. It depends on the good 
graces of my friend from Mississippi. 

I yield the floor. 
Mr. LOTT. I thank Senator LEAHY 

for his work. We have clearly come up 
with a superior bill to the one being 
moved in the House, but the House is 
also moving forward. I know Senator 
SMITH of New Hampshire has an 
amendment he wanted to offer, too. 
Every Senator has the right to object. 
We should not be critical of a Senator 
exercising that right. 

But I think there is urgency on this 
legislation. I hope, I say to Senator 
LEAHY, we will continue to work to see 
if we can clear this bill and get it con-
sidered tomorrow. If we don’t, there is 
a danger that the aviation security bill 
will tangle up the rest of the week and 
we might not be able to get to this bill 
until next week. 

I think the American people have ap-
preciated the way we have worked to-
gether, shoulder to shoulder, regardless 
of party. We are all feeling a great need 
to pull together with patriotism while 
protecting fundamental rights. I hope 
we can continue to do that. We will be 
glad to work with Senators LEAHY and 
DASCHLE to see that happens. 

The PRESIDING OFFICER. The Sen-
ator from Kansas. 

Mr. BROWNBACK. I thank the Chair. 
(The remarks of Mr. BROWNBACK per-

taining to the introduction of S. 1521 
are located in today’s RECORD under 
‘‘Statements on Introduced Bills and 
Joint Resolutions.’’) 

Mr. BROWNBACK. I yield the floor, 
and I suggest the absence of a quorum. 

The PRESIDING OFFICER. The 
clerk will call the roll. 

The senior assistant bill clerk pro-
ceeded to call the roll. 

Mr. REID. Madam President, I ask 
unanimous consent that the order for 
the quorum call be rescinded. 

The PRESIDING OFFICER (Ms. 
CANTWELL). Without objection, it is so 
ordered. 

f 

MORNING BUSINESS 

Mr. REID. Madam President, I ask 
unanimous consent that there be a pe-
riod of morning business with Senators 
permitted to speak for up to 5 minutes 
each. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

THE UNITING AND STRENGTH-
ENING AMERICA ACT OF 2001 

Mr. LEAHY. Madam President, last 
Thursday, October 4, I was pleased to 
introduce with the Majority Leader, 
Senator DASCHLE, and the Chairmen of 
the Banking and Intelligence Commit-
tees, as well as the Minority Leader, 
Senator LOTT, and Senator HATCH and 
Senator SHELBY, the United and 
Strengthening America, or USA Act. 
This is not the bill that I, or any of the 
sponsors, would have written if com-
promise was unnecessary. Nor is the 
bill the administration initially pro-
posed and the Attorney General deliv-
ered to us on September 19, at a meet-
ing in the Capitol. 

We were able to refine and supple-
ment the administration’s original pro-
posal in a number of ways. The admin-
istration accepted a number of the 
practical steps I had originally pro-
posed on September 19 to improve our 
security on the Northern Border, assist 
our Federal, State and local law en-
forcement officers and provide com-
pensation to the victims of terrorist 
acts and to the public safety officers 
who gave their lives to protect ours. 
This USA Act also provides important 
checks on the proposed expansion of 
government powers that were not con-
tained in the Attorney General’s initial 
proposal. 

In negotiations with the administra-
tion, I have done my best to strike a 
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reasonable balance between the need to 
address the threat of terrorism, which 
we all keenly feel at the present time, 
and the need to protect our constitu-
tional freedoms. Despite my mis-
givings, I have acquiesced in some of 
the administration’s proposals because 
it is important to preserve national 
unity in this time of crisis and to move 
the legislative process forward. 

The result of our labors still leaves 
room for improvement. Even after the 
Senate passes judgment on this bill, 
the debate will not be finished. We will 
have to consider the important judg-
ments made by the House Judiciary 
Committee in the version of the legis-
lation making its way through the 
House. Moreover, I predict that some of 
these provisions will face difficult tests 
in the courts and that we in Congress 
will have to revisit these issues at 
some time in the future when, as we all 
devoutly hope, the present crisis has 
passed. I also intend as Chairman of 
the Judiciary Committee to exercise 
careful oversight of how the Depart-
ment of Justice, the FBI and other ex-
ecutive branch agencies are using the 
newly-expanded powers that this bill 
will give them. 

The negotiations on this bill have 
not been easy. Within days of the Sep-
tember 11 attacks, I instructed my 
staff to begin work on legislation to 
address security needs on the Northern 
Border, the needs of victims and State 
and local law enforcement, and crimi-
nal law improvements. A week after 
the attack, on September 19, the Attor-
ney General and I exchanged the out-
lines of the legislative proposals and 
pledged to work together towards our 
shared goal of putting tools in the 
hands of law enforcement that would 
help prevent another terrorist attack. 

Let me be clear: No one can guar-
antee that Americans will be free from 
the threat of future terrorist attacks, 
and to suggest that this legislation—or 
any legislation—would or could provide 
such a guarantee would be a false 
promise. I will not engage in such false 
promises, and those in the administra-
tion who make such assertions do a 
disservice to the American people. 

I have also heard claims that if cer-
tain powers had been previously au-
thorized by the Congress, we could 
somehow have prevented the Sep-
tember 11 attacks. Given this rhetoric 
it may be instructive to review efforts 
that were made a few years ago in the 
Senate to provide law enforcement 
with greater tools to conduct surveil-
lance of terrorists and terrorist organi-
zations. In May 1995, Senator LIEBER-
MAN offered an amendment to the bill 
that became the Antiterrorism and Ef-
fective Death Penalty Act of 1996 that 
would have expanded the Government’s 
authority to conduct emergency wire-
taps to cases of domestic or inter-
national terrorism and added a defini-
tion of domestic terrorism to include 
violent or illegal acts apparently in-
tended to ‘‘intimidate, or coerce the ci-
vilian population.’’ The consensus, bi-

partisan bill that we consider today 
contains a very similar definition of 
domestic terrorism. 

In 1995, however, a motion to table 
Senator LIEBERMAN’s amendment was 
agreed to in a largely party-line vote, 
with Republicans voting against the 
measure. In fact, then Senator 
Ashcroft voted to table that amend-
ment, and my good friend from Utah, 
Senator HATCH, spoke against it and 
opined, ‘‘I do not think we should ex-
pand the wiretap laws any further.’’ I 
recall Senator HATCH’s concern then 
that ‘‘We must ensure that in our re-
sponse to recent terrorist acts, we do 
not destroy the freedoms that we cher-
ish.’’ I have worked very hard to main-
tain that balance in negotiations con-
cerning the current legislation. 

Following the exchange on Sep-
tember 19 of our legislative proposals, 
we have worked over the last two 
weeks around the clock with the ad-
ministration to put together the best 
legislative package we could. I share 
the administration’s goal of providing 
promptly the legal tools necessary to 
deal with the current terrorist threat. 
While some have complained publicly 
that the negotiations have gone on for 
too long, the issues involved are of 
great importance, and we will have to 
live with the laws we enact for a long 
time to come. Demands for action are 
irresponsible when the road-map is 
pointed in the wrong direction. As Ben 
Franklin once noted, ‘‘if we surrender 
our liberty in the name of security, we 
shall have neither.’’ 

Moreover, our ability to make rapid 
progress was impeded because the ne-
gotiations with the administration did 
not progress in a straight line. On sev-
eral key issues that are of particular 
concern to me, we had reached an 
agreement with the administration on 
Sunday, September 30. Unfortunately, 
within two days, the administration 
announced that it was reneging on the 
deal. I appreciate the complex task of 
considering the concerns and missions 
of multiple federal agencies, and that 
sometimes agreements must be modi-
fied as their implications are scruti-
nized by affected agencies. When agree-
ments made by the administration 
must be withdrawn and negotiations on 
resolved issues reopened, those in the 
administration who blame the Con-
gress for delay with what the New York 
Times described last week as ‘‘scur-
rilous remarks,’’ do not help the proc-
ess move forward. 

We have expedited the legislative 
process in the Judiciary Committee to 
consider the administration’s pro-
posals. In daily news conferences, the 
Attorney General has referred to the 
need for such prompt consideration. I 
commend him for making the time to 
appear before the Judiciary Committee 
at a hearing September 25 to respond 
to questions that Members from both 
parties have about the administra-
tion’s initial legislative proposals. I 
also thank the Attorney General for 
extending the hour and a half he was 

able to make in his schedule for the 
hearing for another fifteen minutes so 
that Senator FEINSTEIN and Senator 
SPECTER were able to ask questions be-
fore his departure. I regret that the At-
torney General did not have the time 
to respond to questions from all the 
Members of the Committee either on 
September 25 or last week, but again 
thank him for the attention he prom-
ised to give to the written questions 
Members submitted about the legisla-
tion. We have not received answers to 
those written questions yet, but I will 
make them a part of the hearing record 
whenever they are sent. 

The Chairman of the Constitution 
Subcommittee, Senator FEINGOLD, also 
held an important hearing on October 3 
on the civil liberties ramifications of 
the expanded surveillance powers re-
quested by the administration. I thank 
him for his assistance in illuminating 
these critical issues for the Senate. 

Rule 14: To accede to the administra-
tion’s request for prompt consideration 
of this legislation, the leaders decided 
to hold the USA Act at the desk rather 
than refer the bill to the committee for 
markup, as is regular practice. Senator 
HATCH specifically urged that this 
occur, and I support this decision. In-
deed, when the Senate considered the 
anti-terrorism act in 1995 after the 
Oklahoma City bombing, we bypassed 
committee in order to deal with the 
legislation more promptly on the floor. 

Given the expedited process that we 
have used to move this bill, I will take 
more time than usual to detail its pro-
visions. 

The heart of every American aches 
for those who died or have been injured 
because of the tragic terrorist attacks 
in New York, Virginia, and Pennsyl-
vania on September 11. Even now, we 
cannot assess the full measure of this 
attack in terms of human lives, but we 
know that the number of casualties is 
extraordinarily high. 

Congress acted swiftly to help the 
victims of September 11. Within 10 
days, we passed legislation to establish 
a Victims Compensations Program, 
which will provide fair compensation 
to those most affected by this national 
tragedy. I am proud of our work on 
that legislation, which will expedite 
payments to thousands of Americans 
whose lives were so suddenly shattered. 

But now more than ever, we should 
remember the tens of thousands of 
Americans whose needs are not being 
met—the victims of crimes that have 
not made the national headlines. Just 
one day before the events that have so 
transformed our nation, I came before 
this body to express my concern that 
we were not doing more for crime vic-
tims. I noted that the pace of victims 
legislation had slowed, and that many 
opportunities for progress had been 
squandered. I suggested that this year, 
we had a golden opportunity to make 
significant progress in this area by 
passing S.783, the Leahy-Kennedy 
Crime Victims Assistance Act of 2001. 

I am pleased, therefore, that the 
antiterrorism package now before the 
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Senate contains substantial portions of 
S.783 aimed at refining the Victims of 
Crime Act of 1984, VOCA, and improv-
ing the manner in which the Crime 
Victims Fund is managed and pre-
served. Most significantly, section 621 
of the USA Act will eliminate the cap 
on VOCA spending, which has pre-
vented more than $700 million in fund 
deposits from reaching victims and 
supporting essential services. 

Congress has capped spending from 
the fund for the last two fiscal years, 
and President Bush has proposed a 
third cap for fiscal year 2002. These 
limits on VOCA spending have created 
a growing sense of confusion and 
unease by many of those concerned 
about the future of the Fund. 

We should not be imposing artificial 
caps on VOCA spending while substan-
tial unmet needs continue to exist. 
Section 621 of the USA Act replaces the 
cap with a self-regulating system that 
will ensure stability and protection of 
Fund assets, while allowing more 
money to be distributed to the States 
for victim compensation and assist-
ance. 

Other provisions included from S. 783 
will also make an immediate difference 
in the lives of victims, including vic-
tims of terrorism. Shortly after the 
Oklahoma City bombing, I proposed 
and the Congress adopted the Victims 
of Terrorism Act of 1995. This legisla-
tion authorized the Office for Victims 
of Crime (OVC) to set aside an emer-
gency reserve of up to $50 million as 
part of the Crime Victims Fund. The 
emergency reserve was intended to 
serve as a ‘‘rainy day’’ fund to supple-
ment compensation and assistance 
grants to States to provide emergency 
relief in the wake of an act of ter-
rorism or mass violence that might 
otherwise overwhelm the resources of a 
State’s crime victim compensation 
program and crime victim assistance 
services. Last month’s disaster created 
vast needs that have all but depleted 
the reserve. Section 621 of the USA Act 
authorizes OVC to replenish the re-
serve with up to $50 million, and 
streamlines the mechanism for replen-
ishment in future years. 

Another critical provision of the USA 
Act will enable OVC to provide more 
immediate and effective assistance to 
victims of terrorism and mass violence 
occurring within the United States. I 
proposed this measure last year as an 
amendment to the Justice for Victims 
of Terrorism Act, but was compelled to 
drop it to achieve bipartisan consensus. 
I am pleased that we are finally getting 
it done this year. 

These and other VOCA reforms in the 
USA Act are long overdue. Yet, I regret 
that we are not doing more. In my 
view, we should pass the Crime Victims 
Assistance Act in its entirety. In addi-
tion to the provisions that are included 
in today’s antiterrorism package, this 
legislation provides for comprehensive 
reform of Federal law to establish en-
hanced rights and protections for vic-
tims of Federal crime. It also proposes 

several programs to help States pro-
vide better assistance for victims of 
State crimes. 

I also regret that we have not done 
more for other victims of recent ter-
rorist attacks. While all Americans are 
numbed by the heinous acts of Sep-
tember 11, we should not forget the vic-
tims of the 1998 Embassy bombings in 
East Africa. Eleven Americans and 
many Kenyan and Tanzanian nationals 
employed by the United States lost 
their lives in that tragic incident. It is 
my understanding that compensation 
to the families of these victims has in 
many instances fallen short. It is my 
hope that OVC will use a portion of the 
newly replenished reserve fund to rem-
edy any inequity in the way that these 
individuals have been treated. 

Hate Crimes: We cannot speak of the 
victims of the September 11 without 
also noting that Arab-Americans and 
Muslims in this country have become 
the targets of hate crimes, harassment, 
and intimidation. I applaud the Presi-
dent for speaking out against and con-
demning such acts, and visiting a 
mosque to demonstrate by action that 
all religions are embraced in this coun-
try. I also commend the FBI Director 
for his periodic reports on the number 
of hate crime incidents against Arab- 
American and Muslims that the FBI is 
aggressively investigating and making 
clear that this conduct is taken seri-
ously and will be punished. 

The USA Act contains, in section 102, 
a sense of the Congress that crimes and 
discrimination against Arab and Mus-
lim Americans are condemned. Many of 
us would like to do more, and finally 
enact effective hate crimes legislation, 
but the administration has asked that 
the debate on that legislation be post-
poned. One of my greatest regrets re-
garding the negotiations in this bill 
was the objections that prevented the 
Local Law Enforcement Enhancement 
Act, S. 625, from being included in the 
USA Act. 

The administration’s initial proposal 
was entirely focused on Federal law en-
forcement. Yet, we must remember 
that State and local law enforcement 
officers have critical roles to play in 
preventing and investigating terrorist 
acts. I am pleased that the USA Act we 
consider today recognizes this fact. 

As a former State prosecutor, I know 
that State and local law enforcement 
officers are often the first responders 
to a crime. On September 11, the Na-
tion saw that the first on the scene 
were the heroic firefighters, police offi-
cers and emergency personnel in New 
York City. These New York public safe-
ty officers, many of whom gave the ul-
timate sacrifice, remind us of how im-
portant it is to support our State and 
local law enforcement partners. The 
USA Act provides three critical meas-
ures of Federal support for our State 
and local law enforcement officers in 
the war against terrorism. 

First, we streamline and expedite the 
Public Safety Officers’ Benefits appli-
cation process for family members of 

fire fighters, police officers and rescue 
workers who perish or suffer a dis-
abling injury in connection with pre-
vention, investigation, rescue or recov-
ery efforts related to a future terrorist 
attack. 

The Public Safety Officers’ Benefits 
Program provides benefits for each of 
the families of law enforcement offi-
cers, firefighters, and emergency re-
sponse crew members who are killed or 
disabled in the line of duty. Current 
regulations, however, require the fami-
lies of public safety officers who have 
fallen in the line of duty to go through 
a cumbersome and time-consuming ap-
plication process. In the face of our na-
tional fight against terrorism, it is im-
portant that we provide a quick proc-
ess to support the families of brave 
Americans who selflessly give their 
lives so that others might live before, 
during and after a terrorist attack. 

This provision builds on the new law 
championed by Senator CLINTON, Sen-
ator SCHUMER and Congressman NAD-
LER to speed the benefit payment proc-
ess for families of public safety officers 
killed in the line of duty in New York 
City, Virginia, and Western Pennsyl-
vania, on September 11. 

Second, we have raised the total 
amount of Public Safety Officers’ Ben-
efit Program payments from approxi-
mately $150,000 to $250,000. This provi-
sion retroactively goes into effect to 
provide much-needed relief for the fam-
ilies of the brave men and women who 
sacrificed their own lives for their fel-
low Americans during the year. Al-
though this increase in benefits can 
never replace a family’s tragic loss, it 
is the right thing to do for the families 
of our fallen heroes. I want to thank 
Senator BIDEN and Senator HATCH for 
their bipartisan leadership on this pro-
vision. 

Third, we expand the Department of 
Justice Regional Information Sharing 
Systems Program to promote informa-
tion sharing among Federal, State and 
local law enforcement agencies to in-
vestigate and prosecute terrorist con-
spiracies and activities and authorize a 
doubling of funding for this year and 
next year. The RISS Secure Intranet is 
a nationwide law enforcement network 
that already allows secure communica-
tions among the more than 5,700 Fed-
eral, State and local law enforcement 
agencies. Effective communication is 
key to effective law enforcement ef-
forts and will be essential in our na-
tional fight against terrorism. 

The RISS program enables its mem-
ber agencies to send secure, encrypted 
communications—whether within just 
one agency or from one agency to an-
other. Federal agencies, such as the 
FBI, do not have this capability, but 
recognize the need for it. Indeed, on 
September 11, 2001, immediately after 
the terrorist attacks, FBI Head-
quarters called RISS officials to re-
quest ‘‘Smartgate’’ cards and readers 
to secure their communications sys-
tems. The FBI agency in Philadelphia 
called soon after to request more 
Smartgate cards and readers as well. 
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The Regional Information Sharing 

Systems Program is a proven success 
that we need to expand to improve se-
cure information sharing among Fed-
eral, State and local law enforcement 
agencies to coordinate their counter- 
terrorism efforts. 

Our State and local law enforcement 
partners welcome the challenge to join 
in our national mission to combat ter-
rorism. We cannot ask State and local 
law enforcement officers to assume 
these new national responsibilities 
without also providing new Federal 
support. The USA Act provides the nec-
essary Federal support for our State 
and local law enforcement officers to 
serve as full partners in our fight 
against terrorism. 

I am deeply troubled by continuing 
reports that information is not being 
shared with state local law enforce-
ment. In particular, the testimony of 
Baltimore Police Chief Ed Norris be-
fore the House Government Reform 
Committee last week highlighted the 
current problem. 

The unfolding facts about how the 
terrorists who committed the Sep-
tember 11 attack were able to enter 
this country without difficulty are 
chilling. Since the attacks many have 
pointed to our northern border as vul-
nerable to the entry of future terror-
ists. This is not surprising when a sim-
ple review of the numbers shows that 
the northern border has been routinely 
short-changed in personnel. While the 
number of Border Patrol agents along 
the southern border has increased over 
the last few years to over 8,000, the 
number at the northern border has re-
mained the same as a decade ago at 300. 
This remains true despite the fact that 
Admad Ressam, the Algerian who 
planned to blow up the Los Angeles 
International Airport in 1999, and who 
has been linked to those involved in 
the September 11 attacks, chose to 
enter the United States at our north-
ern border. It will remain an inviting 
target until we dramatically improve 
our security. 

The USA Act includes my proposals 
to provide the substantial and long 
overdue assistance for our law enforce-
ment and border control efforts along 
the Northern Border. My home State of 
Vermont has seen huge increases in 
Customs and INS activity since the 
signing of NAFTA. The number of peo-
ple coming through our borders has 
risen steeply over the years, but our 
staff and our resources have not. 

I proposed—and this legislation au-
thorizes in section 402—tripling the 
number of Border Patrol, INS inspec-
tors, and Customs Service employees in 
each of the States along the 4,000-mile 
Northern Border. I was gratified when 
22 Senators—Democrats and Repub-
licans—wrote to the President sup-
porting such an increase, and I am 
pleased that the administration agreed 
that this critical law enforcement im-
provement should be included in the 
bill. Senators CANTWELL and SCHUMER 
in the Committee and Senators MUR-

RAY and DORGAN have been especially 
strong advocates of these provisions 
and I thank them for their leadership. 
In addition, the USA Act, in section 
401, authorizes the Attorney General to 
waive the FTE cap on INS personnel in 
order to address the national security 
needs of the United States on the 
northern border. Now more than ever, 
we must patrol our border vigilantly 
and prevent those who wish America 
harm from gaining entry. At the same 
time, we must work with the Cana-
dians to allow speedy crossing to legiti-
mate visitors and foster the continued 
growth of trade which is beneficial to 
both countries. 

In addition to providing for more per-
sonnel, this bill also includes, in sec-
tion 402(4), my proposal to provide $100 
million in funding for both the INS and 
the Customs Service to improve the 
technology used to monitor the North-
ern Border and to purchase additional 
equipment. The bill also includes, in 
section 403(c), an important provision 
from Senator CANTWELL directing the 
Attorney General, in consultation with 
other agencies, to develop a technical 
standard for identifying electronically 
the identity of persons applying for 
visas or seeking to enter the United 
States. In short, this bill provides a 
comprehensive high-tech boost for the 
security of our nation. 

This bill also includes important pro-
posals to enhance data sharing. The 
bill, in section 403, directs the Attor-
ney General and the FBI Director to 
give the State Department and INS ac-
cess to the criminal history informa-
tion in the FBI’s National Crime Infor-
mation Center, NCIC, database, as the 
administration and I both proposed. 
The Attorney General is directed to re-
port back to the Congress in two years 
on progress in implementing this re-
quirement. We have also adopted the 
administration’s language, in section 
413, to make it easier for the State De-
partment to share information with 
foreign governments for aid in terrorist 
investigations. 

The USA Act contains a number of 
provisions intended to improve and up-
date the federal criminal code to ad-
dress better the nature of terrorist ac-
tivity, assist the FBI in translating 
foreign language information collected, 
and ensure that federal prosecutors are 
unhindered by conflicting local rules of 
conduct to get the job done. I will men-
tion just a few of these provisions. 

FBI Translators: The truth certainly 
seems self-evident that all the best sur-
veillance techniques in the world will 
not help this country defend itself from 
terrorist attack if the information can-
not be understood in a timely fashion. 
Indeed, within days of September 11, 
the FBI Director issued an employment 
ad on national TV by calling upon 
those who speak Arabic to apply for a 
job as an FBI translator. This is a dire 
situation that needs attention. I am 
therefore gratified that the administra-
tion accepted my proposal, in section 
205, to waive any federal personnel re-

quirements and limitations imposed by 
any other law in order to expedite the 
hiring of translators at the FBI. 

This bill also directs the FBI Direc-
tor to establish such security require-
ments as are necessary for the per-
sonnel employed as translators. We 
know the effort to recruit translators 
has a high priority, and the Congress 
should provide all possible support. 
Therefore, the bill calls on the Attor-
ney General to report to the Judiciary 
Committees on the number of trans-
lators employed by the Justice Depart-
ment, any legal or practical impedi-
ments to using translators employed 
by other Federal, State, or local agen-
cies, on a full, part-time, or shared 
basis; and the needs of the FBI for spe-
cific translation services in certain 
languages, and recommendations for 
meeting those needs. 

Federal Crime of Terrorism: The ad-
ministration’s initial proposal assem-
bled a laundry list of more than 40 Fed-
eral crimes ranging from computer 
hacking to malicious mischief to the 
use of weapons of mass destruction, 
and designated them as ‘‘Federal ter-
rorism offenses,’’ regardless of the cir-
cumstances under which they were 
committed. For example, a teenager 
who spammed the NASA website and, 
as a result, recklessly caused damage, 
would be deemed to have committed 
this new ‘‘terrorism’’ offense. Under 
the administration’s proposal, the con-
sequences of this designation were se-
vere. Crimes on the list would carry no 
statute of limitations. The maximum 
penalties would shoot up to life impris-
onment, and those released earlier 
would be subject to a lifetime of super-
vised release. Moreover, anyone who 
harbored a person whom he had ‘‘rea-
sonable grounds to suspect’’ had com-
mitted, or was about to commit, a 
‘‘Federal terrorism offense’’—whether 
it was the Taliban or the mother of my 
hypothetical teenage computer hack-
er—would be subject to stiff criminal 
penalties. I worked closely with the ad-
ministration to ensure that the defini-
tion of ‘‘terrorism’’ in the USA Act fit 
the crime. 

First, we have trimmed the list of 
crimes that may be considered as ter-
rorism predicates in section 808 of the 
bill. This shorter, more focused list, to 
be codified at 18 U.S.C. §2332(g)(5)(B), 
more closely reflects the sorts of of-
fenses committed by terrorists. 

Second, we have provided, in section 
810, that the current 8-year limitations 
period for this new set of offenses will 
remain in place, except where the com-
mission of the offense resulted in, or 
created a risk of, death or serious bod-
ily injury. 

Third, rather than make an across- 
the-board, one-size-fits-all increase of 
the penalties for every offense on the 
list, without regard to the severity of 
the offense, we have made, in section 
811, more measured increases in max-
imum penalties where appropriate, in-
cluding life imprisonment or lifetime 
supervised release in cases in which the 
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offense resulted in death. We have also 
added, in section 812, conspiracy provi-
sions to a few criminal statutes where 
appropriate, with penalties equal to 
the penalties for the object offense, up 
to life imprisonment. 

Finally, we have more carefully de-
fined the new crime of harboring ter-
rorists in section 804, so that it applies 
only to those harboring people who 
have committed, or are about to com-
mit, the most serious of Federal ter-
rorism-related crimes, such as the use 
of weapons of mass destruction. More-
over, it is not enough that the defend-
ant had ‘‘reasonable grounds to sus-
pect’’ that the person he was harboring 
had committed, or was about to com-
mit, such a crime; the Government 
must prove that the defendant knew or 
had ‘‘reasonable grounds to believe’’ 
that this was so. 

McDade Fix: The massive investiga-
tion underway into who was respon-
sible for and assisted in carrying out 
the September 11 attacks stretches 
across State and national boundaries. 
While the scope of the tragedy is un-
surpassed, the disregard for State and 
national borders of this criminal con-
spiracy is not unusual. Federal inves-
tigative officers and prosecutors often 
must follow leads and conduct inves-
tigations outside their assigned juris-
dictions. At the end of the 105th Con-
gress, a legal impediment to such 
multi-jurisdiction investigations was 
slipped into the omnibus appropria-
tions bill, over the objection at the 
time of every member of the Senate 
Judiciary Committee. 

I have spoken many times over the 
past two years of the problems caused 
by the so-called McDade law, 28 U.S.C. 
§ 530B. According to the Justice Depart-
ment, the McDade law has delayed im-
portant criminal investigations, pre-
vented the use of effective and tradi-
tionally-accepted investigative tech-
niques, and served as the basis of liti-
gation to interfere with legitimate fed-
eral prosecutions. At a time when we 
need Federal law enforcement authori-
ties to move quickly to catch those re-
sponsible for the September 11 attacks, 
and to prevent further attacks on our 
country, we can no longer tolerate the 
drag on Federal investigations and 
prosecutions caused by this ill-consid-
ered legislation. 

On September 19, I introduced S. 1437, 
the Professional Standards for Govern-
ment Attorneys Act of 2001, along with 
Senators HATCH and WYDEN. This bill 
proposes to modify the McDade law by 
establishing a set of rules that clarify 
the professional standards applicable 
to government attorneys. I am de-
lighted that the administration recog-
nized the importance of S. 1437 for im-
proving Federal law enforcement and 
combating terrorism, and agreed to its 
inclusion as section 501 of the USA Act. 

The first part of section 501 embodies 
the traditional understanding that 
when lawyers handle cases before a 
Federal court, they should be subject 
to the Federal court’s standards of pro-

fessional responsibility, and not to the 
possibly inconsistent standards of 
other jurisdictions. By incorporating 
this ordinary choice-of-law principle, 
the bill preserves the Federal courts’ 
traditional authority to oversee the 
professional conduct of Federal trial 
lawyers, including Federal prosecutors. 
It thus avoids the uncertainties pre-
sented by the McDade law, which po-
tentially subjects Federal prosecutors 
to State laws, rules of criminal proce-
dure, and judicial decisions which dif-
fer from existing Federal law. 

Another part of section 501 specifi-
cally addresses the situation in Oregon, 
where a State court ruling has seri-
ously impeded the ability of Federal 
agents to engage in undercover oper-
ations and other covert activities. See 
In re Gatti, 330 Or. 517 (2000). Such ac-
tivities are legitimate and essential 
crime-fighting tools. The Professional 
Standards for Government Attorneys 
Act ensures that these tools will be 
available to combat terrorism. 

Finally, section 501 addresses the 
most pressing contemporary question 
of government attorney ethics—name-
ly, the question of which rule should 
govern government attorneys’ commu-
nications with represented persons. It 
asks the Judicial Conference of the 
United States to submit to the Su-
preme Court a proposed uniform na-
tional rule to govern this area of pro-
fessional conduct, and to study the 
need for additional national rules to 
govern other areas in which the pro-
liferation of local rules may interfere 
with effective Federal law enforce-
ment. The Rules Enabling Act process 
is the ideal one for developing such 
rules, both because the Federal judici-
ary traditionally is responsible for 
overseeing the conduct of lawyers in 
Federal court proceedings, and because 
this process would best provide the Su-
preme Court an opportunity fully to 
consider and objectively to weigh all 
relevant considerations. 

The problems posed to Federal law 
enforcement investigations and pros-
ecutions by the McDade law are real 
and urgent. The Professional Standards 
for Government Attorneys Act pro-
vides a reasonable and measured alter-
native: It preserves the traditional role 
of the State courts in regulating the 
conduct of attorneys licensed to prac-
tice before them, while ensuring that 
Federal prosecutors and law enforce-
ment agents will be able to use tradi-
tional Federal investigative tech-
niques. We need to pass this corrective 
legislation before more cases are com-
promised. 

Terrorist Attacks Against Mass 
Transportation Systems: Another pro-
vision of the USA Act that was not in-
cluded in the administration’s initial 
proposal is section 801, which targets 
acts of terrorism and other violence 
against mass transportation systems. 
Just last week, a Greyhound bus 
crashed in Tennessee after a deranged 
passenger slit the driver’s throat and 
then grabbed the steering wheel, forc-

ing the bus into the oncoming traffic. 
Six people were killed in the crash. Be-
cause there are currently no Federal 
laws addressing terrorism of mass 
transportation systems, however, there 
may be no Federal jurisdiction over 
such a case, even if it were committed 
by suspected terrorists. Clearly, there 
is an urgent need for strong criminal 
legislation to deter attacks against 
mass transportation systems. Section 
801 will fill this gap. 

Cybercrime: The Computer Fraud 
and Abuse Act, 18 U.S.C. section 1030, is 
the primary Federal criminal statute 
prohibiting computer frauds and hack-
ing. I worked with Senator HATCH in 
the last Congress to make improve-
ments to this law in the Internet Secu-
rity Act, which passed the Senate as 
part of another bill. Our work is in-
cluded in section 815 of the USA Act. 
This section would amend the statute 
to clarify the appropriate scope of fed-
eral jurisdiction. First, the bill adds a 
definition of ‘‘loss’’ to cover any rea-
sonable cost to the victim in respond-
ing to a computer hacker. Calculation 
of loss is important both in deter-
mining whether the $5,000 jurisdic-
tional hurdle in the statute is met, 
and, at sentencing, in calculating the 
appropriate guideline range and res-
titution amount. 

Second, the bill amends the defini-
tion of ‘‘protected computer,’’ to in-
clude qualified computers even when 
they are physically located outside of 
the United States. This clarification 
will preserve the ability of the United 
States to assist in international hack-
ing cases. 

Finally, this section eliminates the 
current directive to the Sentencing 
Commission requiring that all viola-
tions, including misdemeanor viola-
tions, of certain provisions of the Com-
puter Fraud and Abuse Act be punished 
with a term of imprisonment of at 
least 6 months. 

Biological Weapons: Borrowing from 
a bill introduced in the last Congress 
by Senator BIDEN, the USA Act con-
tains a provision in section 802 to 
strengthen our Federal laws relating to 
the threat of biological weapons. Cur-
rent law prohibits the possession, de-
velopment, or acquisition of biological 
agents or toxins ‘‘for use as a weapon.’’ 
This section amends the definition of 
‘‘for use as a weapon’’ to include all 
situations in which it can be proven 
that the defendant had any purpose 
other than a peaceful purpose. This 
will enhance the Government’s ability 
to prosecute suspected terrorists in 
possession of biological agents or tox-
ins, and conform the scope of the 
criminal offense in 18 U.S.C. section 175 
more closely to the related forfeiture 
provision in 18 U.S.C. section 176. This 
section also contains a new statute, 18 
U.S.C. section 175b, which generally 
makes it an offense for certain re-
stricted persons, including non-resi-
dent aliens from countries that support 
international terrorism, to possess a 
listed biological agent or toxin. 
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Of greater consequence, section 802 

defines another additional offense, pun-
ishable by up to 10 years in prison, of 
possessing a biological agent, toxin, or 
delivery system ‘‘of a type or in a 
quantity that, under the cir-
cumstances,’’ is not reasonably justi-
fied by a peaceful purpose. As origi-
nally proposed by the administration, 
this provision specifically stated that 
knowledge of whether the type or 
quantity of the agent or toxin was rea-
sonably justified was not an element of 
the offense. Thus, although the burden 
of proof is always on the government, 
every person who possesses a biological 
agent, toxin, or delivery system was at 
some level of risk. I am pleased that 
the administration agreed to drop this 
portion of the provision. 

Nevertheless, I remain troubled by 
the subjectivity of the substantive 
standard for violation of this new 
criminal prohibition, and question 
whether it provides sufficient notice 
under the Constitution. I also share the 
concerns of the American Society for 
Microbiology and the Association of 
American Universities that this provi-
sion will have a chilling effect upon le-
gitimate scientific inquiry that offsets 
any benefit in protecting against ter-
rorism. While we have tried to prevent 
against this by creating an explicit ex-
clusion for ‘‘bona fide research,’’ this 
provision may yet prove unworkable, 
unconstitutional, or both. I urge the 
Justice Department and the research 
community to work together on sub-
stitute language that would provide 
prosecutors with a more workable tool. 

Secret Service Jurisdiction: Two sec-
tions of the USA Act were added at the 
request of the United States Secret 
Service, with the support of the admin-
istration. I was pleased to accommo-
date the Secret Service by including 
these provisions in the bill to expand 
Electronic Crimes Task Forces and to 
clarify the authority of the Secret 
Service to investigate computer 
crimes. 

The Secret Service is committed to 
the development of new tools to com-
bat the growing areas of financial 
crime, computer fraud, and 
cyberterrorrism. Recognizing a need 
for law enforcement, private industry 
and academia to pool their resources, 
skills and vision to combat criminal 
elements in cyberspace, the Secret 
Service created the New York Elec-
tronic Crimes Task Force, NYECTF. 
This highly successful model is com-
prised of over 250 individual members, 
including 50 different Federal, State 
and local law enforcement agencies, 100 
private companies, and 9 universities. 
Since its inception in 1995, the 
NYECTF has successfully investigated 
a range of financial and electronic 
crimes, including credit card fraud, 
identity theft, bank fraud, computer 
systems intrusions, and e-mail threats 
against protectees of the Secret Serv-
ice. Section 105 of the USA Act author-
izes the Secret Service to develop simi-
lar task forces in cities and regions 

across the country where critical infra-
structure may be vulnerable to attacks 
from terrorists or other cyber-crimi-
nals. 

Section 507 of the USA Act gives the 
Secret Service concurrent jurisdiction 
to investigate offenses under 18 U.S.C. 
section 1030, relating to fraud and re-
lated activity in connection with com-
puters. Prior to the 1996 amendments 
to the Computer Fraud and Abuse Act, 
the Secret Service was authorized to 
investigate any and all violations of 
section 1030, pursuant to an agreement 
between the Secretary of Treasury and 
the Attorney General. The 1996 amend-
ments, however, concentrated Secret 
Service jurisdiction on certain speci-
fied subsections of section 1030. The 
current amendment would return full 
jurisdiction to the Secret Service and 
would allow the Justice and Treasury 
Departments to decide on the appro-
priate work-sharing balance between 
the two. This will enable the Secret 
Service to investigate a wide range of 
potential White House network intru-
sions, as well as intrusions into remote 
sites, outside of the White House, that 
could impact the safety and security of 
its protectees, and to continue its mis-
sions to protect the Nation’s critical 
infrastructure and financial payment 
systems. 

Counter-terrorism Fund: The USA 
Act also authorizes, for the first time, 
a counter-terrorism fund in the Treas-
ury of the United States to reimburse 
Justice Department for any costs in-
curred in connection with the fight 
against terrorism. 

Specifically, this counter-terrorism 
fund will : one, reestablish an office or 
facility that has been damaged as the 
result of any domestic or international 
terrorism incident; two, provide sup-
port to counter, investigate, or pros-
ecute domestic or international ter-
rorism, including paying rewards in 
connection with these activities; three, 
conduct terrorism threat assessments 
of Federal agencies; and four, for costs 
incurred in connection with detaining 
individuals in foreign countries who 
are accused of acts of terrorism in vio-
lation of United States law. 

I first authored this counter-ter-
rorism fund in the S. 1319, the 21st Cen-
tury Department of Justice Appropria-
tions Authorization Act, which Sen-
ator HATCH and I introduced in August. 

The USA Act provides enhanced sur-
veillance procedures for the investiga-
tion of terrorism and other crimes. The 
challenge before us has been to strike a 
reasonable balance to protect both se-
curity and the liberties of our people. 
In some respects, the changes made are 
appropriate and important ones to up-
date surveillance and investigative 
procedures in light of new technology 
and experience with current law. Yet, 
in other respects, I have deep concerns 
that we may be increasing surveillance 
powers and the sharing of criminal jus-
tice information without adequate 
checks on how information may be 
handled and without adequate account-
ability in the form of judicial review. 

The bill contains a number of sen-
sible proposals that should be not be 
controversial. 

Wiretap Predicates: For example, 
sections 201 and 202 of the USA Act 
would add to the list of crimes that 
may be used as predicates for wiretaps 
certain offenses which are specifically 
tailored to the terrorist threat. In ad-
dition to crimes that relate directly to 
terrorism, the list would include 
crimes of computer fraud and abuse 
which are committed by terrorists to 
support and advance their illegal objec-
tives. 

FISA Roving Wiretaps: The bill, in 
section 206, would authorize the use of 
roving wiretaps in the course of a for-
eign intelligence investigation and 
brings FISA into line with criminal 
procedures that allow surveillance to 
follow a person, rather than requiring a 
separate court order identifying each 
telephone company or other commu-
nication common carrier whose assist-
ance is needed. This is a matter on 
which the Attorney General and I 
reached early agreement. This is the 
kind of change that has a compelling 
justification, because it recognizes the 
ease with which targets of investiga-
tions can evade surveillance by chang-
ing phones. In fact, the original roving 
wiretap authority for use in criminal 
investigations was enacted as part of 
the Electronic Communications Pri-
vacy Act, ECPA, in 1986. I was proud to 
be the primary Senate sponsor of that 
earlier law. 

Paralleling the statutory rules appli-
cable to criminal investigations, the 
formulation I originally proposed made 
clear that this roving wiretap author-
ity must be requested in the applica-
tion before the FISA court was author-
ized to order such roving surveillance 
authority. Indeed, the administration 
agrees that the FISA court may not 
grant such authority sua sponte. Nev-
ertheless, we have accepted the admin-
istration’s formulation of the new rov-
ing wiretap authority, which requires 
the FISA court to make a finding that 
the actions of the person whose com-
munications are to be intercepted 
could have the effect of thwarting the 
identification of a specified facility or 
place. While no amendment is made to 
the statutory directions for what must 
be included in the application for a 
FISA electronic surveillance order, 
these applications should include the 
necessary information to support the 
FISA court’s finding that roving wire-
tap authority is warranted. 

Search Warrants: The USA Act, in 
section 219, authorizes nationwide serv-
ice of search warrants in terrorism in-
vestigations. This will allow the judge 
who is most familiar with the develop-
ments in a fast-breaking and complex 
terrorism investigation to make deter-
minations of probable cause, no matter 
where the property to be searched is lo-
cated. This will not only save time by 
avoiding having to bring up-to-speed 
another judge in another jurisdiction 
where the property is located, but also 
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serves privacy and fourth amendment 
interests in ensuring that the most 
knowledgeable judge makes the deter-
mination of probable cause. The bill, in 
section 209, also authorizes voice mail 
messages to be seized on the authority 
of a probable cause search warrant 
rather than through the more burden-
some and time-consuming process of a 
wiretap. 

Electronic Records: The bill updates 
the laws pertaining to electronic 
records in three primary ways. First, 
in section 210, the bill authorizes the 
nationwide service of subpoenas for 
subscriber information and expands the 
list of items subject to subpoena to in-
clude the means and source of payment 
for the service. 

Second, in section 211, the bill equal-
izes the standard for law enforcement 
access to cable subscriber records on 
the same basis as other electronic 
records. The Cable Communications 
Policy Act, passed in 1984 to regulate 
various aspects of the cable television 
industry, did not take into account the 
changes in technology that have oc-
curred over the last 15 years. Cable tel-
evision companies now often provide 
Internet access and telephone service 
in addition to television programming. 
This amendment clarifies that a cable 
company must comply with the laws 
governing the interception and disclo-
sure of wire and electronic communica-
tions just like any other telephone 
company or Internet service provider. 
The amendments would retain current 
standards that govern the release of 
customer records for television pro-
gramming. 

Finally, the bill, in section 212, per-
mits, but does not require, an elec-
tronic communications service to dis-
close the contents of and subscriber in-
formation about communications in 
emergencies involving the immediate 
danger of death or serious physical in-
jury. Under current law, if an ISP’s 
customer receives an e-mail death 
threat from another customer of the 
same ISP, and the victim provides a 
copy of the communication to the ISP, 
the ISP is limited in what actions it 
may take. On one hand, the ISP may 
disclose the contents of the forwarded 
communication to law enforcement, or 
to any other third party as it sees fit. 
See 18 U.S.C. section 2702(b)(3). On the 
other hand, current law does not ex-
pressly authorize the ISP to volun-
tarily provide law enforcement with 
the identity, home address, and other 
subscriber information of the user 
making the threat. See 18 U.S.C. sec-
tion 2703(c)(1)(B),(C), permitting disclo-
sure to government entities only in re-
sponse to legal process. In those cases 
where the risk of death or injury is im-
minent, the law should not require pro-
viders to sit idly by. This voluntary 
disclosure, however, in no way creates 
an affirmative obligation to review 
customer communications in search of 
such imminent dangers. 

Also, under existing law, a provider 
even one providing services to the pub-

lic may disclose the contents of a cus-
tomer’s communications—to law en-
forcement or anyone else—in order to 
protect its rights or property. See 18 
U.S.C. section 2702(b)(5). However, the 
current statute does not expressly per-
mit a provider voluntarily to disclose 
non-content records, such as a sub-
scriber’s login records, to law enforce-
ment for purposes of self-protection. 
See 18 U.S.C. Section 2703(c)(1)(B). Yet 
the right to disclose the content of 
communications necessarily implies 
the less intrusive ability to disclose 
non-content records. Cf. United States v. 
Auler, 539 F.2d 642, 646 n.9, 7th Cir. 1976, 
phone company’s authority to monitor 
and disclose conversations to protect 
against fraud necessarily implies right 
to commit lesser invasion of using, and 
disclosing fruits of, pen register device, 
citing United States v. Freeman, 524 F.2d 
337, 341, 7th Cir. 1975. Moreover, as a 
practical matter providers must have 
the right to disclose the facts sur-
rounding attacks on their systems. 
When a telephone carrier is defrauded 
by a subscriber, or when an ISP’s au-
thorized user launches a network in-
trusion against his own ISP, the pro-
vider must have the legal ability to re-
port the complete details of the crime 
to law enforcement. The bill clarifies 
that service providers have the statu-
tory authority to make such disclo-
sures. 

Pen Registers: There is consensus 
that the existing legal procedures for 
pen register and trap-and-trace author-
ity are antiquated and need to be up-
dated. I have been proposing ways to 
update the pen register and trap and 
trace statutes for several years, but 
not necessarily in the same ways as the 
administration initially proposed. In 
fact, in 1998, I introduced with then- 
Senator Ashcroft, the E-PRIVACY Act, 
S. 2067, which proposed changes in the 
pen register laws. In 1999, I introduced 
the E-RIGHTS Act, S. 934, also with 
proposals to update the pen register 
laws. 

Again, in the last Congress, I intro-
duced the Internet Security Act, S. 
2430, on April 13, 2000, that proposed: 
one, changing the pen register and trap 
and trace device law to give nationwide 
effect to pen register and trap and 
trace orders obtained by Government 
attorneys and obviate the need to ob-
tain identical orders in multiple Fed-
eral jurisdictions; two, clarifying that 
such devices can be used for computer 
transmissions to obtain electronic ad-
dresses, not just on telephone lines; 
and three, as a guard against abuse, 
providing for meaningful judicial re-
view of government attorney applica-
tions for pen registers and trap and 
trace devices. 

As the outline of my earlier legisla-
tion suggests, I have long supported 
modernizing the pen register and trap 
and trace device laws by modifying the 
statutory language to cover the use of 
these orders on computer trans-
missions; to remove the jurisdictional 
limits on service of these orders; and to 

update the judicial review procedure, 
which, unlike any other area in crimi-
nal procedure, bars the exercise of judi-
cial discretion in reviewing the jus-
tification for the order. The USA Act, 
in section 216, updates the pen register 
and trap and trace laws only in two out 
of three respects I believe are impor-
tant, and without allowing meaningful 
judicial review. Yet, we were able to 
improve the administration’s initial 
proposal, which suffered from the same 
problems as the provision that was 
hastily taken up and passed by the 
Senate, by voice vote, on September, 
13, 2001, as an amendment to the Com-
merce Justice State Appropriations 
Act. 

Nationwide Service: The existing 
legal procedures for pen register and 
trap-and-trace authority require serv-
ice of individual orders for installation 
of pen register or trap and trace device 
on the service providers that carried 
the targeted communications. Deregu-
lation of the telecommunications in-
dustry has had the consequence that 
one communication may be carried by 
multiple providers. For example, a 
telephone call may be carried by a 
competitive local exchange carrier, 
which passes it at a switch to a local 
Bell Operating Company, which passes 
it to a long distance carrier, which 
hands it to an incumbent local ex-
change carrier elsewhere in the U.S., 
which in turn may finally hand it to a 
cellular carrier. If these carriers do not 
pass source information with each call, 
identifying that source may require 
compelling information from a host of 
providers located throughout the coun-
try. 

Under present law, a court may only 
authorize the installation of a pen reg-
ister or trap device ‘‘within the juris-
diction of the court.’’ As a result, when 
one provider indicates that the source 
of a communication is a carrier in an-
other district, a second order may be 
necessary. The Department of Justice 
has advised, for example, that in 1996, a 
hacker, who later turned out to be 
launching his attacks from a foreign 
country, extensively penetrated com-
puters belonging to the Department of 
Defense. This hacker was dialing into a 
computer at Harvard University and 
used this computer as an intermediate 
staging point in an effort to conceal his 
location and identity. Investigators ob-
tained a trap and trace order instruct-
ing the phone company, Nynex, to 
trace these calls, but Nynex could only 
report that the communications were 
coming to it from a long-distance car-
rier, MCI. Investigators then applied 
for a court order to obtain the connec-
tion information from MCI, but since 
the hacker was no longer actually 
using the connection, MCI could not 
identify its source. Only if the inves-
tigators could have served MCI with a 
trap and trace order while the hacker 
was actively on-line could they have 
successfully traced back and located 
him. 

In another example provided by the 
Department of Justice, investigators 
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CONGRESSIONAL RECORD — SENATES10372 October 9, 2001 
encountered similar difficulties in at-
tempting to track Kevin Mitnick, a 
criminal who continued to hack into 
computers attached to the Internet de-
spite the fact that he was on supervised 
release for a prior computer crime con-
viction. The FBI attempted to trace 
these electronic communications while 
they were in progress. In order to evade 
arrest, however, Mitnick moved around 
the country and used cloned cellular 
phones and other evasive techniques. 
His hacking attacks would often pass 
through one of two cellular carriers, a 
local phone company, and then two 
Internet service providers. In this situ-
ation, where investigators and service 
providers had to act quickly to trace 
Mitnick in the act of hacking, only 
many repeated attempts—accompanied 
by an order to each service provider— 
finally produced success. Fortunately, 
Mitnick was such a persistent hacker 
that he gave law enforcement many 
chances to complete the trace. 

This duplicative process of obtaining 
a separate order for each link in the 
communications chain can be quite 
time-consuming, and it serves no use-
ful purpose since the original court has 
already authorized the trace. More-
over, a second or third order addressed 
to a particular carrier that carried part 
of a prior communication may prove 
useless during the next attack: in com-
puter intrusion cases, for example, the 
target may use an entirely different 
path, i.e., utilize a different set of in-
termediate providers, for his or her 
subsequent activity. 

The bill would modify the pen reg-
ister and trap and trace statutes to 
allow for nationwide service of a single 
order for installation of these devices, 
without the necessity of returning to 
court for each new carrier. I support 
this change. 

Second, the language of the existing 
statute is hopelessly out of date and 
speaks of a pen register or trap and 
trace ‘‘device’’ being ‘‘attached’’ to a 
telephone ‘‘line.’’ However, the rapid 
computerization of the telephone sys-
tem has changed the tracing process. 
No longer are such functions normally 
accomplished by physical hardware 
components attached to telephone 
lines. Instead, these functions are typi-
cally performed by computerized col-
lection and retention of call routing in-
formation passing through a commu-
nications system. 

The statute’s definition of a ‘‘pen 
register’’ as a ‘‘device’’ that is ‘‘at-
tached’’ to a particular ‘‘telephone 
line’’ is particularly obsolete when ap-
plied to the wireless portion of a cel-
lular phone call, which has no line to 
which anything can be attached. While 
courts have authorized pen register or-
ders for wireless phones based on the 
notion of obtaining access to a ‘‘virtual 
line,’’ updating the law to keep pace 
with current technology is a better 
course. 

Moreover, the statute is ill-equipped 
to facilitate the tracing of communica-
tions that take place over the Internet. 

For example, the pen register defini-
tion refers to telephone ‘‘numbers’’ 
rather than the broader concept of a 
user’s communications account. Al-
though pen register and trap orders 
have been obtained for activity on 
computer networks, Internet service 
providers have challenged the applica-
tion of the statute to electronic com-
munications, frustrating legitimate in-
vestigations. I have long supported up-
dating the statute by removing words 
such as ‘‘numbers . . . dialed’’ that do 
not apply to the way that pen/trap de-
vices are used and to clarify the stat-
ute’s proper application to tracing 
communications in an electronic envi-
ronment, but in a manner that is tech-
nology neutral and does not capture 
the content of communications. That 
being said, I have been concerned about 
the FBI and Justice Department’s in-
sistence over the past few years that 
the pen/trap devices statutes be up-
dated with broad, undefined terms that 
continue to flame concerns that these 
laws will be used to intercept private 
communications content. 

The administration’s initial pen/trap 
device proposal added the terms ‘‘rout-
ing’’ and ‘‘addressing’’ to the defini-
tions describing the information that 
was authorized for interception on the 
low relevance standard under these 
laws. The administration and the De-
partment of Justice flatly rejected my 
suggestion that these terms be defined 
to respond to concerns that the new 
terms might encompass matter consid-
ered content, which may be captured 
only upon a showing of probable cause, 
not the mere relevancy of the pen/trap 
statute. Instead, the administration 
agreed that the definition should ex-
pressly exclude the use of pen/trap de-
vices to intercept ‘‘content,’’ which is 
broadly defined in 18 U.S.C. 2510(8). 

While this is an improvement, the 
FBI and Justice Department are short- 
sighted in their refusal to define these 
terms. We should be clear about the 
consequence of not providing defini-
tions for these new terms in the pen/ 
trap device statutes. These terms will 
be defined, if not by the Congress, then 
by the courts in the context of crimi-
nal cases where pen/trap devices have 
been used and challenged by defend-
ants. If a court determines that a pen 
register has captured ‘‘content,’’ which 
the FBI admits such devices do, in vio-
lation of the Fourth Amendment, sup-
pression may be ordered, not only of 
the pen register evidence by any other 
evidence derived from it. We are leav-
ing the courts with little or no guid-
ance of what is covered by ‘‘address-
ing’’ or ‘‘routing.’’ 

The USA Act also requires the gov-
ernment to use reasonably available 
technology that limits the intercep-
tions under the pen/trap device laws 
‘‘so as not to include the contents of 
any wire or electronic communica-
tions.’’ This limitation on the tech-
nology used by the government to exe-
cute pen/trap orders is important since, 
as the FBI advised me June, 2000, pen 

register devices ‘‘do capture all elec-
tronic impulses transmitted by the fa-
cility on which they are attached, in-
cluding such impulses transmitted 
after a phone call is connected to the 
called party.’’ The impulses made after 
the call is connected could reflect the 
electronic banking transactions a call-
er makes, or the electronic ordering 
from a catalogue that a customer 
makes over the telephone, or the elec-
tronic ordering of a prescription drug. 

This transactional data intercepted 
after the call is connected is ‘‘con-
tent.’’ As the Justice Department ex-
plained in May, 1998 in a letter to 
House Judiciary Committee Chairman 
Henry Hyde, ‘‘the retrieval of the elec-
tronic impulses that a caller nec-
essarily generated in attempting to di-
rect the phone call″ does not constitute 
a ‘‘search’’ requiring probable cause 
since ‘‘no part of the substantive infor-
mation transmitted after the caller 
had reached the called party’’ is ob-
tained. But the Justice Department 
made clear that ‘‘all of the information 
transmitted after a phone call is con-
nected to the called party . . . is sub-
stantive in nature. These electronic 
impulses are the ‘contents’ of the call: 
They are not used to direct or process 
the call, but instead convey certain 
messages to the recipient.’’ 

When I added the direction on use of 
reasonably available technology, codi-
fied as 18 U.S.C. 3121(c), to the pen reg-
ister statute as part of the Commu-
nications Assistance for Law Enforce-
ment Act, CALEA, in 1994, I recognized 
that these devices collected content 
and that such collection was unconsti-
tutional on the mere relevance stand-
ard. Nevertheless, the FBI advised me 
in June 2000, that pen register devices 
for telephone services ‘‘continue to op-
erate as they have for decades’’ and 
that ‘‘there has been no change . . . 
that would better restrict the record-
ing or decoding of electronic or other 
impulses to the dialing and signaling 
information utilized in call proc-
essing.’’ Perhaps, if there were mean-
ingful judicial review and account-
ability, the FBI would take the statu-
tory direction more seriously and actu-
ally implement it. 

Judicial Review: Due in significant 
part to the fact that pen/trap devices in 
use today collect ‘‘content,’’ I have 
sought in legislation introduced over 
the past few years to update and mod-
ify the judicial review procedure for 
pen register and trap and trace devices. 
Existing law requires an attorney for 
the Government to certify that the in-
formation likely to be obtained by the 
installation of a pen register or trap 
and trace device will be relevant to an 
ongoing criminal investigation. The 
court is required to issue an order upon 
seeing the prosecutor’s certification. 
The court is not authorized to look be-
hind the certification to evaluate the 
judgement of the prosecutor. 

I have urged that government attor-
neys be required to include facts about 
their investigations in their applica-
tions for pen/trap orders and allow 
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courts to grant such orders only where 
the facts support the relevancy of the 
information likely to be obtained by 
the orders. This is not a change in the 
applicable standard, which would re-
main the very low relevancy standard. 
Instead, this change would simply 
allow the court to evaluate the facts 
presented by a prosecutor, and, if it 
finds that the facts support the Gov-
ernment’s assertion that the informa-
tion to be collected will be relevant, 
issue the order. Although this change 
will place an additional burden on law 
enforcement, it will allow the courts a 
greater ability to assure that govern-
ment attorneys are using such orders 
properly. 

Some have called this change a ‘‘roll- 
back’’ in the statute, as if the concept 
of allowing meaningful judicial review 
was an extreme position. To the con-
trary, this is a change that the Clinton 
administration supported in legislation 
transmitted to the Congress last year. 
This is a change that the House Judici-
ary Committee also supported last 
year. In the Electronic Communica-
tions Privacy Act, H.R. 5018, that Com-
mittee proposed that before a pen/trap 
device ‘‘could be ordered installed, the 
government must first demonstrate to 
an independent judge that ‘specific and 
articulable facts reasonably indicate 
that a crime has been, is being, or will 
be committed, and information likely 
to be obtained by such installation and 
use . . . is relevant to an investigation 
of that crime.’ ’’ Report 106–932, 106th 
Cong. 2d Sess., Oct. 4, 2000, p. 13. Unfor-
tunately, the Bush administration has 
taken a contrary position and has re-
jected this change in the judicial re-
view process. 

Computer Trespasser: Currently, an 
owner or operator of a computer that is 
accessed by a hacker as a means for the 
hacker to reach a third computer, can-
not simply consent to law enforcement 
monitoring of the computer. Instead, 
because the owner or operator is not 
technically a party to the communica-
tion, law enforcement needs wiretap 
authorization under Title III to con-
duct such monitoring. I have long been 
interested in closing this loophole. In-
deed, when I asked about this problem, 
the FBI explained to me in June, 2000, 
that: 

This anomaly in the law creates an unten-
able situation whereby providers are some-
times forced to sit idly by as they witness 
hackers enter and, in some situations, de-
stroy or damage their systems and networks 
while law enforcement begins the detailed 
process of seeking court authorization to as-
sist them. In the real world, the situation is 
akin to a homeowner being forced to help-
lessly watch a burglar or vandal while police 
seek a search warrant to enter the dwelling. 

I therefore introduced as part of the 
Internet Security Act, S. 2430, in 2000, 
an exception to the wiretap statute 
that would explicitly permit such mon-
itoring without a wiretap if prior con-
sent is obtained from the person whose 
computer is being hacked through and 
used to send ‘‘harmful interference to a 
lawfully operating computer system.’’ 

The administration initially pro-
posed a different formulation of the ex-
ception that would have allowed an 
owner/operator of any computer con-
nected to the Internet to consent to 
FBI wiretapping of any user who vio-
lated a workplace computer use policy 
or online service term of service and 
was thereby an ‘‘unauthorized’’ user. 
The administration’s proposal was not 
limited to computer hacking offenses 
under 18 U.S.C. 1030 or to conduct that 
caused harm to a computer or com-
puter system. The administration re-
jected these refinements to their pro-
posed wiretap exception, but did agree, 
in section 217 of the USA Act, to limit 
the authority for wiretapping with the 
consent of the owner/operator to com-
munications of unauthorized users 
without an existing subscriber or other 
contractual relationship with the 
owner/operator. 

Sharing Criminal Justice Informa-
tion: The USA Act will make signifi-
cant changes in the sharing of con-
fidential criminal justice information 
with various Federal agencies. For 
those of us who have been concerned 
about the leaks from the FBI that can 
irreparably damage reputations of in-
nocent people and frustrate investiga-
tions by alerting suspects to flee or de-
stroy material evidence, the adminis-
tration’s insistence on the broadest au-
thority to disseminate such informa-
tion, without any judicial check, is dis-
turbing. Nonetheless, I believe we have 
improved the administration’s initial 
proposal in responsible ways. Only 
time will tell whether the improve-
ments we were able to reach agreement 
on are sufficient. 

At the outset, we should be clear that 
current law allows the sharing of con-
fidential criminal justice information, 
but with close court supervision. Fed-
eral Rule of Criminal Procedure 6(e) 
provides that matters occurring before 
a grand jury may be disclosed only to 
an attorney for the government, such 
other government personnel as are nec-
essary to assist the attorney and an-
other grand jury. Further disclosure is 
also allowed as specifically authorized 
by a court. 

Similarly, section 2517 of title 18, 
United States Code provides that wire-
tap evidence may be disclosed in testi-
mony during official proceedings and 
to investigative or law enforcement of-
ficers to the extent appropriate to the 
proper performance of their official du-
ties. In addition, the wiretap law al-
lows disclosure of wiretap evidence 
‘‘relating to offenses other than speci-
fied in the order’’ when authorized or 
approved by a judge. Indeed, just last 
year, the Justice Department assured 
us that ‘‘law enforcement agencies 
have authority under current law to 
share title III information regarding 
terrorism with intelligence agencies 
when the information is of overriding 
importance to the national security.’’ 
Letter from Robert Raben, Assistant 
Attorney General, September 28, 2000. 

For this reason, and others, the Jus-
tice Department at the time opposed 

an amendment proposed by Senators 
KYL and FEINSTEIN to S. 2507, the ‘‘In-
telligence Authorization Act for fiscal 
year 2001 that would have allowed the 
sharing of foreign intelligence and 
counterintelligence information col-
lected from wiretaps with the intel-
ligence community.’’ I deferred to the 
Justice Department on this issue and 
sought changes in the proposed amend-
ment to address the Department’s con-
cern that this provision was not only 
unnecessary but also ‘‘could have sig-
nificant implications for prosecutions 
and the discovery process in litiga-
tion,’’ ‘‘raises significant issues regard-
ing the sharing with intelligence agen-
cies of information collected about 
United States persons’’ and jeopardized 
‘‘the need to protect equities relating 
to ongoing criminal investigations.’’ In 
the end, the amendment was revised to 
address the Justice Department’s con-
cerns and passed the Senate as a free- 
standing bill, S. S. 3205, the Counter-
terrorism Act of 2000. The House took 
no action on this legislation. 

Disclosure of Wiretap Information: 
The administration initially proposed 
adding a sweeping provision to the 
wiretap statute that broadened the def-
inition of an ‘‘investigative or law en-
forcement officer’’ who may receive 
disclosures of information obtained 
through wiretaps to include Federal 
law enforcement, intelligence, national 
security, national defense, protective 
and immigration personnel and the 
President and Vice President. This pro-
posal troubled me because information 
intercepted by a wiretap has enormous 
potential to infringe upon the privacy 
rights of innocent people, including 
people who are not even suspected of a 
crime and merely happen to speak on 
the telephone with the targets of an in-
vestigation. For this reason, the au-
thority to disclose information ob-
tained through a wiretap has always 
been carefully circumscribed in law. 

While I recognize that appropriate of-
ficials in the executive branch of gov-
ernment should have access to wiretap 
information that is important to com-
bating terrorism or protecting the na-
tional security, I proposed allowing 
such disclosures where specifically au-
thorized by a court order. Further, 
with respect to information relating to 
terrorism, I proposed allowing the dis-
closure without a court order as long 
as the judge who authorized the wire-
tap was notified as soon as practicable 
after the fact. This would have pro-
vided a check against abuses of the dis-
closure authority by providing for re-
view by a neutral judicial official. At 
the same time, there was a little likeli-
hood that a judge would deny any re-
quests for disclosure in cases where it 
was warranted. 

On Sunday, September 30, the admin-
istration agreed to my proposal, but 
within two days, it backed away from 
its agreement. I remain concerned that 
the resulting provision will allow the 
unprecedented, widespread disclosure 
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of this highly sensitive information 
without any notification to or review 
by the court that authorizes and super-
vises the wiretap. This is clearly an 
area where our committee will have to 
exercise close oversight to make sure 
that the newly-minted disclosure au-
thority is not being abused. 

The administration offered three rea-
sons for reneging on the original deal. 
First, they claimed that the involve-
ment of the court would inhibit Fed-
eral investigators and attorneys from 
disclosing information needed by intel-
ligence and national security officials. 
Second, they said the courts might not 
have adequate security and therefore 
should not be told that information 
was disclosed for intelligence or na-
tional security purposes. And third, 
they said the President’s constitu-
tional powers under Article II give him 
authority to get whatever foreign in-
telligence he needs to exercise his na-
tional security responsibilities. 

I believe these concerns are un-
founded. Federal investigators and at-
torneys will recognize the need to dis-
close information relevant to terrorism 
investigations. Courts can be trusted 
to keep secrets and recognize the needs 
of the President. 

Current law requires that such infor-
mation be used only for law enforce-
ment purpose. This provides an assur-
ance that highly intrusive invasions of 
privacy are confined to the purpose for 
which they have been approved by a 
court, based on probable cause, as re-
quired by the Fourth Amendment. Cur-
rent law calls for minimization proce-
dures to ensure that the surveillance 
does not gather information about pri-
vate and personal conduct and con-
versations that are not relevant to the 
criminal investigation. 

When the administration reneged on 
the agreement regarding court super-
vision, we turned to other safeguards 
and were more successful in changing 
other questionable features of the ad-
ministration’s bill. The administration 
accepted my proposal to strike the 
term ‘‘national security’’ from the de-
scription of wiretap information that 
may be shared throughout the execu-
tive branch and replace it with ‘‘for-
eign intelligence’’ information. This 
change is important in clarifying what 
information may be disclosed because 
the term ‘‘foreign intelligence’’ is spe-
cifically defined by statute whereas 
‘‘national security’’ is not. 

Moreover, the rubric of ‘‘national se-
curity’’ has been used to justify some 
particularly unsavory activities by the 
government in the past. We must have 
at least some assurance that we are 
not embarked on a course that will 
lead to a repetition of these abuses be-
cause the statute will now more clearly 
define what type of information is sub-
ject to disclosure. In addition, Federal 
officials who receive the information 
may use it only as necessary to the 
conduct of their official duties. There-
fore, any disclosure or use outside the 
conduct of their official duties remains 

subject to all limitations applicable to 
their retention and dissemination of 
information of the type of information 
received. This includes the Privacy 
Act, the criminal penalties for unau-
thorized disclosure of electronic sur-
veillance information under chapter 119 
of title 18, and the contempt penalties 
for unauthorized disclosure of grand 
jury information. In addition, the At-
torney General must establish proce-
dures for the handling of information 
that identifies a United States person, 
such as the restrictions on retention 
and dissemination of foreign intel-
ligence and counterintelligence infor-
mation pertaining to United States 
persons currently in effect under Exec-
utive Order 12333. 

While these safeguards do not fully 
substitute for court supervision, they 
can provide some assurance against 
misuse of the private, personal, and 
business information about Americans 
that is acquired in the course of crimi-
nal investigations and that may flow 
more widely in the intelligence, de-
fense, and national security worlds. 

Disclosure of Grand Jury Informa-
tion: The wiretap statute was not the 
only provision in which the adminis-
tration sought broader authority to 
disclose highly sensitive investigative 
information. It also proposed broad-
ening Rule 6(e) of the Federal Rules of 
Criminal Procedure to allow the disclo-
sure of information relating to ter-
rorism and national security obtained 
from grand jury proceedings to a broad 
range of officials in the executive 
branch of government. As with wire-
taps, few would disagree that informa-
tion learned in a criminal investiga-
tion that is necessary to combating 
terrorism or protecting the national 
security ought to be shared with the 
appropriate intelligence and national 
security officials. The question is how 
best to regulate and limit such disclo-
sures so as not to compromise the im-
portant policies of secrecy and con-
fidentiality that have long applied to 
grand jury proceedings. 

I proposed that we require judicial 
review of requests to disclose terrorism 
and foreign intelligence information to 
officials in the executive branch be-
yond those already authorized to re-
ceive such disclosures. Once again, the 
administration agreed to my proposal 
on Sunday, September 30, but reneged 
within two days. As a result, the bill 
does not provide for any judicial super-
vision of the new authorization for dis-
semination of grand jury information 
throughout the executive branch. The 
bill does contain the safeguards that I 
have discussed with respect to law en-
forcement wiretap information. How-
ever, as with the new wiretap disclo-
sure authority, I am troubled by this 
issue and plan to exercise the close 
oversight of the Judiciary Committee 
to make sure it is not being abused. 

Foreign Intelligence Information 
Sharing: The administration also 
sought a provision that would allow 
the sharing of foreign intelligence in-

formation throughout the executive 
branch of the government notwith-
standing any current legal prohibition 
that may prevent or limit its disclo-
sure. I have resisted this proposal more 
strongly than anything else that still 
remains in the bill. What concerns me 
is that it is not clear what existing 
prohibitions this provision would affect 
beyond the grand jury secrecy rule and 
the wiretap statute, which are already 
covered by other provisions in the bill. 
Even the administration, which wrote 
this provision, has not been able to 
provide a fully satisfactory explanation 
of its scope. 

If there are specific laws that the ad-
ministration believes impede the nec-
essary sharing of information on ter-
rorism and foreign intelligence within 
the executive branch, we should ad-
dress those problems through legisla-
tion that is narrowly targeted to those 
statutes. Tacking on a blunderbuss 
provision whose scope we do not fully 
understand can only lead to con-
sequences that we cannot foresee. Fur-
ther, I am concerned that such legisla-
tion, broadly authorizing the secret 
sharing of intelligence information 
throughout the executive branch, will 
fuel the unwarranted fears and dark 
conspiracy theories of Americans who 
do not trust their government. This 
was another provision on which the ad-
ministration reneged on its agreement 
with me; it agreed to drop it on Sep-
tember 30, but resurrected it within 
two days, insisting that it remain in 
the bill. I have been able to mitigate 
its potential for abuse somewhat by 
adding the same safeguards that apply 
to disclosure of law enforcement wire-
tap and grand jury information. 

‘‘Sneak and Peek’’ Search Warrants: 
Another issue that has caused me seri-
ous concern relates to the administra-
tion’s proposal for so-called ‘‘sneak and 
peek’’ search warrants. The House Ju-
diciary Committee dropped this pro-
posal entirely from its version of the 
legislation. Normally, when law en-
forcement officers execute a search 
warrant, they must leave a copy of the 
warrant and a receipt for all property 
seized at the premises searched. Thus, 
even if the search occurs when the 
owner of the premises is not present, 
the owner will receive notice that the 
premises have been lawfully searched 
pursuant to a warrant rather than, for 
example, burglarized. 

Two circuit courts of appeal, the Sec-
ond and the Ninth Circuits, have recog-
nized a limited exception to this re-
quirement. When specifically author-
ized by the issuing judge or magistrate, 
the officers may delay providing notice 
of the search to avoid compromising an 
ongoing investigation or for some 
other good reason. However, this au-
thority has been carefully cir-
cumscribed. 

First, the Second and Ninth Circuit 
cases have dealt only with situations 
where the officers search a premises 
without seizing any tangible property. 
As the Second Circuit explained, such 
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searches are ‘‘less intrusive than a con-
ventional search with physical seizure 
because the latter deprives the owner 
not only of privacy but also of the use 
of his property.’’ United States v. 
Villegas, 899 F.2d 1324, 1337 (2d Cir. 
1990). 

Second, the cases have required that 
the officers seeking the warrant must 
show good reason for the delay. Fi-
nally, while the courts have allowed 
notice of the search may be delayed, it 
must be provided within a reasonable 
period thereafter, which should gen-
erally be no more than seven days. The 
reasons for these careful limitations 
were spelled out succinctly by Judge 
Sneed of the Ninth Circuit: ‘‘The mere 
thought of strangers walking through 
and visually examining the center of 
our privacy interest, our home, arouses 
our passion for freedom as does nothing 
else. That passion, the true source of 
the Fourth Amendment, demands that 
surreptitious entries be closely cir-
cumscribed.’’ See United States v. 
Freitas, 800 F.2d 1451, 1456 (9th Cir. 
1986). 

The administration’s original pro-
posal would have ignored some of the 
key limitations created by the caselaw 
for sneak and peek search warrants. 
First, it would have broadly authorized 
officers not only to conduct surrep-
titious searches, but also to secretly 
seize any type of property without any 
additional showing of necessity. This 
type of warrant, which has never been 
addressed by a published decision of a 
federal appellate court, has been re-
ferred to in a law review article writ-
ten by an FBI agent as a ‘‘sneak and 
steal’’ warrant. See K. Corr, ‘‘Sneaky 
But Lawful: The Use of Sneak and 
Peek Search Warrants,’’ 43 U. Kan. L. 
Rev. 1103, 1113 (1995). Second, the pro-
posal would simply have adopted the 
procedural requirements of 18 U.S.C. 
section 2705 for providing delayed no-
tice of a wiretap. Among other things, 
this would have extended the permis-
sible period of delay to a maximum of 
90 days, instead of the presumptive 
seven-day period provided by the 
caselaw on sneak and peek warrants. 

I was able to make significant im-
provements in the administration’s 
original proposal that will help to en-
sure that the government’s authority 
to obtain sneak and peek warrants is 
not abused. First, the provision that is 
now in section 213 of the bill prohibits 
the government from seizing any tan-
gible property or any wire or electronic 
communication or stored electronic in-
formation unless it makes a showing of 
reasonable necessity for the seizure. 
Thus, in contrast to the administra-
tion’s original proposal, the presump-
tion is that the warrant will authorize 
only a search unless the government 
can make a specific showing of addi-
tional need for a seizure. Second, the 
provision now requires that notice be 
given within a reasonable time of the 
execution of the warrant rather than 
giving a blanket authorization for up 
to a 90-day delay. What constitutes a 

reasonable time, of course, will depend 
upon the circumstances of the par-
ticular case. But I would expect courts 
to be guided by the teachings of the 
Second and the Ninth Circuits that, in 
the ordinary case, a reasonable time is 
no more than seven days. 

Several changes in the Foreign Intel-
ligence Surveillance Act, FISA, are de-
signed to clarify technical aspects of 
the statutory framework and take ac-
count of experience in practical imple-
mentation. These changes are not con-
troversial, and they will facilitate the 
collection of intelligence for counter-
terrorism and counterintelligence pur-
poses. Other changes are more signifi-
cant and required careful evaluation 
and revision of the administration’s 
proposals. 

The USA Act, in section 207, changes 
the duration of electronic surveillance 
under FISA in cases of an agent of a 
foreign power, other than a United 
States persons, who acts in the United 
States as an officer or employee of a 
foreign power or as a member of an 
international terrorist group. Current 
law limits court orders in these cases 
to 90 days, the same duration as for 
United States persons. Experience indi-
cates, however, that after the initial 
period has confirmed probable cause 
that the foreign national meets the 
statutory standard, court orders are re-
newed repeatedly and the 90-day re-
newal becomes an unnecessary proce-
dural for investigators taxed with far 
more pressing duties. 

The administration proposed that the 
period of electronic surveillance be 
changed from 90 days to one year in 
these cases. This proposal did not en-
sure adequate review after the initial 
stage to ensure that the probable cause 
determination remained justified over 
time. Therefore, the bill changes the 
initial period of the surveillance 90 to 
120 days and changes the period for ex-
tensions from 90 days to one year. The 
initial 120-day period provides for a re-
view of the results of the surveillance 
or search directed at an individual be-
fore one-year extensions are requested. 
These changes do not affect surveil-
lance of a United States person. 

The bill also changes the period for 
execution of an order for physical 
search under FISA from 45 to 90 days. 
This change applies to United States 
persons as well as foreign nationals. 
Experience since physical search au-
thority was added to FISA in 1994 indi-
cates that 45 days is frequently not 
long enough to plan and carry out a 
covert physical search. There is no 
change in the restrictions which pro-
vide that United States persons may 
not be the targets of search or surveil-
lance under FISA unless a judge finds 
probable cause to believe that they are 
agents of foreign powers who engage in 
specified international terrorist, sabo-
tage, or clandestine intelligence activi-
ties that may involve a violation of the 
criminal statutes of the United States. 

The bill, in section 208, seeks to en-
sure that the special court established 

under FISA has sufficient judges to 
handle the workload. While changing 
the duration of orders and extensions 
will reduce the number of cases in 
some categories, the bill retains the 
court’s role in pen register and trap 
and trace cases and expands the court’s 
responsibility for issuing orders for 
records and other tangible items need-
ed for counterintelligence and counter 
terrorism investigations. Upon review-
ing the court’s requirements, the ad-
ministration requested an increase in 
the number of Federal district judges 
designated for the court from seven to 
11 of whom no less than 3 shall reside 
within 20 miles of the District of Co-
lumbia. The latter provision ensures 
that more than one judge is available 
to handle cases on short notice and re-
duces the need to invoke the alter-
native of Attorney General approval 
under the emergency authorities in 
FISA. 

Other changes in FISA and related 
national security laws are more con-
troversial. In several areas, the bill re-
flects a serious effort to accommodate 
the requests for expanded surveillance 
authority with the need for safeguards 
against misuse, especially the gath-
ering of intelligence about the lawful 
political or commercial activities of 
Americans. One of the most difficult 
issues was whether to eliminate the ex-
isting statutory ‘‘agent of a foreign 
power’’ standards for surveillance and 
investigative techniques that raise im-
portant privacy concerns, but not at 
the level that the Supreme Court has 
held to require a court order and a 
probable cause finding under the fourth 
amendment. These include pen register 
and trap and trace devices, access to 
business records and other tangible 
items held by third parties, and access 
to records that have statutory privacy 
protection. The latter include tele-
phone, bank, and credit records. 

The ‘‘agent of a foreign power’’ 
standard in existing law was designed 
to ensure that the FBI and other intel-
ligence agencies do not use these sur-
veillance and investigative methods to 
investigate the lawful activities of 
Americans in the name of an undefined 
authority to collect foreign intel-
ligence or counterintelligence informa-
tion. The law has required a showing of 
reasonable suspicion, less than prob-
able cause, to believe that a United 
States person is an ‘‘agent of a foreign 
power’’ engaged in international ter-
rorism or clandestine intelligence ac-
tivities. 

However, the ‘‘agent of a foreign 
power’’ standard is more stringent 
than the standard under comparable 
criminal law enforcement procedures 
which require only a showing of rel-
evance to a criminal investigation. The 
FBI’s experience under existing laws 
since they were enacted at various 
time over the past 15 years has been 
that, in practice, the requirement to 
show reasonable suspicion that a per-
son is an ‘‘agent of a foreign power’’ 
has been almost as burdensome as the 

VerDate Mar 15 2010 03:20 Dec 20, 2013 Jkt 081600 PO 00000 Frm 00033 Fmt 0624 Sfmt 0634 J:\ODA425\1997-2008-FILES-4-SS-PROJECT\2001-SENATE-REC-FILES\RECFILES-NEW\Sm
m

ah
er

 o
n 

D
S

K
C

G
S

P
4G

1 
w

ith
 S

O
C

IA
LS

E
C

U
R

IT
Y



CONGRESSIONAL RECORD — SENATES10376 October 9, 2001 
requirement to show probable cause re-
quired by the fourth amendment for 
more intrusive techniques. The FBI has 
made a clear case that a relevance 
standard is appropriate for counter-
intelligence and counterterrorism in-
vestigations, as well as for criminal in-
vestigations. 

The challenge, then, was to define 
those investigations. The alternative 
proposed by the administration was to 
cover any investigation to obtain for-
eign intelligence information. This was 
extremely broad, because the defini-
tion includes any information with re-
spect to a foreign power that relates 
to, and if concerning a United States 
person is necessary to, the national de-
fense or the security of the United 
States or the conduct of the foreign af-
fairs of the United States. This goes far 
beyond FBI counterintelligence and 
counterterrorism requirements. In-
stead, the bill requires that use of the 
surveillance technique or access to the 
records be relevant to an investigation 
to protect against international ter-
rorism or clandestine intelligence ac-
tivities. 

In addition, an investigation of a 
United States person may not be based 
solely on activities protected by the 
first amendment. This framework ap-
plies to pen registers and trap and 
trace under section 215, access to 
records and other items under section 
215, and the national security authori-
ties for access to telephone, bank, and 
credit records under section 506. Lawful 
political dissent and protest by Amer-
ican citizens against the government 
may not be the basis for FBI counter-
intelligence and counterterrorism in-
vestigations under these provisions. 

A separate issue for pen registers and 
trap and trace under FISA is whether 
the court should have the discretion to 
make the decision on relevance. The 
administration has insisted on a cer-
tification process. I discussed this issue 
as it comes up in the criminal proce-
dures for pen registers and trap and 
trace under title 18, and my concerns 
apply to the FISA procedures as well. 

The most controversial change in 
FISA requested by the administration 
was the proposal to allow surveillance 
and search when ‘‘a purpose’’ is to ob-
tain foreign intelligence information. 
Current law requires that the secret 
procedures and different probable cause 
standards under FISA be used only if a 
high-level executive official certifies 
that ‘‘the purpose’’ is to obtain foreign 
intelligence formation. The adminis-
tration’s aim was to allow FISA sur-
veillance and search for law enforce-
ment purposes, so long as there was at 
least some element of a foreign intel-
ligence purpose. This proposal raised 
constitutional concerns, which were 
addressed in a legal opinion provided 
by the Justice Department, which I in-
sert in the record at the end of my 
statement. 

The Justice Department opinion did 
not defend the constitutionality of the 
original proposal. Instead, it addressed 

a suggestion made by Senator FEIN-
STEIN to the Attorney General at the 
Judiciary Committee hearing to 
change ‘‘the purpose’’ to ‘‘a significant 
purpose.’’ No matter what statutory 
change is made even the Department 
concedes that the court’s may impose a 
constitutional requirement of ‘‘pri-
mary purpose’’ based on the appellate 
court decisions upholding FISA against 
constitutional challenges over the past 
20 years. 

Section 218 of the bill adopts ‘‘signifi-
cant purpose,’’ and it will be up to the 
courts to determine how far law en-
forcement agencies may use FISA for 
criminal investigation and prosecution 
beyond the scope of the statutory defi-
nition of ‘‘foreign intelligence informa-
tion.’’ 

In addition, I proposed and the ad-
ministration agreed to an additional 
provision in Section 505 that clarifies 
the boundaries for consultation and co-
ordination between officials who con-
duct FISA search and surveillance and 
Federal law enforcement officials in-
cluding prosecutors. Such consultation 
and coordination is authorized for the 
enforcement of laws that protect 
against international terrorism, clan-
destine intelligence activities of for-
eign agents, and other grave foreign 
threats to the nation. Protection 
against these foreign-based threats by 
any lawful means is within the scope of 
the definition of ‘‘foreign intelligence 
information,’’ and the use of FISA to 
gather evidence for the enforcement of 
these laws was contemplated in the en-
actment of FISA. The Justice Depart-
ment’s opinion cites relevant legisla-
tive history from the Senate Intel-
ligence Committee’s report in 1978, and 
there is comparable language in the 
House report. 

The administration initially pro-
posed that the Attorney General be au-
thorized to detain any alien indefi-
nitely upon certification of suspicion 
to links to terrorist activities or orga-
nizations. Under close questioning by 
both Senator KENNEDY and Senator 
SPECTER at the Committee hearing on 
September 25, the Attorney General 
said that his proposal was intended 
only to allow the Government to hold 
an alien suspected of terrorist activity 
while deportation proceedings were on-
going. In response to a question by 
Sen. SPECTER, the Attorney General 
said: ‘‘Our intention is to be able to de-
tain individuals who are the subject of 
deportation proceedings on other 
grounds, to detain them as if they were 
the subject of deportation proceedings 
on terrorism.’’ The Justice Department 
however continued to insist on broader 
authority, including the power to de-
tain even if the alien was found not to 
be deportable. 

I remain concerned about the provi-
sion, in section 412, but I believe that it 
is has been improved from the original 
proposal offered by the administration. 
Specifically, the Justice Department 
must now charge an alien with an im-
migration or criminal violation within 

seven days of taking custody, and the 
merits of the Attorney General’s cer-
tification of an alien under this section 
is subject to judicial review. Moreover, 
the Attorney General can only delegate 
this power to the Commissioner of the 
INS, ensuring greater accountability 
and preventing the certification deci-
sion from being made by low-level offi-
cials. Nonetheless, I would have pre-
ferred that this provision not be in-
cluded, and I would urge the Attorney 
General and his successors to employ 
great discretion in using this new 
power. 

In addition, the administration ini-
tially proposed a sweeping definition of 
terrorist activity and new powers for 
the Secretary of State to certify an or-
ganization as a terrorist organization 
for purposes of immigration law. We 
were able to work with the administra-
tion to refine this definition to limit 
its application to individuals with in-
nocent contacts to non-certified orga-
nizations. We also limited the retro-
active effect of these new definitions. If 
an alien solicited funds or membership, 
or provided material support for an or-
ganization that was not certified at 
that time by the Secretary of State, 
the alien will have the opportunity to 
show that he did not know and should 
have known that his action would fur-
ther the organizations terrorist activ-
ity. This is a substantially more pro-
tective than the administration’s pro-
posal, which by its terms, would have 
empowered INS to deport someone who 
raised money for the African National 
Congress. Throughout our negotiations 
on these issues, Senator KENNEDY pro-
vided steadfast help. Although neither 
of us are pleased with the final prod-
uct, it is far better than it would have 
been without his leadership. 

I was disappointed that the adminis-
tration’s initial proposal authorizing 
the President to impose unilateral food 
and medical sanctions would have un-
dermined a law we passed last year 
with overwhelming bipartisan support. 

Under that law, the President al-
ready has full authority to impose uni-
lateral food and medicine sanctions 
during this crisis because of two excep-
tions built into the law that apply to 
our current situation. Nevertheless, 
the administration sought to undo this 
law and obtain virtually unlimited au-
thority in the future to impose food 
and medicine embargoes, without mak-
ing any effort for a multi-lateral ap-
proach in cooperation with other na-
tions. Absent such a multi-lateral ap-
proach, other nations would be free to 
step in immediately and take over 
business from American firms and 
farmers that they are unilaterally 
barred from pursuing. 

Over 30 farm and export groups, in-
cluding the American Farm Bureau 
Federation, the Grocery Manufacturers 
of America, the National Farmers 
Union, and the U.S. Dairy Export 
Council, wrote to me and explained 
that the administration proposal would 
‘‘not achieve its intended policy goal.’’ 
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I worked with Senator ENZI, and 

other Senators, on substitute language 
to give the administration the tools it 
needs in this crisis. This substitute has 
been carefully crafted to avoid need-
lessly hurting American farmers in the 
future, yet it will assure that the 
United States can engage in effective 
multilateral sanctions. 

This bipartisan agreement limits the 
authority in the bill to existing laws 
and executive orders, which give the 
President full authority regarding this 
conflict, and grants authority for the 
President to restrict exports of agricul-
tural products, medicine or medical de-
vices. I continue to agree with then- 
Senator Ashcroft, who argued in 1999 
that unilateral U.S. food and medicine 
sanctions simply do not work when he 
introduced the ‘‘Food and Medicine for 
the World Act.’’ As recently as October 
2000, then-Senator Ashcroft pointed out 
how broad, unilateral embargoes of 
food or medicine are often counter-
productive. Many Republican and 
Democratic Senators made it clear just 
last year that the U.S. should work 
with other countries on food and med-
ical sanctions so that the sanctions 
will be effective in hurting our en-
emies, instead of just hurting the U.S. 
I am glad that with Senator ENZI’s 
help, we were able to make changes in 
the trade sanctions provision to both 
protect our farmers and help the Presi-
dent during this crisis. 

I have done my best under the cir-
cumstances to confine the amendment 
demands to those matters that are con-
sensus legal improvements. I concede 
that my efforts have not been com-
pletely successful and there are a num-
ber of provisions on which the adminis-
tration has insisted with which I dis-
agree. Frankly, the agreement that 
was made September 30, 2001 would 
have led to a better balanced bill. I 
could not stop the administration from 
reneging on the agreement any more 
than I could have sped the process to 
reconstitute this bill in the aftermath 
of those breaches. 

In these times we need to work to-
gether to face the challenges of inter-
national terrorism. I have sought to do 
so in good faith. 

f 

THE WHEELING, WEST VIRGINIA 
RENAISSANCE 

Mr. BYRD. Madam President, there 
is a renaissance occurring in West Vir-
ginia’s Northern Panhandle. In the city 
of Wheeling, through the Wheeling Na-
tional Heritage Area initiative, local 
leaders are revitalizing areas of cul-
tural and historic significance in order 
to create a brighter future for their 
community. 

On August 15, I had the opportunity 
to attend the dedication of the latest 
milestone in these revitalization ef-
forts—the Wheeling Heritage Port, 
which is nestled on a bank of the mag-
nificent Ohio River. Wheeling, the 
Mountain State’s first capital, is not 
only rich in natural resources, but also 
in history. 

In its beginnings, Wheeling was a 
small outpost that represented the 
westernmost point of eastern settle-
ment in a young country. Because of 
its location, Wheeling became the win-
dow of the West and a gateway to the 
unknown. Travelers flocked to this new 
epicenter of commerce and transpor-
tation in pursuit of fortune and adven-
ture. After the Civil War, Wheeling, 
and much of the Northern Panhandle, 
experienced a postwar industrial ex-
pansion that brought to the area great 
prosperity that would last well into the 
20th century. A booming economy, 
combined with a natural beauty and a 
genteel society, ushered in an era of 
Victorian splendor. 

However, as market demands 
changed, Wheeling—along with most 
industrial regions throughout this na-
tion and across West Virginia—reposi-
tioned itself, transitioning from an in-
dustrial base to a more diverse, high- 
tech economy. While it has focused on 
economic development, the city also 
has kept an eye on preserving its rich 
cultural and historic areas. 

I have supported Wheeling’s efforts 
to redevelop its historic downtown by 
winning congressional approval for leg-
islation that established the Wheeling 
National Heritage Area. The mission of 
a heritage area is to preserve the les-
sons of history for future generations 
so that they can better lead tomorrow. 
The Wheeling Port is just one of the 
many components of the heritage area, 
which includes the Wheeling Visitors 
Center and the Artisan Center. I am 
very fortunate to have had the oppor-
tunity to assist the city of Wheeling in 
these initiatives, but the man who first 
exhibited the vision for renewal of this 
city was my friend, the late Harry 
Hamm. 

It was Harry, more than anyone, who 
recognized that Wheeling, like other 
industrial regions in America, would 
need to transform its economy. In his 
own words, Harry said that Wheeling 
would have to ‘‘take the old, idle, and 
abandoned factories . . . and create in 
them . . . a public place where people 
can feel at home. . . .’’ In an effort to 
accomplish this task, Harry laid out a 
plan that would promote the city’s her-
itage and, once again, establish it as a 
national center of commerce and trade. 
Harry envisioned Wheeling as a hub of 
high-technology and as a new port of 
entry to the heartland of our country. 

For those of us who knew Harry, we 
know that he was not an unrealistic 
dreamer, but that he was a man who 
worked hard and tirelessly to propel 
Wheeling toward a brighter future. It 
was his foresight and leadership that 
brought about the establishment of the 
Wheeling National Heritage Area. Al-
though Harry passed away several 
years ago, if you ever have the oppor-
tunity to travel to Wheeling, you will 
undoubtably see the imprint that he 
left on this wonderful city. 

Among Harry’s ideas for revitalizing 
the downtown area of Wheeling was the 
resurrection of the vibrant heart of the 

city—the waterfront. The port once 
served as a main destination point for 
steamboats traveling down the Ohio 
River. Now, with its restoration com-
plete, the port will recreate the bustle 
of the steamboat port that it once was. 
It will serve as a civic ‘‘open space’’— 
a community meeting place enlivened 
by festivals and concerts. 

The port’s restoration is another step 
to ensure that Wheeling’s legacy to 
America is preserved for generations to 
come. The community’s efforts to em-
brace its cultural and historic heritage, 
while also investing in its future, pro-
vide us with a glimpse into the ongoing 
restoration and redevelopment of our 
nation’s industrial regions. The activi-
ties undertaken in Wheeling could 
serve as a blueprint for post-industrial 
America and the communities in pur-
suit of a revitalized economy. As the 
Wheeling of old served as a guidepost 
in America’s westward expansion, the 
new Wheeling can serve as a model for 
a 21st century economy and a 21st cen-
tury community that has not forgotten 
its past. 

At the dedication of the port, Rabbi 
Ronald H. Bernstein-Goff of Temple 
Shalom and Dr. D.W. Cummings of 
Bethlehem Apostolic Temple, both of 
Wheeling, offered the invocation and 
the benediction, respectively. Madam 
President, I ask unanimous consent to 
have these prayers printed in the 
RECORD. 

There being no objection, the mate-
rial was ordered to be printed in the 
RECORD, as follows: 

PRAYER BY RABBI RONALD H. BERNSTEIN- 
GOFF, D.D. 

Master of the universe—Creator of Earth 
and sky, fire and water, and author of time, 
flowing like a great river, carrying us down 
the days and years of our lives. 

We gather here today with gratitude for 
the rich history, the vitality, and prosperity, 
which those who came before us worked and 
labored to create, we were proud in the past, 
because we were prosperous; we had dignity, 
because we were successful; we had hope, be-
cause we seemed to be in control of our des-
tinies. 

It seems to us like yesterday, although the 
river has carried us very far from that past. 
We acknowledge that it has taken us too 
long to deal with the realities of decline and 
decay; too long to deal with our feelings of 
guilt and shame, as buildings were boarded 
up and the joyful noise of life faded into un-
easy silence; too long to face our fear of 
change—our fear of the unknown. And just 
because we have had faith in you, does not 
mean we had faith in ourselves or in each 
other. 

Yet, you have taught us that out of suf-
fering and struggle, distress and despair, 
comes the capacity for renewal and self- 
transformation. 

‘‘Out of the depths have I called you, O 
God’’.—Psalm 130:1. 

‘‘Revive my spirit, lest I sleep the sleep of 
death.’’—Psalms: 13:4:16. 

How can we thank You then, for giving us 
the wisdom and the courage to stand before 
You this day, as we dedicate ourselves to a 
new hopefulness and a new reality? How can 
we thank You for bringing us beyond nos-
talgia to a waking vision of the future; to a 
renewed sense of solidarity and purpose in 
our community—our hopeful city; how can 
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