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outside the United States, over radio, electro-
magnetic, photooptical, or photoelectric
communications facilities accessible to per-
sons outside the United States, including
transfer from electronic bulletin boards and
Internet file transfer protocol sites, unless
the party making the software available takes
precautions adequate to prevent the unau-
thorized transfer of such code outside the
United States.

7. Until the Final Regulations are issued,
the Department of State shall continue to
have authority to administer the export of
encryption products described in section 1
of this memorandum as defense articles des-
ignated in Category XI11 of the United States
Munitions List, pursuant to the Arms Export
Control Act.

8. Upon enactment of any legislation reau-
thorizing the administration of export con-
trols, the Secretary of Defense, the Secretary
of State, and the Attorney General shall reex-
amine whether adequate controls on
encryption products can be maintained
under the provisions of the new statute and
advise the Secretary of Commerce of their
conclusions as well as any recommendations
for action. If adequate controls on encryption
products cannot be maintained under a new
statute, then such products shall, where con-
sistent with law, be designated or redesig-
nated as defense articles under 22 U.S.C.
2778(a)(1), to be placed on the United States
Munitions List and controlled pursuant to
the terms of the Arms Export Control Act
and the International Traffic in Arms Regula-
tions. Any disputes regarding the decision to
designate or redesignate shall be resolved by
the President.

William J. Clinton

Executive Order 13026—
Administration of Export Controls on
Encryption Products

November 15, 1996

By the authority vested in me as President
by the Constitution and the laws of the Unit-
ed States of America, including but not lim-
ited to the International Emergency Eco-
nomic Powers Act (50 U.S.C. 1701 et seq.),
and in order to take additional steps with re-
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spect to the national emergency described
and declared in Executive Order 12924 of
August 19, 1994, and continued on August
15, 1995, and on August 14, 1996, I, William
J. Clinton, President of the United States of
America, have decided that the provisions set
forth below shall apply to administration of
the export control system maintained by the
Export Administration Regulations, 15 CFR
Part 730 et seq. (“the EAR”). Accordingly,
it is hereby ordered as follows:

Section 1. Treatment of Encryption Prod-
ucts. In order to provide for appropriate con-
trols on the export and foreign dissemination
of encryption products, export controls of
encryption products that are or would be, on
this date, designated as defense articles in
Category X111 of the United States Munitions
List and regulated by the United States De-
partment of State pursuant to the Arms Ex-
port Control Act, 22 U.S.C. 2778 et seq. (“the
AECA™), but that subsequently are placed on
the Commerce Control List in the EAR, shall
be subject to the following conditions: (a) |
have determined that the export of
encryption products described in this section
could harm national security and foreign pol-
icy interests even where comparable prod-
ucts are or appear to be available from
sources outside the United States, and that
facts and questions concerning the foreign
availability of such encryption products can-
not be made subject to public disclosure or
judicial review without revealing or implicat-
ing classified information that could harm
United States national security and foreign
policy interests. Accordingly, sections 4(c)
and 6(h)(2)-(4) of the Export Administration
Act of 1979 (“the EAA”), 50 U.S.C. App.
2403(c) and 2405(h)(2)-(4), as amended and
as continued in effect by Executive Order
12924 of August 19, 1994, and by notices of
August 15, 1995, and August 14, 1996, all
other analogous provisions of the EAA relat-
ing to foreign availability, and the regulations
in the EAR relating to such EAA provisions,
shall not be applicable with respect to export
controls on such encryption products. Not-
withstanding this, the Secretary of Com-
merce (“Secretary”) may, in his discretion,
consider the foreign availability of com-
parable encryption products in determining
whether to issue a license in a particular case
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or to remove controls on particular products,
but is not required to issue licenses in par-
ticular cases or to remove controls on par-
ticular products based on such consideration;

(b) Executive Order 12981, as amended
by Executive Order 13020 of October 12,
1996, is further amended as follows:

(1) A new section 6 is added to read as
follows:

“Sec. 6. Encryption Products. In conduct-
ing the license review described in section
1 above, with respect to export controls of
encryption products that are or would be, on
November 15, 1996, designated as defense
articles in Category XI11 of the United States
Munitions List and regulated by the United
States Department of State pursuant to the
Arms Export Control Act, 22 U.S.C. 2778 et
seq., but that subsequently are placed on the
Commerce Control List in the Export Ad-
ministration Regulations, the Departments
of State, Defense, Energy, and Justice and
the Arms Control and Disarmament Agency
shall have the opportunity to review any ex-
port license application submitted to the De-
partment of Commerce. The Department of
Justice shall, with respect to such encryption
products, be a voting member of the Export
Administration Review Board described in
section 5(a)(1) of this order and of the Advi-
sory Committee on Export Policy described
in section 5(a)(2) of this order. The Depart-
ment of Justice shall be a full member of
the Operating Committee of the ACEP de-
scribed in section 5(a)(3) of this order, and
of any other committees and consultation
groups reviewing export controls with respect
to such encryption products.”

(2) Sections 6 and 7 of Executive Order
12981 of December 5, 1995, are renumbered
as new sections 7 and 8, respectively.

(c) Because the export of encryption soft-
ware, like the export of other encryption
products described in this section, must be
controlled because of such software’s func-
tional capacity, rather than because of any
possible informational value of such software,
such software shall not be considered or
treated as “technology,” as that term is de-
fined in section 16 of the EAA (50 U.S.C.
App. 2415) and in the EAR (61 Fed. Reg.
12714, March 25, 1996);

Nov. 15 / Administration of William J. Clinton, 1996

(d) With respect to encryption products
described in this section, the Secretary shall
take such actions, including the promulgation
of rules, regulations, and amendments there-
to, as may be necessary to control the export
of assistance (including training) to foreign
persons in the same manner and to the same
extent as the export of such assistance is con-
trolled under the AECA, as amended by sec-
tion 151 of Public Law 104-164;

(e) Appropriate controls on the export and
foreign dissemination of encryption products
described in this section may include, but are
not limited to, measures that promote the
use of strong encryption products and the
development of a key recovery management
infrastructure; and

(f) Regulation of encryption products de-
scribed in this section shall be subject to such
further conditions as the President may di-
rect.

Sec. 2. Effective Date. The provisions de-
scribed in section 1 shall take effect as soon
as any encryption products described in sec-
tion 1 are placed on the Commerce Control
List in the EAR.

Sec. 3. Judicial Review. This order is in-
tended only to improve the internal manage-
ment of the executive branch and to ensure
the implementation of appropriate controls
on the export and foreign dissemination of
encryption products. It is not intended to,
and does not, create any rights to administra-
tive or judicial review, or any other right or
benefit or trust responsibility, substantive or
procedural, enforceable by a party against
the United States, its agencies or instrumen-
talities, its officers or employees, or any other
person.

William J. Clinton

The White House,
November 15, 1996.

[Filed with the Office of the Federal Register,
8:45 a.m., November 18, 1996]

NoTe: This Executive order will be published in
the Federal Register on November 19.



Administration of William J. Clinton, 1996 / Nov. 15

Letter to Congressional Leaders on
Encryption Export Policy
November 15, 1996

Dear Mr. Speaker: (Dear Mr. President:)

In order to take additional steps with re-
spect to the national emergency described
and declared in Executive Order 12924 of
August 19, 1994, and continued on August
15, 1995, and August 14, 1996, necessitated
by the expiration of the Export Administra-
tion Act (EAA) on August 20, 1994, | hereby
report to the Congress that pursuant to sec-
tion 204(b) of the International Emergency
Economic Powers Act, 50 U.S.C. 1703(b)
(the "Act”), | have today exercised the au-
thority granted by the Act to issue an Execu-
tive order (a copy of which is attached) to
revise the provisions that apply to the admin-
istration of the export control system main-
tained by Department of Commerce in the
Export Administration Regulations, 15 CFR
Part 730 et seq.

The new Executive order relates to my de-
cision to transfer certain encryption products
from the United States Munitions List ad-
ministered by the Department of State to the
Commerce Control List administered by the
Department of Commerce. When | made
that decision | also decided to amend Execu-
tive Order 12981 of December 5, 1995,
which sets forth procedures for the inter-
agency review and disposition of dual-use ex-
port license applications, to include the De-
partment of Justice among the agencies that
have the opportunity to review such applica-
tions with respect to encryption products
transferred to Department of Commerce
control.

Also, in issuing the new order, | provided
for appropriate controls on the export and
foreign dissemination of encryption products
transferred to the Department of Com-
merce. Among other provisions, | deter-
mined that the export of encryption products
transferred to Department of Commerce
control could harm national security and for-
eign policy interests of the United States
even where comparable products are or ap-
pear to be available from foreign sources. Ac-
cordingly, the new order makes clear that any
EAA provision dealing with issuance of li-
censes or removal of controls based on for-
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eign availability considerations shall not apply
with respect to export controls on such
encryption products. Notwithstanding this,
the Secretary of Commerce retains the dis-
cretion to consider the foreign availability of
comparable encryption products in any par-
ticular case.

Sincerely,

William J. Clinton

NoTEe: Identical letters were sent to Newt Ging-
rich, Speaker of the House of Representatives,
and Albert Gore, Jr., President of the Senate.

Executive Order 13027—
Establishing an Emergency Board To
Investigate a Dispute Between the
Southeastern Pennsylvania
Transportation Authority and Its
Employees Represented by the
Brotherhood of Locomotive
Engineers

November 15, 1996

A dispute exists between Southeastern
Pennsylvania Transportation Authority and
certain of its employees represented by the
Brotherhood of Locomotive Engineers.

The dispute has not heretofore been ad-
justed under the provisions of the Railway
Labor Act, as amended (45 U.S.C. 151 et
seq.) (the “Act”).

A party empowered by the Act has re-
quested that the President establish a second
emergency board pursuant to section 9A of
the Act (45 U.S.C. 159a).

Section 9A(e) of the Act provides that the
President, upon such request, shall appoint
a second emergency board to investigate and
report on the dispute.

Now, Therefore, by the authority vested
in me as President, by the Constitution and
the laws of the United States, including sec-
tion 9A of the Act, it is hereby ordered as
follows:

Section 1. Establishment of the Board.
There is established effective 12:01 a.m.,
eastern standard time, on November 16,
1996, a board of three members to be ap-
pointed by the President to investigate this
dispute. No member shall be pecuniarily or
otherwise interested in any organization of
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