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(e) Opportunity to object to disclosure.
(1) A component will specify a reason-
able time period, but no fewer than 10
working days, within which the sub-
mitter must respond to the notice ref-
erenced above. If a submitter has any
objections to disclosure, it should pro-
vide the component a detailed written
statement that specifies all grounds for
withholding the particular information
under any exemption of the FOIA. In
order to rely on Exemption 4 as basis
for nondisclosure, the submitter must
explain why the information con-
stitutes a trade secret, or commercial
or financial information that is privi-
leged or confidential.

(2) A submitter who fails to respond
within the time period specified in the
notice shall be considered to have no
objection to disclosure of the informa-
tion. Information received by the com-
ponent after the date of any disclosure
decision will not be considered by the
component. Any information provided
by a submitter under this subpart may
itself be subject to disclosure under the
FOIA.

(f) Analysis of objections. A component
shall consider a submitter’s objections
and specific grounds for nondisclosure
in deciding whether to disclose the re-
quested information.

(g) Notice of intent to disclose. When-
ever a component decides to disclose
information over the objection of a
submitter, the component shall provide
the submitter written notice, which
shall include:

(1) A statement of the reasons why
each of the submitter’s disclosure ob-
jections was not sustained;

(2) A description of the information
to be disclosed; and

(3) A specified disclosure date, which
shall be a reasonable time subsequent
to the notice, but no fewer than 10
working days.

(h) Notice of FOIA lawsuit. Whenever a
requester files a lawsuit seeking to
compel the disclosure of confidential
commercial information, the compo-
nent shall promptly notify the sub-
mitter.

(i) Requester notification. The compo-
nent shall notify a requester whenever
it provides the submitter with notice
and an opportunity to object to disclo-
sure; whenever it notifies the sub-
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mitter of its intent to disclose the re-
quested information; and whenever a
submitter files a lawsuit to prevent the
disclosure of the information.

(j) Scope. This section shall not apply
to any confidential commercial infor-
mation provided to CBP by a business
submitter. Section 5.12 applies to such
information. Section 5.12 also defines
“confidential commercial information”
as used in this paragraph.

§5.8 Administrative appeals.

(a) Requirements for filing an appeal.
(1) A requester may appeal adverse de-
terminations denying his or her re-
quest or any part of the request to the
appropriate Appeals Officer. A re-
quester may also appeal if he or she
questions the adequacy of the compo-
nent’s search for responsive records, or
believes the component either mis-
interpreted the request or did not ad-
dress all aspects of the request (i.e., it
issued an incomplete response), or if
the requester believes there is a proce-
dural deficiency (e.g., fees were improp-
erly calculated). For the address of the
appropriate component Appeals Offi-
cer, contact the applicable component
FOIA liaison using the information in
appendix A to this part, visit
www.dhs.gov/foia, or call 1-866-431-0486.
An appeal must be in writing, and to be
considered timely it must be post-
marked or, in the case of electronic
submissions, transmitted to the Ap-
peals Officer within 90 working days
after the date of the component’s re-
sponse. An electronically filed appeal
will be considered timely if trans-
mitted to the Appeals Officer by
11:59:59 p.m. ET or EDT on the 90th
working day. The appeal should clearly
identify the component determination
(including the assigned request number
if the requester knows it) that is being
appealed and should contain the rea-
sons the requester believes the deter-
mination was erroneous. To facilitate
handling, the requester should mark
both the letter and the envelope, or the
transmittal line in the case of elec-
tronic transmissions ‘‘Freedom of In-
formation Act Appeal.”

(2) An adverse determination by the
component appeals officer will be the
final action of DHS.
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(b) Adjudication of appeals. (1) The
DHS Office of the General Counsel or
its designee (e.g., component Appeals
Officers) is the authorized appeals au-
thority for DHS;

(2) On receipt of any appeal involving
classified information, the Appeals Of-
ficer shall consult with the Chief Secu-
rity Officer, and take appropriate ac-
tion to ensure compliance with 6 CFR
part T7;

(3) If the appeal becomes the subject
of a lawsuit, the Appeals Officer is not
required to act further on the appeal.

(c) Appeal decisions. The decision on
the appeal will be made in writing. A
decision that upholds a component’s
determination will contain a statement
that identifies the reasons for the af-
firmance, including any FOIA exemp-
tions applied. The decision will provide
the requester with notification of the
statutory right to file a lawsuit and
will inform the requester of the medi-
ation services offered by the Office of
Government Information Services, of
the National Archives and Records Ad-
ministration, as a non-exclusive alter-
native to litigation. Should the re-
quester elect to mediate any dispute
related to the FOIA request with the
Office of Government Information
Services, DHS and its components will
participate in the mediation process in
good faith. If the adverse decision is re-
versed or modified on appeal, in whole
or in part, the requester will be noti-
fied in a written decision and the re-
quest will be thereafter be further
processed in accordance with that ap-
peal decision.

(d) Time limit for issuing appeal deci-
sion. The statutory time limit for re-
sponding to appeals is generally 20
working days after receipt. However,
the Appeals Officer may extend the
time limit for responding to an appeal
provided the circumstances set forth in
5 U.S.C. 552(a)(6)(B)(i) are met.

(e) Appeal mnecessary before seeking
court review. If a requester wishes to
seek court review of a component’s ad-
verse determination on a matter ap-
pealable under paragraph (a)(1) of this
section, the requester must generally
first appeal it under this subpart. How-
ever, a requester is not required to first
file an appeal of an adverse determina-
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tion of a request for expedited proc-
essing prior to seeking court review.

[81 FR 83632, Nov. 22, 2016, as amended at 87
FR 68601, Nov. 16, 2022]

§5.9 Preservation of records.

Each component shall preserve all
correspondence pertaining to the re-
quests that it receives under this sub-
part, as well as copies of all requested
records, until disposition or destruc-
tion is authorized pursuant to title 44
of the United States Code or the Gen-
eral Records Schedule 4.2 and/or 14 of
the National Archives and Records Ad-
ministration. Records will not be dis-
posed of or destroyed while they are
the subject of a pending request, ap-
peal, or lawsuit under the FOIA.

§5.10 FOIA requests for information
contained in a Privacy Act system
of records.

(a) Information subject to Privacy Act.
(1) If a requester submits a FOIA re-
quest for information about him or
herself that is contained in a Privacy
Act system of records applicable to the
requester (i.e., the information con-
tained in the system of records is re-
trieved by the component using the re-
quester’s name or other personal iden-
tifier, and the information pertains to
an individual covered by the Privacy
Act) the request will be processed
under both the FOIA and the Privacy
Act.

(2) If the information the requester is
seeking is not subject to the Privacy
Act (e.g., the information is filed under
another subject, such as an organiza-
tion, activity, event, or an investiga-
tion not retrievable by the requester’s
name or personal identifier), the re-
quest, if otherwise properly made, will
be treated only as a FOIA request. In
addition, if the information is covered
by the Privacy Act and the requester
does not provide proper verification of
the requester’s identity, the request, if
otherwise properly made, will be proc-
essed only under the FOIA.

(b) When both Privacy Act and FOIA
exemptions apply. Only if both a Privacy
Act exemption and a FOIA exemption
apply can DHS withhold information
from a requester if the information
sought by the requester is about him or
herself and is contained in a Privacy
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