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claim. In addition, DOT applies a pen-
alty charge with respect to any prin-
cipal amount of a debt that is more
than 90 days past due. Where appro-
priate, DOT uses other steps permitted
by Federal debt collection statutes, in-
cluding disclosure to consumer report-
ing agencies and use of collection agen-
cies, to encourage payment of amounts
overdue.
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Subpart A—General

§8.1 Scope.

This part sets forth procedures for
the classification, declassification, and
availability of information that must
be protected in the interest of national
security, in implementation of Execu-
tive Order 13526 of December 29, 2010,
‘“Classified National Security Informa-
tion;” and for the review of decisions
to revoke, or not to issue, national se-
curity information clearances, or to
deny access to classified information,
under Executive Order 12968 of August
2, 1995, ““Access to National Security
Information,” as amended by Execu-
tive Order 13467 of June 30, 2008, ‘‘Re-
forming Processes Related to Suit-
ability for Government Employment,
Fitness for Contractor Employees, and
Eligibility for Access to Classified Na-
tional Security Information.”

[81 FR 45980, July 15, 2016]

§8.3 Applicability.

This part applies to all elements of
the Department of Transportation.

§8.5 Definitions.

As used in this part:

Authorized holder is any individual
who has been granted access to specific
classified information in accordance
with Executive Order 13526 or any suc-
cessor order.

Classification means the act or proc-
ess by which information is determined
to be classified information.

Classification levels means the fol-
lowing three levels at which informa-
tion may be classified:

(a) Top secret. Information that re-
quires the highest degree of protection,
and the unauthorized disclosure of
which could reasonably be expected to
cause exceptionally grave damage to
the national security that the original
classification authority is able to iden-
tify or describe.

(b) Secret. Information that requires
a substantial degree of protection, and
the unauthorized disclosure of which
could reasonably be expected to cause
serious damage to the national secu-
rity that the original classification au-
thority is able to identify or describe.
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(c) Confidential. Information that re-
quires protection and the unauthorized
disclosure of which could reasonably be
expected to cause damage to the na-
tional security that the original classi-
fication authority is able to identify or
describe.

Classified information or ‘‘classified
national security information’” means
information that has been determined
under Executive Order 13526, or any
predecessor or successor order, to re-
quire protection against unauthorized
disclosure, and is marked to indicate
its classified status when in documen-
tary form.

Clearance means that an individual is
eligible, under the standards of Execu-
tive Orders 10450, 12968, 13467, and ap-
propriate DOT regulations, for access
to classified information.

Damage to the national security means
harm to the national defense or foreign
relations of the United States from the
unauthorized disclosure of information,
taking into consideration such aspects
of the information as the sensitivity,
value, utility, and provenance of that
information.

Declassification means the authorized
change in the status of information
from classified information to unclassi-
fied information.

Downgrading means a determination
by a declassification authority that in-
formation classified and safeguarded at
a specific level shall be classified and
safeguarded at a lower level.

Information means any Kknowledge
that can be communicated, or docu-
mentary material, regardless of its
physical form or characteristics, that
is owned by, produced by or for, or is
under the control of the United States
Government. ‘“‘Control” means the au-
thority of the agency that originates
information, or its successor in func-
tion, to regulate access to the informa-
tion.

Mandatory declassification review
means the review for declassification
of classified information in response to
a request for declassification that
meets the requirements of section 3.5
of Executive Order 13526.

Original classification means an initial
determination that information re-
quires, in the interest of national secu-
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rity, protection against unauthorized
disclosure.

Original classification authority means
an individual authorized in writing, ei-
ther by the President, the Vice Presi-
dent, or by agency heads or other offi-
cials designated by the President, to
classify information in the first in-
stance.

[62 FR 23661, May 1, 1997, as amended at 81
FR 45980, July 15, 2016]

§8.7 Spheres of responsibility.

(a) Pursuant to section 5.4(d) of Exec-
utive Order 13526, and to section 6.1 of
Executive Order 12968, the Assistant
Secretary for Administration is hereby
designated as the senior agency official
of the Department of Transportation
with assigned responsibilities to assure
effective compliance with and imple-
mentation of Executive Order 13526,
Executive Order 12968, Office of Man-
agement and Budget Directives, the
regulations in this part, and related
issuances.

(b) In the discharge of these respon-
sibilities, the Assistant Secretary for
Administration will be assisted by the
Director of Security , who, in addition
to other actions directed by this part,
will evaluate the overall application of
and adherence to the security policies
and requirements prescribed in this
part and who will report his/her find-
ings and recommendations to the As-
sistant Secretary for Administration,
heads of Departmental elements, and,
as appropriate, to the Secretary.

(c) Secretarial Officers and heads of
Departmental elements will assure
that the provisions in this part are ef-
fectively administered, that adequate
personnel and funding are provided for
this purpose, and that corrective ac-
tions that may be warranted are taken
promptly.

[62 FR 23661, May 1, 1997, as amended at 81
FR 45980, July 15, 2016]

Subpart B—Classification/
Declassification of Information

§8.9 Information Security Review

Committee.

(a) The Department of Transpor-
tation Information Security Review
Committee has the authority to:
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(1) Act on all suggestions and com-
plaints not otherwise resolved with re-
spect to the Department’s administra-
tion of Executive Order 13526 and im-
plementing directives, including those
regarding overclassification, failure to
declassify, or delay in declassifying;

(2) Act on appeals of requests for
classification reviews, and appeals of
requests for records under 5 U.S.C. 552
(Freedom of Information Act) when the
initial, and proposed final, denials are
based on continued classification of the
record; and

(3) Recommend to the Secretary,
when necessary, appropriate adminis-
trative action to correct abuse or vio-
lation of any provision of Executive
Order 12598 and implementing direc-
tives.

(b) The Information Security Review
Committee will be composed of the As-
sistant Secretary for Administration,
who will serve as Chair; the General
Counsel; and the Director of Security.
When matters affecting a particular
Departmental component are at issue,
the Associate Administrator for Ad-
ministration for that component (or
for the Federal Aviation Administra-
tion, the Associate Administrator for
Security and Hazardous Materials
Safety) will participate as an ad hoc
member, together with the Chief Coun-
sel of that component. Any regular
member may designate a representa-
tive with full power to serve in his/her
place.

(c) In carrying out its responsibilities
to review decisions to revoke or not to
issue clearances, or to deny access to
classified information, the Committee
will establish whatever procedures it
deems fit.

[62 FR 23661, May 1, 1997, as amended at 81
FR 45981, July 15, 2016]

§8.11 Authority to classify
tion.

(a) Presidential Order of December
29, 2009, ‘‘Original Classification Au-
thority’ confers upon the Secretary of
Transportation the authority to origi-
nally classify information as SECRET
or CONFIDENTIAL with further au-
thorization to delegate this authority.

(b) The following delegations of au-
thority originally to classify informa-
tion as ‘‘Secret’” or ‘‘Confidential’’,

informa-

n
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which may not be redelegated, are
hereby made:

(1) Office of the Secretary of Transpor-
tation. The Deputy Secretary; Assist-
ant Secretary for Administration; Di-
rector of Intelligence, Security and
Emergency Response; Director of Secu-
rity.

(2) Federal Aviation Administration.
Administrator; Associate Adminis-
trator for Security and Hazardous Ma-
terials Safety.

(3) Maritime Administration. Adminis-
trator.

(c) Although the delegations of au-
thority set out in paragraph (b) of this
section are expressed in terms of posi-
tions, the authority is personal and is
invested only in the individual occu-
pying the position. The authority may
not be exercised ‘‘by direction of”’ a
designated official. The formal ap-
pointment or assignment of an indi-
vidual to one of the identified positions
or a designation in writing to act in
the absence of one of these officials,
however, conveys the authority to
originally classify information as SE-
CRET or CONFIDENTIAL.

(d) Previous delegations and redele-
gations of authority within the Depart-
ment of Transportation originally to
classify information are hereby re-
scinded.

[62 FR 23661, May 1, 1997, as amended at 76
FR 19708, Apr. 8, 2011; 81 FR 45981, July 15,
2016]

§8.13 Authority to downgrade or de-
classify.

Information originally classified by
the Department may be specifically
downgraded or declassified by either
the official authorizing the original
classification, if that official is still
serving in the same position, the origi-
nator’s current successor in function, a
supervisory official of either, officials
delegated declassification authority in
writing by the Secretary, or by the De-
partmental Information Security Re-
view Committee.

§8.15 Mandatory review for classifica-
tion.

(a) Mandatory declassification review
requests will be processed in accord-
ance with 32 CFR 2001.33.
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(b) Except as provided in paragraph b
of section 3.5 of Executive Order 13526,
all information classified by the De-
partment of Transportation under Ex-
ecutive Order 13526 or predecessor or-
ders shall be subject to a review for de-
classification if:

(1) The request for review describes
the information with sufficient speci-
ficity to enable its location with a rea-
sonable amount of effort;

(2) The information has not been re-
viewed for declassification within the
prior two years. If the information has
been reviewed within the prior two
years, or the information is the subject
of pending litigation, the requestor will
be informed of this fact, and of the De-
partment’s decision not to declassify
the information and of his/her right to
appeal the Department’s decision not
to declassify the information to the
Interagency Security Classification
Appeals Panel (ISCAP);

(3) The document or material con-
taining the information responsive to
the request is not contained within an
operational file exempted from search
and review, publication, and disclosure
under 5 U.S.C. 552 in accordance with
law; and

(4) The information is not the subject
of pending litigation.

(c) All information reviewed for de-
classification because of a mandatory
review will be declassified if it does not
meet the standards for classification in
Executive Order 13526. The information
will then be released unless with-
holding is otherwise authorized and
warranted under applicable law.

(d) Mandatory declassification review
requests for information that has been
classified by the Department of Trans-
portation may be addressed to the Di-
rector of Security, U.S. Department of
Transportation, 1200 New Jersey Ave-
nue, Washington, DC 20590. The Direc-
tor will forward the request to the ap-
propriate Departmental Original Clas-
sification Authority for processing.

(e) Denied requests may be appealed
to the DOT Information Security Re-
view Committee (DISRC) through the
Director of Security within 60 days of
receipt of the denial. If the DISRC up-
holds the denial, it will inform the re-
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questor of his or her final appeal rights
to the ISCAP.

[81 FR 45981, July 15, 2016]

§8.17

(a) Authorized holders of information
classified by the Department of Trans-
portation who, in good faith, believe
that its classification status is im-
proper are encouraged and expected to
challenge the classification status of
the information before the Original
Classification Authority (OCA) having
jurisdiction over the information. A
formal challenge must be in writing,
but need not be any more specific than
to question why information is or is
not classified, or is classified at a cer-
tain level.

(b) Classification challenges to DOT
information must be addressed to the
DOT Original Classification Authority
(OCA) who is responsible for the infor-
mation. If unsure of the OCA, address
the challenge to the DOT Director of
Security.

(c) Classification challenges will be
processed according to 32 CFR 2001.14.

[81 FR 45981, July 15, 2016]

Classification challenges.

§8.19 [Reserved]

§8.21 Burden of proof.

For the purpose of determinations to
be made under §§8.15 and 8.17, the bur-
den of proof is on the originating De-
partmental component to show that
continued classification is warranted.

[62 FR 23661, May 1, 1997, as amended at 81
FR 45981, July 15, 2016]

§8.23 Classified information trans-
ferred to the Department of Trans-
portation.

(a) Classified information officially
transferred to the Department in con-
junction with a transfer of functions,
and not merely for storage purposes,
will be considered to have been origi-
nated by the Department.

(b) Classified information in the cus-
tody of the Department originated by
another department or agency that has
ceased to exist and for whom there is
no successor agency will be deemed to
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have been originated by the Depart-
ment. This information may be declas-
sified or downgraded by the Depart-
ment after consultation with any other
agency that has an interest in the sub-
ject matter of the information. Such
agency will be allowed 30 calendar days
in which to express an objection, if it
so desires, before action is taken. A dif-
ference of opinion that cannot be re-
solved at a lower level will be referred
to the Departmental Information Secu-
rity Review Committee, which will
consult with its counterpart com-
mittee for the other agency.

(c) Classified information transferred
to the National Archives and Records
Administration (NARA) will be declas-
sified or downgraded by the Archivist
of the United States in accordance
with Executive Order 13526, directives
issued pursuant to Executive Order
13526, Departmental classification
guides, and any existing procedural
agreement between NARA and the De-
partment. The Department will take
all reasonable steps to declassify infor-
mation contained in records deter-
mined to have permanent historical
value before they are accessioned into
the National Archives .

(d) To the extent practicable, the De-
partment will adopt a system of
records management that will facili-
tate the public release of documents at
the time such documents are declas-
sified under the provisions for auto-
matic declassification in section 3.3 of
Executive Order 13526 and its imple-
menting directives. To the maximum
extent possible without destroying the
integrity of the Department’s files, all
such material will be segregated or set
aside for public release upon request.
The Department will cooperate with
the Archivist in efforts to establish a
Government-wide database of informa-
tion that has been declassified.

[62 FR 23661, May 1, 1997, as amended at 81
FR 45981, July 15, 2016]

Subpart C—Access to Information

§8.25 Personnel
Board.

(a) The Department of Transpor-
tation Personnel Security Review
Board will, on behalf of the Secretary
of Transportation (except in any case

Security Review
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in which the Secretary personally
makes the decision), make the admin-
istratively final decision on an appeal
arising in any part of the Department
from:

(1) A decision not to grant access to
classified information;

(2) A decision to revoke access to
classified information; or

(3) A decision under §8.29 to deny ac-
cess to classified information.

(b) The Personnel Security Review
Board will be composed of:

(1) Two persons appointed by the As-
sistant Secretary for Administration:
One from the Office of Human Resource
Management, and one, familiar with
personnel security adjudication, from
the Office of Security, who will serve
as Chair;

(2) One person appointed by the Gen-
eral Counsel, who, in addition to serv-
ing as a member of the Board, will pro-
vide to the Board whatever legal serv-
ices it may require;

(3) One person appointed by the Ad-
ministrator of the Federal Aviation
Administration; and

(4) One person appointed by the Ad-
ministrator of the Federal Highway
Administration.

(5) Any member may designate a rep-
resentative, meeting the same criteria
as the member, with full power to serve
in his/her place.

(¢) In carrying out its responsibilities
to review final decisions to revoke or
deny access to classified information,
the Board will establish whatever pro-
cedures it deems fit.

[62 FR 23661, May 1, 1997, as amended at 81
FR 45981, July 15, 2016]

§8.27 Public availability of declas-
sified information.

(a) It is a fundamental policy of the
Department to make information
available to the public to the max-
imum extent permitted by law. Infor-
mation that is declassified for any rea-
son loses its status as material pro-
tected in the interest of national secu-
rity. Accordingly, declassified informa-
tion will be handled in every respect on
the same basis as all other unclassified
information. Declassified information
is subject to the Departmental public
information policies and procedures,
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with particular reference to the Free-
dom of Information Act (b U.S.C. 552)
and implementing Departmental regu-
lations (49 CFR Part 7).

(b) In furtherance of this policy, all
classified material produced after June
1, 1972 that is of sufficient historical or
other value to warrant preservation as
permanent records in accordance with
appropriate records administrative
standards, and that becomes declas-
sified, will be systematically reviewed
prior to the end of each calendar year
for the purpose of making the material
publicly available. To the maximum
extent possible without destroying the
integrity of the Department’s files, all
such material will be segregated or set
aside for public release upon request.

§8.29 Access by historical researchers
and former Presidential appointees.

Access to classified information may
be granted to historical researchers
and former Presidents and Vice-Presi-
dents and their appointees as outlined
in Executive Order 13526 or its suc-
cessor order. The general guidelines for
access to classified information are
contained in Executive Order 12968.

[81 FR 45982, July 15, 2016]

§8.31 Industrial security.

(a) Background. The National Indus-
trial Security Program was established
by Executive Order 12829 of January 6,
1993 for the protection of information
classified pursuant to Executive Order
12356 of April 2, 1982, National Security
Information, or its predecessor or suc-
cessor orders, and the Atomic Energy
Act of 1954, as amended. The Secretary
of Defense serves as the Executive
Agent for inspecting and monitoring
contractors, licensees, grantees, and
certificate holders that require or will
require access to, or that store or will
store, classified information, and for
determining the eligibility for access
to classified information of contrac-
tors, licensees, certificate holders, and
grantees, and their respective employ-
ees.

(b) Implementing regulations. The Sec-
retary of Transportation has entered
into an agreement for the Secretary of
Defense to render industrial security
services for the Department of Trans-
portation. Regulations prescribed by
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the Secretary of Defense to fulfill the
provisions of Executive Order 12829
have been extended to protect release
of classified information for which the
Secretary of Transportation is respon-
sible. Specifically, this regulation is
DOD 5220.22-M, National Industrial Se-
curity Program Operating Manual, and
is effective within the Department of
Transportation. Appropriate security
staff, project personnel, and con-
tracting officers must assure that ac-
tions required by the regulation are
taken.

[62 FR 23661, May 1, 1997, as amended at 81
FR 45982, July 15, 2016]

PART 9—TESTIMONY OF EMPLOY-
EES OF THE DEPARTMENT AND
PRODUCTION OF RECORDS IN
LEGAL PROCEEDINGS

Sec.
9.1
9.2
9.3
9.5

Purpose.

Applicability.

Definitions.

General prohibition of production or dis-

closure in legal proceedings.

Testimony by employees before the De-

partment or in other legal proceedings in

which the United States is a party.

Legal proceedings between private liti-

gants: General rules.

9.11 Legal proceedings between private liti-
gants: Demands.

9.13 Legal proceedings between private liti-
gants: Procedures to request records.

9.15 Legal proceedings between private liti-
gants: Procedures to request testimony.

9.17 Legal proceedings between private liti-
gants: Procedures for taking testimony.

9.19 Acceptance of service on behalf of Sec-

retary.

AUTHORITY: 5 U.S.C. 301; 45 U.S.C. 41-42; 49
U.S8.C. 322; 49 U.S.C. 504(f); 23 U.S.C. 409.

SOURCE: 58 FR 6724, Feb. 2, 1993, unless oth-
erwise noted.

9.7

9.9

§9.1 Purpose.

(a) This part sets forth procedures
governing the testimony of an em-
ployee in legal proceedings in which
the United States is a party. It also
sets forth procedures to be followed
when an employee is issued a subpoena,
order or other demand (collectively re-
ferred to in this part as a ‘‘demand”’)
by a court or other competent author-
ity, or is requested by a private liti-
gant, to provide testimony or produce
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