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(8) A sample copy of the written 
knowledge test or tests administered; 
and 

(9) The relevant data from the rail-
road’s records concerning the person’s 
success or failure on unannounced tests 
the railroad performed to monitor the 
person’s performance in accordance 
with § 246.123. 

(c) If a railroad is relying on success-
ful completion of a training program 
conducted by another entity, the rely-
ing railroad shall maintain a record for 
each certification candidate that con-
tains the relevant data furnished by 
the training entity concerning the per-
son’s demonstration of knowledge re-
lied on by the railroad in making its 
determinations. 

(d) If a railroad is relying on a cer-
tification decision initially made by 
another railroad, the relying railroad 
shall maintain a record for each cer-
tification candidate that contains the 
relevant data furnished by the other 
railroad which it relied on in making 
its determinations. 

(e) All records required under this 
section shall be retained by the rail-
road for a period of six years from the 
date of the certification, recertifi-
cation, denial, or revocation decision 
and shall, upon request, be made avail-
able to FRA representatives in a time-
ly manner. 

(f) It shall be unlawful for any rail-
road to knowingly or any individual to 
willfully: 

(1) Make, cause to be made, or par-
ticipate in the making of a false entry 
on the record(s) required by this sec-
tion; or 

(2) Otherwise falsify such records 
through material misstatement, omis-
sion, or mutilation. 

(g) Nothing in this section precludes 
a railroad from maintaining the infor-
mation required to be retained under 
this section in an electronic format 
provided that: 

(1) The railroad maintains an infor-
mation technology security program 
adequate to ensure the integrity of the 
electronic data storage system, includ-
ing the prevention of unauthorized ac-
cess to the program logic or individual 
records; 

(2) The program and data storage sys-
tem must be protected by a security 

system that utilizes an employee iden-
tification number and password, or a 
comparable method, to establish appro-
priate levels of program access meeting 
all of the following standards: 

(i) No two individuals have the same 
electronic identity; and 

(ii) A record cannot be deleted or al-
tered by any individual after the record 
is certified by the employee who cre-
ated the record; 

(3) Any amendment to a record is ei-
ther: 

(i) Electronically stored apart from 
the record that it amends; or 

(ii) Electronically attached to the 
record as information without chang-
ing the original record; 

(4) Each amendment to a record 
uniquely identifies the person making 
the amendment; and 

(5) The system employed by the rail-
road for data storage permits reason-
able access and retrieval of the infor-
mation which can be easily produced in 
an electronic or printed format that 
can be: 

(i) Provided to FRA representatives 
in a timely manner; and 

(ii) Authenticated by a designated 
representative of the railroad as a true 
and accurate copy of the railroad’s 
records if requested to do so by an FRA 
representative. 

§ 246.205 List of certified signal em-
ployees and recordkeeping. 

(a) After a railroad’s certification 
program has received its initial ap-
proval from FRA, pursuant to 
§ 246.103(f)(1), the railroad must main-
tain a list of each person who is cur-
rently certified as a signal employee by 
the railroad. The list must include the 
date of the railroad’s certification deci-
sion and the date the person’s signal 
employee certification expires. If a 
railroad classifies its certified signal 
employees into occupational categories 
or subcategories by class, task, loca-
tion, or other suitable terminology, the 
list must indicate the occupational 
categories and subcategories in which 
each certified signal employee is cer-
tified to perform service. 

(b) The list shall: 
(1) Be updated at least annually; 
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(2) Be made available, upon request, 
to FRA representatives in a timely 
manner; and 

(3) Be available either: 
(i) In electronic format pursuant to 

paragraph (c) of this section; or 
(ii) At the divisional or regional 

headquarters of the railroad. 
(c) If a railroad elects to maintain its 

list in an electronic format, it must: 
(1) Maintain an information tech-

nology security program adequate to 
ensure the integrity of the electronic 
data storage system, including the pre-
vention of unauthorized access to the 
program logic or the list; 

(2) Have its program and data storage 
system protected by a security system 
that utilizes an employee identifica-
tion number and password, or a com-
parable method, to establish appro-
priate levels of program access meeting 
all of the following standards: 

(i) No two individuals have the same 
electronic identity; and 

(ii) An entry on the list cannot be de-
leted or altered by any individual after 
the entry is certified by the employee 
who created the entry; 

(3) Have any amendment to the list 
either: 

(i) Electronically stored apart from 
the entry on the list that it amends; or 

(ii) Electronically attached to the 
entry on the list as information with-
out changing the original entry; 

(4) Ensure that each amendment to 
the list uniquely identifies the person 
making the amendment; 

(5) Ensure that the system employed 
for data storage permits reasonable ac-
cess and retrieval of the information 
which can be easily produced in an 
electronic or printed format that can 
be: 

(i) Provided to FRA representatives 
within a timely manner; and 

(ii) Authenticated by a designated 
representative of the railroad as a true 
and accurate copy of the railroad’s 
records if requested to do so by an FRA 
representative. 

(d) It shall be unlawful for any rail-
road to knowingly or any individual to 
willfully: 

(1) Make, cause to be made, or par-
ticipate in the making of a false entry 
on the list required by this section; or 

(2) Otherwise falsify such list 
through material misstatement, omis-
sion, or mutilation. 

§ 246.207 Certificate requirements. 
(a) Each person who becomes a cer-

tified signal employee in accordance 
with this part shall be issued a paper or 
electronic certificate that: 

(1)(i) Identifies the railroad issuing 
the certificate; or 

(ii) Identifies the parent company 
issuing the certificate, if a parent com-
pany submits a certification program 
for one or more of its subsidiary rail-
roads. The certificate issued by the 
parent company shall also list each 
subsidiary railroad on which the person 
is certified to work as a signal em-
ployee; 

(2) Indicates it is a signal employee 
certificate and, if applicable, lists all 
signal employee occupational cat-
egories or subcategories developed pur-
suant to § 246.107 in which the person is 
certified; 

(3) Provides the following informa-
tion about the certified signal em-
ployee: 

(i) Name; 
(ii) Employee identification number; 

and 
(iii) Either a physical description or 

photograph of the person; 
(4) Identifies any conditions or limi-

tations, including conditions to ame-
liorate vision or hearing acuity defi-
ciencies, that restrict, limit, or alter 
the person’s abilities to work as a cer-
tified signal employee; 

(5) Shows the effective date of the 
certification; 

(6) Shows the expiration date of the 
certification unless the certificate was 
issued pursuant to § 246.105(c) or (d); 

(7) Has been signed by an individual 
designated in accordance with para-
graph (b) of this section; and 

(8) Is electronic or of sufficiently 
small size to permit being carried in an 
ordinary pocket wallet. 

(b) Each railroad or parent company 
shall designate in writing any person it 
authorizes to sign the certificates de-
scribed in this section. The designation 
shall identify such persons by name or 
job title. 

(c) Nothing in this section shall pro-
hibit any railroad or parent company 
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