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§1582.103 [Reserved]
§1582.105 [Reserved]
§1582.107 [Reserved]
§1582.109 [Reserved]
§1582.111 [Reserved]

§1582.113 Security training program
general requirements.

(a) Security training program required.
Each owner/operator identified in
§1582.101 of this part is required to
adopt and carry out a security training
program under this subpart.

(b) General requirements. The security
training program must include the fol-
lowing information:

(1) Name of owner/operator.

(2) Name, title, telephone number,
and email address of the primary indi-
vidual to be contacted with regard to
review of the security training pro-
gram.

(3) Number, by specific job function
category identified in Appendix B to
this part, of security-sensitive employ-
ees trained or to be trained.

(4) Implementation schedule that
identifies a specific date by which ini-
tial and recurrent security training re-
quired by §1570.111 of this subchapter
will be completed.

(5) Location where training program
records will be maintained.

(6) Curriculum or lesson plan, includ-
ing learning objectives and method of
delivery (such as instructor-led or com-
puter-based training) for each course
used to meet the requirements of
§1582.115 of this part. TSA may request
additional information regarding the
curriculum during the review and ap-
proval process. If recurrent training
under §1570.111 of this subchapter is not
the same as initial training, a cur-
riculum or lesson plan for the recur-
rent training will need to be submitted
and approved by TSA.

(7) Plan for ensuring supervision of
untrained security-sensitive employees
performing functions identified in Ap-
pendix B to this part.

(8) Plan for notifying employees of
changes to security measures that
could change information provided in
previously provided training.
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(9) Method(s) for evaluating the effec-
tiveness of the security training pro-
gram in each area required by §1582.115
of this part.

(c) Relation to other training. (1)
Training conducted by owner/operators
to comply other requirements or stand-
ards, such as emergency preparedness
training required by the Department of
Transportation (DOT) (49 CFR part 239)
or other training for communicating
with emergency responders to arrange
the evacuation of passengers, may be
combined with and used to satisfy ele-
ments of the training requirements in
this subpart.

(2) If the owner/operator submits a
security training program that relies
on pre-existing or previous training
materials to meet the requirements of
subpart B, the program submitted for
approval must include an index, orga-
nized in the same sequence as the re-
quirements in this subpart.

(d) Submission and implementation.
The owner/operator must submit and
implement the security training pro-
gram in accordance with the schedules
identified in §§1570.109 and 1570.111 of
this subchapter.

§1582.115 Security training and
knowledge for security-sensitive
employees.

(a) Training required for security-sen-
sitive employees. No owner/operator re-
quired to have a security training pro-
gram under §1582.101 of this part may
use a security-sensitive employee to
perform a function identified in appen-
dix B to this part unless that indi-
vidual has received training as part of
a security training program approved
by TSA under 49 CFR part 1570, subpart
B, or is under the direct supervision of
an employee who has received the
training required by this section as ap-
plicable to that security-sensitive
function.

(b) Limits on use of untrained employ-
ees. Notwithstanding paragraph (a) of
this section, a security-sensitive em-
ployee may not perform a security-sen-
sitive function for more than sixty (60)
calendar days without receiving secu-
rity training.

(c) Prepare. Each owner/operator
must ensure that each of its security-
sensitive employees with position- or
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function-specific responsibilities under
the owner/operator’s security program
have knowledge of how to fulfill those
responsibilities in the event of a secu-
rity threat, breach, or incident to en-
sure—

(1) Employees with responsibility for
transportation security equipment and
systems are aware of their responsibil-
ities and can verify the equipment and
systems are operating and properly
maintained; and

(2) Employees with other duties and
responsibilities under the company’s
security plans and/or programs, includ-
ing those required by Federal law,
know their assignments and the steps
or resources needed to fulfill them.

(d) Observe. Each owner/operator
must ensure that each of its security-
sensitive employees has knowledge of
the observational skills necessary to
recognize—

(1) Suspicious and/or dangerous items
(such as substances, packages, or con-
ditions (for example, characteristics of
an IED and signs of equipment tam-
pering or sabotage);

(2) Combinations of actions and indi-
vidual behaviors that appear suspicious
and/or dangerous, inappropriate, incon-
sistent, or out of the ordinary for the
employee’s work environment, which
could indicate a threat to transpor-
tation security; and

(3) How a terrorist or someone with
malicious intent may attempt to gain
sensitive information or take advan-
tage of vulnerabilities.
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(e) Assess. Each owner/operator must
ensure that each of its security-sen-
sitive employees has knowledge nec-
essary to—

(1) Determine whether the item, indi-
vidual, behavior, or situation requires
a response as a potential terrorist
threat based on the respective trans-
portation environment; and

(2) Identify appropriate responses
based on observations and context.

(f) Respond. Bach owner/operator
must ensure that each of its security-
sensitive employees has knowledge of
how to—

(1) Appropriately report a security
threat, including knowing how and
when to report internally to other em-
ployees, supervisors, or management,
and externally to local, state, or Fed-
eral agencies according to the owner/
operator’s security procedures or other
relevant plans;

(2) Interact with the public and first
responders at the scene of the threat or
incident, including communication
with passengers on evacuation and any
specific procedures for individuals with
disabilities and the elderly; and

(3) Use any applicable self-defense de-
vices or other protective equipment
provided to employees by the owner/op-
erator.

APPENDIX A TO PART 1582—DETERMINA-
TIONS FOR PUBLIC TRANSPORTATION
AND PASSENGER RAILROADS

State Urban area

Systems

CA Bay Area ......cccoeeeiieinennne

Greater Los Angeles Area
(Los Angeles/Long Beach
and Anaheim/Santa Ana
urban Areas)..

Alameda-Contra Costa Transit District (AC Transit).

Altamont -Corridor Express (ACE).

City and County of San Francisco (San Francisco Bay Area Rapid Tran-
sit District) (BART).

Central Contra Costa Transit Authority.

<Golden Gate Bridge, Highway and Transportation District (GGBHTD).

Peninsula Corridor Joint Powers Board (PCJPB) (Caltrain).

San Francisco Municipal Railway (MUNI) (San Francisco Municipal
Transportation Agency).

San Mateo County Transit District (San Mateo County Transit Authority)
(SamTrans).

Santa Clara Valley Transportation Authority (VTA).

Transbay Joint Powers Authority.

City of Los Angeles Department of Transportation (LADOT)

Foothill Transit.

Long Beach Transit (LBT).

Los Angeles County Metropolitan Transportation Authority (LACMTA).

City of Montebello (Montebello Bus Lines) (MBL).

Omnitrans (OMNI).

Orange County Transportation Authority (OCTA).

City of Santa Monica (Santa Monica’s Big Blue Bus) (Big Blue Bus).

Southern California Regional Rail Authority (Metrolink).
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