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sensitive information or take advan-
tage of vulnerabilities. 

(e) Assess. Each owner/operator must 
ensure that each of its security-sen-
sitive employees has knowledge nec-
essary to— 

(1) Determine whether the item, indi-
vidual, behavior, or situation requires 
a response as a potential terrorist 
threat based on the respective trans-
portation environment; and 

(2) Identify appropriate responses 
based on observations and context. 

(f) Respond. Each owner/operator 
must ensure that each of its security- 
sensitive employees has knowledge of 
how to— 

(1) Appropriately report a security 
threat, including knowing how and 
when to report internally to other em-
ployees, supervisors, or management, 
and externally to local, state, or Fed-
eral agencies according to the owner/ 
operator’s security procedures or other 
relevant plans; 

(2) Interact with the public and first 
responders at the scene of the threat or 
incident, including communication 
with passengers on evacuation and any 
specific procedures for individuals with 
disabilities and the elderly; and 

(3) Use any applicable self-defense de-
vices or other protective equipment 
provided to employees by the owner/op-
erator. 

Subpart C—Operations 
§ 1580.201 Applicability. 

This subpart applies to the following: 
(1) Each owner/operator described in 

§ 1580.1(a)(1) of this part that transports 
one or more of the categories and quan-
tities of rail security-sensitive mate-
rials. 

(2) Each owner/operator described in 
§ 1580.1(a)(2) and (3) of this part. 

§ 1580.203 Location and shipping infor-
mation. 

(a) General requirement. Each owner/ 
operator described in § 1580.201 of this 
part must have procedures in place to 
determine the location and shipping in-
formation for each rail car under its 
physical custody and control that con-
tains one or more of the categories and 
quantities of rail security-sensitive 
materials. 

(b) Required information. The location 
and shipping information must include 
the following: 

(1) The rail car’s current location by 
city, county, and state, including, for 
freight railroad carriers, the railroad 
milepost, track designation, and the 
time that the rail car’s location was 
determined. 

(2) The rail car’s routing, if a freight 
railroad carrier. 

(3) A list of the total number of rail 
cars containing rail security-sensitive 
materials, broken down by— 

(i) The shipping name prescribed for 
the material in column 2 of the table in 
49 CFR 172.101; 

(ii) The hazard class or division num-
ber prescribed for the material in col-
umn 3 of the table in 49 CFR 172.101; 
and 

(iii) The identification number pre-
scribed for the material in column 4 of 
the table in 49 CFR 172.101. 

(4) Each rail car’s initial and number. 
(5) Whether the rail car is in a train, 

rail yard, siding, rail spur, or rail haz-
ardous materials shipper or receiver fa-
cility, including the name of the rail 
yard or siding designation. 

(c) Timing-Class I freight railroad car-
riers. Upon request by TSA, each Class 
I freight railroad carrier described in 
paragraph (a) of this section must pro-
vide the location and shipping informa-
tion to TSA no later than— 

(1) Five minutes if the request ap-
plies to a single (one) rail car; and 

(2) Thirty minutes if the request con-
cerns multiple rail cars or a geographic 
region. 

(d) Timing-other than Class I freight 
railroad carriers. Upon request by TSA, 
all owner/operators described in para-
graph (a) of this section, other than 
Class I freight railroad carriers, must 
provide the location and shipping infor-
mation to TSA no later than 30 min-
utes, regardless of the number of cars 
covered by the request. 

(e) Method. All owner/operators de-
scribed in paragraph (a) of this section 
must provide the requested location 
and shipping information to TSA by 
one of the following methods: 

(1) Electronic data transmission in 
spreadsheet format. 
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(2) Electronic data transmission in 
Hyper Text Markup Language (HTML) 
format. 

(3) Electronic data transmission in 
Extensible Markup Language (XML). 

(4) Facsimile transmission of a hard 
copy spreadsheet in tabular format. 

(5) Posting the information to a se-
cure website address approved by TSA. 

(6) Another format approved by TSA. 
(f) Telephone number. Each owner/op-

erator described in § 1580.201 of this 
part must provide a telephone number 
for use by TSA to request the informa-
tion required in paragraph (b) of this 
section. 

(1) The telephone number must be 
monitored at all times. 

(2) A telephone number that requires 
a call back (such as an answering serv-
ice, answering machine, or beeper de-
vice) does not meet the requirements 
of this paragraph. 

§ 1580.205 Chain of custody and con-
trol requirements. 

(a) Within or outside of an HTUA, rail 
hazardous materials shipper transferring 
to carrier. Except as provided in para-
graph (g) of this section, at each loca-
tion within or outside of an HTUA, a 
rail hazardous materials shipper trans-
ferring custody of a rail car containing 
one or more of the categories and quan-
tities of rail security-sensitive mate-
rials to a freight railroad carrier must 
do the following: 

(1) Physically inspect the rail car be-
fore loading for signs of tampering, in-
cluding closures and seals; other signs 
that the security of the car may have 
been compromised; and suspicious 
items or items that do not belong, in-
cluding the presence of an improvised 
explosive device. 

(2) Keep the rail car in a rail secure 
area from the time the security inspec-
tion required by paragraph (a)(1) of this 
section or by 49 CFR 173.31(d), which-
ever occurs first, until the freight rail-
road carrier takes physical custody of 
the rail car. 

(3) Document the transfer of custody 
to the railroad carrier in hard copy or 
electronically. 

(b) Within or outside of an HTUA, car-
rier receiving from a rail hazardous mate-
rials shipper. At each location within or 
outside of an HTUA where a freight 

railroad carrier receives from a rail 
hazardous materials shipper custody of 
a rail car containing one or more of the 
categories and quantities of rail secu-
rity-sensitive materials, the freight 
railroad carrier must document the 
transfer in hard copy or electronically 
and perform the required security in-
spection in accordance with 49 CFR 
174.9. 

(c) Within an HTUA, carrier transfer-
ring to carrier. Within an HTUA, when-
ever a freight railroad carrier transfers 
a rail car containing one or more of the 
categories and quantities of rail secu-
rity-sensitive materials to another 
freight railroad carrier, each freight 
railroad carrier must adopt and carry 
out procedures to ensure that the rail 
car is not left unattended at any time 
during the physical transfer of custody. 
These procedures must include the re-
ceiving freight railroad carrier per-
forming the required security inspec-
tion in accordance with 49 CFR 174.9. 
Both the transferring and the receiving 
railroad carrier must document the 
transfer of custody in hard copy or 
electronically. 

(d) Outside of an HTUA, carrier trans-
ferring to carrier. Outside an HTUA, 
whenever a freight railroad carrier 
transfers a rail car containing one or 
more of the categories and quantities 
of rail security-sensitive materials to 
another freight railroad carrier, and 
the rail car containing this hazardous 
material may subsequently enter an 
HTUA, each freight railroad carrier 
must adopt and carry out procedures to 
ensure that the rail car is not left un-
attended at any time during the phys-
ical transfer of custody. These proce-
dures must include the receiving rail-
road carrier performing the required 
security inspection in accordance with 
49 CFR 174.9. Both the transferring and 
the receiving railroad carrier must 
document the transfer of custody in 
hard copy or electronically. 

(e) Within an HTUA, carrier transfer-
ring to rail hazardous materials receiver. 
A freight railroad carrier delivering a 
rail car containing one or more of the 
categories and quantities of rail secu-
rity-sensitive materials to a rail haz-
ardous materials receiver located with-
in an HTUA must not leave the rail car 
unattended in a non-secure area until 
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