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(9) Method(s) for evaluating the effec-
tiveness of the security training pro-
gram in each area required by §1580.115
of this part.

(c) Relation to other training. (1)
Training conducted by owner/operators
to comply other requirements or stand-
ards, such as emergency preparedness
training required by the Department of
Transportation (DOT) (49 CFR part 239)
or other training for communicating
with emergency responders to arrange
the evacuation of passengers, may be
combined with and used to satisfy ele-
ments of the training requirements in
this subpart.

(2) If the owner/operator submits a
security training program that relies
on pre-existing or previous training
materials to meet the requirements of
subpart B, the program submitted for
approval must include an index, orga-
nized in the same sequence as the re-
quirements in this subpart.

(d) Submission and implementation.
The owner/operator must submit and
implement the security training pro-
gram in accordance with the schedules
identified in §§1570.109 and 1570.111 of
this subchapter.

§1580.115 Security training and
knowledge for security-sensitive
employees.

(a) Training required for security-sen-
sitive employees. No owner/operator re-
quired to have a security training pro-
gram under §1580.101 of this part may
use a security-sensitive employee to
perform a function identified in Appen-
dix B to this part, unless that indi-
vidual has received training as part of
a security training program approved
by TSA under 49 CFR part 1570, subpart
B, or is under the direct supervision of
an employee who has received the
training required by this section as ap-
plicable to that security-sensitive
function.

(b) Limits on use of untrained employ-
ees. Notwithstanding paragraph (a) of
this section, a security-sensitive em-
ployee may not perform a security-sen-
sitive function for more than sixty (60)
calendar days without receiving secu-
rity training.

(c) Prepare. (1) Each owner/operator
must ensure that each of its security-
sensitive employees with position- or
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function-specific responsibilities under
the owner/operator’s security program
has knowledge of how to fulfill those
responsibilities in the event of a secu-
rity threat, breach, or incident to en-
sure—

(i) Employees with responsibility for
transportation security equipment and
systems are aware of their responsibil-
ities and can verify the equipment and
systems are operating and properly
maintained; and

(ii) Employees with other duties and
responsibilities under the company’s
security plans and/or programs, includ-
ing those required by Federal law,
know their assignments and the steps
or resources needed to fulfill them.

(2) Each employee who performs any
security-related functions under
§1580.205 of this subpart must be pro-
vided training specifically applicable
to the functions the employee per-
forms. As applicable, this training
must address—

(i) Inspecting rail cars for signs of
tampering or compromise, IEDs, sus-
picious items, and items that do not
belong;

(ii) Identification of rail cars that
contain rail security-sensitive mate-
rials, including the owner/operator’s
procedures for identifying rail secu-
rity-sensitive material cars on train
documents, shipping papers, and in
computer train/car management sys-
tems; and

(iii) Procedures for completing trans-
fer of custody documentation.

(d) Observe. Each owner/operator
must ensure that each of its security-
sensitive employees has knowledge of
the observational skills necessary to
recognize—

(1) Suspicious and/or dangerous items
(such as substances, packages, or con-
ditions (for example, characteristics of
an IED and signs of equipment tam-
pering or sabotage);

(2) Combinations of actions and indi-
vidual behaviors that appear suspicious
and/or dangerous, inappropriate, incon-
sistent, or out of the ordinary for the
employee’s work environment, which
could indicate a threat to transpor-
tation security; and

(3) How a terrorist or someone with
malicious intent may attempt to gain
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sensitive information or take advan-
tage of vulnerabilities.

(e) Assess. Each owner/operator must
ensure that each of its security-sen-
sitive employees has knowledge nec-
essary to—

(1) Determine whether the item, indi-
vidual, behavior, or situation requires
a response as a potential terrorist
threat based on the respective trans-
portation environment; and

(2) Identify appropriate responses
based on observations and context.

(f) Respond. KEach owner/operator
must ensure that each of its security-
sensitive employees has knowledge of
how to—

(1) Appropriately report a security
threat, including knowing how and
when to report internally to other em-
ployees, supervisors, or management,
and externally to local, state, or Fed-
eral agencies according to the owner/
operator’s security procedures or other
relevant plans;

(2) Interact with the public and first
responders at the scene of the threat or
incident, including communication
with passengers on evacuation and any
specific procedures for individuals with
disabilities and the elderly; and

(3) Use any applicable self-defense de-
vices or other protective equipment
provided to employees by the owner/op-
erator.

Subpart C—Operations

§1580.201 Applicability.

This subpart applies to the following:

(1) Each owner/operator described in
§1580.1(a)(1) of this part that transports
one or more of the categories and quan-
tities of rail security-sensitive mate-
rials.

(2) Each owner/operator described in
§1580.1(a)(2) and (3) of this part.

§1580.203 Location and shipping infor-
mation.

(a) General requirement. Each owner/
operator described in §1580.201 of this
part must have procedures in place to
determine the location and shipping in-
formation for each rail car under its
physical custody and control that con-
tains one or more of the categories and
quantities of rail security-sensitive
materials.

§1580.203

(b) Required information. The location
and shipping information must include
the following:

(1) The rail car’s current location by
city, county, and state, including, for
freight railroad carriers, the railroad
milepost, track designation, and the
time that the rail car’s location was
determined.

(2) The rail car’s routing, if a freight
railroad carrier.

(3) A list of the total number of rail
cars containing rail security-sensitive
materials, broken down by—

(i) The shipping name prescribed for
the material in column 2 of the table in
49 CFR 172.101;

(ii) The hazard class or division num-
ber prescribed for the material in col-
umn 3 of the table in 49 CFR 172.101;
and

(iii) The identification number pre-
scribed for the material in column 4 of
the table in 49 CFR 172.101.

(4) Each rail car’s initial and number.

(5) Whether the rail car is in a train,
rail yard, siding, rail spur, or rail haz-
ardous materials shipper or receiver fa-
cility, including the name of the rail
yvard or siding designation.

(¢c) Timing-Class I freight railroad car-
riers. Upon request by TSA, each Class
I freight railroad carrier described in
paragraph (a) of this section must pro-
vide the location and shipping informa-
tion to TSA no later than—

(1) Five minutes if the request ap-
plies to a single (one) rail car; and

(2) Thirty minutes if the request con-
cerns multiple rail cars or a geographic
region.

(d) Timing-other than Class I freight
railroad carriers. Upon request by TSA,
all owner/operators described in para-
graph (a) of this section, other than
Class I freight railroad carriers, must
provide the location and shipping infor-
mation to TSA no later than 30 min-
utes, regardless of the number of cars
covered by the request.

(e) Method. All owner/operators de-
scribed in paragraph (a) of this section
must provide the requested location
and shipping information to TSA by
one of the following methods:

(1) Electronic data transmission in
spreadsheet format.
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