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Category Description
Cyber AHaCK ......cccoeeiriiicceceeeee Compromising, or attempting to compromise or disrupt the information/technology

Expressed or Implied Threat .............cce.ee..

Eliciting Information ...........cccccevviiiiniiiiens

Testing or Probing of Security ....................

Photography ........ccooeieieieiiieeieceees

Observation or Surveillance ........................

Materials Acquisition and/or Storage ..........

Weapons Discovery, Discharge, or Sei-
zure..

Suspicious Iltems or Activity ..........c.cccceeens

infrastructure of an owner/operator subject to this part.

Communicating a spoken or written threat to damage or compromise a facility/in-
frastructure/conveyance owned, operated, or used by an owner/operator subject
to this part (for example, a bomb threat or active shooter).

Questioning that may pose a risk to transportation or national security, such as
asking one or more employees of an owner/operator subject to this part about
particular facets of a facility’s conveyance’s purpose, operations, or security pro-
cedures.

Deliberate interactions with employees of an owner/operator subject to this part or
challenges to facilities or systems owned, operated, or used by an owner/oper-
ator subject to this part that reveal physical, personnel, or cyber security capa-
bilities.

Taking photographs or video of facilities, conveyances, or infrastructure owned, op-
erated, or used by an owner/operator subject to this part in a manner that may
pose a risk to transportation or national security. Examples include taking photo-
graphs or video of infrequently used access points, personnel performing secu-
rity functions (for example, patrols, badge/vehicle checking), or security-related
equipment (for example, perimeter fencing, security cameras).

Demonstrating unusual interest in facilities or loitering near conveyances, railcar
routing appliances or any potentially critical infrastructure owned or operated by
an owner/operator subject to this part in a manner that may pose a risk to trans-
portation or national security. Examples include observation through binoculars,
taking notes, or attempting to measure distances.

Acquisition and/or storage by an employee of an owner/operator subject to this
part of materials such as cell phones, pagers, fuel, chemicals, toxic materials,
and/or timers that may pose a risk to transportation or national security (for ex-
ample, storage of chemicals not needed by an employee for the performance of
his or her job duties).

Weapons or explosives in or around a facility, conveyance, or infrastructure of an
owner/operator subject to this part that may present a risk to transportation or
national security (for example, discovery of weapons inconsistent with the type
or quantity traditionally used by company security personnel).

Discovery or observation of suspicious items, activity or behavior in or around a fa-
cility, conveyance, or infrastructure of an owner/operator subject to this part that
results in the disruption or termination of operations (for example, halting the op-
eration of a conveyance while law enforcement personnel investigate a sus-
picious bag, briefcase, or package).

PART 1572—CREDENTIALING AND
SECURITY THREAT ASSESSMENTS

Subpart A—Procedures and General

Standards

Sec.
1572.1 Applicability.
1572.3 Scope.

Subpart B—Qualification Standards for
Security Threat Assessments

1572.101 Scope.

1572.103 Disqualifying criminal offenses.
1572.106 Immigration status.

1572.107 Other analyses.

1572.109 Mental capacity.
1572.111-1572.139 [Reserved]

1572.56 Standards for security threat assess-

ments.
1572.7 [Reserved]

Subpart C—Transportation of Hazardous
Materials From Canada or Mexico To

1572.9 Applicant information required for
HME security threat assessment.

1572.11 Applicant responsibilities for HME
security threat assessment.

1572.13 State responsibilities for issuance of
hazardous materials endorsement.

1572.15 Procedures for HME security threat
assessment.

1572.17 Applicant information required for
TWIC security threat assessment.

1572.19 Applicant responsibilities for a
TWIC security threat assessment.

1572.21 Procedures for TWIC security threat
assessment.

1572.23 TWIC expiration.

1572.24-1572.40 [Reserved]

and Within the United States by Land
Modes

1572.201 Transportation of hazardous mate-
rials via commercial motor vehicle from
Canada or Mexico to and within the
United States.

1572.203 Transportation of explosives from
Canada to the United States via railroad
carrier.

Subpart D [Reserved]
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Subpart E—Fees for Security Threat
Assessments for Hazmat Drivers

1572.400
1572.401
1572.403
1572.405

Scope and definitions.

Fee collection options.

Procedures for collection by States.
Procedures for collection by TSA.

Subpart F—Fees for Security Threat Assess-
ments for Transportation Worker Identi-
fication Credential (TWIC)

1572.500 Scope.
1572.501 Fee collection.

AUTHORITY: 46 U.S.C. 70105; 49 U.S.C. 114,
5103a, 40113, and 46105; 18 U.S.C. 842, 845; 6
U.S.C. 469.

SOURCE: 72 FR 3595, Jan. 25, 2007, unless
otherwise noted.

Subpart A—Procedures and
General Standards

§1572.1 Applicability.

This part establishes regulations for
credentialing and security threat as-
sessments for certain maritime and
land transportation workers.

§1572.3 Scope.

This part applies to—

(a) State agencies responsible for
issuing a hazardous materials endorse-
ment (HME); and

(b) An applicant who—

(1) Is qualified to hold a commercial
driver’s license under 49 CFR parts 383
and 384, and is applying to obtain,
renew, or transfer an HME; or

(2) Is applying to obtain or renew a
TWIC in accordance with 33 CFR parts
104 through 106 or 46 CFR part 10; is a
commercial driver licensed in Canada
or Mexico and is applying for a TWIC
to transport hazardous materials in ac-
cordance with 49 CFR 1572.201; or other
individuals approved by TSA.

[72 FR 3595, Jan. 25, 2007, as amended at 72
FR 55048, Sept. 28, 2007]

§1572.5 Standards for security threat
assessments.

(a) Standards. TSA determines that
an applicant poses a security threat
warranting denial of an HME or TWIC,
if—

(1) The applicant has a disqualifying
criminal offense described in 49 CFR
1572.103;

§1572.5

(2) The applicant does not meet the
immigration status requirements de-
scribed in 49 CFR 1572.105;

(3) TSA conducts the analyses de-
scribed in 49 CFR 1572.107 and deter-
mines that the applicant poses a secu-
rity threat; or

(4) The applicant has been adju-
dicated as lacking mental capacity or
committed to a mental health facility,
as described in 49 CFR 1572.109.

(b) Immediate Revocation/Invalidation.
TSA may invalidate a TWIC or direct a
State to revoke an HME immediately,
if TSA determines during the security
threat assessment that an applicant
poses an immediate threat to transpor-
tation security, national security, or of
terrorism.

(c) Violation of FMCSA Standards. The
regulations of the Federal Motor Car-
rier Safety Administration (FMCSA)
provide that an applicant is disquali-
fied from operating a commercial
motor vehicle for specified periods, if
he or she has an offense that is listed
in the FMCSA rules at 49 CFR 383.51. If
records indicate that an applicant has
committed an offense that would dis-
qualify the applicant from operating a
commercial motor vehicle under 49
CFR 383.51, TSA will not issue a Deter-
mination of No Security Threat until
the State or the FMCSA determine
that the applicant is not disqualified
under that section.

(d) Waiver. In accordance with the re-
quirements of §1515.7, applicants may
apply for a waiver of certain security
threat assessment standards.

(e) Comparability of Other Security
Threat Assessment Standards. TSA may
determine that security threat assess-
ments conducted by other govern-
mental agencies are comparable to the
threat assessment described in this
part, which TSA conducts for HME and
TWIC applicants.

(1) In making a comparability deter-
mination, TSA will consider—

(i) The minimum standards used for
the security threat assessment;

(ii) The frequency of the threat as-
sessment;

(iii) The date of the most recent
threat assessment; and

(iv) Whether the threat assessment
includes biometric identification and a
biometric credential.
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(2) To apply for a comparability de-
termination, the agency seeking the
determination must contact the Assist-
ant Program Manager, Attn: Federal
Agency Comparability Check, Hazmat
Threat Assessment Program, Transpor-
tation Security Administration, 601
South 12th Street, Arlington, VA 20598-
6019.

(3) TSA will notify the public when a
comparability determination is made.

(4) An applicant, who has completed
a security threat assessment that is de-
termined to be comparable under this
section to the threat assessment de-
scribed in this part, must complete the
enrollment process and provide biomet-
ric information to obtain a TWIC, if
the applicant seeks unescorted access
to a secure area of a vessel or facility.
The applicant must pay the fee listed
in 49 CFR 1572.503 for information col-
lection/credential issuance.

(6) TSA has determined that the se-
curity threat assessment for an HME
under this part is comparable to the se-
curity threat assessment for TWIC.

(6) TSA has determined that the se-
curity threat assessment for a FAST
card, under the Free and Secure Trade
program administered by U.S. Customs
and Border Protection, is comparable
to the security threat assessment de-
scribed in this part.

[72 FR 3595, Jan. 25, 2007, as amended at 77
FR 18717, Mar. 28, 2012]

§1572.7 [Reserved]

§1572.9 Applicant information re-
quired for HME security threat as-
sessment.

An applicant must supply the infor-
mation required in this section, in a
form acceptable to TSA, when applying
to obtain or renew an HME. When ap-
plying to transfer an HME from one
State to another, 49 CFR 1572.13(e) ap-
plies.

(a) Except as provided in (a)(12)
through (16), the applicant must pro-
vide the following identifying informa-
tion:

(1) Legal name, including first, mid-
dle, and last; any applicable suffix; and
any other name used previously.

(2) Current and previous mailing ad-
dress, current residential address if it
differs from the current mailing ad-

49 CFR Ch. XII (10-1-24 Edition)

dress, and e-mail address if available. If
the applicant prefers to receive cor-
respondence and notification via e-
mail, the applicant should so state.

(3) Date of birth.

(4) Gender.

(5) Height, weight, hair color, and eye
color.

(6) City, state, and country of birth.

(7) Immigration status and, if the ap-
plicant is a naturalized citizen of the
United States, the date of naturaliza-
tion.

(8) Alien registration number, if ap-
plicable.

(9) The State of application, CDL
number, and type of HME(s) held.

(10) Name, telephone number, fac-
simile number, and address of the ap-
plicant’s current employer(s), if the ap-
plicant’s work for the employer(s) re-
quires an HME. If the applicant’s cur-
rent employer is the U.S. military
service, include branch of the service.

(11) Whether the applicant is apply-
ing to obtain, renew, or transfer an
HME or for a waiver.

(12) Social security number. Pro-
viding the social security number is
voluntary; however, failure to provide
it will delay and may prevent comple-
tion of the threat assessment.

(13) Passport number. This informa-
tion is voluntary and may expedite the
adjudication process for applicants who
are U.S. citizens born abroad.

(14) Department of State Consular
Report of Birth Abroad. This informa-
tion is voluntary and may expedite the
adjudication process for applicants who
are U.S. citizens born abroad.

(15) Whether the applicant has pre-
viously completed a TSA threat assess-
ment, and if so the date and program
for which it was completed. This infor-
mation is voluntary and may expedite
the adjudication process for applicants
who have completed a TSA security
threat assessment.

(16) Whether the applicant currently
holds a federal security clearance, and
if so, the date of and agency for which
the clearance was performed. This in-
formation is voluntary and may expe-
dite the adjudication process for appli-
cants who have completed a federal se-
curity threat assessment.
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(b) The applicant must provide a
statement, signature, and date of sig-
nature that he or she—

(1) Was not convicted, or found not
guilty by reason of insanity, of a dis-
qualifying crime listed in 49 CFR
1572.103(b), in a civilian or military ju-
risdiction, during the seven years be-
fore the date of the application, or is
applying for a waiver;

(2) Was not released from incarcer-
ation, in a civilian or military jurisdic-
tion, for committing a disqualifying
crime listed in 49 CFR 1572.103(b), dur-
ing the five years before the date of the
application, or is applying for a waiver;

(3) Is not wanted, or under indict-
ment, in a civilian or military jurisdic-
tion, for a disqualifying criminal of-
fense identified in 49 CFR 1572.103, or is
applying for a waiver;

(4) Was not convicted, or found not
guilty by reason of insanity, of a dis-
qualifying criminal offense identified
in 49 CFR 1572.103(a), in a civilian or
military jurisdiction, or is applying for
a waiver;

(5) Has not been adjudicated as lack-
ing mental capacity or committed to a
mental health facility involuntarily or
is applying for a waiver;

(6) Meets the immigration status re-
quirements described in 49 CFR
1572.105;

(7) Has or has not served in the mili-
tary, and if so, the branch in which he
or she served, the date of discharge,
and the type of discharge; and

(8) Has been informed that Federal
regulations, under 49 CFR 1572.11, im-
pose a continuing obligation on the
HME holder to disclose to the State if
he or she is convicted, or found not
guilty by reason of insanity, of a dis-
qualifying crime, adjudicated as lack-
ing mental capacity, or committed to a
mental health facility.

(c) The applicant must certify and
date receipt the following statement:

Privacy Act Notice: Authority: The au-
thority for collecting this information is 49
U.S.C. 114, 40113, and 5103a. Purpose: This in-
formation is needed to verify your identity
and to conduct a security threat assessment
to evaluate your suitability for a hazardous
materials endorsement for a commercial
driver’s license. Furnishing this information,
including your SSN or alien registration
number, is voluntary; however, failure to
provide it will delay and may prevent com-

§1572.11

pletion of your security threat assessment.
Routine Uses: Routine uses of this informa-
tion include disclosure to the FBI to retrieve
your criminal history record; to TSA con-
tractors or other agents who are providing
services relating to the security threat as-
sessments; to appropriate governmental
agencies for licensing, law enforcement, or
security purposes, or in the interests of na-
tional security; and to foreign and inter-
national governmental authorities in accord-
ance with law and international agreement.

(d) The applicant must certify and
date receipt the following statement,
immediately before the signature line:

The information I have provided on this
application is true, complete, and correct, to
the best of my knowledge and belief, and is
provided in good faith. I understand that a
knowing and willful false statement, or an
omission of a material fact on this applica-
tion can be punished by fine or imprison-
ment or both (See section 1001 of Title 18
United States Code), and may be grounds for
denial of a hazardous materials endorsement.

(e) The applicant must certify the
following statement in writing:

I acknowledge that if the Transportation
Security Administration determines that I
pose a security threat, my employer, as list-
ed on this application, may be notified. If
TSA or other law enforcement agency be-
comes aware of an imminent threat to a
maritime facility or vessel, TSA may pro-
vide limited information necessary to reduce
the risk of injury or damage to the facility
or vessel.

§1572.11 Applicant responsibilities for
HME security threat assessment.

(a) Surrender of HME. If an individual
is disqualified from holding an HME
under 49 CFR 1572.5(c), he or she must
surrender the HME to the licensing
State. Failure to surrender the HME to
the State may result in immediate rev-
ocation under 49 CFR 1572.13(a) and/or
civil penalties.

(b) Continuing responsibilities. An indi-
vidual who holds an HME must sur-
render the HME as required in para-
graph (a) of this section within 24
hours, if the individual—

(1) Is convicted of, wanted, under in-
dictment or complaint, or found not
guilty by reason of insanity, in a civil-
ian or military jurisdiction, for a dis-
qualifying criminal offense identified
in 49 CFR 1572.103; or

(2) Is adjudicated as lacking mental
capacity, or committed to a mental
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health facility, as described in 49 CFR
1572.109; or

(3) Renounces or loses U.S. citizen-
ship or status as a lawful permanent
resident; or

(4) Violates his or her immigration
status, and/or is ordered removed from
the United States.

(c) Submission of fingerprints and infor-
mation. (1) An HME applicant must sub-
mit fingerprints and the information
required in 49 CFR 1572.9, in a form ac-
ceptable to TSA, when so notified by
the State, or when the applicant ap-
plies to obtain or renew an HME. The
procedures outlined in 49 CFR 1572.13(e)
apply to HME transfers.

(2) When submitting fingerprints and
the information required in 49 CFR
1572.9, the fee described in 49 CFR
1572.503 must be remitted to TSA.

§1572.13 State responsibilities for
issuance of hazardous materials en-
dorsement.

Each State must revoke an individ-
ual’s HME immediately, if TSA in-
forms the State that the individual
does not meet the standards for secu-
rity threat assessment in 49 CFR 1572.5
and issues an Initial Determination of
Threat Assessment and Immediate
Revocation.

(a) No State may issue or renew an
HME for a CDL, unless the State re-
ceives a Determination of No Security
Threat from TSA.

(b) Bach State must notify each indi-
vidual holding an HME issued by that
State that he or she will be subject to
the security threat assessment de-
scribed in this part as part of an appli-
cation for renewal of the HME, at least
60 days prior to the expiration date of
the individual’s HME. The notice must
inform the individual that he or she
may initiate the security threat assess-
ment required by this section at any
time after receiving the notice, but no
later than 60 days before the expiration
date of the individual’s HME.

(c) The State that issued an HME
may extend the expiration date of the
HME for 90 days, if TSA has not pro-
vided a Determination of No Security
Threat or a Final Determination of
Threat Assessment before the expira-
tion date. Any additional extension
must be approved in advance by TSA.

49 CFR Ch. XII (10-1-24 Edition)

(d) Within 15 days of receipt of a De-
termination of No Security Threat or
Final Determination of Threat Assess-
ment from TSA, the State must—

(1) Update the applicant’s permanent
record to reflect:

(i) The results of the security threat
assessment;

(ii) The issuance or denial of an HME;
and

(iii) The new expiration date of the
HME.

(2) Notify the Commercial Drivers Li-
cense Information System (CDLIS) op-
erator of the results of the security
threat assessment.

(3) Revoke or deny the applicant’s
HME if TSA serves the State with a
Final Determination of Threat Assess-
ment.

(e) For applicants who apply to
transfer an existing HME from one
State to another, the second State will
not require the applicant to undergo a
new security threat assessment until
the security threat assessment renewal
period established in the preceding
issuing State, not to exceed five years,
expires.

(f) A State that is not using TSA’s
agent to conduct enrollment for the se-
curity threat assessment must retain
the application and information re-
quired in 49 CFR 1572.9, for at least one
year, in paper or electronic form.

§1572.15 Procedures for HME security
threat assessment.

(a) Contents of security threat assess-
ment. The security threat assessment
TSA completes includes a fingerprint-
based criminal history records check
(CHRC), an intelligence-related back-
ground check, and a final disposition.

(b) Fingerprint-based check. In order
to conduct a fingerprint-based CHRC,
the following procedures must be com-
pleted:

(1) The State notifies the applicant
that he or she will be subject to the se-
curity threat assessment at least 60
days prior to the expiration of the ap-
plicant’s HME, and that the applicant
must begin the security threat assess-
ment no later than 30 days before the
date of the expiration of the HME.

(2) Where the State elects to collect
fingerprints and applicant information,
the State—
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(i) Collects fingerprints and applicant
information required in 49 CFR 1572.9;

(ii) Provides the applicant informa-
tion to TSA electronically, unless oth-
erwise authorized by TSA;

(iii) Transmits the fingerprints to the
FBI/Criminal Justice Information
Services (CJIS), in accordance with the
FBI/CJIS fingerprint submission stand-
ards; and

(iv) Retains the signed application, in
paper or electronic form, for one year
and provides it to TSA, if requested.

(3) Where the State elects to have a
TSA agent collect fingerprints and ap-
plicant information—

(i) TSA provides a copy of the signed
application to the State;

(ii) The State retains the signed ap-
plication, in paper or electronic form,
for one year and provides it to TSA, if
requested; and

(iii) TSA transmits the fingerprints
to the FBI/CJIS, in accordance with
the FBI/CJIS fingerprint submission
standards.

(4) TSA receives the results from the
FBI/CJIS and adjudicates the results of
the check, in accordance with 49 CFR
1572.103 and, if applicable, 49 CFR
1572.107.

(c) Intelligence-related check. To con-
duct an intelligence-related check,
TSA completes the following proce-
dures:

(1) Reviews the applicant information
required in 49 CFR 1572.9.

(2) Searches domestic and inter-
national Government databases de-
scribed in 49 CFR 1572.105, 1572.107, and
1572.109.

(3) Adjudicates the results of the
check in accordance with 49 CFR
1572.108, 1572.105, 1572.107, and 1572.109.

(d) Final disposition. Following com-
pletion of the procedures described in
paragraphs (b) and/or (c) of this sec-
tion, the following procedures apply, as
appropriate:

(1) TSA serves a Determination of No
Security Threat on the State in which
the applicant is authorized to hold an
HME, if TSA determines that an appli-
cant meets the security threat assess-
ment standards described in 49 CFR
1572.5.

(2) TSA serves an Initial Determina-
tion of Threat Assessment on the appli-
cant, if TSA determines that the appli-

§1572.15

cant does not meet the security threat
assessment standards described in 49
CFR 1572.5. The Initial Determination
of Threat Assessment includes—

(i) A statement that TSA has deter-
mined that the applicant poses a secu-
rity threat warranting denial of the
HME;

(ii) The basis for the determination;

(iii) Information about how the appli-
cant may appeal the determination, as
described in 49 CFR 1515.5 or 1515.9, as
applicable; and

(iv) A statement that if the applicant
chooses not to appeal TSA’s determina-
tion within 60 days of receipt of the
Initial Determination, or does not re-
quest an extension of time within 60
days of receipt of the Initial Deter-
mination in order to file an appeal, the
Initial Determination becomes a Final
Determination of Security Threat As-
sessment.

(3) TSA serves an Initial Determina-
tion of Threat Assessment and Imme-
diate Revocation on the applicant, the
applicant’s employer where appro-
priate, and the State, if TSA deter-
mines that the applicant does not meet
the security threat assessment stand-
ards described in 49 CFR 1572.5 and may
pose an imminent threat to transpor-
tation or national security, or of ter-
rorism. The Initial Determination of
Threat Assessment and Immediate
Revocation includes—

(i) A statement that TSA has deter-
mined that the applicant poses a secu-
rity threat warranting immediate rev-
ocation of an HME;

(ii) The basis for the determination;

(iii) Information about how the appli-
cant may appeal the determination, as
described in 49 CFR 1515.5(h) or
1515.9(f), as applicable; and

(iv) A statement that if the applicant
chooses not to appeal TSA’s determina-
tion within 60 days of receipt of the
Initial Determination and Immediate
Revocation, the Initial Determination
and Immediate Revocation becomes a
Final Determination of Threat Assess-
ment.

(4) If the applicant does not appeal
the Initial Determination of Threat As-
sessment or Initial Determination of
Threat Assessment and Immediate
Revocation, TSA serves a Final Deter-
mination of Threat Assessment on the
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State in which the applicant applied
for the HME, the applicant’s employer
where appropriate, and on the appli-
cant, if the appeal of the Initial Deter-
mination results in a finding that the
applicant poses a security threat.

(5) If the applicant appeals the Initial
Determination of Threat Assessment
or the Initial Determination of Threat
Assessment and Immediate Revoca-
tion, the procedures in 49 CFR 1515.5 or
1515.9 apply.

(6) Applicants who do not meet cer-
tain standards in 49 CFR 1572.103,
1572.105, or 1572.109 may seek a waiver
in accordance with 49 CFR 1515.7.

§1572.17 Applicant information re-
quired for TWIC security threat as-
sessment.

An applicant must supply the infor-
mation required in this section, in a
form acceptable to TSA, when applying
to obtain or renew a TWIC.

(a) Except as provided in (a)(12)
through (16), the applicant must pro-
vide the following identifying informa-
tion:

(1) Legal name, including first, mid-
dle, and last; any applicable suffix; and
any other name used previously.

(2) Current and previous mailing ad-
dress, current residential address if it
differs from the current mailing ad-
dress, and e-mail address if available. If
the applicant wishes to receive notifi-
cation that the TWIC is ready to be re-
trieved from the enrollment center via
telephone rather than e-mail address,
the applicant should state this and pro-
vide the correct telephone number.

(3) Date of birth.

(4) Gender.

(5) Height, weight, hair color, and eye
color.

(6) City, state, and country of birth.

(7) Immigration status, and

(i) If the applicant is a naturalized
citizen of the United States, the date of
naturalization;

(ii) If the applicant is present in the
United States based on a Visa, the type
of Visa, the Visa number, and the date
on which it expires; and

(iii) If the applicant is a commercial
driver licensed in Canada and does not
hold a FAST card, a Canadian passport.

(8) If not a national or citizen of the
United States, the alien registration
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number and/or the number assigned to
the applicant on the U.S. Customs and
Border Protection Arrival-Departure
Record, Form I-94.

(9) Except as described in paragraph
(a)(9)(1) of this section, the reason that
the applicant requires a TWIC, includ-
ing, as applicable, the applicant’s job
description and the primary facility,
vessel, or maritime port location(s)
where the applicant will most likely
require unescorted access, if known.
This statement does not limit access to
other facilities, vessels, or ports, but
establishes eligibility for a TWIC.

(i) Applicants who are commercial
drivers licensed in Canada or Mexico
who are applying for a TWIC in order
to transport hazardous materials in ac-
cordance with 49 CFR 1572.201 and not
to access secure areas of a facility or
vessel, must explain this in response to
the information requested in paragraph
(a)(9) of this section.

(10) The name, telephone number,
and address of the applicant’s current
employer(s), if working for the em-
ployer requires a TWIC. If the appli-
cant’s current employer is the U.S.
military service, include the branch of
the service. An applicant whose cur-
rent employer does not require posses-
sion of a TWIC, does not have a single
employer, or is self-employed, must
provide the primary vessel or port loca-
tion(s) where the applicant requires
unescorted access, if known. This
statement does not limit access to
other facilities, vessels, or ports, but
establishes eligibility for a TWIC.

(11) If a credentialed mariner or ap-
plying to become a credentialed mar-
iner, proof of citizenship as required in
46 CFR chapter I, subchapter B.

(12) Social security number. Pro-
viding the social security number is
voluntary; however, failure to provide
it will delay and may prevent comple-
tion of the threat assessment.

(13) Passport number, city of
issuance, date of issuance, and date of
expiration. This information is vol-
untary and may expedite the adjudica-
tion process for applicants who are
U.S. citizens born abroad.

(14) Department of State Consular
Report of Birth Abroad. This informa-
tion is voluntary and may expedite the
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adjudication process for applicants who
are U.S. citizens born abroad.

(156) Whether the applicant has pre-
viously completed a T'SA threat assess-
ment, and if so the date and program
for which it was completed. This infor-
mation is voluntary and may expedite
the adjudication process for applicants
who have completed a TSA security
threat assessment.

(16) Whether the applicant currently
holds a federal security clearance, and
if so, the date of and agency for which
the clearance was performed. This in-
formation is voluntary and may expe-
dite the adjudication process for appli-
cants who have completed a federal se-
curity threat assessment.

(b) The applicant must provide a
statement, signature, and date of sig-
nature that he or she—

(1) Was not convicted, or found not
guilty by reason of insanity, of a dis-
qualifying crime listed in 49 CFR
1572.103(b), in a civilian or military ju-
risdiction, during the seven years be-
fore the date of the application, or is
applying for a waiver;

(2) Was not released from incarcer-
ation, in a civilian or military jurisdic-
tion, for committing a disqualifying
crime listed in 49 CFR 1572.103(b), dur-
ing the five years before the date of the
application, or is applying for a waiver;

(3) Is not wanted, or under indict-
ment, in a civilian or military jurisdic-
tion, for a disqualifying criminal of-
fense identified in 49 CFR 1572.103, or is
applying for a waiver;

(4) Was not convicted, or found not
guilty by reason of insanity, of a dis-
qualifying criminal offense identified
in 49 CFR 1572.103(a), in a civilian or
military jurisdiction, or is applying for
a waiver;

() Has not been adjudicated as lack-
ing mental capacity, or committed to a
mental health facility involuntarily, or
is applying for a waiver;

(6) Meets the immigration status re-
quirements described in 49 CFR
1572.105;

(7) Has, or has not, served in the mili-
tary, and if so, the branch in which he
or she served, the date of discharge,
and the type of discharge; and

(8) Has been informed that Federal
regulations under 49 CFR 1572.19 im-
pose a continuing obligation on the

§1572.17

TWIC holder to disclose to TSA if he or
she is convicted, or found not guilty by
reason of insanity, of a disqualifying
crime, adjudicated as lacking mental
capacity, or committed to a mental
health facility.

(c) Applicants, applying to obtain or
renew a TWIC, must submit biometric
information to be used for identity
verification purposes. If an individual
cannot provide the selected biometric,
TSA will collect an alternative biomet-
ric identifier.

(d) The applicant must certify and
date receipt the following statement:

Privacy Act Notice: Authority: The au-
thority for collecting this information is 49
U.S.C. 114, 40113, and 5103a. Purpose: This in-
formation is needed to verify your identity
and to conduct a security threat assessment
to evaluate your suitability for a Transpor-
tation Worker Identification Credential.
Furnishing this information, including your
SSN or alien registration number, is vol-
untary; however, failure to provide it will
delay and may prevent completion of your
security threat assessment. Routine Uses:
Routine uses of this information include dis-
closure to the FBI to retrieve your criminal
history record; to TSA contractors or other
agents who are providing services relating to
the security threat assessments; to appro-
priate governmental agencies for licensing,
law enforcement, or security purposes, or in
the interests of national security; and to for-
eign and international governmental au-
thorities in accordance with law and inter-
national agreement.

(e) The applicant must certify the
following statement in writing:

As part of my employment duties, I am re-
quired to have unescorted access to secure
areas of maritime facilities or vessels in
which a Transportation Worker Identifica-
tion Credential is required; I am now, or I
am applying to be, a credentialed merchant
mariner; or I am a commercial driver li-
censed in Canada or Mexico transporting
hazardous materials in accordance with 49
CFR 1572.201.

(f) The applicant must certify and
date receipt the following statement,
immediately before the signature line:

The information I have provided on this
application is true, complete, and correct, to
the best of my knowledge and belief, and is
provided in good faith. I understand that a
knowing and willful false statement, or an
omission of a material fact on this applica-
tion, can be punished by fine or imprison-
ment or both (see section 1001 of Title 18
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United States Code), and may be grounds for
denial of a Transportation Worker Identi-
fication Credential.

(g) The applicant must certify the
following statement in writing:

I acknowledge that if the Transportation
Security Administration determines that I
pose a security threat, my employer, as list-
ed on this application, may be notified. If
TSA or other law enforcement agency be-
comes aware of an imminent threat to a
maritime facility or vessel, TSA may pro-
vide limited information necessary to reduce
the risk of injury or damage to the facility
or vessel.

§1572.19 Applicant responsibilities for
a TWIC security threat assessment.

(a) Implementation schedule. Except as
provided in paragraph (b) of this sec-
tion, applicants must provide the infor-
mation required in 49 CFR 1572.17, when
so directed by the owner/operator.

(b) Implementation schedule for certain
mariners. An applicant, who holds a
Merchant Mariner Document (MMD)
issued after February 3, 2003, and be-
fore April 15, 2009, or a Merchant Ma-
rine License (License) issued after Jan-
uary 13, 2006, and before April 15, 2009,
must submit the information required
in this section, but is not required to
undergo the security threat assessment
described in this part.

(c) Surrender of TWIC. The TWIC is
property of the Transportation Secu-
rity Administration. If an individual is
disqualified from holding a TWIC under
49 CFR 1572.5, he or she must surrender
the TWIC to TSA. Failure to surrender
the TWIC to TSA may result in imme-
diate revocation under 49 CFR 1572.5(b)
and/or civil penalties.

(d) Continuing responsibilities. An indi-
vidual who holds a TWIC must sur-
render the TWIC, as required in para-
graph (a) of this section, within 24
hours if the individual—

(1) Is convicted of, wanted, under in-
dictment or complaint, or found not
guilty by reason of insanity, in a civil-
ian or military jurisdiction, for a dis-
qualifying criminal offense identified
in 49 CFR 1572.103; or

(2) Is adjudicated as lacking mental
capacity or committed to a mental
health facility, as described in 49 CFR
1572.109; or

49 CFR Ch. XII (10-1-24 Edition)

(3) Renounces or loses U.S. citizen-
ship or status as a lawful permanent
resident; or

(4) Violates his or her immigration
status and/or is ordered removed from
the United States.

(e) Submission of fingerprints and infor-
mation. (1) TWIC applicants must sub-
mit fingerprints and the information
required in 49 CFR 1572.17, in a form ac-
ceptable to TSA, to obtain or renew a
TWIC.

(2) When submitting fingerprints and
the information required in 49 CFR
1572.17, the fee required in 49 CFR
1572.503 must be remitted to TSA.

(f) Lost, damaged, or stolen credentials.
If an individual’s TWIC is damaged, or
if a TWIC holder loses possession of his
or her credential, he or she must notify
TSA immediately.

[72 FR 3595, Jan. 25, 2007, as amended at 72
FR 55048, Sept. 28, 2007; 73 FR 25566, May 7,
2008]

§1572.21 Procedures for TWIC secu-
rity threat assessment.

(a) Contents of security threat assess-
ment. The security threat assessment
TSA conducts includes a fingerprint-
based criminal history records check
(CHRC), an intelligence-related check,
and a final disposition.

(b) Fingerprint-based check. The fol-
lowing procedures must be completed
to conduct a fingerprint-based CHRC:

(1) Consistent with the implementa-
tion schedule described in 49 CFR
1572.19(a) and (b), and as required in 33
CFR 104.200, 105.200, or 106.200, appli-
cants are notified.

(2) During enrollment, TSA—

(i) Collects fingerprints, applicant in-
formation, and the fee required in 49
CFR 1572.17;

(ii) Transmits the fingerprints to the
FBI/CJIS in accordance with the FBI/
CJIS fingerprint submission standards.

(iii) Receives and adjudicates the re-
sults of the check from FBI/CJIS, in
accordance with 49 CFR 1572.103 and, if
applicable, 49 CFR 1572.107.

(c) Intelligence-related check. To con-
duct an intelligence-related check,
TSA completes the following proce-
dures:

(1) Reviews the applicant information
required in 49 CFR 1572.17;
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(2) Searches domestic and inter-
national Government databases re-
quired to determine if the applicant
meets the requirements of 49 CFR
1572.105, 1572.107, and 1572.109;

(3) Adjudicates the results of the
check in accordance with 49 CFR
1572.108, 1572.105, 1572.107, and 1572.109.

(d) Final disposition. Following com-
pletion of the procedures described in
paragraphs (b) and/or (c) of this sec-
tion, the following procedures apply, as
appropriate:

(1) TSA serves a Determination of No
Security Threat on the applicant if
TSA determines that the applicant
meets the security threat assessment
standards described in 49 CFR 1572.5. In
the case of a mariner, TSA also serves
a Determination of No Security Threat
on the Coast Guard.

(2) TSA serves an Initial Determina-
tion of Threat Assessment on the appli-
cant if TSA determines that the appli-
cant does not meet the security threat
assessment standards described in 49
CFR 1572.5. The Initial Determination
of Threat Assessment includes—

(i) A statement that TSA has deter-
mined that the applicant poses a secu-
rity threat warranting denial of the
TWIC;

(ii) The basis for the determination;

(iii) Information about how the appli-
cant may appeal the determination, as
described in 49 CFR 1515.5 or 1515.9, as
applicable; and

(iv) A statement that if the applicant
chooses not to appeal TSA’s determina-
tion within 60 days of receipt of the
Initial Determination, or does not re-
quest an extension of time within 60
days of receipt of the Initial Deter-
mination in order to file an appeal, the
Initial Determination becomes a Final
Determination of Security Threat As-
sessment.

(3) TSA serves an Initial Determina-
tion of Threat Assessment and Imme-
diate Revocation on the applicant, the
applicant’s employer where appro-
priate, the FMSC, and in the case of a
mariner applying for a TWIC, on the
Coast Guard, if TSA determines that
the applicant does not meet the secu-
rity threat assessment standards de-
scribed in 49 CFR 1572.5 and may pose
an imminent security threat. The Ini-
tial Determination of Threat Assess-

§1572.23

ment and Immediate Revocation in-
cludes—

(i) A statement that TSA has deter-
mined that the applicant poses a secu-
rity threat warranting immediate rev-
ocation of a TWIC and unescorted ac-
cess to secure areas;

(ii) The basis for the determination;

(iii) Information about how the appli-
cant may appeal the determination, as
described in 49 CFR 1515.5(h) or
1515.9(f), as applicable; and

(iv) A statement that if the applicant
chooses not to appeal TSA’s determina-
tion within 60 days of receipt of the
Initial Determination and Immediate
Revocation, the Initial Determination
and Immediate Revocation becomes a
Final Determination of Threat Assess-
ment.

(4) If the applicant does not appeal
the Initial Determination of Threat As-
sessment or Initial Determination of
Threat Assessment and Immediate
Revocation, TSA serves a Final Deter-
mination of Threat Assessment on the
FMSC and in the case of a mariner, on
the Coast Guard, and the applicant’s
employer where appropriate.

(5) If the applicant appeals the Initial
Determination of Threat Assessment
or the Initial Determination of Threat
Assessment and Immediate Revoca-
tion, the procedures in 49 CFR 1515.5 or
1515.9 apply.

(6) Applicants who do not meet cer-
tain standards in 49 CFR 1572.103,
1572.105, or 1572.109 may seek a waiver
in accordance with 49 CFR 1515.7.

§1572.23 TWIC expiration.

(a) A TWIC expires five years after
the date it was issued at the end of the
calendar day, except as follows:

(1) The TWIC was issued based on a
determination that the applicant com-
pleted a comparable threat assessment.
If issued pursuant to a comparable
threat assessment, the TWIC expires
five years from the date on the creden-
tial associated with the comparable
threat assessment.

(2) The applicant is in a lawful non-
immigrant status category listed in
1572.105(a)(7), and the status expires,
the employer terminates the employ-
ment relationship with the applicant,
or the applicant otherwise ceases work-
ing for the employer. Under any of
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these circumstances, TSA deems the
TWIC to have expired regardless of the
expiration date on the face of the
TWIC.

(b) TSA may issue a TWIC for a term
less than five years to match the expi-
ration of a visa.

§§1572.24-1572.40 [Reserved]

Subpart B—Standards for Security
Threat Assessments

§1572.101 Scope.

This subpart applies to applicants
who hold or are applying to obtain or
renew an HME or TWIC, or transfer an
HME. Applicants for an HME also are
subject to safety requirements issued
by the Federal Motor Carrier Safety
Administration under 49 CFR part 383
and by the State issuing the HME, in-
cluding additional immigration status
and criminal history standards.

§1572.103 Disqualifying criminal of-
fenses.

(a) Permanent disqualifying criminal of-
fenses. An applicant has a permanent
disqualifying offense if convicted, or
found not guilty by reason of insanity,
in a civilian or military jurisdiction of
any of the following felonies:

(1) Espionage or conspiracy to com-
mit espionage.

(2) Sedition, or conspiracy to commit
sedition.

(3) Treason, or conspiracy to commit
treason.

(4) A federal crime of terrorism as de-
fined in 18 U.S.C. 2332b(g), or com-
parable State law, or conspiracy to
commit such crime.

(6) A crime involving a transpor-
tation security incident. A transpor-
tation security incident is a security
incident resulting in a significant loss
of life, environmental damage, trans-
portation system disruption, or eco-
nomic disruption in a particular area,
as defined in 46 U.S.C. 70101. The term
‘“‘economic disruption’” does not in-
clude a work stoppage or other em-
ployee-related action not related to
terrorism and resulting from an em-
ployer-employee dispute.

(6) Improper transportation of a haz-
ardous material under 49 U.S.C. 5124, or
a State law that is comparable.

49 CFR Ch. XII (10-1-24 Edition)

(7) Unlawful possession, use, sale, dis-
tribution, manufacture, purchase, re-
ceipt, transfer, shipping, transporting,
import, export, storage of, or dealing in
an explosive or explosive device. An ex-
plosive or explosive device includes,
but is not limited to, an explosive or
explosive material as defined in 18
U.S.C. 232(5), 841(c) through 841(f), and
844(j); and a destructive device, as de-
fined in 18 U.S.C. 921(a)(4) and 26 U.S.C.
5845(f).

(8) Murder.

(9) Making any threat, or maliciously
conveying false information knowing
the same to be false, concerning the de-
liverance, placement, or detonation of
an explosive or other lethal device in
or against a place of public use, a state
or government facility, a public trans-
portations system, or an infrastructure
facility.

(10) Violations of the Racketeer In-
fluenced and Corrupt Organizations
Act, 18 U.S.C. 1961, et seq., or a com-
parable State law, where one of the
predicate acts found by a jury or ad-
mitted by the defendant, consists of
one of the crimes listed in paragraph
(a) of this section.

(11) Attempt to commit the crimes in
paragraphs (a)(1) through (a)4).

(12) Conspiracy or attempt to commit
the crimes in paragraphs (a)(5) through
(a)(10).

(b) Interim disqualifying criminal of-
fenses. (1) The felonies listed in para-
graphs (b)(2) of this section are dis-
qualifying, if either:

(i) the applicant was convicted, or
found not guilty by reason of insanity,
of the crime in a civilian or military
jurisdiction, within seven years of the
date of the application; or

(ii) the applicant was incarcerated
for that crime and released from incar-
ceration within five years of the date
of the TWIC application.

(2) The interim disqualifying felonies
are:

(i) Unlawful possession, use, sale,
manufacture, purchase, distribution,
receipt, transfer, shipping, trans-
porting, delivery, import, export of, or
dealing in a firearm or other weapon. A
firearm or other weapon includes, but
is not limited to, firearms as defined in
18 U.S.C. 921(a)(3) or 26 U.S.C. 5 845(a),
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or items contained on the U.S. Muni-
tions Import List at 27 CFR 447.21.

(ii) Extortion.

(iii) Dishonesty, fraud, or misrepre-
sentation, including identity fraud and
money laundering where the money
laundering is related to a crime de-
scribed in paragraphs (a) or (b) of this
section. Welfare fraud and passing bad
checks do not constitute dishonesty,
fraud, or misrepresentation for pur-
poses of this paragraph.

(iv) Bribery.

(v) Smuggling.

(vi) Immigration violations.

(vii) Distribution of, possession with
intent to distribute, or importation of
a controlled substance.

(viii) Arson.

(ix) Kidnapping or hostage taking.

(x) Rape or aggravated sexual abuse.

(xi) Assault with intent to kill.

(xii) Robbery.

(xiii) Fraudulent entry into a seaport
as described in 18 U.S.C. 1036, or a com-
parable State law.

(xiv) Violations of the Racketeer In-
fluenced and Corrupt Organizations
Act, 18 U.S.C. 1961, et seq., or a com-
parable State law, other than the vio-
lations listed in paragraph (a)(10) of
this section.

(xv) Conspiracy or attempt to com-
mit the crimes in this paragraph (b).

(c) Under want, warrant, or indictment.
An applicant who is wanted, or under
indictment in any civilian or military
jurisdiction for a felony listed in this
section, is disqualified until the want
or warrant is released or the indict-
ment is dismissed.

(d) Determination of arrest status. (1)
When a fingerprint-based check dis-
closes an arrest for a disqualifying
crime listed in this section without in-
dicating a disposition, TSA will so no-
tify the applicant and provide instruc-
tions on how the applicant must clear
the disposition, in accordance with
paragraph (d)(2) of this section.

(2) The applicant must provide TSA
with written proof that the arrest did
not result in conviction for the dis-
qualifying criminal offense, within 60
days after the service date of the noti-
fication in paragraph (d)(1) of this sec-
tion. If TSA does not receive proof in
that time, TSA will notify the appli-
cant that he or she is disqualified. In

§1572.105

the case of an HME, TSA will notify
the State that the applicant is dis-
qualified, and in the case of a mariner
applying for TWIC, TSA will notify the
Coast Guard that the applicant is dis-
qualified.

[72 FR 3595, Jan. 25, 2007; 72 FR 5633, Feb. 7,
2007; 72 FR 14050, Mar. 26, 2007]

§1572.105 Immigration status.

(a) An individual applying for a secu-
rity threat assessment for a TWIC or
HME must be a national of the United
States or—

(1) A lawful permanent resident of
the United States;

(2) A refugee admitted under 8 U.S.C.
1157;

(3) An alien granted asylum under 8
U.S.C. 1158;

(4) An alien in wvalid M-1 non-
immigrant status who is enrolled in
the United States Merchant Marine
Academy or a comparable State mari-
time academy. Such individuals may
serve as unlicensed mariners on a docu-
mented vessel, regardless of their na-
tionality, under 46 U.S.C. 8103.

(5) A nonimmigrant alien admitted
under the Compact of Free Association
between the United States and the Fed-
erated States of Micronesia, the United
States and the Republic of the Mar-
shall Islands, or the United States and
Palau.

(6) An alien in lawful nonimmigrant
status who has unrestricted authoriza-
tion to work in the United States, ex-

cept—
(i) An alien in valid S-5 (informant of
criminal organization information)

lawful nonimmigrant status;

(ii) An alien in valid S-6 (informant
of terrorism information) lawful non-
immigrant status;

(iii) An alien in valid K-1 (Fianco(e))
lawful nonimmigrant status; or

(iv) An alien in valid K-2 (Minor child
of Fianco(e)) lawful nonimmigrant sta-
tus.

(7) An alien in the following lawful
nonimmigrant status who has re-
stricted authorization to work in the
United States—

(i) B1/0CS Business
Continental Shelf;

(ii) C-1/D Crewman Visa;

(iii) H-1B Special Occupations;

(iv) H-1B1 Free Trade Agreement;

Visitor/Outer
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(v) E-1 Treaty Trader;

(vi) E-3 Australian in Specialty Occu-
pation;

(vii) L-1 Intracompany Executive
Transfer;

(viii) O-1 Extraordinary Ability;

(ix) TN North American Free Trade
Agreement;

(x) E-2 Treaty Investor; or

(xi) Another authorization that con-
fers legal status, when TSA determines
that the legal status is comparable to
the legal status set out in paragraph
(a)(7) of this section.

(8) A commercial driver licensed in
Canada or Mexico who is admitted to
the TUnited States under 8 CFR
214.2(b)(4)(i)(E) to conduct business in
the United States.

(b) Upon expiration of a non-
immigrant status listed in paragraph
(a)(7) of this section, an employer must
retrieve the TWIC from the applicant
and provide it to TSA.

(¢) Upon expiration of a non-
immigrant status listed in paragraph
(a)(7) of this section, an employee must
surrender his or her TWIC to the em-
ployer.

(d) If an employer terminates an ap-
plicant working under a nonimmigrant
status listed in paragraph (a)(7) of this
section, or the applicant otherwise
ceases working for the employer, the
employer must notify TSA within 5
business days and provide the TWIC to
TSA if possible.

(e) Any individual in removal pro-
ceedings or subject to an order of re-
moval under the immigration laws of
the United States is not eligible to
apply for a TWIC.

(f) To determine an applicant’s immi-
gration status, TSA will check rel-
evant Federal databases and may per-
form other checks, including the valid-
ity of the applicant’s alien registration
number, social security number, or 1-94
Arrival-Departure Form number.

[72 FR 3595, Jan. 25, 2007, as amended at 72
FR 55049, Sept. 28, 2007; 73 FR 13156, Mar. 12,
2008]

§1572.107 Other analyses.

(a) TSA may determine that an appli-
cant poses a security threat based on a
search of the following databases:

(1) Interpol and other international
databases, as appropriate.

49 CFR Ch. XII (10-1-24 Edition)

(2) Terrorist watchlists and related
databases.

(3) Any other databases relevant to
determining whether an applicant
poses, or is suspected of posing, a secu-
rity threat, or that confirm an appli-
cant’s identity.

(b) TSA may also determine that an
applicant poses a security threat, if the
search conducted under this part re-
veals extensive foreign or domestic
criminal convictions, a conviction for a
serious crime not listed in 49 CFR
1572.103, or a period of foreign or do-
mestic imprisonment that exceeds 365
consecutive days.

§1572.109 Mental capacity.

(a) An applicant has mental inca-
pacity, if he or she has been—

(1) Adjudicated as lacking mental ca-
pacity; or

(2) Committed to a mental health fa-
cility.

(b) An applicant is adjudicated as
lacking mental capacity if—

(1) A court, board, commission, or
other lawful authority has determined
that the applicant, as a result of
marked subnormal intelligence, mental
illness, incompetence, condition, or
disease, is a danger to himself or her-
self or to others, or lacks the mental
capacity to conduct or manage his or
her own affairs.

(2) This includes a finding of insanity
by a court in a criminal case and a
finding of incompetence to stand trial;
or a finding of not guilty by reason of
lack of mental responsibility, by any
court, or pursuant to articles 50a and
76b of the Uniform Code of Military
Justice (10 U.S.C. 850a and 876b).

(c) An applicant is committed to a
mental health facility if he or she is
formally committed to a mental health
facility by a court, board, commission,
or other lawful authority, including in-
voluntary commitment and commit-
ment for lacking mental capacity,
mental illness, and drug use. This does
not include commitment to a mental
health facility for observation or vol-
untary admission to a mental health
facility.
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§§1572.111-1572.139 [Reserved]

Subpart C—Transportation of Haz-
ardous Materials From Can-
ada or Mexico To and Within
the United States by Land
Modes

§1572.201 Transportation of haz-
ardous materials via commercial
motor vehicle from Canada or Mex-
ico to and within the United States.

(a) Applicability. This section applies
to commercial motor vehicle drivers li-
censed by Canada and Mexico.

(b) Terms wused in this section. The
terms used in 49 CFR parts 1500, 1570,
and 1572 also apply in this subpart. In
addition, the following terms are used
in this subpart for purposes of this sec-
tion:

FAST means Free and Secure Trade
program of the Bureau of Customs and
Border Protection (CBP), a cooperative
effort between CBP and the govern-
ments of Canada and Mexico to coordi-
nate processes for the clearance of
commercial shipments at the border.

Hazardous materials means material
that has been designated as hazardous
under 49 U.S.C. 5103 and is required to
be placarded under subpart F of 49 CFR
part 172 or any quantity of material
that listed as a select agent or toxin in
42 CFR part 73.

(¢) Background check required. A com-
mercial motor vehicle driver who is li-
censed by Canada or Mexico may not
transport hazardous materials into or
within the United States unless the
driver has undergone a background
check similar to the one required of
U.S.-licensed operators with a haz-
ardous materials endorsement (HME)
on a commercial driver’s license, as
prescribed in 49 CFR 1572.5.

(d) FAST card. A commercial motor
vehicle driver who holds a current Free
and Secure Trade (FAST) program card
satisfies the requirements of this sec-
tion. Commercial motor vehicle drivers
who wish to apply for a FAST program
card must contact the FAST Commer-
cial Driver Program, Bureau of Cus-
toms and Border Protection (CBP), De-
partment of Homeland Security.

(e) TWIC. A commercial motor vehi-
cle driver who holds a TWIC satisfies
the requirements of this section. Com-

§1572.203

mercial vehicle drivers who wish to
apply for a TWIC must comply with the
rules in 49 CFR part 1572.

§1572.203 Transportation of explosives
from Canada to the United States
via railroad carrier.

(a) Applicability. This section applies
to railroad carriers that carry explo-
sives from Canada to the TUnited
States, using a train crew member who
is not a U.S. citizen or lawful perma-
nent resident alien of the TUnited
States.

(b) Terms under this section. For pur-
poses of this section:

Customs and Border Protection (CBP)
means the Bureau of Customs and Bor-
der Protection, an agency within the
U.S. Department of Homeland Secu-
rity.

Ezxplosive means a material that has
been examined by the Associate Ad-
ministrator for Hazardous Materials
Safety, Research and Special Programs
Administration, in accordance with 49
CFR 173.56, and determined to meet the
definition for a Class 1 material in 49
CFR 173.50.

Known railroad carrier means a person
that has been determined by the Gov-
ernments of Canada and the United
States to be a legitimate business, op-
erating in accordance with all applica-
ble laws and regulations governing the
transportation of explosives.

Known offeror means an offeror that
has been determined by the Govern-
ments of Canada and the United States
to be a legitimate business, operating
in accordance with all applicable laws
and regulations governing the trans-
portation of explosives.

Known train crew member means an
individual used to transport explosives
from Canada to the United States, who
has been determined by the Govern-
ments of Canada and the United States
to present no known security concern.

Lawful permanent resident alien means
an alien lawfully admitted for perma-
nent residence, as defined by 8 U.S.C.
1101(a)(20).

Offeror means the person offering a
shipment to the railroad carrier for
transportation from Canada to the
United States, and may also be known
as the ‘‘consignor’ in Canada.
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Railroad carrier means ‘‘railroad car-
rier’”’ as defined in 49 U.S.C. 20102.

(c) Prior approval of railroad carrier,
offeror, and train crew member. (1) No
railroad carrier may transport in com-
merce any explosive into the United
States from Canada, via a train oper-
ated by a crew member who is not a
U.S. national or lawful permanent resi-
dent alien, unless the railroad carrier,
offeror, and train crew member are
identified on a TSA list as a known
railroad carrier, known offeror, and
known train crew member, respec-
tively.

(2) The railroad carrier must ensure
that it, its offeror, and each of its crew
members have been determined to be a
known railroad carrier, known offeror,
and known train crew member, respec-
tively. If any has not been so deter-
mined, the railroad carrier must sub-
mit the following information to
Transport Canada:

(i) The railroad carrier’s identifica-
tion, including—

(A) Official name;

(B) Business number;

(C) Any trade names; and

(D) Address.

(ii) The following information about
any offeror of explosives whose ship-
ments it will carry:

(A) Official name.

(B) Business number.

(C) Address.

(iii) The following information about
any train crew member the railroad
carrier may use to transport explosives
into the United States from Canada,
who is neither a U.S. national nor law-
ful permanent resident alien:

(A) Full name.

(B) Both current and most recent
prior residential addresses.

(3) Transport Canada will determine
whether the railroad carrier and offer-
or are legitimately doing business in
Canada and will also determine wheth-
er the train crew members present no
known problems for purposes of this
section. Transport Canada will notify
TSA of these determinations by for-
warding to TSA lists of known railroad
carriers, offerors, and train crew mem-
bers and their identifying information.

(4) TSA will update and maintain the
list of known vrailroad -carriers,
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offerors, and train crew members and
forward the list to CBP.

(5) Once included on the list, the rail-
road carriers, offerors, and train crew
members need not obtain prior ap-
proval for future transport of explo-
sives under this section.

(d) TSA checks. TSA may periodically
check the data on the railroad carriers,
offerors, and train crew members to
confirm their continued eligibility, and
may remove from the list any that
TSA determines is not known or is a
threat to security.

(e) At the border. (1) Train crew mem-
bers who are not U.S. nationals or law-
ful permanent resident aliens. Upon ar-
rival at a point designated by CBP for
inspection of trains crossing into the
United States, the train crew members
of a train transporting explosives must
provide sufficient identification to CBP
to enable that agency to determine if
each crew member is on the list of
known train crew members maintained
by TSA.

(2) Train crew members who are U.S.
nationals or lawful permanent resident
aliens. If CBP cannot verify that the
crew member is on the list and the
crew member is a U.S. national or law-
ful permanent resident alien, the crew
member may be cleared by CBP upon
providing—

(i) A valid U.S. passport; or

(ii) One or more other document(s),
including a form of U.S. Federal or
state Government-issued identification
with photograph, acceptable to CBP.

(3) Compliance. If a carrier attempts
to enter the U.S. without having com-
plied with this section, CBP will deny
entry of the explosives and may take
other appropriate action.

Subpart D [Reserved]

Subpart E—Fees for Security Threat
Assessments for Hazmat Drivers

§1572.400 Scope and definitions.

(a) Scope. This part applies to—

(1) States that issue an HME for a
commercial driver’s license;

(2) Individuals who apply to obtain or
renew an HME for a commercial driv-
er’s license and must undergo a secu-
rity threat assessment under 49 CFR
part 1572; and
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(3) Entities who collect fees from
such individuals on behalf of TSA.

(b) Terms. As used in this part:

Commercial driver’s license (CDL) is
used as defined in 49 CFR 383.5.

FBI Fee means the fee required for
the cost of the Federal Bureau of Inves-
tigation (FBI) to process fingerprint
records.

Information Collection Fee means the
fee required, in this part, for the cost
of collecting and transmitting finger-
prints and other applicant information
under 49 CFR part 1572.

Threat Assessment Fee means the fee
required, in this part, for the cost of
TSA adjudicating security threat as-
sessments, appeals, and waivers under
49 CFR part 1572.

TSA agent means an entity approved
by TSA to collect and transmit finger-
prints and applicant information, in
accordance with 49 CFR part 1572, and
fees in accordance with this part.

[86 FR 16499, Mar. 23, 2020, as amended at 89
FR 35631, May 1, 2024]

§1572.401 Fee collection options.

(a) State collection and transmission. If
a State collects fingerprints and appli-
cant information under 49 CFR part
1572, the State must collect and trans-
mit to TSA the Threat Assessment
Fee, in accordance with the require-
ments of 49 CFR 1572.403. The State
also must collect and remit the FBI
fee, in accordance with established pro-
cedures.

(b) TSA agent collection and trans-
mission. If a TSA agent collects finger-
prints and applicant information under
49 CFR part 1572, the agent must—

(1) Collect the Information Collection
Fee, Threat Assessment Fee, and FBI
Fee, in accordance with procedures ap-
proved by TSA;

(2) Transmit to TSA the Threat As-
sessment Fee, in accordance with pro-
cedures approved by TSA; and

(3) Transmit to TSA the FBI Fee, in
accordance with procedures approved
by TSA and the FBI.

[72 FR 3595, Jan. 25, 2007; 72 FR 14050, Mar. 26,

2007]

§1572.403 Procedures for collection by
States.

This section describes the procedures
that a State, which collects finger-

§1572.403

prints and applicant information under
49 CFR part 1572; and the procedures an
individual who applies to obtain or
renew an HME, for a CDL in that
State, must follow for collection and
transmission of the Threat Assessment
Fee and the FBI Fee.

(a) Imposition of fees. (1) An individual
who applies to obtain or renew an
HME, or the individuals’ employer,
must remit to the State the Threat As-
sessment Fee and the FBI Fee, in a
form and manner approved by TSA and
the State, when the individual submits
the application for the HME to the
State.

(2) TSA shall publish the Threat As-
sessment Fee described in this subpart
for an individual who applies to obtain
or renew and HME as a Notice in the
FEDERAL REGISTER. TSA reviews the
amount of the fees periodically, at
least once every two years, to deter-
mine the current cost of conducting se-
curity threat assessments. Fee
amounts and any necessary revisions
to the fee amounts shall be determined
by current costs, using a method of
analysis consistent with widely accept-
ed accounting principles and practices,
and calculated in accordance with the
provisions of 31 U.S.C. 9701 and other
applicable Federal law.

(3) The FBI Fee required for the FBI
to process fingerprint identification
records and name checks required
under 49 CFR part 1572 is determined
by the FBI under Public Law 101-515. If
the FBI amends this fee, the individual
must remit the amended fee.

(b) Collection of fees. (1) A State must
collect the Threat Assessment Fee and
FBI Fee, when an individual submits
an application to the State to obtain or
renew an HME.

(2) Once TSA receives an application
from a State for a security threat as-
sessment under 49 CFR part 1572, the
State is liable for the Threat Assess-
ment Fee.

(3) Nothing in this subpart prevents a
State from collecting any other fees
that a State may impose on an indi-
vidual who applies to obtain or renew
an HME.

(c) Handling of fees. (1) A State must
safeguard all Threat Assessment Fees,
from the time of collection until remit-
tance to TSA.
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(2) All Threat Assessment Fees are
held in trust by a State for the bene-
ficial interest of the United States in
paying for the costs of conducting the
security threat assessment, required by
49 U.S.C. 5103a and 49 CFR part 1572. A
State holds neither legal nor equitable
interest in the Threat Assessment
Fees, except for the right to retain any
accrued interest on the principal
amounts collected pursuant to this sec-
tion.

(3) A State must account for Threat
Assessment Fees separately, but may
commingle such fees with other
sources of revenue.

(d) Remittance of fees. (1) TSA will
generate and provide an invoice to a
State on a monthly basis. The invoice
will indicate the total fee dollars (num-
ber of applicants times the Threat As-
sessment Fee) that are due for the
month.

(2) A State must remit to TSA full
payment for the invoice, within 30 days
after TSA sends the invoice.

(3) TSA accepts Threat Assessment
Fees only from a State, not from an in-
dividual applicant for an HME.

(4) A State may retain any interest
that accrues on the principal amounts
collected between the date of collec-
tion and the date the Threat Assess-
ment Fee is remitted to TSA, in ac-
cordance with paragraph (d)(2) of this
section.

(5) A State may not retain any por-
tion of the Threat Assessment Fee to
offset the costs of collecting, handling,
or remitting Threat Assessment Fees.

(6) Threat Assessment Fees, remitted
to TSA by a State, must be in U.S. cur-
rency, drawn on a U.S. bank, and made
payable to the ‘‘Transportation Secu-
rity Administration.”

(7) Threat Assessment Fees must be
remitted by check, money order, wire,
or any other payment method accept-
able to TSA.

(8) TSA will not issue any refunds of
Threat Assessment Fees.

(9) If a State does not remit the
Threat Assessment Fees for any
month, TSA may decline to process
any HME applications from that State.

[72 FR 3595, Jan. 25, 2007, as amended at 78
FR 24359, Apr. 25, 2013]

49 CFR Ch. XII (10-1-24 Edition)

§1572.405
TSA.

This section describes the procedures
that an individual, who applies to ob-
tain or renew an HME for a CDL, must
follow if a TSA agent collects and
transmits the Information Collection
Fee, Threat Assessment Fee, and FBI
Fee.

(a) Imposition of fees. (1) An individual
who applies to obtain or renew an
HME, or the individuals’ employer,
must remit to the TSA agent the Infor-
mation Collection Fee, Threat Assess-
ment Fee, and FBI Fee, in a form and
manner approved by TSA, when the in-
dividual submits the application re-
quired under 49 CFR part 1572.

(2) TSA shall publish the Information
Collection Fee and Threat Assessment
Fee described in this subpart for an in-
dividual who applies to obtain or renew
an HME as a Notice in the FEDERAL
REGISTER. TSA reviews the amount of
the fees periodically, at least once
every two years, to determine the cur-
rent cost of conducting security threat
assessments. Fee amounts and any nec-
essary revisions to the fee amounts
shall be determined by current costs,
using a method of analysis consistent
with widely accepted accounting prin-
ciples and practices, and calculated in
accordance with the provisions of 31
U.S.C. 9701 and other applicable Fed-
eral law.

(3) The FBI Fee required for the FBI
to process fingerprint identification
records and name checks required
under 49 CFR part 1572 is determined
by the FBI under Public Law 101-515. If
the FBI amends this fee, TSA or its
agent, will collect the amended fee.

(b) Collection of fees. A TSA agent will
collect the fees required under this sec-
tion, when an individual submits an ap-
plication to the TSA agent, in accord-
ance with 49 CFR part 1572.

(c) Remittance of fees. (1) Fees re-
quired under this section, which are re-
mitted to a TSA agent, must be made
in U.S. currency, drawn on a U.S. bank,
and made payable to the ‘‘Transpor-
tation Security Administration.”

(2) Fees required under this section
must be remitted by check, money
order, wire, or any other payment
method acceptable to TSA.

Procedures for collection by
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(3) TSA will not issue any refunds of
fees required under this section.

(4) Applications, submitted in accord-
ance with 49 CFR part 1572, will be
processed only upon receipt of all ap-
plicable fees under this section.

[72 FR 3595, Jan. 25, 2007, as amended at 78
FR 24359, Apr. 25, 2013]

Subpart F—Fees for Security Threat
Assessments for Transportation
Worker Identification Creden-
tial (TWIC)

§1572.500 Scope.

(a) Scope. This part applies to—

(1) Individuals who apply to obtain or
renew a Transportation Worker Identi-
fication Credential and must undergo a
security threat assessment under 49
CFR part 1572; and

(2) Entities that collect fees from
such individuals on behalf of TSA.

(b) Terms. As used in this part:

TSA agent means the entity approved
by TSA to collect and transmit finger-
prints and applicant information, and
collect fees in accordance with this
part.

§1572.501 Fee collection.

(a) When fee must be paid. When an
applicant submits the information and
fingerprints required under 49 CFR part
1572 to obtain or renew a TWIC, the fee
must be remitted to TSA or its agent
in accordance with the requirements of
this section. Applications submitted in
accordance with 49 CFR part 1572 will
be processed only upon receipt of all re-
quired fees under this section.

(b) Standard TWIC Fees. The fee to ob-
tain or renew a TWIC, except as pro-
vided in paragraphs (c) and (d) of this
section, includes the following seg-
ments:

(1) The Enrollment Segment Fee cov-
ers the costs for TSA or its agent to
enroll applicants.

(2) The Full Card Production/Secu-
rity Threat Assessment Segment Fee
covers the costs for TSA or its agent to
conduct a security threat assessment
and produce the TWIC.

(3) The FBI Segment Fee covers the
costs for the FBI to process fingerprint
identification records, and is the
amount collected by the FBI under

§1572.501

Pub. L. 101-515. If the FBI amends this
fee, TSA or its agent will collect the
amended fee.

(c) Reduced TWIC Fee. The fee to ob-
tain a TWIC when the applicant has
undergone a comparable threat assess-
ment in connection with an HME,
FAST card, other threat assessment
deemed to be comparable under 49 CFR
1572.5(e) or holds a Merchant Mariner
Document or Merchant Mariner Li-
cense is made up of the total of the fol-
lowing segments:

(1) The Enrollment Segment Fee cov-
ers the costs for TSA or its agent to
enroll applicants.

(2) The Reduced Card Production/Se-
curity Threat Assessment Segment
covers the costs for TSA to conduct a
portion of the security threat assess-
ment and issue a TWIC.

(d) Card Replacement Fee. The Card
Replacement Fee covers the costs for
TSA to replace a TWIC when a TWIC
holder reports that his/her TWIC has
been lost, stolen, or damaged.

(e) Form of fee. The TSA vendor will
collect the fee required to obtain or
renew a TWIC and will determine the
method of acceptable payment, subject
to approval by TSA.

(f) Refunds. TSA will not issue any
refunds of fees required under this sec-
tion.

(g) Imposition of fees. TSA routinely
establishes and collects fees to conduct
the security threat assessment and
credentialing process. These fees apply
to all entities requesting a security
threat assessment and/or credential.
The fees described in this section for an
individual who applies to obtain,
renew, or replace a TWIC under 49 CFR
part 1572, shall be published as a Notice
in the FEDERAL REGISTER. TSA reviews
the amount of these fees periodically,
at least once every two years, to deter-
mine the current cost of conducting se-
curity threat assessments. Fee
amounts and any necessary revisions
to the fee amounts shall be determined
by current costs, using a method of
analysis consistent with widely-accept-
ed accounting principles and practices,
and calculated in accordance with the
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provisions of 31 U.S.C. 9701 and other
applicable Federal law.
[72 FR 3595, Jan. 25, 2007, as amended at 72

FR 55049, Sept. 28, 2007; 78 FR 24359, Apr. 25,
2013]

PART 1580—FREIGHT RAIL
TRANSPORTATION SECURITY

Subpart A—General

Sec.

1580.1
1580.3
1580.5

Scope.
Terms used in this part.
Preemptive effect.

Subpart B—Security Programs

1580.101
1580.103
1580.105
1580.107
1580.109

Applicability.

[Reserved]

[Reserved]

[Reserved]

[Reserved]

1580.111 [Reserved]

1580.113 Security training program general
requirements.

15680.115 Security training and knowledge
for security-sensitive employees.

Subpart C—Operations

15680.201 Applicability.

1580.203 Location and shipping information.

1580.205 Chain of custody and control re-
quirements.

1580.207 Harmonization of Federal regula-
tion of nuclear facilities.

APPENDIX A TO PART 1580—HIGH THREAT
URBAN AREAS (HTUAS)

APPENDIX B TO PART 1580—SECURITY-SEN-
SITIVE JOB FUNCTIONS FOR FREIGHT RAIL

AUTHORITY: 49 U.S.C. 114; Pub. L. 110-53 (121
Stat. 266, Aug. 3, 2007) secs. 1501 (6 U.S.C.
1151), 1512 (6 U.S.C. 1162) and 1517 (6 U.S.C.
1167).

SOURCE: 85 FR 16506, Mar. 23, 2020, unless
otherwise noted.

Subpart A—General

§1580.1 Scope.

(a) Except as provided in paragraph
(b) of this section, this part includes
requirements for the following persons.
Specific sections in this part provide
detailed requirements.

(1) Bach freight railroad carrier that
operates rolling equipment on track
that is part of the general railroad sys-
tem of transportation.

(2) Bach rail hazardous materials
shipper.
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(3) Each rail hazardous materials re-
ceiver located within an HTUA.

(4) Each freight railroad carrier serv-
ing as a host railroad to a freight rail-
road operation described in paragraph
(a)(1) of this section or a passenger op-
eration described in §1582.1 of this sub-
chapter.

(56) Each owner/operator of private
rail cars, including business/office cars
and circus trains, on or connected to
the general railroad system of trans-
portation.

(b) This part does not apply to a
freight railroad carrier that operates
rolling equipment only on track inside
an installation that is not part of the
general railroad system of transpor-
tation.

§1580.3 Terms used in this part.

In addition to the terms in §§1500.3,
1500.5, and 1503.202 of subchapter A and
§1570.3 of subchapter D of this chapter,
the following terms apply to this part:

Class I means Class I as assigned by
regulations of the Surface Transpor-
tation Board (STB) (49 CFR part 1201;
General Instructions 1-1).

Attended, in reference to a rail car,
means an employee—

(1) Is physically located on-site in
reasonable proximity to the rail car;

(2) Is capable of promptly responding
to unauthorized access or activity at or
near the rail car, including imme-
diately contacting law enforcement or
other authorities; and

(3) Immediately responds to any un-
authorized access or activity at or near
the rail car either personally or by con-
tacting law enforcement or other au-
thorities.

Document the transfer means docu-
mentation uniquely identifying that
the rail car was attended during the
transfer of custody, including:

(1) Car initial and number.

(2) Identification of individuals who
attended the transfer (names or
uniquely identifying employee num-
ber).

(3) Location of transfer.

(4) Date and time the transfer was
completed.

High threat urban area (HTUA) means,
for purposes of this part, an area com-
prising one or more cities and sur-
rounding areas including a 10-mile
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