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than five (5) years from the date of 
training. 

(3) Provide records to current and 
former employees upon request and at 
no charge as necessary to provide proof 
of training. 

(b) Electronic records. Each owner/op-
erator required to retain records under 
this section may keep them in elec-
tronic form. An owner/operator may 
maintain and transfer records through 
electronic transmission, storage, and 
retrieval provided that the electronic 
system provides for the maintenance of 
records as originally submitted with-
out corruption, loss of data, or tam-
pering. 

(c) Protection of SSI. Each owner/oper-
ator must restrict the distribution, dis-
closure, and availability of security 
sensitive information, as identified in 
part 1520 of this chapter, to persons 
with a need to know. The owner/oper-
ator must refer requests for such infor-
mation by other persons to TSA. 

(d) Availability. Each owner/operator 
must make the records available to 
TSA upon request for inspection and 
copying. 

Subpart C—Operations 

§ 1570.201 Security Coordinator. 

(a) Except as provided in paragraphs 
(b) and (c) of this section, each owner/ 
operator identified in §§ 1580.1, 1582.1, 
and 1584.101 of this subchapter must 
designate and use a primary and at 
least one alternate Security Coordi-
nator. 

(b) An owner/operator identified in 
§ 1582.1(a)(2) of this subchapter (public 
transportation agency) that owns or 
operates a bus-only operation must 
designate and use a primary and at 
least one alternate Security Coordi-
nator only if the owner/operator is 
identified in appendix A to part 1582 of 
this subchapter or is notified by TSA 
in writing that a threat exists con-
cerning that operation. 

(c) An owner/operator identified in 
§ 1580.1(a)(5) or § 1582.1(a)(4) of this sub-
chapter (private rail car, tourist, sce-
nic, historic, or excursion rail oper-
ations) must designate and use a pri-
mary and at least one alternate Secu-
rity Coordinator, only if notified by 

TSA in writing that a threat exists 
concerning that type of operation. 

(d) The Security Coordinator and al-
ternate(s) must be appointed at the 
corporate level. 

(e) Each owner/operator required to 
have a Security Coordinator must pro-
vide in writing to TSA the names, U.S. 
citizenship status, titles, phone num-
ber(s), and email address(es) of the Se-
curity Coordinator and alternate Secu-
rity Coordinator(s) within 37 calendar 
days of the effective date of this rule, 
commencement of operations, or 
change in any of the information re-
quired by this section. 

(f) Each owner/operator required to 
have a Security Coordinator must en-
sure that at least one Security Coordi-
nator— 

(1) Serves as the primary contact for 
intelligence information and security- 
related activities and communications 
with TSA. Any individual designated 
as a Security Coordinator may perform 
other duties in addition to the duties 
described in this section. 

(2) Is accessible to TSA on a 24 hours 
a day, 7 days a week basis. 

(3) Coordinates security practices and 
procedures internally and with appro-
priate law enforcement and emergency 
response agencies. 

§ 1570.203 Reporting significant secu-
rity concerns. 

(a)(1) Except as provided in para-
graph (a)(2) of this section, each owner/ 
operator identified in §§ 1580.1, 1582.1, 
and 1584.101 of this subchapter must re-
port, within 24 hours of initial dis-
covery, any potential threats and sig-
nificant security concerns involving 
transportation-related operations in 
the United States or transportation to, 
from, or within the United States as 
soon as possible by the methods pre-
scribed by TSA. 

(2) An owner/operator identified in 
§ 1582.1(a)(2) of this subchapter (public 
transportation agency) that owns or 
operates a bus-only operation must 
only comply with the requirements in 
this section if the owner/operator is 
identified in appendix A to part 1582 of 
this subchapter or is notified by TSA 
in writing that a threat exists con-
cerning that operation. 
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(b) Potential threats or significant 
security concerns encompass incidents, 
suspicious activities, and threat infor-
mation including, but not limited to, 
the categories of reportable events list-
ed in appendix A to this part. 

(c) Information reported must in-
clude the following, as available and 
applicable: 

(1) The name of the reporting indi-
vidual and contact information, includ-
ing a telephone number or email ad-
dress. 

(2) The affected freight or passenger 
train, transit vehicle, motor vehicle, 
station, terminal, rail hazardous mate-
rials facility, or other facility or infra-
structure, including identifying infor-
mation and current location. 

(3) Scheduled origination and termi-
nation locations for the affected 
freight or passenger train, transit vehi-
cle, or motor vehicle–including depar-
ture and destination city and route. 

(4) Description of the threat, inci-
dent, or activity, including who has 
been notified and what action has been 
taken. 

(5) The names, other available bio-
graphical data, and/or descriptions (in-
cluding vehicle or license plate infor-
mation) of individuals or motor vehi-
cles known or suspected to be involved 
in the threat, incident, or activity. 

(6) The source of any threat informa-
tion. 

[85 FR 16499, Mar. 23, 2020, as amended at 86 
FR 23632, May 4, 2021] 

Subpart D—Security Threat 
Assessments 

§ 1570.301 Fraudulent use or manufac-
ture; responsibilities of persons. 

(a) No person may use or attempt to 
use a credential, security threat assess-
ment, access control medium, or iden-
tification medium issued or conducted 
under this subchapter that was issued 
or conducted for another person. 

(b) No person may make, produce, 
use or attempt to use a false or fraudu-
lently created access control medium, 
identification medium or security 
threat assessment issued or conducted 
under this subchapter. 

(c) No person may tamper or inter-
fere with, compromise, modify, at-

tempt to circumvent, or circumvent 
TWIC access control procedures. 

(d) No person may cause or attempt 
to cause another person to violate 
paragraphs (a) through (c) of this sec-
tion. 

§ 1570.303 Inspection of credential. 

(a) Each person who has been issued 
or possesses a TWIC must present the 
TWIC for inspection upon a request 
from TSA, the Coast Guard, or other 
authorized DHS representative; an au-
thorized representative of the National 
Transportation Safety Board; or a Fed-
eral, State, or local law enforcement 
officer. 

(b) Each person who has been issued 
or who possesses a TWIC must allow 
his or her TWIC to be read by a reader 
and must submit his or her reference 
biometric, such as a fingerprint, and 
any other required information, such 
as a PIN, to the reader, upon a request 
from TSA, the Coast Guard, other au-
thorized DHS representative; or a Fed-
eral, State, or local law enforcement 
officer. 

§ 1570.305 False statements regarding 
security background checks by pub-
lic transportation agency or rail-
road carrier. 

(a) Scope. This section implements 
sections 1414(e) (6 U.S.C. 1143) and 
1522(e) (6 U.S.C. 1170) of the ‘‘Imple-
menting Recommendations of the 9/11 
Commission Act of 2007,’’ Public Law 
110–53 (121 Stat. 266, Aug. 3, 2007). 

(b) Definitions. In addition to the 
terms in §§ 1500.3, 1500.5, and 1503.202 of 
subchapter A and § 1570.3 of subchapter 
D of this chapter, the following term 
applies to this part: 

Security background check means re-
viewing the following for the purpose 
of identifying individuals who may 
pose a threat to transportation secu-
rity, national security, or of terrorism: 

(i) Relevant criminal history data-
bases. 

(ii) In the case of an alien (as defined 
in sec. 101 of the Immigration and Na-
tionality Act (8 U.S.C. 1101(a)(3)), the 
relevant databases to determine the 
status of the alien under the immigra-
tion laws of the United States. 
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