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49 CFR Ch. XII (10–1–23 Edition) § 1570.9 

§ 1570.9 Compliance, inspection, and 
enforcement. 

(a) Each person subject to any of the 
requirements of this subchapter, must 
allow TSA and other authorized DHS 
officials, at any time and in a reason-
able manner, without advance notice, 
to enter, assess, inspect, and test prop-
erty, facilities, equipment, and oper-
ations; and to view, inspect, and copy 
records, as necessary to carry out 
TSA’s security-related statutory or 
regulatory authorities, including its 
authority to— 

(1) Assess threats to transportation. 
(2) Enforce security-related laws, reg-

ulations, directives, and requirements. 
(3) Inspect, maintain, and test the se-

curity of facilities, equipment, and sys-
tems. 

(4) Ensure the adequacy of security 
measures for the transportation of pas-
sengers and cargo. 

(5) Oversee the implementation, and 
ensure the adequacy, of security meas-
ures for the owner/operator’s convey-
ances and vehicles, at transportation 
facilities and infrastructure and other 
assets related to transportation. 

(6) Review security plans and/or pro-
grams. 

(7) Determine compliance with any 
requirements in this chapter. 

(8) Carry out such other duties, and 
exercise such other powers, relating to 
transportation security, as the Admin-
istrator for TSA considers appropriate, 
to the extent authorized by law. 

(b) At the request of TSA, each 
owner/operator subject to the require-
ments of this subchapter must provide 
evidence of compliance with this chap-
ter, including copies of records. 

(c) TSA and other authorized DHS of-
ficials, may enter, without advance no-
tice, and be present within any area or 
within any vehicle or conveyance, ter-
minal, or other facility covered by this 
chapter without access media or identi-
fication media issued or approved by an 
owner/operator covered by this chapter 
in order to inspect or test compliance, 
or perform other such duties as TSA 
may direct. 

(d) TSA inspectors and other author-
ized DHS officials working with TSA 
will, on request, present their creden-
tials for examination, but the creden-

tials may not be photocopied or other-
wise reproduced. 

Subpart B—Security Programs 
§ 1570.101 Scope. 

The requirements of this subpart ad-
dress general security program require-
ments applicable to each owner/oper-
ator required to have a security pro-
gram under subpart B to 49 CFR parts 
1580, 1582, and 1584. 

§ 1570.103 Content. 
(a) Security program. Except as other-

wise approved by TSA, each owner/op-
erator required to have a security pro-
gram must address each of the security 
program requirements identified in 
subpart B to 49 CFR parts 1580, 1582, 
and 1584. 

(b) Use of appendices. The owner/oper-
ator may comply with the require-
ments referenced in paragraph (a) of 
this section by including in its security 
program, as an appendix, any docu-
ment that contains the information re-
quired by the applicable subpart B, in-
cluding procedures, protocols or memo-
randums of understanding related to 
external agency response to security 
incidents or events. The appendix must 
be referenced in the corresponding sec-
tion(s) of the security program. 

§ 1570.105 Responsibility for Deter-
minations. 

(a) Higher-risk operations. While TSA 
has determined the criteria for applica-
bility of the requirements in subpart B 
to 49 CFR parts 1580, 1582, and 1584 
based on risk-assessments for freight 
railroad, public transportation system, 
passenger railroad, or over-the-road 
(OTRB) owner/operators are required to 
determine if the applicability criteria 
identified in subpart B to parts 1580, 
1582, and 1584 apply to their operations. 
Owner/operators are required to notify 
TSA of applicability within 30 days of 
June 22, 2020. 

(b) New or modified operations. If an 
owner/operator commences new oper-
ations or modifies existing operations 
after June 22, 2020, that person is re-
sponsible for determining whether the 
new or modified operations would meet 
the applicability criteria in subpart B 
to 49 CFR part 1580, 1582, or 1584 and 
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