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include the clause in bilateral purchase
orders for nonpersonal health care
services awarded under the procedures
in FAR part 13 and part 813.

(b) The contracting officer shall in-
sert the clause at 852.237-71, Non-
smoking Policy for Children’s Services,
in solicitations, contracts, and orders
that involve health or daycare services
that are provided to children under the
age of 18 on a routine or regular basis
pursuant to the Nonsmoking Policy for
Children’s Services (20 U.S.C. 6081-
6084).

(c) The contracting officer shall in-
sert the clause at 852.237-72, Crime Con-
trol Act—Reporting of Child Abuse, in
solicitations, contracts, and orders
that require performance on Federal
land or in a federally operated (or con-
tracted) facility and involve the profes-
sions/activities performed by persons
specified in the Crime Control Act of
1990 (42 U.S.C. 13031) including, but not
limited to, teachers, social workers,
physicians, nurses, dentists, health
care practitioners, optometrists, psy-
chologists, emergency medical techni-
cians, alcohol or drug treatment per-
sonnel, child care workers and adminis-
trators, emergency medical techni-
cians and ambulance drivers.

(d) The contracting officer shall in-
sert the clause at 852.237-73, Crime Con-
trol Act—Requirement for Background
Checks, in solicitations, contracts, and
orders that involve providing child care
services to children under the age of 18,
including social services, health and
mental health care, child- (day) care,
education (whether or not directly in-
volved in teaching), and rehabilitative
programs covered under the Crime Con-
trol Act of 1990 (42 U.S.C. 13041).

[84 FR 46453, Sept. 4, 2019]

Subpart 837.70—Mortuary Services

837.7000 Scope.

This subpart applies to mortuary (fu-
neral and burial) services for bene-
ficiaries of VA as provided in 38 U.S.C.
2302, 2303, and 2308 when it is deter-
mined that a contract would be the
most efficient and effective method.
Contract payment terms for use of the
purchase card as a method of payment

[84 FR 46454, Sept. 4, 2019]
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837.7001 Solicitation provisions and
contract clauses.

(a) The contracting officer shall in-
sert the basic or the alternate of the
provision at 852.237-76, Award to Single
Offeror, in solicitations and contracts
for mortuary services as follows:

(1) Insert the provision in all sealed
bid solicitations for mortuary services;
and

(2) Insert the basic provision with its
alternate I in all negotiated solicita-
tions for mortuary services.

(b) The contracting officer shall in-
sert in addition to FAR 52.216-21, Re-
quirements, the following VA clauses
in all mortuary service solicitations
and contracts:

(1) 852.237-77, Area of Performance.

(2) 852.237-78, Performance and Deliv-
ery.

(3) 852.237-79, Subcontracting.

(4) 852.237-80, Health Department and
Transport Permits.

(c) See also 816.506-70 and 849.504-70
for additional clauses for use in con-
tracts for mortuary services.

[84 FR 46454, Sept. 4, 2019]

PART 839—ACQUISITION OF
INFORMATION TECHNOLOGY

Sec.
839.000 Scope of part.

Subpart 839.1—General

839.101 Policy.

839.1056 Privacy.

839.105-70 Business Associate Agreements,
information technology-related con-
tracts and privacy.

839.105-71 Liquidated damages—protection
of information in information technology
related contracts.

839.106-70 Information security and privacy
contract clauses.

Subpart 839.2—Information and
Communication Technology

839.201 Scope of subpart.

839.203 Applicability.

839.203-70 Information and communication
technology accessibility standards—con-
tract clause and provision.

AUTHORITY: 38 U.S.C. 5723-5724, 5725(a)—(c);
40 U.S.C. 121(c), 11319(b)(1)(C); 41 U.S.C.
1121(c)(3), 1303 and 1702; and 48 CFR 1.301
through 1.304.
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SOURCE: 88 FR 4746, Jan. 25, 2023, unless
otherwise noted.

839.000 Scope of part.

This part prescribes acquisition poli-
cies and procedures for use in acquiring
VA information technology and infor-
mation technology-related contracts
(see 802.101) and applies to both VA-pro-
cured information technology systems
as well as interagency acquisitions de-
fined in FAR part 17 and part 817.

Subpart 839.1—General

839.101 Policy.

(a)(1) In acquiring information tech-
nology, including information tech-
nology-related contracts which may in-
volve services (including support serv-
ices), and related resources (see the def-
inition at FAR 2.101), contracting offi-
cers and requiring activities shall in-
clude in solicitations and contracts the
requirement to comply with the fol-
lowing directives, policies, and proce-
dures in order to protect VA informa-
tion, information systems, and infor-
mation technology—

(i) VA Directive 6500, VA Cybersecu-
rity Program, and the directives and
handbooks in the VA 6500 series, to in-
clude, but not limited to, VA Handbook
6500.6, Contract Security, which estab-
lishes VA’s procedures, responsibilities,
and processes for complying with cur-
rent Federal law, Executive orders,
policies, regulations, standards, and
guidance for protecting and controlling
VA sensitive information and ensuring
that security requirements are in-
cluded in acquisitions, solicitations,
contracts, purchase orders, and task or
delivery orders.

(ii) The VA directives, security re-
quirements, procedures, and guidance
in paragraph (a)(1)(i) of this section
apply to all VA contracts and to con-
tractors, subcontractors, and their em-
ployees in the performance of contrac-
tual obligations to VA for information
technology products purchased from

vendors, as well as for services ac-
quired from contractors and sub-
contractors or business associates,

through contracts and service agree-
ments, in which access to VA informa-
tion, VA sensitive information or sen-

48 CFR Ch. 8 (10-1-24 Edition)

sitive personal information (including
protected health information (PHI))—

(A) That is created, received, main-
tained, or transmitted, or that will be
stored, generated, accessed, exchanged,
processed, or utilized by VA, a VA con-
tractor, subcontractor, or third-party
servicers or associates, or on behalf of
any of these entities, in the perform-
ance of their contractual obligations to
VA; and

(B) By or on behalf of any of the enti-
ties identified in this section, regard-
less of—

(I) Format; or

(2) Whether it resides on a VA or a
non-VA system, or with a contractor,
subcontractor, or third-party system
or electronic information system s), in-
cluding cloud services, operating for or
on the VA’s behalf or as required by
contract.

(c) Contractors, subcontractors, and
third-party servicers or associates pro-
viding support to or on behalf of the
entities identified in this section, shall
employ adequate security controls and
use appropriate common security con-
figurations available from the National
Institute of Standards and Technology
(see FAR 39.101(c)) as appropriate in ac-
cordance with VA regulations in this
chapter, directives, handbooks, and
guidance, and established service level
agreements and individual contracts,
orders, and agreements. Contractors,
subcontractors, and third-party
servicers and associates will ensure
that VA information or VA sensitive
information that resides on a VA sys-
tem or resides on a contractor/subcon-
tractor/third-party entities/associates
information and communication tech-
nology (ICT) system(s), operating for
or on VA’s behalf, or as required by
contract, regardless of form or format,
whether electronic or manual, and in-
formation systems, are protected from
unauthorized access, use, disclosure,
modification, or destruction to ensure
information security (see FAR 2.101) is
provided in order to ensure the integ-
rity, confidentiality, and availability
of such information and information
systems.
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839.105 Privacy.

839.105-70 Business Associate Agree-
ments, information technology-re-
lated contracts and privacy.

In accordance with 824.103-70, con-
tracting officers and contracting offi-
cer representatives (CORs) shall ensure
that contractors, their employees, sub-
contractors, and third-parties under
the contract complete Business Asso-
ciate Agreements for—

(a) Information technology or infor-
mation technology-related service con-
tracts subject to the Health Insurance
Portability and Accountability Act of
1996 (HIPAA) where HIPAA PHI is cre-
ated, received, maintained, or trans-
mitted, or that will be stored, gen-
erated, accessed, exchanged, processed,
or utilized in order to perform certain
health care operations activities or
functions on behalf of the Veterans
Health Administration (VHA) as a cov-
ered entity (see 802.101 for the defini-
tion of information technology-related
contracts); or

(b) Contractors supporting other VA
organizations which support VHA in
this regard and which would therefore
require Business Associate Agreements
in accordance with 824.103-70.

839.105-71 Liquidated damages—pro-
tection of information in informa-
tion technology related contracts.

Contracting officers shall insert in
information technology related con-
tracts the liquidated damages clause as
prescribed at 811.503-70.

839.106-70 Information security and
privacy contract clauses.

(a) Contracting officers shall insert
the clause at 852.239-70, Security Re-
quirements for Information Tech-
nology Resources, and the clause at
852.239-71, Information System Secu-
rity Plan and Accreditation, in all so-
licitations, contracts, and orders ex-
ceeding the micro-purchase threshold
that include information technology
services.

(b) Contracting officers shall insert
the clause at 852.239-72, Information
System Design and Development, in so-
licitations, contracts, orders, and
agreements where services to perform

839.203-70

information system design and devel-
opment are required.

(c) Contracting officers shall insert
the clause at 852.239-73, Information
System Hosting, Operation, Mainte-
nance or Use, in solicitations, con-
tracts, orders, and agreements where
services to perform information system
hosting, operation, maintenance, or
use are required.

(d) Contracting officers shall insert
the clause at 852.239-74, Security Con-
trols Compliance Testing, in solicita-
tions, contracts, orders, and agree-
ments, when the clause at 852.239-72 or
852.239-73 is inserted.

Subpart 839.2—Information and
Communication Technology

839.201 Scope of subpart.

This subpart applies to the acquisi-
tion of Information and Communica-
tion Technology (ICT) supplies and
services. It concerns the access to and
use of information and data by both
Federal employees with disabilities
and members of the public with disabil-
ities in accordance with FAR 39.201.
This subpart implements VA policy on
section 508 of the Rehabilitation Act of
1973 (29 U.S.C. 794d) and 36 CFR parts
1193 and 1194 as it applies to contracts
and acquisitions when developing, pro-
curing, maintaining, or using ICT.

839.203 Applicability.

(a) General. Solicitations for informa-
tion technology (IT) (i.e., ICT) or IT-re-
lated supplies and services shall re-
quire the contractor to submit a VA
Section 508 Checklist (see htips:/
www.sectiond08.va.gov/).

839.203-70 Information and commu-
nication technology accessibility
standards—contract clause and pro-
vision.

(a) The contracting officer shall in-
sert the provision at 852.239-75, Infor-
mation and Communication Tech-
nology Accessibility Notice, in all so-
licitations.

(b) The contracting officer shall in-
sert the clause at 852.239-76, Informa-
tion and Communication Technology
Accessibility, in all contracts and or-
ders.
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