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4.2300

4.2300 Scope of subpart.

This subpart implements the Federal
Acquisition Supply Chain Security Act
of 2018 (title II of Pub. L. 115-390) and
the Federal Acquisition Security Coun-
cil (FASC) regulation at 41 CFR part
201-1. The authority provided in this
subpart expires on December 31, 2033
(see 41 U.S.C. 1328).

4.2301 Definitions.

As used in this subpart—

Covered article, as defined in 41 U.S.C.
4713(k), means—

(1) Information technology, as de-
fined in 40 U.S.C. 11101, including cloud
computing services of all types;

(2) Telecommunications equipment
or telecommunications service, as
those terms are defined in section 3 of
the Communications Act of 1934 (47
U.S.C. 153);

(3) The processing of information on
a Federal or non-Federal information
system, subject to the requirements of
the Controlled Unclassified Informa-
tion program (see 32 CFR part 2002); or

(4) Hardware, systems, devices, soft-
ware, or services that include embed-
ded or incidental information tech-
nology.

FASCSA order means any of the fol-
lowing orders issued under the Federal
Acquisition Supply Chain Security Act
(FASCSA) requiring the removal of
covered articles from executive agency
information systems or the exclusion
of one or more named sources or named
covered articles from executive agency
procurement actions, as described in 41
CFR 201-1.303(d) and (e):

(1) The Secretary of Homeland Secu-
rity may issue FASCSA orders applica-
ble to civilian agencies, to the extent
not covered by paragraph (2) or (3) of
this definition. This type of FASCSA
order may be referred to as a Depart-
ment of Homeland Security (DHS)
FASCSA order.

(2) The Secretary of Defense may
issue FASCSA orders applicable to the
Department of Defense (DoD) and na-
tional security systems other than sen-
sitive compartmented information sys-
tems. This type of FASCSA order may
be referred to as a DoD FASCSA order.

(3) The Director of National Intel-
ligence (DNI) may issue FASCSA or-
ders applicable to the intelligence com-
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munity and sensitive compartmented
information systems, to the extent not
covered by paragraph (2) of this defini-
tion. This type of FASCSA order may
be referred to as a DNI FASCSA order.

Federal Acquisition Security Council
(FASC) means the Council established
pursuant to 41 U.S.C. 1322(a).

Intelligence community, as defined by
50 U.S.C. 3003(4), means the following—

(1) The Office of the Director of Na-
tional Intelligence;

(2) The Central Intelligence Agency;

(3) The National Security Agency;

(4) The Defense Intelligence Agency;

(6) The National Geospatial-Intel-
ligence Agency;

(6) The National Reconnaissance Of-
fice;

(7) Other offices within the Depart-
ment of Defense for the collection of
specialized national intelligence
through reconnaissance programs;

(8) The intelligence elements of the
Army, the Navy, the Air Force, the
Marine Corps, the Coast Guard, the
Federal Bureau of Investigation, the
Drug Enforcement Administration, and
the Department of Energy;

(9) The Bureau of Intelligence and
Research of the Department of State;

(10) The Office of Intelligence and
Analysis of the Department of the
Treasury;

(11) The Office of Intelligence and
Analysis of the Department of Home-
land Security; or

(12) Such other elements of any de-
partment or agency as may be des-
ignated by the President, or designated
jointly by the Director of National In-
telligence and the head of the depart-
ment or agency concerned, as an ele-
ment of the intelligence community.

National security system, as defined in
44 U.S.C. 3552, means any information
system (including any telecommuni-
cations system) used or operated by an
agency or by a contractor of an agency,
or other organization on behalf of an
agency—

(1) The function, operation, or use of
which involves intelligence activities;
involves cryptologic activities related
to national security; involves com-
mand and control of military forces;
involves equipment that is an integral
part of a weapon or weapons system; or
is critical to the direct fulfillment of
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