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shall obtain, as part of the require-
ments documentation, a written deter-
mination from the requiring activity 
explaining the basis for the exemption 
in paragraphs (a)(1), (2) or (3) of this 
section. This documentation shall be 
maintained in the contract file. 

(1) Undue burden. A determination of 
undue burden shall address why and to 
what extent compliance with applica-
ble ICT accessibility standards con-
stitutes an undue burden. 

(2) Fundamental alteration. A deter-
mination of fundamental alteration 
shall address the extent to which com-
pliance with the applicable ICT acces-
sibility standards would result in a 
fundamental alteration in the nature 
of the ICT. 

(3) Nonavailability of conforming com-
mercial products and commercial services. 
A determination of commercial prod-
ucts and commercial services nonavail-
ability shall include— 

(i) A description of the market re-
search performed; 

(ii) A listing of the requirements that 
cannot be met; and 

(iii) The rationale for determining 
that the ICT to be procured best meets 
the ICT accessibility standards in 36 
CFR 1194.1, consistent with the agen-
cy’s needs. 

[86 FR 44232, Aug. 11, 2021, as amended at 86 
FR 61030, Nov. 4, 2021] 

PART 40—INFORMATION SECURITY 
AND SUPPLY CHAIN SECURITY 

Sec. 
40.000 Scope of part. 

Subpart 40.1 [Reserved] 

Subpart 40.2—Security Prohibitions and 
Exclusions 

40.200 Scope of subpart. 
40.201 Definitions. 
40.202 Prohibition on the procurement and 

operation of unmanned aircraft systems 
manufactured or assembled by American 
Security Drone Act-covered foreign enti-
ties. 

40.202–1 Scope. 
40.202–2 Applicability. 
40.202–3 Prohibition. 
40.202–4 Exemptions. 
40.202–5 Exceptions. 
40.202–6 Waivers. 
40.202–7 Procedures. 

40.202–8 Contract clause. 

Subpart 40.3 [Reserved] 

AUTHORITY: 40 U.S.C. 121(c); 10 U.S.C. chap-
ter 4 and 10 U.S.C. chapter 137 legacy provi-
sions (see 10 U.S.C. 3016); and 51 U.S.C. 20113. 

SOURCE: 89 FR 22605, Apr. 1, 2024, unless 
otherwise noted. 

40.000 Scope of part. 
(a) This part addresses broad security 

requirements that apply to acquisi-
tions of products and services. It pre-
scribes policies and procedures for 
managing information security and 
supply chain security when acquiring 
products and services that include, but 
are not limited to, information and 
communications technology (ICT). 

(b) See part 39 for security-related 
policies and procedures that only apply 
to ICT. 

(c) See parts 4, 24, and 46 for addi-
tional policies and procedures related 
to managing information security and 
supply chain security. 

(d) Information and supply chain 
policies and procedures that are unre-
lated to security are covered in other 
parts of the FAR (e.g., part 22 for labor 
and human trafficking risks and part 
23 for climate-related risks). 

Subpart 40.1 [Reserved] 

Subpart 40.2—Security Prohibitions 
and Exclusions 

SOURCE: 89 FR 89470, Nov. 12, 2024, unless 
otherwise noted. 

40.200 Scope of subpart. 
(a) This subpart provides policies and 

procedures to implement security pro-
hibitions and exclusions that restrict 
Federal agencies from procuring, ob-
taining, or using certain products, 
services, or sources. 

(b) The following prohibitions and ex-
clusions are implemented in this sub-
part: 

(1) The American Security Drone Act 
of 2023, of the National Defense Author-
ization Act for Fiscal Year 2024 (Pub. 
L. 118–31, 41 U.S.C. 3901 note prec.), 
which provides a prohibition on the 
procurement and operation of un-
manned aircraft systems. 

VerDate Sep<11>2014 11:02 May 20, 2026 Jkt 265222 PO 00000 Frm 00940 Fmt 8010 Sfmt 8010 Y:\SGML\265222.XXX 265222R
M

A
JE

T
T

E
 o

n 
LA

P
JN

3W
LY

3P
R

O
D

 w
ith

 C
F

R



931 

Federal Acquisition Regulation 40.202–4 

(2) [Reserved] 
(c) Additional security prohibitions 

and exclusions are found at subparts 
4.20 through 4.23 and 25.7. 

40.201 Definitions. 

As used in this subpart— 
American Security Drone Act-covered 

foreign entity means an entity included 
on a list developed and maintained by 
the Federal Acquisition Security Coun-
cil (FASC) and published in the System 
for Award Management (SAM) at 
https://www.sam.gov (section 1822 of 
Pub. L. 118–31, 41 U.S.C. 3901 note 
prec.). 

FASC-prohibited unmanned aircraft 
system means an unmanned aircraft 
system manufactured or assembled by 
an American Security Drone Act-cov-
ered foreign entity. 

Unmanned aircraft means an aircraft 
that is operated without the possibility 
of direct human intervention from 
within or on the aircraft (49 U.S.C. 
44801(11)). 

Unmanned aircraft system means an 
unmanned aircraft and associated ele-
ments (including communication links 
and the components that control the 
unmanned aircraft) that are required 
for the operator to operate safely and 
efficiently in the national airspace sys-
tem (49 U.S.C. 44801(12)). 

40.202 Prohibition on the procurement 
and operation of unmanned aircraft 
systems manufactured or assembled 
by American Security Drone Act- 
covered foreign entities. 

40.202–1 Scope. 

(a) Section 40.202 prescribes policies 
and procedures regarding the procure-
ment and operation of unmanned air-
craft systems, which includes un-
manned aircraft (i.e., drones) and asso-
ciated elements. 

(b) The authorities in 40.202 expire on 
December 22, 2028 (section 1833 of Pub. 
L. 118–31, 41 U.S.C. 3901 note prec.). 

40.202–2 Applicability. 

Section 40.202 applies to all acquisi-
tions, including contracts at or below 
the micro-purchase threshold and to 
contracts for commercial products or 
for commercial services. 

40.202–3 Prohibition. 
Unless an exemption, exception, or 

waiver applies (see 40.202–4, 40.202–5, 
and 40.202–6, respectively), executive 
agencies are prohibited from— 

(a) Procuring a FASC-prohibited un-
manned aircraft system (section 1823 
and 1826 of Pub. L. 118–31, 41 U.S.C. 3901 
note prec.). The prohibition includes 
extending or renewing a contract (e.g., 
exercising an option); 

(b) On or after December 22, 2025, pro-
curing services for the operation of a 
FASC-prohibited unmanned aircraft 
system (section 1824 of Pub. L. 118–31, 
41 U.S.C. 3901 note prec.). The prohibi-
tion includes extending or renewing a 
contract (e.g., exercising an option); 
and 

(c) On or after December 22, 2025, 
using Federal funds for the procure-
ment or operation of a FASC-prohib-
ited unmanned aircraft system (section 
1825 of Pub. L. 118–31, 41 U.S.C. 3901 
note prec.). 

40.202–4 Exemptions. 
The prohibitions in 40.202 do not 

apply to the following (see sections 
1823, 1824, and 1825 of Pub. L. 118–31, 41 
U.S.C. 3901 note prec.): 

(a) Department of Homeland Security, 
Department of Defense, Department of 
State, and the Department of Justice ex-
emptions. The Secretary of Homeland 
Security, the Secretary of Defense, the 
Secretary of State, and the Attorney 
General are exempt from the prohibi-
tions in 40.202 if the procurement or op-
eration is required in the national in-
terest of the United States and— 

(1) Is for the sole purposes of re-
search, evaluation, training, testing, or 
analysis for electronic warfare, infor-
mation warfare operations, cybersecu-
rity, or development of unmanned air-
craft system or counter-unmanned air-
craft system technology; 

(2) Is for the sole purposes of con-
ducting counterterrorism or counter-
intelligence activities, protective mis-
sions, or Federal criminal or national 
security investigations, including fo-
rensic examinations, or for electronic 
warfare, information warfare oper-
ations, cybersecurity, or development 
of an unmanned aircraft system or 
counter-unmanned aircraft system 
technology; or 

VerDate Sep<11>2014 11:02 May 20, 2026 Jkt 265222 PO 00000 Frm 00941 Fmt 8010 Sfmt 8010 Y:\SGML\265222.XXX 265222R
M

A
JE

T
T

E
 o

n 
LA

P
JN

3W
LY

3P
R

O
D

 w
ith

 C
F

R



932 

48 CFR Ch. 1 (10–1–25 Edition) 40.202–5 

(3) Is an unmanned aircraft system 
that, as procured or as modified after 
procurement but before operational 
use, can no longer transfer to, or 
download data from, an American Se-
curity Drone Act-covered foreign enti-
ty and otherwise poses no national se-
curity cybersecurity risks as deter-
mined by the exempting official, as de-
scribed in agency procedures. 

(b) Department of Transportation ex-
emption. The Secretary of Transpor-
tation is exempt from the prohibitions 
in 40.202 if the operation or procure-
ment is deemed to support the safe, se-
cure, or efficient operation of the Na-
tional Air Space System or mainte-
nance of public safety. 

(c) National Transportation Safety 
Board exemption. The National Trans-
portation Safety Board, in consulta-
tion with the Secretary of Homeland 
Security, is exempt from the prohibi-
tions in 40.202 if the operation or pro-
curement is necessary for the sole pur-
pose of conducting safety investiga-
tions. 

(d) National Oceanic and Atmospheric 
Administration (NOAA) exemption. The 
Administrator of NOAA, in consulta-
tion with the Secretary of Homeland 
Security, is exempt from the prohibi-
tions of 40.202 if the operation or pro-
curement for the purposes of meeting 
NOAA’s science or management objec-
tives or operational mission. 

40.202–5 Exceptions. 
The prohibitions in this section do 

not apply to the following (section 1832 
of Pub. L. 118–31, 41 U.S.C. 3901 note 
prec.): 

(a) Wildfire management operations and 
search and rescue operations exception. 
The prohibitions in 40.202 do not apply 
to an appropriate Federal agency to 
the extent that an authorized official 
at the agency, in consultation with the 
Secretary of Homeland Security, deter-
mines that the procurement or oper-
ation is necessary for the purposes of 
supporting the full range of wildfire 
management operations or search and 
rescue operations. 

(b) Intelligence activities exception. The 
prohibitions of 40.202 do not apply to 
any activity subject to the reporting 
requirements under title V of the Na-
tional Security Act of 1947 (50 U.S.C. 

3091 et seq.), any authorized intelligence 
activities of the United States, or any 
activity or procurement that supports 
an authorized intelligence activity. 

(c) Tribal law enforcement or emergency 
service agency exception. The prohibi-
tions in 40.202 do not apply to Tribal 
law enforcement or Tribal emergency 
service agencies to the extent that an 
authorized official at the agency, in 
consultation with the Secretary of 
Homeland Security, determines that 
the procurement or operation is nec-
essary for the purposes of supporting 
the full range of law enforcement oper-
ations or search and rescue operations 
on Indian lands. 

40.202–6 Waivers. 
The head of the agency may waive 

the prohibitions under 40.202 on a case- 
by-case basis in accordance with agen-
cy procedures and based on the statu-
tory waiver provisions (sections 1823, 
1824, and 1825 of Pub. L. 118–31, 41 
U.S.C. 3901 note prec.)— 

(a) With the approval of the Director 
of the Office of Management and Budg-
et, after consultation with the FASC; 
and 

(b) Upon notification to— 
(1) The Committee on Homeland Se-

curity and Governmental Affairs of the 
Senate; 

(2) The Committee on Oversight and 
Accountability in the House of Rep-
resentatives; and 

(3) Other appropriate congressional 
committees of jurisdiction. 

40.202–7 Procedures. 
(a) Documenting exemptions, excep-

tions, or waivers. The contracting offi-
cer shall document the file with any 
exemption, exception, or waiver pro-
vided by the program office or requir-
ing activity. Additionally, the con-
tracting officer shall work with the 
program office or requiring activity to 
ensure the presence and scoping of any 
such exemptions, exceptions, or waiv-
ers are identified in the solicitation 
and resultant contract. 

(b) Assessment of unmanned aircraft 
systems. Except where an exemption, 
exception, or waiver applies, the con-
tracting officer shall work with the 
program office or requiring activity to 
review proposals to ensure they are not 
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proposing delivery of a FASC-prohib-
ited unmanned aircraft system. On or 
after December 22, 2025, this assess-
ment shall expand to include review for 
not only proposed delivery, but also op-
eration, of a FASC-prohibited un-
manned aircraft system. 

40.202–8 Contract clause. 
Insert the clause at 52.240–1, Prohibi-

tion on Unmanned Aircraft Systems 
Manufactured or Assembled by Amer-
ican Security Drone Act—Covered For-
eign Entities, in all solicitations and 
contracts. 

Subpart 40.3 [Reserved] 

PART 41—ACQUISITION OF UTILITY 
SERVICES 

Subpart 41.1—General 

Sec. 
41.100 Scope of part. 
41.101 Definitions. 
41.102 Applicability. 
41.103 Statutory and delegated authority. 

Subpart 41.2—Acquiring Utility Services 

41.201 Policy. 
41.202 Procedures. 
41.203 GSA assistance. 
41.204 GSA areawide contracts. 
41.205 Separate contracts. 
41.206 Interagency agreements. 

Subpart 41.3—Requests for Assistance 

41.301 Requirements. 

Subpart 41.4—Administration 

41.401 Monthly and annual review. 
41.402 Rate changes and regulatory inter-

vention. 

Subpart 41.5—Solicitation Provision and 
Contract Clauses 

41.501 Solicitation provision and contract 
clauses. 

Subpart 41.6—Forms 

41.601 Utility services forms. 

Subpart 41.7—Formats 

41.701 Formats for utility service specifica-
tions. 

41.702 Formats for annual utility service re-
view. 

AUTHORITY: 40 U.S.C. 121(c); 10 U.S.C. chap-
ter 4 and 10 U.S.C. chapter 137 legacy provi-
sions (see 10 U.S.C. 3016); and 51 U.S.C. 20113. 

SOURCE: 59 FR 67018, Dec. 28, 1994, unless 
otherwise noted. 

Subpart 41.1—General 

41.100 Scope of part. 

This part prescribes policies, proce-
dures, and contract format for the ac-
quisition of utility services. (See 
41.102(b) for services that are excluded 
from this part.) 

41.101 Definitions. 

As used in this part, 
Areawide contract means a contract 

entered into between the General Serv-
ices Administration (GSA) and a util-
ity service supplier to cover utility 
service needs of Federal agencies with-
in the franchise territory of the sup-
plier. Each areawide contract includes 
an ‘‘Authorization’’ form for request-
ing service, connection, disconnection, 
or change in service. 

Authorization means the document 
executed by the ordering agency and 
the utility supplier to order service 
under an areawide contract. 

Connection charge means all non-
recurring costs, whether refundable or 
nonrefundable, to be paid by the Gov-
ernment to the utility supplier for the 
required connecting facilities, which 
are installed, owned, operated, and 
maintained by the utility supplier (see 
Termination liability). 

Delegated agency means an agency 
that has received a written delegation 
of authority from GSA to contract for 
utility services for periods not exceed-
ing ten years (see 41.103(b)). 

Federal Power and Water Marketing 
Agency means a Government entity 
that produces, manages, transports, 
controls, and sells electrical and water 
supply service to customers. 

Franchise territory means a geo-
graphical area that a utility supplier 
has a right to serve based upon a fran-
chise, a certificate of public conven-
ience and necessity, or other legal 
means. 

Intervention means action by GSA or 
a delegated agency to formally partici-
pate in a utility regulatory proceeding 
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