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(2) The information specified in para-
graph (a)(1) of this section will not be 
posted prior to a disincentive being im-
posed or the completion of any admin-
istrative appeals process pursued by 
the health care provider, and will not 
include information about a disincen-
tive that has not been applied. 

(3) Posting of the information speci-
fied in paragraph (a)(1) of this section 
will be conducted in accordance with 
existing rights to review information 
that may be associated with a disincen-
tive specified in § 171.1001. 

(b) Health IT developers of certified 
health IT and health information net-
works or health information exchanges. 
(1) ONC will post on its public website 
the following information, to the ex-
tent applicable, about health informa-
tion networks/health information ex-
changes and health IT developers of 
certified health IT (actors) that have 
been determined by the HHS Office of 
Inspector General to have committed 
information blocking: 

(i) Type of actor; 
(ii) Actor’s legal name, including any 

alternative or additional trade name(s) 
under which the actor operates; 

(iii) The practice, as the term is de-
fined in § 171.102 and referenced in 
§ 171.103, found to have been informa-
tion blocking or alleged to be informa-
tion blocking in the situation specified 
in paragraph (b)(2)(i) of this section, 
and including when the practice oc-
curred; and 

(iv) Where to find any additional in-
formation about the determination (or 
resolution of information blocking as 
specified in paragraph (b)(2)(i) of this 
section) of information blocking that 
is publicly available via HHS or, where 
applicable, another part of the U.S. 
Government. 

(2) The information specified in para-
graph (b)(1) of this section will not be 
posted until one of the following oc-
curs: 

(i) OIG enters into a resolution of 
civil money penalty (CMP) liability; or 

(ii) A CMP imposed under subpart N 
of 42 CFR part 1003 has become final 
consistent with the procedures in sub-
part O of 42 CFR part 1003. 

PART 172—TRUSTED EXCHANGE 
FRAMEWORK AND COMMON 
AGREEMENT 

Subpart A—General Provisions 

Sec. 
172.100 Basis, purpose, and scope. 
172.101 Applicability. 
172.102 Definitions. 
172.103 Responsibilities ASTP/ONC may del-

egate to the RCE. 

Subpart B—Qualifications for Designation 

172.200 Applicability. 
172.201 QHIN Designation requirements. 
172.202 QHINS that offer Individual Access 

Services. 

Subpart C—QHIN Onboarding and 
Designation Processes 

172.300 Applicability. 
172.301 Submission of QHIN application. 
172.302 Review of QHIN application. 
172.303 QHIN approval and Onboarding. 
172.304 QHIN Designation. 
172.305 Withdrawal of QHIN application. 
172.306 Denial of QHIN application. 
172.307 Re-application. 

Subpart D—Suspension 

172.400 Applicability. 
172.401 QHIN suspensions. 
172.402 Selective suspension of exchange be-

tween QHINs. 

Subpart E—Termination 

172.500 Applicability. 
172.501 QHIN self-termination. 
172.502 QHIN termination. 
172.503 Termination by mutual agreement. 

Subpart F—Review of RCE or ASTP/ONC 
Decisions 

172.600 Applicability. 
172.601 ASTP/ONC review. 
172.602 Basis for appeal by QHIN or Appli-

cant QHIN. 
172.603 Method and timing for filing an ap-

peal. 
172.604 Effect of appeal on suspension and 

termination. 
172.605 Assignment of a hearing officer. 
172.606 Adjudication. 
172.607 Determination by the hearing offi-

cer. 

Subpart G—QHIN Attestation for the Adop-
tion of the Trusted Exchange Frame-
work and Common Agreement 

172.700 Applicability. 
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172.701 Attestation submission and accept-
ance. 

172.702 QHIN Attestation Directory. 

AUTHORITY: 42 U.S.C. 300jj–11; 5 U.S.C. 552. 

SOURCE: 89 FR 101810, Dec. 16, 2024, unless 
otherwise noted. 

Subpart A—General Provisions 
§ 172.100 Basis, purpose, and scope. 

(a) Basis and authority. The provi-
sions of this part implement section 
3001(c)(9) of the Public Health Service 
Act. 

(b) Purpose. The purpose of this part 
is to: 

(1) Ensure full network-to-network 
exchange of health information; and 

(2) Establish a voluntary process for 
a Qualified Health Information Net-
workTM (QHINTM) to attest to adoption 
of the Trusted Exchange Framework 
and Common AgreementTM 
(TEFCATM). 

(c) Scope. This part addresses: 
(1) Minimum qualifications needed 

for a health information network to be 
Designated as a QHIN capable of trust-
ed exchange under TEFCA. 

(2) Procedures governing QHIN 
Onboarding and Designation, suspen-
sion, termination, and further adminis-
trative review. 

(3) Attestation submission require-
ments for a QHIN to attest to its adop-
tion of TEFCA. 

(4) ASTP/ONC attestation acceptance 
and removal processes for publication 
of attesting QHINs in the QHIN Attes-
tation Directory. 

§ 172.101 Applicability. 
(a) This part applies to Applicant 

QHINS, QHINs, terminated QHINs, and 
the Recognized Coordinating Entity. 

(b) If any provision of this part is 
held to be invalid or unenforceable 
facially, or as applied to any person, 
plaintiff, or circumstance, it shall be 
construed to give maximum effect to 
the provision permitted by law, unless 
such holding shall be one of utter inva-
lidity or unenforceability, in which 
case the provision shall be severable 
from this part and shall not affect the 
remainder thereof or the application of 
the provision to other persons not 
similarly situated or to other dis-
similar circumstances. 

§ 172.102 Definitions. 

For purposes of this part, the fol-
lowing definitions apply: 

Applicable Law. All Federal, State, 
local, or Tribal laws and regulations 
then in effect and applicable to the 
subject matter in this part. For the 
avoidance of doubt, Federal agencies 
are subject only to Federal law. 

Applicant QHIN. Any organization 
with a pending QHIN application before 
the Assistant Secretary for Technology 
Policy/Office of the National Coordi-
nator for Health Information Tech-
nology (ASTP/ONC). 

Business Associate Agreement (BAA). A 
contract, agreement, or other arrange-
ment that satisfies the implementation 
specifications described within 45 CFR 
parts 160 and subparts A, C, and E of 45 
CFR part 164, as applicable. 

Business day or business days. Monday 
through Friday, except the legal public 
holidays specified in 5 U.S.C. 6103 and 
any day declared to be a holiday by 
Federal statute or Executive order. 

Common Agreement. The most recent 
version of the agreement referenced in 
section 3001(c)(9) of the Public Service 
Health Act as published in the FED-
ERAL REGISTER. 

Confidential Information. Any infor-
mation that is designated as Confiden-
tial Information by the person or enti-
ty that discloses it, or that a reason-
able person would understand to be of a 
confidential nature and is disclosed to 
another person or entity pursuant to 
TEFCA Exchange. For the avoidance of 
doubt, ‘‘Confidential Information’’ does 
not include electronic protected health 
information (ePHI). Notwithstanding 
any label to the contrary, ‘‘Confiden-
tial Information’’ does not include any 
information that: 

(1) Is or becomes known publicly 
through no fault of the recipient; or 

(2) Is learned by the recipient from a 
third party that the recipient reason-
ably believes is entitled to disclose it 
without restriction; or 

(3) Is already known to the recipient 
before receipt from the discloser, as 
shown by the recipient’s written 
records; or 

(4) Is independently developed by re-
cipient without the use of or reference 
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to the discloser’s Confidential Informa-
tion, as shown by the recipient’s writ-
ten records, and was not subject to 
confidentiality restrictions prior to re-
ceipt of such information from the dis-
closer; or 

(5) Must be disclosed under operation 
of law, provided that, to the extent per-
mitted by Applicable Law, the recipi-
ent gives the discloser reasonable no-
tice to allow the discloser to object to 
such redisclosure, and such redisclo-
sure is made to the minimum extent 
necessary to comply with Applicable 
Law. 

Connectivity Services. The technical 
services provided by a QHIN, Partici-
pant, or Subparticipant to its Partici-
pants and Subparticipants that facili-
tate TEFCA Exchange and are con-
sistent with the technical require-
ments of the TEFCA framework. 

Covered Entity. Has the meaning as-
signed to such term at 45 CFR 160.103. 

Designated Network. The health infor-
mation network that a QHIN uses to 
offer and provide Designated Network 
Services. 

Designated Network Services. The 
Connectivity Services and/or Govern-
ance Services. 

Designation (including its correlative 
meanings ‘‘Designate,’’ ‘‘Designated,’’ 
and ‘‘Designating’’). The written deter-
mination that an Applicant QHIN has 
satisfied all requirements and is now a 
QHIN. 

Disclosure (including its correlative 
meanings ‘‘Disclose,’’ ‘‘Disclosed,’’ and 
‘‘Disclosing’’). The release, transfer, 
provision of access to, or divulging in 
any manner of TEFCA Information (TI) 
outside the entity holding the informa-
tion. 

Electronic Protected Health Information 
(ePHI). Has the meaning assigned to 
such term at 45 CFR 160.103. 

Exchange Purpose(s) or XP(s). The rea-
son, as authorized by a Framework 
Agreement, including the applicable 
standard operating procedure(s) 
(SOP(s)), for a transmission, Query, 
Use, Disclosure, or Response trans-
acted through TEFCA Exchange. 

Exchange Purpose Code or XP Code. A 
code that identifies the Exchange Pur-
pose being used for TEFCA Exchange. 

Foreign Control. A non-U.S. Person(s) 
or non-U.S. Entity(ies) having the di-

rect or indirect power, whether or not 
exercised, to direct or decide matters 
materially affecting the Applicant’s 
ability to function as a QHIN in a man-
ner that presents a national security 
risk. 

Framework Agreement(s). With respect 
to QHINs, the Common Agreement; and 
with respect to a Participant or Sub-
participant, the Participant/Sub-
participant Terms of Participation 
(ToP). 

Governance Services. The governance 
functions described in applicable 
SOP(s), which are performed by a 
QHIN’s Designated Network Govern-
ance Body for its Participants and Sub-
participants to facilitate TEFCA Ex-
change in compliance with the then-ap-
plicable requirements of the Frame-
work Agreements. 

Health information network or HIN. 
The meaning assigned to it in 45 CFR 
171.102. 

Individual has the meaning assigned 
to such term at 45 CFR 171.202(a)(2). 

HIPAA. The Health Insurance Port-
ability and Accountability Act of 1996. 

HIPAA Privacy Rule. The regulations 
set forth in 45 CFR part 160 and sub-
parts A and E of 45 CFR part 164. 

HIPAA Rules. The regulations set 
forth at 45 CFR parts 160, 162, and 164. 

HIPAA Security Rule. The regulations 
set forth in 45 CFR part 160 and sub-
parts A and C of 45 CFR part 164. 

Individual. Has the meaning assigned 
to such term at 45 CFR 171.202(a)(2). 

Individual Access Services (IAS). The 
services provided to an Individual by a 
QHIN, Participant, or Subparticipant 
that has a direct contractual relation-
ship with such Individual in which the 
QHIN, Participant or Subparticipant, 
as applicable, agrees to satisfy that In-
dividual’s ability to access, inspect, or 
obtain a copy of that Individual’s Re-
quired Information using TEFCA Ex-
change. 

Individually Identifiable Information. 
Refers to information that identifies 
an Individual or with respect to which 
there is a reasonable basis to believe 
that the information could be used to 
identify an Individual. 

Node. A technical system that is con-
trolled directly or indirectly by a 
QHIN, Participant, or Subparticipant 
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and that is listed in the RCE Directory 
Service. 

Non-U.S. Entity. Any entity that is 
not a U.S. Entity. 

Non-U.S. Person. Any Individual who 
is not a U.S. Qualified Person. 

Onboarding. The process a prospec-
tive QHIN must undergo to become a 
QHIN and become operational in the 
production environment. 

Organized Health Care Arrangement. 
Has the meaning assigned to such term 
at 45 CFR 160.103. 

Participant. A U.S. Entity that has 
entered into the Participant/Sub-
participant Terms of Participation in a 
legally binding contract with a QHIN 
to use the QHIN’s Designated Network 
Services to participate in TEFCA Ex-
change in compliance with the Partici-
pant/Subparticipant Terms of Partici-
pation. 

Participant/Subparticipant Terms of 
Participation (ToP). The requirements 
to which QHINs must contractually ob-
ligate their Participants to agree; to 
which QHINs must contractually obli-
gate their Participants to contrac-
tually obligate their Subparticipants 
and Subparticipants of the Subpartici-
pants to agree, in order to participate 
in TEFCA Exchange including the 
QHIN Technical Framework (QTF), all 
applicable SOPs, and all other attach-
ments, exhibits, and artifacts incor-
porated therein by reference. 

Qualified Health Information Network® 
or QHINTM. A Health Information Net-
work that has been so Designated. 

Query(s) (including its correlative uses/ 
tenses ‘‘Queried’’ and ‘‘Querying’’). The 
act of asking for information through 
TEFCA Exchange. 

Recognized Coordinating Entity® 
(RCE®). The entity selected by ASTP/ 
ONC that enters into the Common 
Agreement with QHINs in order to im-
pose, at a minimum, the requirements 
of the Common Agreement, including 
the SOPs and the QTF, on the QHINs 
and administer such requirements on 
an ongoing basis. The RCE is a Party 
to the Common Agreement. 

Required Information. The Electronic 
Health Information, as defined in 45 
CFR 171.102, that is: 

(1) Maintained in a Responding Node 
by any QHIN, Participant, or Sub-
participant prior to or during the term 

of the applicable Framework Agree-
ment; and 

(2) Relevant for a required XP Code. 
Responding Node. A Node through 

which the QHIN, Participant, or Sub-
participant Responds to a received 
transaction for TEFCA Exchange. 

Response(s) (including its correlative 
uses/tenses ‘‘Responds,’’ ‘‘Responded’’ 
and ‘‘Responding’’). The act of pro-
viding the information that is the sub-
ject of a Query or otherwise transmit-
ting a message in response to a Query 
through TEFCA Exchange. 

Subparticipant: a U.S. Entity that has 
entered into the Participant/Sub-
participant Terms of Participation in a 
legally binding contract with a Partici-
pant or another Subparticipant to use 
the Participant’s or Subparticipant’s 
Connectivity Services to participate in 
TEFCA Exchange in compliance with 
the Participant/Subparticipant Terms 
of Participation. 

TEFCA Dispute Resolution Process. An 
informal, non-binding process under 
TEFCA through which QHINs can 
meet, confer, and seek to amicably re-
solve disputes. 

TEFCA Exchange. The transaction of 
information between Nodes using an 
XP Code. 

TEFCA Information or TI. Any infor-
mation that is transacted through 
TEFCA Exchange except to the extent 
that such information is received by a 
QHIN, Participant, or Subparticipant 
that is a Covered Entity, Business As-
sociate, or non-HIPAA entity that is 
exempt from compliance with the Pri-
vacy section of the applicable Frame-
work Agreement and is incorporated 
into such recipient’s system of record, 
at which point the information is no 
longer TEFCA Information with re-
spect to such recipient and is governed 
by the HIPAA Rules and other Applica-
ble Law. 

TEFCA Security Incident. (1) An unau-
thorized acquisition, access, Disclo-
sure, or Use of unencrypted TEFCA In-
formation using TEFCA Exchange, ex-
cept any of the following: 

(i) Any unintentional acquisition, ac-
cess, Use, or Disclosure of TEFCA In-
formation by a Workforce Member or 
person acting under the authority of a 
QHIN, Participant, or Subparticipant, 
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if such acquisition, access, Use, or Dis-
closure: 

(A) Was made in good faith; 
(B) Was made by a person acting 

within their scope of authority; 
(C) Was made to another Workforce 

Member or person acting under the au-
thority of any QHIN, Participant, or 
Subparticipant; and 

(D) Does not result in further acqui-
sition, access, Use, or Disclosure in a 
manner not permitted under Applicable 
Law and the Framework Agreements. 

(ii) A Disclosure of TI where a QHIN, 
Participant, or Subparticipant has a 
good faith belief that an unauthorized 
person to whom the Disclosure was 
made would not reasonably have been 
able to retain such information. 

(iii) A Disclosure of TI that has been 
de-identified in accordance with the 
standard at 45 CFR 164.514. 

(2) Other security events that ad-
versely affect a QHIN’s, Participant’s, 
or Subparticipant’s participation in 
TEFCA Exchange. 

Threat Condition. (1) A breach of a 
material provision of a Framework 
Agreement that has not been cured 
within fifteen (15) calendar days of re-
ceiving notice of the material breach 
(or such other period of time to which 
the Parties have agreed), which notice 
shall include such specific information 
about the breach that the RCE has 
available at the time of the notice; or 

(2) A TEFCA Security Incident; or 
(3) An event that the RCE, a QHIN, 

its Participant, or their Subparticipant 
has reason to believe will disrupt nor-
mal TEFCA Exchange, either due to 
actual compromise of, or the need to 
mitigate demonstrated vulnerabilities 
in systems or data, of the QHIN, Par-
ticipant, or Subparticipant, as applica-
ble, or could be replicated in the sys-
tems, networks, applications, or data 
of another QHIN, Participant, or Sub-
participant; or 

(4) Any event that could pose a risk 
to the interests of national security as 
directed by an agency of the United 
States government. 

Trusted Exchange Framework. The 
most recent version of the framework 
referenced in section 3001(c)(9) of the 
Public Service Health Act published in 
the FEDERAL REGISTER. 

U.S. Entity/Entities. Any corporation, 
limited liability company, partnership, 
or other legal entity that meets all of 
the following requirements: 

(1) The entity is organized under the 
laws of a state or commonwealth of the 
United States or the Federal law of the 
United States and is subject to the ju-
risdiction of the United States and the 
state or commonwealth under which it 
was formed; 

(2) The entity’s principal place of 
business, as determined under Federal 
common law, is in the United States; 
and 

(3) None of the entity’s directors, of-
ficers, or executives, and none of the 
owners with a five percent (5%) or 
greater interest in the entity, are list-
ed on the Specially Designated Nationals 
and Blocked Persons List published by 
the United States Department of the 
Treasury’s Office of Foreign Asset Con-
trol or on the United States Depart-
ment of Health and Human Services, 
Office of Inspector General’s List of 
Excluded Individuals/Entities. 

U.S. Qualified Person. Those individ-
uals who are U.S. nationals and citi-
zens at birth as defined in 8 U.S.C. 1401, 
U.S. nationals but not citizens of the 
United States at birth as defined in 8 
U.S.C. 1408, lawful permanent residents 
of the United States as defined in Im-
migration and Nationality Act, and 
non-immigrant aliens who are hired by 
a U.S. Entity as an employee in a spe-
cialty occupation pursuant to an H–1B 
Visa. 

Use(s) (including correlative uses/tenses, 
such as ‘‘Uses,’’ ‘‘Used,’’ and ‘‘Using’’). 
With respect to TI, means the sharing, 
employment, application, utilization, 
examination, or analysis of such infor-
mation within an entity that main-
tains such information. 

§ 172.103 Responsibilities ASTP/ONC 
may delegate to the RCE. 

(a) ASTP/ONC may delegate to the 
RCE the TEFCA implementation re-
sponsibilities specified in the following 
sections: 

(1) Any section(s) of subpart C of this 
part; 

(2) Any section(s) of subpart D of this 
part; 

(3) Section 172.501; and 
(4) Section 172.503. 
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(b) Notwithstanding any delegation, 
any authority exercised by the RCE 
under this section is subject to review 
under subpart F of this part and to any 
requirement in this part that the RCE 
receive ASTP/ONC’s prior authoriza-
tion before taking a specific action. 

Subpart B—Qualifications for 
Designation 

§ 172.200 Applicability. 
This subpart establishes Designation 

qualifications. 
(a) Applicant QHIN. An Applicant 

QHIN must meet all requirements in 
§ 172.201 to be Designated. An Applicant 
QHIN that proposes to offer Individual 
Access Services must also meet all re-
quirements in § 172.202 to be Des-
ignated. 

(b) QHIN. A QHIN must continue to 
meet all requirements in § 172.201 to 
maintain its Designation. A QHIN that 
offers Individual Access Services must 
also continue to meet all requirements 
in § 172.202 to maintain its Designation. 

(c) Performance of TEFCA Exchange. 
The Designation qualifications in 
§§ 172.201 and 172.202 describe certain re-
quirements for Designation. 

§ 172.201 QHIN Designation require-
ments. 

(a) Ownership requirements. An entity 
must: 

(1) Be a U.S. Entity; 
(2) Not be under Foreign Control. 
(b) Exchange requirements. An entity 

must, beginning at the time of applica-
tion, either directly or through the ex-
perience of its parent entity: 

(1) Be capable of exchanging informa-
tion among more than two unaffiliated 
organizations; 

(2) Be capable of exchanging all Re-
quired Information; 

(3) Be exchanging information for at 
least one Exchange Purpose authorized 
under TEFCA; 

(4) Be capable of receiving and re-
sponding to transactions from other 
QHINs for all Exchange Purposes au-
thorized under TEFCA; and 

(5) Be capable of initiating trans-
actions for the Exchange Purposes au-
thorized under TEFCA that such entity 
will permit its Participants and Sub-

participants to use through TEFCA Ex-
change. 

(c) Designated Network Services re-
quirements. An entity must: 

(1) Maintain the organizational infra-
structure and legal authority to oper-
ate and govern its Designated Network; 

(2) Maintain adequate written poli-
cies and procedures to support mean-
ingful TEFCA Exchange and fulfill all 
responsibilities of a QHIN in this part; 

(3) Maintain a Designated Network 
that can support a transaction volume 
that keeps pace with the demands of 
network users; 

(4) Maintain the capacity to support 
secure technical connectivity and data 
exchange with other QHINs; 

(5) Maintain an enforceable dispute 
resolution policy governing Partici-
pants in the Designated Network that 
permits Participants to reasonably, 
timely, and fairly adjudicate disputes 
that arise between each other, the 
QHIN, or other QHINs; 

(6) Maintain an enforceable change 
management policy consistent with the 
responsibilities of a QHIN; 

(7) Maintain a representative and 
participatory group or groups with the 
authority to approve processes for gov-
erning the Designated Network; 

(8) Maintain privacy and security 
policies that permit the entity to sup-
port TEFCA Exchange; 

(9) Maintain data breach response 
and management policies that support 
meaningful TEFCA Exchange; and 

(10) Maintain adequate financial and 
personnel resources to support all its 
responsibilities as a QHIN, including 
sufficient financial reserves or insur-
ance-based cybersecurity coverage, or 
a combination of both. 

§ 172.202 QHINs that offer Individual 
Access Services. 

The following requirements apply to 
QHINs that offer Individual Access 
Services: 

(a) A QHIN must obtain express con-
sent from any individual before pro-
viding Individual Access Services. 

(b) A QHIN must make publicly 
available a privacy and security notice 
that meets minimum TEFCA stand-
ards. 
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(c) A QHIN, that is the IAS provider 
for an Individual, must delete the indi-
vidual’s Individually Identifiable Infor-
mation maintained by the QHIN upon 
request by the individual except as pro-
hibited by Applicable Law or where 
such information is contained in audit 
logs. 

(d) A QHIN must permit any Indi-
vidual to export in a computable for-
mat all of the Individual’s Individually 
Identifiable Information maintained by 
the QHIN as an Individual Access Serv-
ices provider. 

(e) All Individually Identifiable Infor-
mation the QHIN maintains must sat-
isfy the following criteria: 

(1) All Individually Identifiable Infor-
mation must be encrypted. 

(2) Without unreasonable delay and 
in no case later than sixty (60) calendar 
days following discovery of the unau-
thorized acquisition, access, Disclo-
sure, or Use of Individually Identifiable 
Information, the QHIN must notify in 
plain language each Individual whose 
Individually Identifiable Information 
has been or is reasonably believed to 
have been affected by unauthorized ac-
quisition, access, Disclosure, or Use in-
volving the QHIN. 

(3) A QHIN must have an agreement 
with a qualified, independent third- 
party credential service provider and 
must verify, through the credential 
service provider, the identities of Indi-
viduals seeking Individual Access Serv-
ices prior to the Individuals’ first use 
of such services and upon expiration of 
their credentials. 

Subpart C—QHIN Onboarding 
and Designation Processes 

§ 172.300 Applicability. 
This subpart establishes, as to 

QHINs, the application, review, 
Onboarding, withdrawal, and redeter-
mination processes for Designation. 

§ 172.301 Submission of QHIN applica-
tion. 

An entity seeking to be Designated 
as a QHIN must submit all of the fol-
lowing information in a manner speci-
fied by ASTP/ONC: 

(a) Completed QHIN application, with 
supporting documentation, in a form 
specified by ASTP/ONC; and 

(b) A signed copy of the Common 
Agreement. 

§ 172.302 Review of QHIN application. 
(a) ASTP/ONC (or an RCE) will re-

view a QHIN application to determine 
if the Applicant QHIN has completed 
all parts of the application and pro-
vided the necessary supporting docu-
mentation. If the QHIN application is 
not complete, the applicant will be no-
tified in writing of the missing infor-
mation within thirty (30) calendar days 
of receipt of the application. This time-
frame may be extended by providing 
written notice to the Applicant QHIN. 

(b) Once the QHIN application is 
complete, ASTP/ONC (or an RCE) will 
review the application to determine 
whether the Applicant QHIN satisfies 
the requirements for Designation set 
forth in § 172.201 and, if the Applicant 
QHIN proposes to provide IAS, the re-
quirements set forth in § 172.202. ASTP/ 
ONC (or an RCE) will complete its re-
view within sixty (60) calendar days of 
the Applicant QHIN being provided 
with written notice that its application 
is complete. This timeframe may be ex-
tended by providing written notice to 
the Applicant QHIN. 

(c) Additional information may be re-
quested from the Applicant QHIN while 
ASTP/ONC (or an RCE) is reviewing 
the application. The timeframe for re-
sponding to the request and the man-
ner to submit additional information 
will be provided to the applicant and 
may be extended on written notice to 
the Applicant QHIN. 

(d) Failure to respond to a request 
within the proposed timeframe or in 
the manner specified is a basis for a 
QHIN Application to be deemed with-
drawn, as set forth in § 172.305(c). In 
such situations, the Applicant QHIN 
will be provided with written notice 
that the application has been deemed 
withdrawn. 

(e) If, following submission of the ap-
plication, any information submitted 
by the Applicant QHIN becomes untrue 
or materially changes, the Applicant 
QHIN must notify ASTP/ONC (or an 
RCE) in the manner specified by ASTP/ 
ONC (or an RCE) of such changes in 
writing within five (5) business days of 
the submitted material becoming un-
true or materially changing. 
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§ 172.303 QHIN approval and 
Onboarding. 

(a) An Applicant QHIN has the bur-
den of demonstrating its compliance 
with all qualifications for Designation 
in § 172.201 and, if the Applicant QHIN 
proposes to provide IAS, the qualifica-
tions in § 172.202. 

(b) If ASTP/ONC (or, with ASTP/ 
ONC’s prior authorization, an RCE) de-
termines that an Applicant QHIN 
meets the requirements for Designa-
tion set forth in § 172.201, and if the Ap-
plicant QHIN proposes to provide IAS, 
the qualifications set forth in § 172.202, 
then ASTP/ONC (or, with ASTP/ONC’s 
prior authorization, an RCE) will no-
tify the applicant in writing that its 
application has been approved, and the 
Applicant QHIN may proceed with 
Onboarding. 

(c) An approved Applicant QHIN 
must submit a signed version of the 
Common Agreement within a time-
frame set by ASTP/ONC (or an RCE). 

(d) An approved Applicant QHIN 
must complete the Onboarding process, 
including any tests required to ensure 
the Applicant QHIN’s network can con-
nect to those of other QHINs and other 
Applicant QHINs, within twelve (12) 
months of approval of its QHIN appli-
cation, unless that timeframe is ex-
tended in ASTP/ONC’s (or an RCE’s) 
sole discretion by up to twelve (12) 
months. 

§ 172.304 QHIN Designation. 

(a) If all requirements of the 
Onboarding process specified in § 172.303 
have been satisfied: 

(1) The Common Agreement will be 
countersigned; and 

(2) The Applicant QHIN will be pro-
vided with a written determination in-
dicating that the applicant has been 
Designated as a QHIN, along with a 
copy of the countersigned Common 
Agreement. 

(b) Within thirty (30) calendar days of 
receiving its Designation, each QHIN 
must demonstrate in a manner speci-
fied by ASTP/ONC (or, with ASTP/ 
ONC’s prior authorization, an RCE) 
that it has completed a successful 
transaction with all other in-produc-
tion QHINs according to standards and 
procedures for TEFCA Exchange. 

(c) If a QHIN is unable to complete 
the requirement in paragraph (b) of 
this section within the thirty (30)-day 
period provided, the QHIN must pro-
vide ASTP/ONC (or an RCE) with a 
written explanation of why the QHIN 
has been unable to complete a success-
ful transaction with all other in-pro-
duction QHINs within the allotted time 
and include a detailed plan and 
timeline for completion of a successful 
transaction with all other in-produc-
tion QHINs. ASTP/ONC (or, with ASTP/ 
ONC’s prior authorization, an RCE) 
will review and either approve or reject 
the QHIN’s plan based on the reason-
ableness of the explanation and the 
specific facts and circumstances, with-
in five (5) business days of receipt. If 
the QHIN fails to provide its plan or 
the plan is rejected, ASTP/ONC (or, 
with ASTP/ONC’s prior authorization, 
an RCE) will rescind its approval of the 
application, rescind the QHIN Designa-
tion, and deny the application. Within 
thirty (30) calendar days of end of the 
term of the plan, each QHIN must dem-
onstrate in a manner specified by 
ASTP/ONC (or, with ASTP/ONC’s prior 
authorization, an RCE) that it has 
completed a successful transaction 
with all other in-production QHINs ac-
cording to standards and procedures for 
TEFCA Exchange. 

(d) A QHIN Designation will become 
final sixty (60) days after a Designated 
QHIN has submitted its documentation 
that it has completed a successful 
transaction with all other in-produc-
tion QHINs. 

§ 172.305 Withdrawal of QHIN applica-
tion. 

(a) An Applicant QHIN may volun-
tarily withdraw its QHIN application 
by providing written notice in a man-
ner specified by ASTP/ONC (or an 
RCE). 

(b) An Applicant QHIN may withdraw 
its QHIN application at any point prior 
to Designation. 

(c) Upon written notice to the Appli-
cant QHIN, a QHIN application may be 
deemed withdrawn by ASTP/ONC (or, 
with ASTP/ONC’s prior authorization, 
an RCE) as a result of the Applicant 
QHIN’s failure to respond to requests 
for information from ASTP/ONC (or an 
RCE). 
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§ 172.306 Denial of QHIN application. 

If an Applicant QHIN’s application is 
denied, the Applicant QHIN will be pro-
vided with written notice that includes 
the basis for the denial. 

§ 172.307 Re-application. 

(a) Subject to paragraphs (b) through 
(d) of this section, applications may be 
resubmitted by Applicant QHINs by 
complying with the provisions of 
§ 172.301 in the event that an applica-
tion is denied or withdrawn. 

(b) The Applicant QHIN may reapply 
at any time after it has voluntarily 
withdrawn its application as specified 
in § 172.305(a). 

(c) If ASTP/ONC (or an RCE) deems a 
QHIN application to be withdrawn as a 
result of the Applicant QHIN’s failure 
to respond to requests for information, 
then the Applicant QHIN may reapply 
by submitting a new QHIN application 
no sooner than six (6) months after the 
date on which its previous application 
was submitted. The Applicant QHIN 
must respond to the prior request for 
information and must include an expla-
nation as to why no response was pre-
viously provided within the required 
timeframe. 

(d) If ASTP/ONC (or an RCE) denies a 
QHIN application, the Applicant QHIN 
may reapply by submitting a new ap-
plication consistent with the require-
ments in § 172.301 no sooner than six (6) 
months after the date shown on the 
written notice of denial. The applica-
tion must specifically address the defi-
ciencies that constituted the basis for 
denying the Applicant QHIN’s previous 
application. 

Subpart D—Suspension 

§ 172.400 Applicability. 

This subpart describes suspension re-
sponsibilities, notice requirements for 
suspension, and the effect of suspen-
sion. 

§ 172.401 QHIN suspensions. 

(a) ASTP/ONC (or, with ASTP/ONC’s 
prior authorization, an RCE) may sus-
pend a QHIN after determining that 
the QHIN is responsible for a Threat 
Condition. 

(b) ASTP/ONC (or, with ASTP/ONC’s 
prior authorization, an RCE) may di-
rect the QHIN to suspend that Partici-
pant’s or Subparticipant’s authority to 
engage in TEFCA Exchange on deter-
mining that one of a QHIN’s Partici-
pants or Subparticipants has done 
something or failed to do something 
that resulted in a Threat Condition. 

(c) ASTP/ONC (or an RCE) will make 
a reasonable effort to notify a QHIN in 
writing in advance of an intent to sus-
pend the QHIN or to provide direction 
to the QHIN to suspend one of the 
QHIN’s Participants or Subpartici-
pants, and to give the QHIN an oppor-
tunity to respond. Such notice will 
identify the Threat Condition giving 
rise to such suspension. 

(d) ASTP/ONC (or, with ASTP/ONC’s 
prior authorization, an RCE) shall lift 
a suspension of the QHIN, or provide 
direction to the QHIN to lift the sus-
pension of one of the QHIN’s Partici-
pants or Subparticipants, once the 
Threat Condition is resolved. 

§ 172.402 Selective suspension of ex-
change between QHINs. 

(a) A QHIN may, in good faith and to 
the extent permitted by Applicable 
Law, suspend TEFCA Exchange with 
another QHIN because of reasonable 
concerns related to the privacy and se-
curity of information that is ex-
changed. 

(b) If a QHIN decides to suspend 
TEFCA Exchange with another QHIN, 
it is required to promptly notify, in 
writing, ASTP/ONC (or an RCE) and 
the QHIN with which it is suspending 
exchange of its decision and the rea-
son(s) for making the decision. 

(c) If a QHIN suspends TEFCA Ex-
change with another QHIN under para-
graph (a) of this section, it must, with-
in thirty (30) calendar days, initiate 
the TEFCA Dispute Resolution Process 
in order to resolve the issues that led 
to the decision to suspend, or the QHIN 
may end its suspension and resume 
TEFCA Exchange with the other QHIN 
within thirty (30) calendar days of sus-
pending TEFCA Exchange with the 
QHIN. 

(d) Provided that a QHIN suspends 
TEFCA Exchange with another QHIN 
in accordance with this section and in 
accordance with Applicable Law, such 
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suspension will not be deemed a viola-
tion of the Common Agreement. 

Subpart E—Termination 

§ 172.500 Applicability. 

This subpart establishes QHIN termi-
nation responsibilities, notice require-
ments for termination, and the effect 
of termination. 

§ 172.501 QHIN self-termination. 

A QHIN may terminate its own Des-
ignation at any time without cause by 
providing ninety (90) calendar days 
prior written notice. 

§ 172.502 QHIN termination. 

A QHIN’s Designation will be termi-
nated with immediate effect by ASTP/ 
ONC (or, with ASTP/ONC’s prior au-
thorization, an RCE) giving written no-
tice of termination to the QHIN if the 
QHIN: 

(a) Fails to comply with any of the 
regulations of this part and fails to 
remedy such material breach within 
thirty (30) calendar days after receiv-
ing written notice of such failure; pro-
vided, however, that if a QHIN is dili-
gently working to remedy its material 
breach at the end of this thirty- (30-) 
day period, then ASTP/ONC (or an 
RCE) must provide the QHIN with up 
to another thirty (30) calendar days to 
remedy its material breach; or 

(b) A QHIN breaches a material pro-
vision of the Common Agreement 
where such breach is not capable of 
remedy. 

§ 172.503 Termination by mutual 
agreement. 

A QHIN’s Designation may be termi-
nated at any time and for any reason 
by mutual, written agreement between 
the QHIN and ASTP/ONC (or an RCE). 

Subpart F—Review of RCE or ASTP/ 
ONC Decisions 

§ 172.600 Applicability. 

This subpart establishes processes for 
review of RCE or ASTP/ONC actions, 
including QHIN appeal rights and the 
process for filing an appeal. 

§ 172.601 ASTP/ONC review. 

(a) ASTP/ONC may, in its sole discre-
tion, review all or any part of any RCE 
determination, policy, or action. If 
ASTP/ONC reviews an RCE determina-
tion that required ASTP/ONC’s prior 
authorization under this part, no 
ASTP/ONC officer, employee, or agent 
who was engaged with helping to evalu-
ate or decide the prior authorization, 
or a prior authorization involving the 
same party(s) or underlying facts, may 
participate in deciding or advising 
ASTP/ONC on its review of that deter-
mination. 

(b) ASTP/ONC may, in its sole discre-
tion and on notice to affected QHINs or 
Applicant QHINs, stay any RCE deter-
mination, policy, or other action pend-
ing ASTP/ONC review. If ASTP/ONC 
stays an RCE determination that re-
quired ASTP/ONC’s prior authorization 
under this part, no ASTP/ONC officer, 
employee, or agent who was engaged 
with helping to evaluate or decide the 
prior authorization, or a prior author-
ization involving the same party(s) or 
underlying facts, may participate in 
deciding or advising ASTP/ONC on 
whether it should stay that determina-
tion. 

(c) ASTP/ONC may, in its sole discre-
tion and on written notice, request 
that a QHIN, Applicant QHIN, or the 
RCE provide ASTP/ONC additional in-
formation regarding any RCE deter-
mination, policy, or other action. 

(d) On completion of its review, 
ASTP/ONC may affirm, modify, or re-
verse the determination, policy, or 
other action under review. ASTP/ONC 
will provide notice to affected QHINs 
or Applicant QHINs that includes the 
basis for ASTP/ONC’s decision. 

(e) ASTP/ONC will provide written 
notice under this section to affected 
QHINs or Applicant QHINs in the same 
manner as the original RCE determina-
tion, policy, or other action under re-
view. 

(f) ASTP/ONC will issue a decision 
under this section within a timeframe 
agreed to by the affected Applicant 
QHIN or QHIN, as applicable, the RCE, 
and ASTP/ONC. ASTP/ONC may, at its 
sole discretion, extend the timeframe 
for a decision as circumstances neces-
sitate. 
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§ 172.602 Basis for appeal by QHIN or 
Applicant QHIN. 

(a) An Applicant QHIN or QHIN may 
appeal the following decisions to 
ASTP/ONC or a hearing officer, as ap-
propriate: 

(1) Applicant QHIN. An Applicant 
QHIN may appeal a denial of its QHIN 
application. 

(2) QHIN. A QHIN may appeal: 
(i) A decision to suspend the QHIN or 

to instruct the QHIN to suspend its 
Participant or Subparticipant. 

(ii) A decision to terminate the 
QHIN’s Common Agreement. 

(b) [Reserved] 

§ 172.603 Method and timing for filing 
an appeal. 

(a) To initiate an appeal, an author-
ized representative of the Applicant 
QHIN or QHIN must submit electroni-
cally, in writing to ASTP/ONC, a no-
tice of appeal that includes the date of 
the notice of appeal, the date of the de-
cision being appealed, the Applicant 
QHIN or QHIN that is appealing, and 
the decision being appealed within fif-
teen (15) calendar days of the Applicant 
QHIN’s or QHIN’s receipt of the notice 
of: 

(1) Denial of a QHIN application; 
(2) Suspension or instruction to sus-

pend its Participant or Subparticipant; 
or 

(3) Termination. With regard to an 
appeal of a termination, the 15-cal-
endar day timeframe may be extended 
by ASTP/ONC up to another fifteen (15) 
calendar days if the QHIN has been 
granted an extension for completing its 
remedy under § 172.502(a). 

(b) An authorized representative of 
an Applicant QHIN or QHIN must sub-
mit electronically to ASTP/ONC, with-
in thirty (30) calendar days of filing the 
intent to appeal, the following: 

(1) A statement of the basis for ap-
peal, including a description of the 
facts supporting the appeal with cita-
tions to documentation submitted by 
the QHIN or Applicant QHIN; and 

(2) Any documentation the QHIN 
would like considered during the ap-
peal. 

(c) The Applicant QHIN or QHIN fil-
ing the appeal may not submit on ap-
peal any evidence that it did not sub-
mit prior to the appeal except evidence 

permitted by the hearing officer under 
§ 172.606. 

§ 172.604 Effect of appeal on suspen-
sion and termination. 

An appeal does not stay the suspen-
sion or termination, unless otherwise 
ordered by ASTP/ONC or the hearing 
officer assigned under § 172.605(b). 

§ 172.605 Assignment of a hearing offi-
cer. 

(a) On receipt of an appeal under 
§ 172.603, ASTP/ONC may exercise its 
authority under § 172.601 to review an 
RCE determination being appealed. If 
ASTP/ONC exercises its authority 
under § 172.601 to review an RCE deter-
mination that required ONC’s prior au-
thorization under this part, no ASTP/ 
ONC officer, employee, or agent who 
was engaged with helping to evaluate 
or decide the prior authorization, or a 
prior authorization involving the same 
party(s) or underlying facts, may par-
ticipate in deciding or advising ASTP/ 
ONC on its review of that determina-
tion. An appealing QHIN or Applicant 
QHIN that is not satisfied with ASTP/ 
ONC’s subsequent determination may 
appeal that determination to a hearing 
officer by filing a new notice of appeal 
and other appeal documents that com-
ply with § 172.603. 

(b) If ASTP/ONC declines review 
under paragraph (a) of this section, or 
if ASTP/ONC made the determination 
under review, ASTP/ONC will arrange 
for assignment of the case to a hearing 
officer to adjudicate the appeal. 

(c) The hearing officer must be an of-
ficer appointed by the Secretary of 
Health and Human Services. 

(d) The hearing officer may not be re-
sponsible to, or subject to the super-
vision or direction of, personnel en-
gaged in the performance of investiga-
tive or prosecutorial functions for 
ASTP/ONC, nor may any officer, em-
ployee, or agent of ASTP/ONC engaged 
in investigative or prosecutorial func-
tions in connection with any adjudica-
tion, in that adjudication or one that is 
factually related, participate or advise 
in the decision of the hearing officer, 
except as a counsel to ASTP/ONC or as 
a witness. 
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§ 172.606 Adjudication. 

(a) The hearing officer will decide 
issues of law and fact de novo and will 
apply a preponderance of the evidence 
standard when deciding appeals. 

(b) In making a determination, the 
hearing officer may consider: 

(1) The written record, which in-
cludes: 

(i) The RCE’s or ASTP/ONC’s deter-
mination and supporting information; 
and 

(ii) Appeal materials submitted by 
the Applicant QHIN or QHIN under 
§ 172.603. 

(2) Any information from a hearing 
conducted in-person, via telephone, or 
otherwise. The hearing officer has sole 
discretion to conduct a hearing: 

(i) To require either party to clarify 
the written record under paragraph 
(b)(1) of this section; or 

(ii) If the hearing officer otherwise 
determines a hearing is necessary. 

(c) The hearing officer will neither 
receive witness testimony nor accept 
any new information beyond what was 
provided in accordance with paragraph 
(b) of this section, except for good 
cause shown by the party seeking to 
submit new information. 

§ 172.607 Determination by the hear-
ing officer. 

(a) The hearing officer will issue a 
written determination within a time-
frame agreed to by the affected Appli-
cant QHIN or QHIN, as applicable, and 
ASTP/ONC and approved by the hear-
ing officer. The hearing officer may, at 
their sole discretion, extend the time-
frame for a written determination as 
circumstances necessitate. 

(b) The hearing officer’s determina-
tion on appeal is the final decision of 
HHS unless within ten (10) business 
days, the Secretary, in the Secretary’s 
sole discretion, chooses to review the 
determination. ASTP/ONC will notify 
the appealing party if the Secretary 
chooses to review the determination 
and will provide notice of the Sec-
retary’s final determination. 

Subpart G—QHIN Attestation for 
the Adoption of the Trusted 
Exchange Framework and 
Common Agreement 

§ 172.700 Applicability. 
This subpart applies to QHINs. 

§ 172.701 Attestation submission and 
acceptance. 

(a) Applicability. This subpart estab-
lishes: 

(1) The attestation submission re-
quirements for QHINs. 

(2) The review and acceptance proc-
esses that ASTP/ONC will follow for 
TEFCA attestations. 

(b) Submission of QHIN attestation. (1) 
In order to be listed in the QHIN Attes-
tation Directory described in § 172.702, a 
QHIN must submit all of the following 
information to ASTP/ONC: 

(i) Attestation affirming its adoption 
of the Common Agreement and Trusted 
Exchange Framework. 

(ii) General identifying information, 
including: 

(A) Name, address, city, state, zip 
code, and a hyperlink to its website. 

(B) Designation of an authorized rep-
resentative, including the representa-
tive’s name, title, phone number, and 
email address. 

(iii) Documentation confirming its 
Designation as a QHIN. 

(2) A QHIN must provide ASTP/ONC 
with written notice of any changes to 
its identifying information provided in 
accordance with this paragraph (b) 
within thirty (30) business days of the 
change(s) to its identifying informa-
tion. 

(c) Submission method. A QHIN must 
electronically submit its attestation 
and documentation either via an email 
address identified by ASTP/ONC or via 
a submission on the ASTP/ONC 
website, if available. 

(d) Review and acceptance. (1) Within 
thirty (30) business days, ASTP/ONC 
will either accept or reject an attesta-
tion submission. 

(2) ASTP/ONC will accept an attesta-
tion if it determines that the QHIN has 
satisfied the requirements of para-
graphs (b) and (c) of this section. 
ASTP/ONC will provide written notice 
to the applicable QHIN’s authorized 

VerDate Sep<11>2014 11:06 Mar 30, 2026 Jkt 265204 PO 00000 Frm 00843 Fmt 8010 Sfmt 8010 Y:\SGML\265204.XXX 265204eh
ill

 o
n 

D
S

K
6V

X
H

R
33

P
R

O
D

 w
ith

 C
F

R



834 

45 CFR Subtitle A (10–1–25 Edition) § 172.702 

representative that the attestation has 
been accepted. 

(3) ASTP/ONC will reject an attesta-
tion if it determines that the require-
ments of paragraph (b) or (c) of this 
section, or both, have not been satis-
fied. 

(4) ASTP/ONC will provide written 
notice to the QHIN’s authorized rep-
resentative of the determination along 
with the basis for the determination. 

(5) An ASTP/ONC determination 
under this section is final agency ac-
tion and not subject to further admin-
istrative review, except the Secretary 
may choose to review the determina-
tion as provided in § 172.607(b). How-
ever, a QHIN may, at any time, resub-
mit an attestation in accordance with 
paragraphs (b) and (c) of this section. 

§ 172.702 QHIN Attestation Directory. 
(a) Applicability. This subpart estab-

lishes processes for publishing a direc-
tory on the ASTP/ONC website of 
QHINs that voluntarily elect to adopt 
the Common Agreement and Trusted 
Exchange Framework and attest to 
such adoption. 

(b) Publication. (1) Within fifteen (15) 
calendar days of notifying a QHIN that 
its QHIN submission has been accepted, 
ASTP/ONC will publish, at a minimum, 
the QHIN’s name in the QHIN Attesta-
tion Directory on the ASTP/ONC 
website. 

(2) ASTP/ONC will identify within 
the QHIN Attestation Directory those 
QHINs that are suspended under the 
Common Agreement. 

(c) Removal from the QHIN Attestation 
Directory. (1) A QHIN whose Common 
Agreement has been terminated no 

longer qualifies to be included in the 
QHIN Attestation Directory as it is no 
longer considered a QHIN and will be 
removed from the QHIN Attestation 
Directory. 

(2) Upon termination of a QHIN’s 
Common Agreement, ASTP/ONC (or an 
RCE) will send a written a statement 
of intent to remove the QHIN from the 
QHIN Attestation Directory to the au-
thorized representative of the QHIN. 

(3) Any written statement given 
under paragraph (c)(2) of this section 
shall consist of the following, as appro-
priate: 

(i) The name of the terminated QHIN 
and the name and contact information 
of the authorized representative of the 
QHIN. 

(ii) A short statement setting forth 
findings of fact with respect to any vio-
lation of the Common Agreement or 
other basis for the QHIN’s termination 
under the Common Agreement and jus-
tifying the termination on the basis of 
those findings of facts. 

(iii) Other materials as ASTP/ONC 
(or the RCE) may deem relevant. 

(d) Duration. A QHIN that is removed 
from the QHIN Attestation Directory 
will remain removed until a new attes-
tation is accepted by ASTP/ONC in ac-
cordance with the processes specified 
in this subpart. 

(e) Final agency action. An ASTP/ONC 
determination under this section is 
final agency action and not subject to 
further administrative review, except 
the Secretary may choose to review 
the determination as provided in 
§ 172.607(b). 
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