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(viii) Section 170.315(g)(7) through (10)
is also certified to the certification cri-
teria specified in §170.315(d)(1), (9), (12),
and (13); and (d)(2)({)(A) and (B),
(d)(2)(ii) through (v), or (d)(10);

(ix) Section 170.315(h) is also certified
to the certification criteria specified in
§170.315(d)(1), (A)(2)(HA)(A) and (B),
(d)(2)(ii) through (v), (d)(3), (12), and
(13); and

(i) [Reserved]

(j) Direct Project transport method. An
ONC-ACB can only issue a certification
to a Health IT Module for §170.315(h)(1)
if the Health IT Module’s certification
also includes §170.315(b)(1).

(k) Inherited certified status. An ONC-
ACB must accept requests for a newer
version of a previously certified Health
IT Module(s) to inherit the certified
status of the previously certified
Health IT Module(s) without requiring
the newer version to be recertified.

(1) Before granting certified status to
a newer version of a previously cer-
tified Health IT Module(s), an ONC-
ACB must review an attestation sub-
mitted by the developer(s) of the
Health IT Module(s) to determine
whether any change in the newer
version has adversely affected the
Health IT Module(s)’ capabilities for
which certification criteria have been
adopted.

(2) An ONC-ACB may grant certified
status to a newer version of a pre-
viously certified Health IT Module(s) if
it determines that the capabilities for
which certification criteria have been
adopted have not been adversely af-
fected.

(1) Conditions of certification attesta-
tions. Ensure that the health IT devel-
oper of the Health IT Module has met
its responsibilities under subpart D of
this part.

(m) Time-limited certification and cer-
tification status for certain 2015 Edition
certification criteria. An ONC-ACB may
only issue a certification to a Health
IT Module and permit continued cer-
tified status for:

(1) Section 170.315(a)(10) and (13) and
§170.315(e)(2) for the period before Jan-
uary 1, 2022.

(2) Section 170.315(b)(6) for the period
before December 31, 2023.

45 CFR Subtitle A (10-1-23 Edition)

(3) Section 170.315(g)(8) for the period
before December 31, 2022.

[76 FR 1325, Dec. 7, 2011, as amended at 77 FR
54291, Sept. 4, 2012; 79 FR 54480, Sept. 11, 2014;
80 FR 62757, Oct. 16, 2015; 85 FR 25952, May 1,
2020; 85 FR 70085, Nov. 4, 2020]

§170.553 [Reserved]

§170.555 Certification to
versions of certain standards.

(a) ONC-ACBs may certify Health IT
Module(s) to a newer version of certain
identified minimum standards specified
at subpart B of this part, unless the
Secretary prohibits the use of a newer
version for certification.

(b) Applicability of a newer version of a
minimum standard. (1) ONC-ACBs are
not required to certify Health IT Mod-
ule(s) according to newer versions of
standards adopted and named in sub-
part B of this part, unless:

(i) The National Coordinator ap-
proves a newer version for use in cer-
tification and a health IT developer
voluntarily elects to seek certification
of its health IT in accordance with
§170.405(b)(9) or update its certified
health IT to the newer version in ac-
cordance with §170.405(b)(8); or

(ii) The new version is incorporated
by reference in §170.299.

(2) A certified Complete EHR or cer-
tified Health IT Module may be up-
graded to comply with newer versions
of standards identified as minimum
standards in subpart B of this part
without adversely affecting its certifi-
cation status, unless the Secretary pro-
hibits the use of a newer version for
certification.

newer

[77 FR 54291, Sept. 4, 2012, as amended at 85
FR 25952, May 1, 2020]

§170.556 In-the-field surveillance and
maintenance of certification for
Health IT.

(a) In-the-field surveillance. Consistent
with its accreditation under 170.523(a)
to ISO/IEC 17065 and the requirements
of this subpart, an ONC-ACB must ini-
tiate surveillance ‘‘in the field’’ as nec-
essary to assess whether a certified
Health IT Module continues to conform
to the requirements in subparts A, B, C
and E of this part once the certified
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Health IT Module has been imple-
mented and is in use in a production
environment.

(1) Production environment. An ONC-
ACB’s assessment of a certified capa-
bility in the field must be based on the
use of the capability in a production
environment, which means a live envi-
ronment in which the capability has
been implemented and is in use.

(2) Production data. An ONC-ACB’s
assessment of a certified capability in
the field must be based on the use of
the capability with production data un-
less the use of test data is specifically
approved by the National Coordinator.

(b) Reactive surveillance. An ONC-ACB
must initiate surveillance (including,
as necessary, in-the-field surveillance
required by paragraph (a) of this sec-
tion) whenever it becomes aware of
facts or circumstances that would
cause a reasonable person to question a
certified Health IT Module’s continued
conformity to the requirements of its
certification.

(1) Review of required disclosures.
When an ONC-ACB performs reactive
surveillance under this paragraph, it
must verify that the requirements of
§170.5623(k)(1) have been followed as ap-
plicable to the issued certification.

(2) [Reserved]

(c) Randomized surveillance. During
each calendar year surveillance period,
an ONC-ACB may conduct in-the-field
surveillance for certain randomly se-
lected Health IT Modules to which it
has issued a certification.

(1) Scope. When an ONC-ACB selects a
certified Health IT Module for random-
ized surveillance under this paragraph,
its evaluation of the certified Health
IT Module must include all certifi-
cation criteria prioritized by the Na-
tional Coordinator that are part of the
scope of the certification issued to the
Health IT Module.

(2) [Reserved]

(3) Selection method. An ONC-ACB
must randomly select (subject to ap-
propriate weighting and sampling con-
siderations) and certified Health IT
Modules for surveillance under this
paragraph.

(4) Number and types of locations for
in-the-field surveillance. For each cer-
tified Health IT Module selected for

§170.556

randomized surveillance under this
paragraph, an ONC-ACB must:

(i) Evaluate the certified Health IT
Module’s capabilities at one or more
locations where the certified Health IT
Module is implemented and in use in
the field.

(ii) Ensure that the locations are se-
lected at random (subject to appro-
priate weighting and sampling consid-
erations) from among all locations
where the certified Health IT Module is
implemented and in use in the field.

(d) Corrective action plan and proce-
dures. (1) When an ONC-ACB deter-
mines, through surveillance under this
section or otherwise, that a Health IT
Module does not conform to the re-
quirements of its certification, the
ONC-ACB must notify the developer of
its findings and require the developer
to submit a proposed corrective action
plan for the applicable certification
criterion, certification criteria, or cer-
tification requirement.

(2) The ONC-ACB shall provide direc-
tion to the developer as to the required
elements of the corrective action plan.

(3) The ONC-ACB shall verify the re-
quired elements of the corrective ac-
tion plan, consistent with its accredi-
tation and any elements specified by
the National Coordinator. At a min-
imum, any corrective action plan sub-
mitted by a developer to an ONC-ACB
must include:

(i) A description of the identified
non-conformities or deficiencies;

(ii) An assessment of how widespread
or isolated the identified non-
conformities or deficiencies may be
across all of the developer’s customers
and users of the certified Health IT
Module;

(iii) How the developer will address
the identified non-conformities or defi-
ciencies, both at the locations under
which surveillance occurred and for all
other potentially affected customers
and users;

(iv) How the developer will ensure
that all affected and potentially af-
fected customers and users are alerted
to the identified non-conformities or
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deficiencies, including a detailed de-
scription of how the developer will as-
sess the scope and impact of the prob-
lem, including identifying all poten-
tially affected customers; how the de-
veloper will promptly ensure that all
potentially affected customers are no-
tified of the problem and plan for reso-
lution; how and when the developer
will resolve issues for individual af-
fected customers; and how the devel-
oper will ensure that all issues are in
fact resolved.

(v) The timeframe under which cor-
rective action will be completed.

(vi) An attestation by the developer
that it has completed all elements of
the approved corrective action plan.

(4) When the ONC-ACB receives a
proposed corrective action plan (or a
revised proposed corrective action
plan), the ONC-ACB shall either ap-
prove the corrective action plan or, if
the plan does not adequately address
the elements described by paragraph
(d)(3) of this section and other ele-
ments required by the ONC-ACB, in-
struct the developer to submit a re-
vised proposed corrective action plan.

(5) Suspension. Consistent with its ac-
creditation to ISO/IEC 17065 and proce-
dures for suspending a certification, an
ONC-ACB shall initiate suspension pro-
cedures for a Health IT Module:

(i) 30 days after notifying the devel-
oper of a non-conformity pursuant to
paragraph (d)(1) of this section, if the
developer has not submitted a proposed
corrective action plan;

(ii) 90 days after notifying the devel-
oper of a non-conformity pursuant to
paragraph (d)(1) of this section, if the
ONC-ACB cannot approve a corrective
action plan because the developer has
not submitted a revised proposed cor-
rective action plan in accordance with
paragraph (d)(4) of this section; and

(iii) Immediately, if the developer
has not completed the corrective ac-
tions specified by an approved correc-
tive action plan within the time speci-
fied therein.

(6) Withdrawal. If a or certified
Health IT Module’s certification has
been suspended, an ONC-ACB is per-
mitted to initiate certification with-
drawal procedures for the Health IT
Module (consistent with its accredita-
tion to ISO/IEC 17065 and procedures

45 CFR Subtitle A (10-1-23 Edition)

for withdrawing a certification) when
the health IT developer has not com-
pleted the actions necessary to rein-
state the suspended certification.

(e) Reporting of surveillance results re-
quirements—(1) Rolling submission of in-
the-field surveillance results. The results
of in-the-field surveillance under this
section must be submitted to the Na-
tional Coordinator, at a minimum, on a
quarterly basis in accordance with
§170.523(1)(2).

(2) Confidentiality of locations evalu-
ated. The contents of an ONC-ACB’s
surveillance results submitted to the
National Coordinator must not include
any information that would identify
any user or location that participated
in or was subject to surveillance.

(3) Reporting of corrective action plans.
When a corrective action plan is initi-
ated for a Health IT Module, an ONC-
ACB must report the Health IT Module
and associated product and corrective
action information to the National Co-
ordinator in accordance with
§170.523(f)(1)(xxii) or (f)(2)(xi), as appli-
cable.

(f) Relationship to other surveillance re-
quirements. Nothing in this section
shall be construed to limit or constrain
an ONC-ACB’s duty or ability to per-
form surveillance, including in-the-
field surveillance, or to suspend or ter-
minate the certification, of any cer-
tified Health IT Module as required or
permitted by this subpart and the
ONC-ACB’s accreditation to ISO/IEC
17065.

[80 FR 62758, Oct. 16, 2015, as amended at 80
FR 76872, Dec. 11, 2015; 81 FR 72466, Oct. 19,
2016; 85 FR 25952, May 1, 2020]

§170.557 Authorized testing and cer-
tification methods.

(a) ONC-ATL applicability. An ONC-
ATL must provide remote testing for
both development and deployment
sites.

(b) ONC-ACB applicability. An ONC-
ACB must provide remote certification
for both development and deployment
sites.

[81 FR 72466, Oct. 19, 2016]
§170.560 Good standing as an ONC-
ACB or ONC-ATL.

(a) ONC-ACB good standing. An ONC-
ACB must maintain good standing by:
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