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needed to communicate about the
health IT regarding one or more of the
six subject areas in paragraph (a)(1) of
this section; and

(3) Limit the sharing of video to:

(i) The relevant amount of video
needed to communicate about the
health IT regarding one or more of the
six subject areas in paragraph (a)(1) of
this section; and

(i1) Only videos that address temporal
matters that cannot be communicated
through screenshots or other forms of
communication.

(B) Pre-market testing and development.
A health IT developer may prohibit or
restrict communications that disclose
information or knowledge solely ac-
quired in the course of participating in
pre-market product development and
testing activities carried out for the
benefit of the developer or for the joint
benefit of the developer and communi-
cator. A developer must not, once the
subject health IT is released or mar-
keted for purposes other than product
development and testing, and subject
to the permitted prohibitions and re-
strictions described in paragraph
(a)(2)(ii) of this section, prohibit or re-
strict communications about matters
enumerated in paragraph (a)(1) of this
section.

(b) Maintenance of Certification re-
quirements—(1) Notice. Health IT devel-
opers must issue a written notice to all
customers and those with which it has
contracts or agreements containing
provisions that contravene paragraph
(a) of this section annually, beginning
in calendar year 2021, until paragraph
(b)(2)(i1) of this section is fulfilled,
stating that any communication or
contract provision that contravenes
paragraph (a) of this section will not be
enforced by the health IT developer.

(2) Contracts and agreements. (i) A
health IT developer must not establish,
renew, or enforce any contract or
agreement that contravenes paragraph
(a) of this section.

(ii) If a health IT developer has a con-
tract or agreement in existence as of
June 30, 2020, that contravenes para-
graph (a) of this section, then the de-
veloper must amend the contract or
agreement to remove or void the con-
tractual provision that contravenes
paragraph (a) of this section whenever
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the contract is next modified for other
reasons or renewed.

(c) Communication, defined. ‘‘Commu-
nication’ as used in this section means
any communication, irrespective of the
form or medium. The term includes
visual communications, such as
screenshots and video.

[86 FR 25945, May 1, 2020, as amended at 85
FR 43711, July 20, 2020; 85 FR 70084, Nov. 4,
2020]

§170.404 Application
interfaces.

The following Condition and Mainte-
nance of Certification requirements
apply to developers of Health IT Mod-
ules certified to any of the certifi-
cation criteria adopted in §170.315(g)(7)
through (10).

(a) Condition of certification require-
ments—(1) General. A Certified API De-
veloper must publish APIs and allow
electronic health information from
such technology to be accessed, ex-
changed, and used without special ef-
fort through the use of APIs or suc-
cessor technology or standards, as pro-
vided for under applicable law, includ-
ing providing access to all data ele-
ments of a patient’s electronic health
record to the extent permissible under
applicable privacy laws.

(2) Transparency conditions—(i) Com-
plete business and technical documenta-
tion. A Certified API Developer must
publish complete business and tech-
nical documentation, including the
documentation described in paragraph
(a)(2)(ii) of this section, via a publicly
accessible hyperlink that allows any
person to directly access the informa-
tion without any preconditions or addi-
tional steps.

(i1) Terms and conditions—(A) Material
information. A Certified API Developer
must publish all terms and conditions
for its certified API technology, in-
cluding any fees, restrictions, limita-
tions, obligations, registration process
requirements, or other similar require-
ments that would be:

(I) Needed to develop software appli-
cations to interact with the certified
API technology;

(2) Needed to distribute, deploy, and
enable the use of software applications
in production environments that use
the certified API technology;

programming
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(3) Needed to use software applica-
tions, including to access, exchange,
and use electronic health information
by means of the certified API tech-
nology;

(4) Needed to use any electronic
health information obtained by means
of the certified API technology;

() Used to verify the authenticity of
API Users; and

(6) Used to register software applica-
tions.

(B) API fees. Any and all fees charged
by a Certified API Developer for the
use of its certified API technology
must be described in detailed, plain
language. The description of the fees
must include all material information,
including but not limited to:

(I) The persons or classes of persons
to whom the fee applies;

(2) The circumstances in which the
fee applies; and

(3) The amount of the fee, which for
variable fees must include the specific
variable(s) and methodology(ies) that
will be used to calculate the fee.

(38) Fees conditions—(i) General condi-
tions—(A) All fees. All fees related to
certified API technology not otherwise
permitted by this section are prohib-
ited from being imposed by a Certified
API Developer. The permitted fees in
paragraphs (a)(3)(ii) and (iv) of this sec-
tion may include fees that result in a
reasonable profit margin in accordance
with §171.302.

(B) Permitted fees requirements. For all
permitted fees, a Certified API Devel-
oper must:

(I) Ensure that such fees are based on
objective and verifiable criteria that
are uniformly applied to all similarly
situated API Information Sources and
API Users;

(2) Ensure that such fees imposed on
API Information Sources are reason-
ably related to the Certified API Devel-
oper’s costs to supply certified API
technology to, and if applicable, sup-
port certified API technology for, API
Information Sources;

(3) Ensure that such fees to supply
and, if applicable, support certified API
technology are reasonably allocated
among all similarly situated API Infor-
mation Sources; and
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Sources or API Users are competitors,
potential competitors, or will be using
the certified API technology in a way
that facilitates competition with the
Certified API Developer.

(C) Prohibited fees. A Certified API
Developer is prohibited from charging
fees for the following:

(I) Costs associated with intangible
assets other than actual development
or acquisition costs of such assets;

(2) Opportunity costs unrelated to
the access, exchange, or use of elec-
tronic health information; and

(3) The permitted fees in this section
cannot include any costs that led to
the creation of intellectual property if
the actor charged a royalty for that in-
tellectual property pursuant to §171.303
and that royalty included the develop-
ment costs for the creation of the in-
tellectual property.

(D) Record-keeping requirements. A
Certified API Developer must keep for
inspection detailed records of any fees
charged with respect to the certified
API technology, the methodology(ies)
used to calculate such fees, and the
specific costs to which such fees are at-
tributed.

(ii) Permitted fee—development, deploy-
ment, and upgrades. A Certified API De-
veloper is permitted to charge fees to
an API Information Source to recover
the costs reasonably incurred by the
Certified API Developer to develop, de-
ploy, and upgrade certified API tech-
nology.

(iii) Permitted fee—recovering API
usage costs. A Certified API Developer
is permitted to charge fees to an API
Information Source related to the use
of certified API technology. The fees
must be limited to the recovery of in-
cremental costs reasonably incurred by
the Certified API Developer when it
hosts certified API technology on be-
half of the API Information Source.

(iv) Permitted fee—value-added serv-
ices. A Certified API Developer is per-
mitted to charge fees to an API User
for value-added services related to cer-
tified API technology, so long as such
services are not necessary to effi-
ciently and effectively develop and de-
ploy production-ready software that

(4) Ensure that such fees are not interacts with certified API tech-
based on whether API Information nology.
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(4) Openness and pro-competitive condi-
tions; general condition. A Certified API
Developer must grant an API Informa-
tion Source the independent ability to
permit an API User to interact with
the certified API technology deployed
by the API Information Source.

(i) Non-discrimination. (A) A Certified
API Developer must provide certified
API technology to an API Information
Source on terms that are no less favor-
able than it provides to itself and its
own customers, suppliers, partners, and
other persons with whom it has a busi-
ness relationship.

(B) The terms on which a Certified
API Developer provides certified API
technology must be based on objective
and verifiable criteria that are uni-
formly applied to all substantially
similar or similarly situated classes of
persons and requests.

(C) A Certified API Developer must
not offer different terms or services
based on:

(I) Whether a competitive relation-
ship exists or would be created;

(2) The revenue or other value that
another party may receive from using
the API technology.

(ii) Rights to access and use certified
API technology—(A) Rights that must be
granted. A Certified API Developer
must have and, upon request, must
grant to API Information Sources and
API Users all rights that may be rea-
sonably necessary to:

(I) Access and use the Certified API
Developer’s certified API technology in
a production environment;

(2) Develop products and services
that are designed to interact with the
Certified API Developer’s certified API
technology; and

(3) Market, offer, and distribute prod-
ucts and services associated with the
Certified API Developer’s certified API
technology.

(B) Prohibited conduct. A Certified
API Developer is prohibited from con-
ditioning the receipt of the rights de-
scribed in paragraph (a)(4)(ii)(A) of this
section on:

(I) Receiving a fee, including but not
limited to a license fee, royalty, or rev-
enue-sharing arrangement;

(2) Agreeing to not compete with the
Certified API Developer in any prod-
uct, service, or market;
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(3) Agreeing to deal exclusively with
the Certified API Developer in any
product, service, or market;

(4) Obtaining additional licenses,
products, or services that are not re-
lated to or can be unbundled from the
certified API technology;

(5) Licensing, granting, assigning, or
transferring any intellectual property
to the Certified API Developer;

(6) Meeting any Certified API Devel-
oper-specific testing or certification re-
quirements; and.

(7) Providing the Certified API Devel-
oper or its technology with reciprocal
access to application data.

(iii) Service and support obligations. A
Certified API Developer must provide
all support and other services reason-
ably necessary to enable the effective
development, deployment, and use of
certified API technology by API Infor-
mation Sources and API Users in pro-
duction environments.

(A) Changes and updates to certified
API technology. A Certified API Devel-
oper must make reasonable efforts to
maintain the compatibility of its cer-
tified API technology and to otherwise
avoid disrupting the use of certified
API technology in production environ-
ments.

(B) Changes to terms and conditions.
Except as exigent circumstances re-
quire, prior to making changes to its
certified API technology or to the
terms and conditions thereof, a Cer-
tified API Developer must provide no-
tice and a reasonable opportunity for
API Information Sources and API
Users to update their applications to
preserve compatibility with certified
API technology and to comply with ap-
plicable terms and conditions.

(b) Maintenance of certification require-
ments—(1) Authenticity wverification and
registration for production use. The fol-
lowing apply to a Certified API Devel-
oper with a Health IT Module certified
to the certification criterion adopted
in §170.315(g)(10):

(i) Authenticity verification. A Cer-
tified API Developer is permitted to in-
stitute a process to verify the authen-
ticity of API Users so long as such
process is objective and the same for
all API Users and completed within ten
business days of receipt of an API
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User’s request to register their soft-
ware application for use with the Cer-
tified API Developer’s Health IT Mod-
ule certified to §170.315(g)(10).

(ii) Registration for production use. A
Certified API Developer must register
and enable all applications for produc-
tion use within five business days of
completing its verification of an API
User’s authenticity, pursuant to para-
graph (b)(1)(i) of this section.

(2) Service base URL publication. A
Certified API Developer must publish
the service base URLs for all Health IT
Modules certified to §170.315(g)(10) that
can be used by patients to access their
electronic health information. The Cer-
tified API Developer must publicly
publish the service base URLs:

(i) For all of its customers regardless
of whether the Health IT Modules cer-
tified to §170.315(g)(10) are centrally
managed by the Certified API Devel-
oper or locally deployed by an API In-
formation Source; and

(ii) In a machine-readable format at
no charge.

(3) Rollout of (g)(10)-certified APIs. A
Certified API Developer with certified
API technology previously certified to
the certification criterion in
§170.315(g)(8) must provide all API In-
formation Sources with such certified
API technology deployed with certified
API technology certified to the certifi-
cation criterion in §170.315(g)(10) by no
later than December 31, 2022.

(4) Compliance for existing certified API
technology. By no later than April 5,
2021, a Certified API Developer with
Health IT Module(s) certified to the
certification criteria in §170.315(g)(7),
(8), or (9) must comply with paragraph
(a) of this section, including revisions
to their existing business and technical
API documentation and make such
documentation available via a publicly
accessible hyperlink that allows any
person to directly access the informa-
tion without any preconditions or addi-
tional steps.

(¢) Definitions. The following defini-
tions apply to this section:

API Information Source means an or-
ganization that deploys certified API
technology created by a ‘‘Certified API
Developer;”’

API User means a person or entity
that creates or uses software applica-
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tions that interact with the ‘‘certified
API technology’’ developed by a ‘‘Cer-
tified API Developer” and deployed by
an ‘“API Information Source;”

Certified API Developer means a
health IT developer that creates the
“certified API technology’ that is cer-
tified to any of the certification cri-
teria adopted in §170.315(g)(7) through
(10); and

Certified API technology means the ca-
pabilities of Health IT Modules that
are certified to any of the API-focused
certification criteria adopted in
§170.315(g)(7) through (10).

[86 FR 25945, May 1, 2020, as amended at 85
FR 70084, Nov. 4, 2020]

§170.405 Real world testing.

(a) Condition of Certification require-
ment. A health IT developer with
Health IT Module(s) certified to any
one or more 2015 Edition certification
criteria in §170.315(b), (c)(1) through (3),
(e)1), (), (g)(7) through (10), and (h)
must successfully test the real world
use of those Health IT Module(s) for
interoperability (as defined in 42
U.S.C.300jj(9) and §170.102) in the type
of setting in which such Health IT
Module(s) would be/is marketed.

(b) Maintenance of Certification re-
quirements—(1) Real world testing plan
submission. A health IT developer with
Health IT Module(s) certified to any
one or more of the criteria referenced
in paragraph (a) of this section must
submit to its ONC-ACB an annual real
world testing plan addressing each of
those certified Health IT Modules by a
date determined by the ONC-ACB that
enables the ONC-ACB to publish a pub-
licly available hyperlink to the plan on
CHPL no later than December 15 of
each calendar year, beginning in 2021.

(i) The plan must be approved by a
health IT developer authorized rep-
resentative capable of binding the
health IT developer for execution of
the plan and include the representa-
tive’s contact information.

(ii) The plan must include all health
IT certified to any one or more of the
criteria referenced in paragraph (a) of
this section as of August 31 of the year
in which the plan is submitted, and ad-
dress the real world testing to be con-
ducted in the calendar year imme-
diately following plan submission.
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