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(i) For a violation in which it is es-
tablished that the covered entity or 
business associate did not know and, 
by exercising reasonable diligence, 
would not have known that the covered 
entity or business associate violated 
such provision, 

(A) In the amount of less than $100 or 
more than $50,000 for each violation; or 

(B) In excess of $1,500,000 for identical 
violations during a calendar year (Jan-
uary 1 through the following December 
31); 

(ii) For a violation in which it is es-
tablished that the violation was due to 
reasonable cause and not to willful ne-
glect, 

(A) In the amount of less than $1,000 
or more than $50,000 for each violation; 
or 

(B) In excess of $1,500,000 for identical 
violations during a calendar year (Jan-
uary 1 through the following December 
31); 

(iii) For a violation in which it is es-
tablished that the violation was due to 
willful neglect and was corrected dur-
ing the 30-day period beginning on the 
first date the covered entity or busi-
ness associate liable for the penalty 
knew, or, by exercising reasonable dili-
gence, would have known that the vio-
lation occurred, 

(A) In the amount of less than $10,000 
or more than $50,000 for each violation; 
or 

(B) In excess of $1,500,000 for identical 
violations during a calendar year (Jan-
uary 1 through the following December 
31); 

(iv) For a violation in which it is es-
tablished that the violation was due to 
willful neglect and was not corrected 
during the 30-day period beginning on 
the first date the covered entity or 
business associate liable for the pen-
alty knew, or, by exercising reasonable 
diligence, would have known that the 
violation occurred, 

(A) In the amount of less than $50,000 
for each violation; or 

(B) In excess of $1,500,000 for identical 
violations during a calendar year (Jan-
uary 1 through the following December 
31). 

(3) If a requirement or prohibition in 
one administrative simplification pro-
vision is repeated in a more general 
form in another administrative sim-

plification provision in the same sub-
part, a civil money penalty may be im-
posed for a violation of only one of 
these administrative simplification 
provisions. 

[71 FR 8426, Feb. 16, 2006, as amended at 74 
FR 56130, Oct. 30, 2009; 78 FR 5691, Jan. 25, 
2013; 81 FR 61581, Sept. 6, 2016] 

§ 160.406 Violations of an identical re-
quirement or prohibition. 

The Secretary will determine the 
number of violations of an administra-
tive simplification provision based on 
the nature of the covered entity’s or 
business associate’s obligation to act 
or not act under the provision that is 
violated, such as its obligation to act 
in a certain manner, or within a cer-
tain time, or to act or not act with re-
spect to certain persons. In the case of 
continuing violation of a provision, a 
separate violation occurs each day the 
covered entity or business associate is 
in violation of the provision. 

[78 FR 5691, Jan. 25, 2013] 

§ 160.408 Factors considered in deter-
mining the amount of a civil money 
penalty. 

In determining the amount of any 
civil money penalty, the Secretary will 
consider the following factors, which 
may be mitigating or aggravating as 
appropriate: 

(a) The nature and extent of the vio-
lation, consideration of which may in-
clude but is not limited to: 

(1) The number of individuals af-
fected; and 

(2) The time period during which the 
violation occurred; 

(b) The nature and extent of the 
harm resulting from the violation, con-
sideration of which may include but is 
not limited to: 

(1) Whether the violation caused 
physical harm; 

(2) Whether the violation resulted in 
financial harm; 

(3) Whether the violation resulted in 
harm to an individual’s reputation; and 

(4) Whether the violation hindered an 
individual’s ability to obtain health 
care; 

(c) The history of prior compliance 
with the administrative simplification 
provisions, including violations, by the 
covered entity or business associate, 
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consideration of which may include but 
is not limited to: 

(1) Whether the current violation is 
the same or similar to previous indica-
tions of noncompliance; 

(2) Whether and to what extent the 
covered entity or business associate 
has attempted to correct previous indi-
cations of noncompliance; 

(3) How the covered entity or busi-
ness associate has responded to tech-
nical assistance from the Secretary 
provided in the context of a compliance 
effort; and 

(4) How the covered entity or busi-
ness associate has responded to prior 
complaints; 

(d) The financial condition of the 
covered entity or business associate, 
consideration of which may include but 
is not limited to: 

(1) Whether the covered entity or 
business associate had financial dif-
ficulties that affected its ability to 
comply; 

(2) Whether the imposition of a civil 
money penalty would jeopardize the 
ability of the covered entity or busi-
ness associate to continue to provide, 
or to pay for, health care; and 

(3) The size of the covered entity or 
business associate; and 

(e) Such other matters as justice may 
require. 

[78 FR 5691, Jan. 25, 2013] 

§ 160.410 Affirmative defenses. 
(a) The Secretary may not: 
(1) Prior to February 18, 2011, impose 

a civil money penalty on a covered en-
tity or business associate for an act 
that violates an administrative sim-
plification provision if the covered en-
tity or business associate establishes 
that the violation is punishable under 
42 U.S.C. 1320d–6. 

(2) On or after February 18, 2011, im-
pose a civil money penalty on a cov-
ered entity or business associate for an 
act that violates an administrative 
simplification provision if the covered 
entity or business associate establishes 
that a penalty has been imposed under 
42 U.S.C. 1320d–6 with respect to such 
act. 

(b) For violations occurring prior to 
February 18, 2009, the Secretary may 
not impose a civil money penalty on a 
covered entity for a violation if the 

covered entity establishes that an af-
firmative defense exists with respect to 
the violation, including the following: 

(1) The covered entity establishes, to 
the satisfaction of the Secretary, that 
it did not have knowledge of the viola-
tion, determined in accordance with 
the Federal common law of agency, and 
by exercising reasonable diligence, 
would not have known that the viola-
tion occurred; or 

(2) The violation is— 
(i) Due to circumstances that would 

make it unreasonable for the covered 
entity, despite the exercise of ordinary 
business care and prudence, to comply 
with the administrative simplification 
provision violated and is not due to 
willful neglect; and 

(ii) Corrected during either: 
(A) The 30-day period beginning on 

the first date the covered entity liable 
for the penalty knew, or by exercising 
reasonable diligence would have 
known, that the violation occurred; or 

(B) Such additional period as the 
Secretary determines to be appropriate 
based on the nature and extent of the 
failure to comply. 

(c) For violations occurring on or 
after February 18, 2009, the Secretary 
may not impose a civil money penalty 
on a covered entity or business asso-
ciate for a violation if the covered enti-
ty or business associate establishes to 
the satisfaction of the Secretary that 
the violation is— 

(1) Not due to willful neglect; and 
(2) Corrected during either: 
(i) The 30-day period beginning on the 

first date the covered entity or busi-
ness associate liable for the penalty 
knew, or, by exercising reasonable dili-
gence, would have known that the vio-
lation occurred; or 

(ii) Such additional period as the 
Secretary determines to be appropriate 
based on the nature and extent of the 
failure to comply. 

[78 FR 5692, Jan. 25, 2013] 

§ 160.412 Waiver. 
For violations described in 

§ 160.410(b)(2) or (c) that are not cor-
rected within the period specified 
under such paragraphs, the Secretary 
may waive the civil money penalty, in 
whole or in part, to the extent that the 
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