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§501.1 Definitions.

(a) Postage Evidencing Systems regu-
lated by part 501 produce evidence of
prepayment of postage by any method
other than postage stamps and permit
imprints. A Postage Evidencing Sys-
tem is a device or system of compo-
nents that a customer uses to generate
and print evidence that postage re-
quired for mailing has been paid. Post-
age Evidencing Systems print indicia,
such as information-based indicia or

intelligent mail indicia to indicate
postage payment. They include but are
not limited to postage meters and PC
Postage systems.

(b) A postage meter is a USPS-ap-
proved Postage Evidencing System
that uses a postage security device
(PSD) to account for postage purchased
and generates evidence of such pur-
chased postage in the form of an indi-
cium, where the PSD is co-located with
the printing of the indicium. The term
meter as used in this part refers to a
postage meter.

(¢c) PC Postage products are USPS-ap-
proved Postage Evidencing Systems
that use a computer, tablet, or similar
device as a user interface. PC Postage
products may use the internet to
download postage to the computer, tab-
let or similar device. PC Postage prod-
ucts use a mechanism to account for
postage that is remote from the print-
ing of the indicium.

(d) A provider is a person or entity
authorized under this section to manu-
facture and/or distribute Postage Evi-
dencing Systems to customers.

(e) A manufacturer of postage meters
produces postage meters.

(f) A distributor of postage meters
may be a manufacturer who leases
postage meters directly to end-user
customers or may be an independent
entity who leases postage meters to
end-user customers on behalf of the
manufacturer.

(g) A customer is a person or entity
authorized by the Postal Service to use
a Postage Evidencing System as an end
user in accordance with Mailing Stand-
ards of the United States Postal Service,
Domestic Mail Manual (DMM), includ-
ing 604 Postage Payment Methods and
Refunds, 4.0 Postage Meters and PC
Postage Products (Postage Evidencing
Systems).

(h) Postal Requirements include the
Code of Federal Regulations, title 39
part 501, the Domestic Mail Manual
(DMM), the International Mail Manual
(IMM), and the Intelligent Mail Indicia
Performance Criteria (IMIPC).

[71 FR 65733, Nov. 9, 2006, as amended at 80

FR 42392, July 17, 2015; 85 FR 21775, Apr. 20,
2020]
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§501.2 Postage Evidencing System
provider authorization.

(a) The Postal Service considers
Postage Evidencing Systems and their
respective infrastructure to be essen-
tial to the exercise of its specific pow-
ers to prescribe postage and provide
evidence of payment of postage under
39 U.S.C. 404(a)(2) and (4).

(b) Due to the potential for adverse
impact upon Postal Service revenue,
the following activities may not be en-
gaged in by any person or entity with-
out prior, written approval of the Post-
al Service. Persons or entities that per-
form these activities are referred to
collectively as Postage Evidencing
System (PES) Providers in this sec-
tion.

(1) Manufacturing and/or distributing
any Postage Evidencing System that
generates or produces U.S. postage.

(2) Repairing, refurbishing, remanu-
facturing, modifying, or destroying any
component of a Postage Evidencing
System that accounts for or authorizes
the printing of U.S. postage.

(3) Owning or operating an infra-
structure that maintains operating
data for the production of U.S. postage,
or accounts for U.S. postage purchased
for distribution through a Postage Evi-
dencing System.

(4) Owning or operating an infra-
structure that maintains operating
data that is used to facilitate registra-
tion with the Postal Service of cus-
tomers of a Postage Evidencing Sys-
tem.

(c) Approval to become a Postage Ev-
idencing System Provider:

(1) Any person or entity seeking au-
thorization to become a PES Provider
must submit a request to the Postal
Service in writing to the Office of Com-
mercial Payment. Once the request is
received, the Office of Commercial
Payment will provide the applicant the
PES Provider Applicant Guide and the
Intelligent Mail Indicia Performance
Criteria (IMIPC), the IMIPC setting
forth PES and indicia specification and
requirements. The contact information
for Commercial Payment can be found
in §501.2(f).

(2) The PES Provider Applicant
Guide sets forth the process for appli-
cants seeking to become a PES Pro-
vider. An applicant is subject to the
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rules in both that Guide and the
IMIPC, while they are attempting to
gain approval to become a PES Pro-
vider. Although the Guide sets forth
the methodology for a PES provider
applicant to be approved as a PES pro-
vider, it is not a replacement for postal
regulations; such regulations govern
the process. As such, the Guide will be
updated to reflect changes in postal
regulations.

(3) An applicant applying for ap-
proval to become a PES Provider must
undergo three (3) primary phases which
are laid out in the PES Provider Appli-
cant Guide: Applicant Introduction and
Letter of Intent; Applicant Qualifica-
tion and Registration; and PES Eval-

uation. Each phase includes pre-
requisites to enter  the phase,
deliverables expected during that

phase, and a requirement of written ap-
proval by the Office of Commercial
Payment to allow the process to con-
tinue to the next phase. Please note
that, to the extent that a PES provider
applicant seeks to obtain access to the
IMIPC, such access should only be
granted after the applicant enters into
a Non-disclosure agreement with the
Postal Service permitting such access
and the usage thereof.

(4) To the extent that an applicant
reaches the PES Evaluation phase,
then the applicant is governed by Post-
al Requirements, the IMIPC, and the
PES Provider Applicant Guide even
though not yet an authorized PES Pro-
vider.

(5) The Postal Service, in its sole dis-
cretion, may approve an applicant. In
reaching its approval determination,
the Postal Service may review factors
and make determinations including,
but not limited to, satisfactory evi-
dence of the applicant’s integrity and
financial responsibility, commitment
to comply with the Postal Require-
ments, and a determination that dis-
closure to the applicant of Postal Serv-
ice customer, financial, or other data
of a commercial nature necessary to
perform the function for which ap-
proval is sought would be appropriate
and consistent with good business prac-
tices within the meaning of 39 U.S.C.
410(c)(2).

(6) No applicant is considered a PES
Provider until the Postal Service
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issues a final written decision. This is
accomplished by the provision of a
final approval of the applicant’s status
as an authorized PES Provider in writ-
ing from the Vice President of Mail
Entry & Payment Technology (or suc-
cessor). The applicant is approved in
writing to engage in the function(s) for
which authorization was sought and
approved.

(d) To the extent that any person or
entity is approved to be a PES Pro-
vider, such PES Provider must adhere
to the Postal Requirements.

(e) As a condition of obtaining au-
thorization under this section, the PES
Provider’s facilities used for the manu-
facture, distribution, storage, reset-
ting, repair, refurbishment, remanufac-
turing, modifying, or destruction of a
Postage Evidencing System and all fa-
cilities housing infrastructure sup-
porting Postage Evidencing Systems
will be subject to unannounced inspec-
tion by representatives of the Postal
Service. If such facilities are outside
the continental United States, the PES
Provider will be responsible for all rea-
sonable and necessary travel-related
costs incurred by the Postal Service to
conduct the inspections. Travel-related
costs are determined in accordance
with Postal Service Handbook F-15,
Travel and Relocation. At its discre-
tion, the Postal Service may continue
to fund routine inspections outside the
continental United States as it has in
the past, provided the costs are not as-
sociated with particular security issues
related to a PES Provider’s Postage
Evidencing System or supporting infra-
structure, or with the start-up or im-
plementation of a new plant or of a
new or substantially changed manufac-
turing process.

(1) When conducting an inspection
outside the continental United States,
the Postal Service will make every ef-
fort to combine the inspection with
other inspections in the same general
geographic area in order to enable af-
fected PES Providers to share the
costs. The Postal Service team con-
ducting such inspections will be lim-
ited to the minimum number necessary
to conduct the inspection. All air trav-
el will be contracted for at the rates
for official government business, when
available, under such rules respecting

§501.3

class of travel as apply to those Postal
Service representatives inspecting the
facility at the time the travel occurs.

(2) If political or other impediments
prevent the Postal Service from con-
ducting security evaluations of Post-
age Evidencing System facilities in for-
eign countries, Postal Service approval
of the activities conducted in such fa-
cilities may be suspended until such
time as satisfactory inspections may
be conducted.

(f) The Postal Service office respon-
sible for administration of this part is
the Office of Commercial Payment or
successor organization. All submissions
to the Postal Service required or in-
vited by this part are to be made to
this office in person or via mail to 475
L’Enfant Plaza SW, Room 3500, Wash-
ington, DC 20260-0004.

[856 FR 21775, Apr. 20, 2020]

§501.3 Postage Evidencing System
provider qualification.

Any person or entity seeking author-
ization to manufacture and/or dis-
tribute Postage Evidencing Systems
must:

(a) Satisfy the Postal Service of its
integrity and financial responsibility.

(b) Obtain Postal Service approval
under this part of at least one Postage
Evidencing System satisfying the re-
quirements of Postal Service regula-
tions.

(c) Protect customer information by
not causing or permitting the data to
be released other than for the oper-
ation of a third-party location. The
provider bears the ultimate responsi-
bility to ensure customer information
will not be compromised at any domes-
tic or off shore locations (including
third-party locations), and bears the
responsibility to ensure its agents or
contractors operating domestic or off
shore locations do not compromise this
information. The provider shall notify
its customer that data relating to its
systems is being housed at a third-
party location, and shall provide a
copy thereof to the Postal Service of
such notice to its customers. To the ex-
tent that any unauthorized release
takes place, the provider shall notify
the Postal Service immediately upon
discovery of any unauthorized use or
disclosure of data or any other breach
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or improper disclosure of data of this
agreement by the provider (as well as
its agent operating the third-party lo-
cation) and will cooperate with the
Postal Service in every reasonable way
to help the Postal Service regain pos-
session of the data and prevent its fur-
ther unauthorized use or disclosure. In
the event that the Postal Service can-
not regain possession of the data or
prevent its further unauthorized use or
disclosure, the provider shall indem-
nify the Postal Service from damages
resulting from its (or such third-party)
actions.

(d) Have, or establish, and keep under
its active supervision and control ade-
quate facilities for the control, dis-
tribution, and maintenance of PES and
their replacement or secure disposal or
destruction when necessary and appro-
priate.

[71 FR 65733, Nov. 9, 2006, as amended at 76
FR 77149, Dec. 12, 2011; 85 FR 21776, Apr. 20,
2020]

§501.4 Changes in ownership or con-
trol, bankruptcy, or insolvency.

(a) Any person or entity authorized
under §501.2 must promptly notify the
Postal Service when it has a reasonable
expectation that there may be a
change in its ownership or control in-
cluding changes in the ownership of an
affiliate which exercises control over
its Postage Evidencing System oper-
ations in the United States. A change
of ownership or control within the
meaning of this section includes entry
into a strategic alliance or other agree-
ment whereby a third party either has
access to data related to the security
of the system or is a competitor to the
Postal Service. Any person or entity
seeking to acquire ownership or con-
trol of a person or entity authorized
under §501.2 must provide the Postal
Service satisfactory evidence that upon
completion of the contemplated trans-
action, it will satisfy the conditions for
approval stated in §501.2. Early notifi-
cation of a proposed change in owner-
ship or control will facilitate expedi-
tious review of an application to ac-
quire ownership or control under this
section.

(b) Any person or entity authorized
under §501.2 must promptly notify the
Postal Service when it has a reasonable
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expectation that there may be a
change in the status of its financial
condition either through bankruptcy,
insolvency, assignment for the benefit
of creditors, or other similar financial
action. Any person or entity author-
ized under §501.2 who experiences a
change in the status of its financial
condition may, at the discretion of the
Postal Service, have its authorization
under §501.2 modified or terminated.

§501.5 Burden of proof standard.

The burden of proof is on the Postal
Service in administrative determina-
tions of suspension and revocation
under §501.6 and administrative sanc-
tions under §501.12. Except as other-
wise indicated in those sections, the
standard of proof shall be the prepon-
derance-of-evidence standard.

§501.6 Suspension and revocation of
authorization.

(a) The Postal Service may suspend
and/or revoke authorization to manu-
facture and/or distribute any or all of a
provider’s approved Postage Evidenc-
ing System(s) if the provider engages
in any unlawful scheme or enterprise,
fails to comply with any provision in
this Part 501, fails to implement in-
structions issued in accordance with
any final decision issued by the Postal
Service within its authority over Post-
age Evidencing Systems or if the Post-
age Evidencing System or infrastruc-
ture of the provider is determined to
constitute an unacceptable risk to
Postal Service revenues.

(b) The decision to suspend or revoke
pursuant to paragraph (a) of this sec-
tion shall be based upon the nature and
circumstances of the violation (e.g.
whether the violation was willful,
whether the provider voluntarily ad-
mitted to the violation, or cooperated
with the Postal Service, whether the
provider implemented successful reme-
dial measures) and on the provider’s
performance history. Before deter-
mining that a provider’s authorization
to manufacture and/or distribute Post-
age BEvidencing Systems should be sus-
pended or revoked, the procedures in
paragraph (c) of this section shall be
followed.

(c) Suspension or revocation proce-
dures:

182



United States Postal Service

(1) Upon determination by the Postal
Service that a provider is in violation
of provisions of this part, or that its
Postage Evidencing System poses an
unreasonable risk to postal revenue,
Commercial Payment, acting on behalf
of the Postal Service, shall issue a
written notice of proposed suspension
citing the specific conditions or defi-
ciencies for which suspension of au-
thorization to manufacture and/or dis-
tribute a specific Postage Evidencing
System or class of Postage Evidencing
Systems may be imposed. Except in
cases of willful violation, the provider
shall be given an opportunity to cor-
rect deficiencies and achieve compli-
ance with all requirements within a
time limit corresponding to the poten-
tial risk to postal revenue.

(2) In cases of willful violation, or if
the Postal Service determines that the
provider has failed to correct cited de-
ficiencies within the specified time
limit, Commercial Payment shall issue
a written notice of suspension setting
forth the facts and reasons for the deci-
sion to suspend, and the effective date
if a written defense is not presented as
provided in paragraph (d) of this sec-
tion.

(3) The notice shall also advise the
provider of its right to file a response
under paragraph (d) of this section. If a
written response is not presented in a
timely manner the suspension may go
into effect. The suspension shall re-
main in effect for ninety (90) calendar
days unless revoked or modified by
Commercial Payment.

(4) If, upon consideration of the de-
fense as provided in paragraph (d) of
this section, the Postal Service deems
that the suspension is warranted, the
suspension shall remain in effect for up
to 90 days unless withdrawn by the
Postal Service, as provided in para-
graph (¢)(5)(iii) of this section.

(5) At the end of the ninety (90) day
suspension, the Postal Service may:

(i) Extend the suspension in order to
allow more time for investigation or to
allow the provider time to correct the
problem.

(ii) Make a determination to revoke
authorization to manufacture and/or
distribute a Postage Evidencing Sys-
tem in part or in whole.

§501.7

(iii) Withdraw the suspension based
on identification and implementation
of a satisfactory solution to the prob-
lem.

(d) The provider may present the
Postal Service with a written defense
to any suspension or revocation deter-
mination within thirty (30) calendar
days of receiving the written notice
(unless a shorter period is deemed nec-
essary). The defense must include all
supporting evidence and state with
specificity the reasons why the order
should not be imposed.

(e) After receipt and consideration of
the defense, Commercial Payment
shall advise the provider of its deci-
sion, and the facts and reasons for it.
The decision shall be effective upon re-
ceipt unless it provides otherwise. The
decision shall also advise the provider
that it may be appealed within thirty
(30) calendar days of receipt (unless a
shorter time frame is deemed nec-
essary). If an appeal is not filed in a
timely manner, the decision of Com-
mercial Payment shall become a final
decision of the Postal Service. The ap-
peal may be filed with the Chief Infor-
mation Officer of the Postal Service
and must include all supporting evi-
dence and state with specificity the
reasons the provider believes that the
decision is erroneous. The decision of
the Chief Information Officer shall con-
stitute a final decision of the Postal
Service.

(f) An order or final decision under
this section does not preclude any
other criminal or civil statutory, com-
mon law, or administrative remedy
that is available by law to the Postal
Service, the United States, or any
other person or entity.

[71 FR 65733, Nov. 9, 2006, as amended at 78
FR 44438, July 24, 2013; 85 FR 21776, Apr. 20,
2020]

§501.7 Postage Evidencing System re-
quirements.

(a) A Postage Evidencing System
submitted to the Postal Service for ap-
proval must meet the requirements of
the Intelligent Mail Indicia Perform-
ance Criteria (IMIPC) published by
Commercial Payment. Copies of the
current IMIPC may be requested via
mail to the address in §501.2(f).
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(b) The provider must affix to all me-
ters a cautionary message providing
the meter user with basic reminders on
leasing and meter movement.

(1) The cautionary message must be
placed on all meters in a conspicuous
and highly visible location. PROP-
ERTY OF [NAME OF PROVIDER] as
well as the provider’s toll-free number
must be emphasized by capitalized bold
type and preferably printed in red. The
minimum width of the message should
be 3.25 inches, and the minimum height
should be 1.75 inches. The message
should read as follows:

RENTED POSTAGE METER-NOT FOR
SALE

PROPERTY OF [NAME OF PROVIDER]

(800) ##H—HH#HH
Use of this meter is permissible only under

U.S. Postal Service authorization. Call

[Name of Provider] at (800) ###—#### to relo-

cate/return this meter.

WARNING! METER TAMPERING IS A FED-
ERAL OFFENSE.

IF YOU SUSPECT METER TAMPERING,
CALL POSTAL INSPECTORS AT (800) 372
8347
REWARD UP TO $50,000 for information

leading to the conviction of any person who

misuses postage meters resulting in the

Postal Service not receiving correct postage

payments.

(2) Exceptions to the formatting of
the required message are determined
on a case-by-case basis. Any deviation
from standardized meter message re-
quirements must be approved in writ-
ing by the Postal Service.

(c) The provider must ensure that
any matter printed by a Postage Evi-
dencing System, whether within the
boundaries of the indicia or outside the
clear zone as defined in DMM 604.4.0
and the Intelligent Mail Indicia Per-
formance Criteria (IMI-PC), is:

(1) Consistent with the Postal Serv-
ice’s intent to maintain neutrality on
religious, social, political, legal, moral,
or other public issues;

(2) Is not obscene, deceptive, or de-
famatory of any person, entity, or
group, and does not advocate unlawful
action;

(3) Does not emulate any form of
valid postage, government, or other of-
ficial indicia, or payment of postage;
and

(4) Does not harm the public image,
reputation, or good will of the Postal
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Service and is not otherwise deroga-
tory or detrimental to the interests of
the Postal Service.

(d) Providers must also ensure that
customers acknowledge, agree, and
warrant in writing that:

(1) The customer bears full responsi-
bility and liability for obtaining au-
thorization to reproduce and otherwise
use the matter as proposed (including,
without limitation, any trademarks,
slogans, likenesses or copyrighted ma-
terial contained in the image);

(2) The customer in fact has the legal
authority to reproduce and otherwise
use the matter as proposed; and

(3) The customer understands that
images or other matter is not provided,
approved, or endorsed in any way by
the Postal Service.

[71 FR 65733, Nov. 9, 2006, as amended at 78
FR 44439, July 24, 2013; 82 FR 60118, Dec. 19,
2017; 85 FR 21777, Apr. 20, 2020; 85 FR 78235,
Dec. 4, 2020]

§501.8 Postage Evidencing System test
and approval.

(a) To receive Postal Service ap-
proval, each Postage Evidencing Sys-
tem must be submitted by the provider
and evaluated by the Postal Service in
accordance with the Intelligent Mail
Indicia Performance Criteria (IMIPC)
published by Commercial Payment.
Copies of the current IMIPC may be re-
quested via mail to the address in
§501.2(f). These procedures apply to all
proposed Postage Evidencing Systems
regardless of whether the provider is
currently authorized by the Postal
Service to distribute Postage Evidenc-
ing Systems. All testing required by
the Postal Service will be an expense of
the provider.

(b) As provided in §501.11, the pro-
vider has a duty to report security
weaknesses to the Postal Service to en-
sure that each approved Postage Evi-
dencing System protects the Postal
Service against loss of revenue at all
times. A grant of approval of a system
does not constitute an irrevocable de-
termination that the Postal Service is
satisfied with the revenue-protection
capabilities of the system. After ap-
proval is granted to manufacture and/

184



United States Postal Service

or distribute a Postage Evidencing Sys-
tem, no change affecting its basic fea-
tures or safeguards may be made ex-
cept as authorized or ordered by the
Postal Service in writing.

[71 FR 65733, Nov. 9, 2006, as amended at 78
FR 44439, July 24, 2013; 85 FR 21777, Apr. 20,
2020]

§501.9 Demonstration or test Postage
Evidencing Systems.

(a) A demonstration or test postage
evidencing system is any system that
produces an image that replicates a
postage indicium for which the Postal
Service has not received payment for
postage. The following procedures must
be followed to implement controls over
demonstration or test Postage Evi-
dencing Systems:

(1) A demonstration or test Postage
Evidencing System may print only
specimen or test indicia. A specimen or
test indicia must clearly indicate that
the indicia does not represent wvalid
postage.

(2) A demonstration or test Postage
Evidencing System must be recorded as
such on internal provider inventory
records and must be tracked by model
number, serial number, and physical
location.

(3) A demonstration or test Postage
Evidencing System must remain under
the provider’s direct control. A dem-
onstration or test Postage Evidencing
System may not be left in the posses-
sion of a customer under any cir-
cumstance.

(b) All indicia printed by a dem-
onstration or test Postage Evidencing
System must be collected and de-
stroyed daily.

§501.10 Postage Evidencing System
modifications.

(a) An authorized provider must re-
ceive prior written approval from the
director, Commercial Payment, of any
and all changes made to a previously
approved Postage Evidencing System.
The notification must include a sum-
mary of all changes made and the pro-
vider’s assessment as to the impact of
those changes on the security of the
Postage Evidencing System and post-
age funds. Upon receipt of the notifica-
tion, Commercial Payment will review
the summary of changes and make a

§501.11

decision regarding the need for the fol-
lowing:

(1) Additional documentation.

(2) Level of test and evaluation re-
quired.

(3) Necessity for evaluation by a lab-
oratory accredited by the National In-
stitutes of Standards and Technology
(NIST) under the National Voluntary
Laboratory Accreditation Program
(NVLAP).

(b) Upon receipt and review of addi-
tional documentation and/or test re-
sults, Commercial Payment will issue
a written acknowledgement and/or ap-
proval of the change to the provider.

[78 FR 44439, July 24, 2013, as amended at 85
FR 21777, Apr. 20, 2020]

§501.11 Reporting Postage Evidencing
System security weaknesses.

(a) For purposes of this section, pro-
vider refers to the Postage Evidencing
System provider authorized under
§501.2 and its foreign affiliates, if any,
subsidiaries, assigns, dealers, inde-
pendent dealers, employees, and parent
corporations.

(b) Each authorized provider of a
Postage Evidencing System must no-
tify the Postal Service within twenty-
four (24) hours, upon discovery of the
following:

(1) All findings or results of any test-
ing known to the provider concerning
the security or revenue protection fea-
tures, capabilities, or failings of any
Postage Evidencing System sold,
leased, or distributed by it that has
been approved for sale, lease, or dis-
tribution by the Postal Service or any
foreign postal administration; or has
been submitted for approval by the pro-
vider to the Postal Service or other
foreign postal administration(s).

(2) All potential security weaknesses
or methods of tampering with the Post-
age Evidencing Systems that the pro-
vider distributes of which it knows or
should know and the Postage Evidenc-
ing System model subject to each such
method. Potential security weaknesses
include but are not limited to sus-
pected equipment defects, suspected
abuse by a customer or provider em-
ployee, suspected security breaches of
the Computerized Meter Resetting Sys-
tem (CMRS) or databases housing con-
fidential customer data relating to the
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use of Postage Evidencing Systems, oc-
currences outside normal performance,
or any repeatable deviation from nor-
mal Postage Evidencing System per-
formance.

(3) Cyber attacks that include, but
are not limited to, gaining unauthor-
ized access to digital systems for pur-
poses of misappropriating assets or
sensitive information, corrupting data,
or causing operational disruption.
Cyber attacks may also be carried out
in a manner that does not require gain-
ing unauthorized access, such as by
causing denial-of-service attacks on
Web sites. Cyber attacks may be car-
ried out by third parties or insiders
using techniques that range from high-
ly sophisticated efforts to electroni-
cally circumvent network security or
overwhelm Web sites to more tradi-
tional intelligence gathering and social
engineering aimed at obtaining infor-
mation necessary to gain access. Cyber
security risk disclosures reported must
adequately describe the nature of the
material risks and specify how each
risk affects the Postage Evidencing
System.

(c) Within a time limit corresponding
to the potential revenue risk to postal
revenue as determined by the Postal
Service, the provider must submit a
written report to the Postal Service.
The report must include the cir-
cumstances, proposed investigative
procedure, and the anticipated comple-
tion date of the investigation. The pro-
vider must also provide periodic status
reports to the Postal Service during
subsequent investigation and, on com-
pletion, must submit a summary of the
investigative findings.

(d) The provider must establish and
adhere to timely and efficient proce-
dures for internal reporting of poten-
tial security weaknesses and shall pro-
vide a copy of such internal reporting
procedures and instructions to the
Postal Service for review.

(e) Failure to comply with this sec-
tion may result in suspension of ap-
proval under §501.6 or the imposition of
sanctions under §501.12.

[71 FR 65733, Nov. 9, 2006, as amended at 77
FR 23396, Apr. 19, 2012]
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§501.12 Administrative sanctions.

(a) An authorized Postage Evidencing
System provider may be responsible to
the Postal Service for revenue losses
caused by failure to comply with
§501.11.

(b) The Postal Service shall deter-
mine all costs and revenue losses meas-
ured from the date that the provider
knew, or should have known, of a po-
tential security weakness, including,
but not limited to, administrative and
investigative costs and documented
revenue losses that result from any
Postage Evidencing System for which
the provider failed to comply with any
provision in §501.11. The Postal Service
issues a written demand for reimburse-
ment of any and all such costs and
losses (net of any amount collected by
the Postal Service from the customers)
with interest. The demand shall set
forth the facts and reasons on which it
is based.

(c) The provider may present the
Postal Service with a written defense
to the proposed action within thirty
(30) calendar days of receipt. The de-
fense must include all supporting evi-
dence and state with specificity the
reasons for which the sanction should
not be imposed.

(d) After receipt and consideration of
the defense, the Postal Service shall
advise the provider of the decision, and
the facts and reasons for it; the deci-
sion shall be effective upon receipt un-
less it provides otherwise. The decision
shall also advise the provider that it
may, within thirty (30) calendar days
of receiving written notice, appeal that
determination to the Chief Information
Officer of the Postal Service, who shall
issue a written decision upon the ap-
peal, which will constitute the final
Postal Service decision.

(e) The imposition of an administra-
tive sanction under this section does
not preclude any other criminal or
civil statutory, common law, or admin-
istrative remedy that is available by
law to the Postal Service, the United
States, or any other person or entity.

(f) An authorized Postage Evidencing
System provider, who without just
cause fails to follow any Postal Service
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approved procedures, perform ade-
quately any of the Postal Service ap-
proved controls, or fails to obtain ap-
proval of a required process in §501.14
in a timely fashion, is subject to an ad-
ministrative sanction under this provi-
sion §501.12.

[71 FR 65733, Nov. 9, 2006, as amended at 78
FR 44439, July 24, 2013]

§501.13 False representations of Post-
al Service actions.

Providers, their agents, and employ-
ees must not intentionally misrepre-
sent to customers of the Postal Service
decisions, actions, or proposed actions
of the Postal Service respecting its reg-
ulation of Postage Evidencing Sys-
tems. The Postal Service reserves the
right to suspend and/or revoke the au-
thorization to manufacture or dis-
tribute Postage Evidencing Systems
throughout the United States or any
part thereof pursuant to §501.6 when it
determines that the provider, its
agents, or employees failed to comply
with this section.

§501.14 Postage Evidencing System in-
ventory control processes.

(a) Each authorized provider of Post-
age Evidencing Systems must perma-
nently hold title to all Postage Evi-
dencing Systems that it manufactures
or distributes, except those purchased
by the Postal Service or distributed
outside the United States.

(b) An authorized provider must
maintain sufficient facilities for and
records of the business relationship,
distribution, control, storage, mainte-
nance, repair, replacement, and de-
struction or disposal of all Postage Ev-
idencing Systems and their compo-
nents to enable accurate accounting
and location thereof throughout the
entire life cycle of each Postage Evi-
dencing System. A complete record
shall entail a list by serial number of
all Postage Evidencing Systems manu-
factured or distributed showing all
movements of each system from the
time that it is produced until it is
scrapped, and the reading of the as-
cending register each time the system
is checked into or out of service. These
records must be available for inspec-
tion by Postal Service officials at any
time during business hours.

§501.14

(c) To ensure adequate control over
Postage Evidencing Systems, plans for
the following subjects must be sub-
mitted for prior approval, in writing,
to the Office of Commercial Payment.

(1) Service procedures for all Postage
Evidencing Systems—these are proce-
dures to address the process to be used
for new Postage Evidencing Systems as
well as those previously leased to an-
other customer.

(2) Transportation and storage of Post-
age Evidencing Systems—these are pro-
cedures that provide reasonable pre-
cautions to prevent use by unauthor-
ized individuals. Providers must ship
all postage meters by Postal Service
Registered Mail® service unless given
written permission by the Postal Serv-
ice to use another carrier. The provider
must demonstrate that the alternative
delivery carrier employs security pro-
cedures equivalent to those for Reg-
istered Mail service.

(3) Postage Evidencing System examina-
tion/inspection procedures and schedule—
the provider is required to perform
postage meter examinations or inspec-
tions based on an approved schedule.
Failure to complete the postage meter
examination or inspections by the due
date may result in the Postal Service
requiring the provider to disable the
meter’s resetting capability. If nec-
essary, the Postal Service shall notify
the customer that the postage meter is
to be removed from service and the au-
thorization to use a Postage Evidenc-
ing System revoked, following the pro-
cedures for revocation specified by reg-
ulation. The Postal Service shall notify
the provider to remove the postage
meter from the customer’s location.

(4) Out-of-service procedures for a non-
faulty Postage Evidencing System—these
procedures must be used when the sys-
tem is to be removed from service for
any reason.

(5) Postage Evidencing System repair
process—any physical or electronic ac-
cess to the internal components of a
postage meter, as well as any access to
software or security parameters, must
be conducted within an approved facil-
ity under the provider’s direct control
and active supervision. To prevent un-
authorized use, the provider or any
third party acting on its behalf must
keep secure any equipment or other
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component that can be used to open or
access the internal, electronic, or se-
cure components of a postage meter.

(6) Handling procedures for faulty me-
ters—the provider must maintain han-
dling procedures for faulty meters, in-
cluding those that are inoperable, mis-
registering, have unreadable registers,
inaccurately reflect their current sta-
tus, show any evidence of possible tam-
pering or abuse, and those for which
there is any indication that the post-
age meter has some mechanical or
electrical malfunction of any critical
security component, such as any com-
ponent the improper operation of
which could adversely affect Postal
Service revenues, or of any memory
component, or that affects the accu-
racy of the registers or the accuracy of
the value printed.

() Lost or stolen postage meter proce-
dures—the provider must promptly re-
port to the Postal Service the loss or
theft of any postage meter or the re-
covery of any lost or stolen postage
meter. Such notification to the Postal
Service will be made by completing
and filing a standardized lost and sto-
len meter incident report within 10 cal-
endar days of the provider’s determina-
tion of a meter loss, theft, or recovery.

(8) Postage meter destruction—when re-
quired, the postage meter must be ren-
dered completely inoperable by the de-
struction process, and associated com-
ponents must be destroyed. Manufac-
turers or distributors of meters must
submit the proposed destruction meth-
od; a schedule listing the postage me-
ters to be destroyed, by serial number
and model; and the proposed time and
place of destruction to Commercial
Payment for approval prior to any
meter destruction. Providers must
record and retain the serial numbers of
the meters to be destroyed and provide
a list of such serial numbers in elec-
tronic form in accordance with Postal
Service requirements for meter ac-
counting and tracking systems. Pro-
viders must give sufficient advance no-
tice of the destruction to allow Com-
mercial Payment to schedule observa-
tion by its designated representative
who shall verify that the destruction is
performed in accordance with a Postal
Service-approved method or process.
To the extent that the Postal Service

39 CFR Ch. | (7-1-25 Edition)

elects not to observe a particular de-
struction, the provider must submit a
certification of destruction, including
the serial number(s), to the Postal
Service within 5 calendar days of de-
struction. These requirements for
meter destruction apply to all postage
meters, Postage Evidencing Systems,
and postal security devices included as
a component of a Postage Evidencing
System.

(d) If the provider uses a third party
to perform functions that may have an
impact upon a Postage Evidencing Sys-
tem (especially its security), including,
but not limited to, business relation-
ships, repair, maintenance, and dis-
posal of Postage Evidencing Systems,
Commercial Payment must be advised
in advance of all aspects of the rela-
tionship, as they relate to the custody
and control of Postage Evidencing Sys-
tems and must specifically authorize in
writing the proposed arrangement be-
tween the parties.

(1) Postal Service authorization of a
third-party relationship to perform
specific functions applies only to the
functions stated in the written author-
ization but may be amended to em-
brace additional functions.

(2) No third-party relationship shall
compromise the Postage Evidencing
System, or its components, including,
but not limited to, the hardware, soft-
ware, communications, and security
components, or of any security-related
system with which it interfaces, in-
cluding, but not limited to, the reset-
ting system, reporting systems, and
Postal Service support systems. The
functions of the third party with re-
spect to a Postage Evidencing System,
its components, and the systems with
which it interfaces are subject to the
same scrutiny as the equivalent func-
tions of the provider.

(3) Any authorized third party must
keep adequate facilities for and records
of Postage Evidencing Systems and
their components in accordance with
paragraph (b) of this section. All such
facilities and records are subject to in-
spection by Postal Service representa-
tives, insofar as they are used to dis-
tribute, control, store, maintain, re-
pair, replace, destroy, or dispose of
Postage Evidencing Systems.
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(4) The provider must ensure that
any party acting on its behalf in any of
the functions described in paragraph
(b) of this section maintains adequate
facilities, records, and procedures for
the security of the Postage Evidencing
Systems. Deficiencies in the operations
of a third party relating to the custody
and control of Postage Evidencing Sys-
tems, unless corrected in a timely
manner, can place at risk a provider’s
approval to manufacture and/or dis-
tribute Postage Evidencing Systems.

(5) The Postal Service reserves the
right to review all aspects of any rela-
tionship if it appears that the relation-
ship poses a threat to Postage Evidenc-
ing System security and may require
the provider to take appropriate cor-
rective action. By entering into any re-
lationship under this section, the pro-
vider is not relieved of any responsi-
bility to the Postal Service, and such
must be stated in any memorialization
of the relationship.

[77 FR 23618, Apr. 20, 2012, as amended at 85
FR 21777, Apr. 20, 2020]

§501.15 Computerized Meter Resetting
System.

(a) Description. The Computerized
Meter Resetting System (CMRS) per-
mits customers to reset their postage
meters at their places of business. Au-
thorized providers, who operate CMRS
services, are known as resetting com-
panies (RCs).

(b) A customer is required to have
funds available on deposit with the
Postal Service before resetting a Post-
age Evidencing System or the provider
may opt to provide a funds advance in
accordance with paragraph (c¢) of this
section.

(c) If the RC chooses to offer ad-
vancement of funds to customers, the
RC is required to maintain a deposit
with the Postal Service equal to at
least one (1) day’s average funds ad-
vanced. The total amount of funds ad-
vanced to customers on any given day
shall not exceed the amount the pro-
vider has on deposit with the Postal
Service. The Postal Service shall not
be liable for any payment made by the
RC on behalf of a customer that is not
reimbursed by the customer, since the
RC is solely responsible for the collec-
tion of advances made by the RC.

§501.15

(d) The CMRS customer is permitted
to make deposits in one of three ways:
check, electronic funds transfer (or
wire transfer), or automated clearing-
house (ACH) transfer. These deposits
must be remitted to the Postal Serv-
ice’s designated bank account.

(e) The RC must require each CMRS
customer that requests a meter reset-
ting to provide the meter serial num-
ber, the CMRS account number, and
the meter’s ascending and descending
register readings. The RC must verify
that there are sufficient funds in the
customer’s CMRS account to cover the
postage setting requested before pro-
ceeding with the setting transaction
(unless the RC opts to provide the cus-
tomer a funds advance).

(f) The Postal Service requires that
the RC publicize to all CMRS cus-
tomers the following payment options
(listed in order of preference):

(1) Automated clearinghouse (ACH)
debits/credits.

(2) Electronic funds transfers (wire
transfers).

(3) Checks.

(g) The RC must reimburse the Post-
al Service for returned payments
promptly, comply with NACHA rules,
and maintain customer ACH debit
agreements.

(1) Financial responsibility for returned
payments. The RC is required to reim-
burse the Postal Service upon request
for any returned payments. The RC
must, upon first becoming aware of a
returned payment, immediately lock
the customer’s CMRS account to pre-
vent a meter reset until the RC re-
ceives confirmation of payment for the
returned payment. If a fee, penalty or
fine is assessed against the Postal
Service for returned payments from an
RC’s customer, the Postal Service may
request reimbursement for such fee,
penalty or fine from the RC. The RC is
required to remit the amount of the re-
turned payment to the Postal Service
plus the reimbursement request, to the
extent applicable, within ten (10) bank-
ing days. Invoices will be created
monthly for returns and/or applicable
penalties or fines incurred for the pre-
vious month. The ten (10) banking days
will start once the invoice is mailed.
The RC has discretion to decide wheth-
er to charge its customer for any such
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reimbursement costs (of fees, penalties,
or fines) the RC pays to the Postal
Service in connection with the cus-
tomer’s returned payment.

(2) Responsibility to comply with
NACHA rules. The RC is required to
comply with the most recent edition of
the NACHA rules, published annually
by the North American Clearing House
Association. Failure to comply may re-
sult in revocation of access to applica-
ble Postal Service ACH programs.

(3) Responsibility to maintain customer
ACH agreements. The RC must obtain
and store an agreement with each and
every customer utilizing ACH debit as
a payment method. The customer
agreement must authorize the RC to
debit the designated bank account
identified to pay for postage through
the Postal Service account of its
choice. The agreement must have at
least the following elements: Company
Name (if applicable), Name and Title
and Address of the person entering into
the agreement, Contact Information
(Phone Number, Fax Number and eMail
Address as applicable), Date and Signa-
ture (or appropriate electronic signa-
ture evidence) of Agreement, Cus-
tomer’s Bank Name, Bank Routing
Number, Account Number and Account
Type (Checking or Savings, Business or
Personal) being agreed to transact
upon, an Attestation that the person
submitting the form is authorized to
act on behalf of the account, and Ter-
mination Date of the Agreement (if ap-
plicable). A revision period until Au-
gust 31, 2024, will be provided to update
agreement forms to include the min-
imum data elements listed. The agree-
ment must be stored for at least two
years after termination of the agree-
ment, must be easily reproducible, and
must be provided electronically to the
Postal Service within three business
days of electronic written request by
the Postal Service in a format that can
be easily and readily used for all
NACHA and ACH related purposes in-
cluding, without limitation, audit and
defense of claims. The Postal Service
will provide specific written guidance
separately if requested. Failure to
comply may result in revocation of ac-
cess to applicable Postal Service ACH
programs.
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(h) Refunds. The Postal Service will
issue a refund in the amount remaining
in a customer’s Computerized Meter
Resetting System account, after such
time as the customer provides a writ-
ten request to the provider, as long as
the request meets the Postal Service
approved minimum and time frame.

(i) Security and revenue protection. To
receive Postal Service approval to con-
tinue to operate systems in the postage
meters environment, the RC must sub-
mit to a periodic examination and pro-
vide a System and Organization Con-
trol (SOC) 1 Type II Report of its meter
system and any other applications and
technology infrastructure that may
have a material impact on Postal Serv-
ice revenues, as determined by the
Postal Service. Additionally, RC must
submit to a periodic examination and
provide a SOC 2 Type II Report of its
meter system data security, accuracy,
processing integrity and data integrity
for any applications, reports, and tech-
nology infrastructure that may have a
material impact on the RC’s reports,
which the Postal Service relies upon.
For the initial SOC 2 Type I report, the
Postal Service will provide the control
objectives by March 18, 2020. The due
date for the initial SOC 2 Type I is July
1, 2020, with the SOC 2 Type II due on
August 15, 2021. Both the SOC 1 and
SOC 2 examinations shall be performed
by a qualified, independent audit firm
and shall be conducted in accordance
with the Statements on Standards for
Attestation Engagements (SSAEs) No.
18, Service Organizations, developed by
the American Institute of Certified
Public  Accountants (AICPA), as
amended or superseded. Expenses asso-
ciated with such examination shall be
incurred by the RC. The examination
shall include testing of the operating
effectiveness of relevant RC internal
controls (SOC 1 Type II SSAERE 18 & SOC
2 Type II SSAE 18 Reports). If the serv-
ice organization uses another service
organization (sub-service provider), the
RC should consider the nature and ma-
teriality of the transactions and data
processed by the sub-service organiza-
tion and the contribution of the sub-
service organization’s processes and
controls in the achievement of the
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Postal Service’s control objectives. Re-
setting companies are expected to sub-
mit any request for changes to control
objectives by December 31 of each year,
which will be taken under consider-
ation by the Postal Service for review
and approval. The Postal Service will
provide common control objectives to
be covered by the SOC 1 Type II SSAE
18 by January 31 each year. As a result
of the examination, the service auditor
shall provide the RC and the Postal
Service with an opinion on the design
and operating effectiveness of the RC’s
internal controls related to the meter
system and any other applications and
technology infrastructure considered
material to the services provided to the
Postal Service by the RC. SOC 1 and
SOC 2 examinations are to be con-
ducted on no less than an annual basis,
and are to be as of and for the 12
months ended June 30 of each year (ex-
cept for new contracts for which the
examination period will be no less than
the period from the contract date to
the following June 30, unless otherwise
agreed to by the Postal Service). The
SOC 1 and SOC 2 examination reports
are to be provided to the Postal Service
by August 15 of each year. To the ex-
tent that internal control weaknesses
are identified in a SOC report, the
Postal Service requires prompt com-
munication and remediation of such
weaknesses and shall have the right to
review working papers and engage in
discussions about the work performed
with the service auditor. The Postal
Service requires that all remediation
efforts (if applicable) are completed
and reported by the RC prior to the
Postal Service’s fiscal year end (Sep-
tember 30). In addition, the RC will be
responsible for evaluating its internal
control environment related to the
meter system and any other applica-
tions and technology infrastructure
considered material to the services
provided to the Postal Service by the
RC, in particular, disclosing changes to
internal controls for the period of July
1 to September 30. This evaluation
should be documented and submitted
to the Postal Service by October 15 of
each year. The RC will be responsible
for all costs related to the examina-
tions conducted by the service auditor
and the RC.

§501.16

(j) Inspection of records and facilities.
The RC must make its facilities that
handle the operation of the computer-
ized resetting system and all records
about the operation of the system
available for inspection by representa-
tives of the Postal Service at all rea-
sonable times. At its discretion, the
Postal Service may continue to fund
inspections as it has in the past, pro-
vided the costs are not associated with
a particular security issue related to
the RC’s meter systems and supporting
infrastructure.

(k) The RC is required to incorporate
the following language into its meter
rental agreements:

ACKNOWLEDGMENT OF DEPOSIT
REQUIREMENT—METERS

By signing this meter rental agreement,
you the customer represent that you have
read the Acknowledgment of Deposit Require-
ment—>Meters and are familiar with its terms.
You agree that, upon execution of this agree-
ment with the RC, you will also be bound by
all terms and conditions of the Acknowledg-
ment of Deposit Requirement—Meters, as it
may be amended from time to time.

[71 FR 65733, Nov. 9, 2006, as amended at 75
FR 56472, Sept. 16, 2010; 77 FR 56554, Sept. 13,
2012; 79 FR 10994, Feb. 27, 2014; 85 FR 12872,
Mar. 5, 2020; 89 FR 13981, Feb. 26, 2024]

§501.16 PC postage payment method-
ology.

(a) The PC Postage customer is per-
mitted to make payments for postage
in one of two ways: Automated clear-
inghouse (ACH) transfer or credit card.

(b) The provider must make pay-
ments on behalf of the customer to the
Postal Service in accordance with con-
tractual and/or regulatory responsibil-
ities.

(c) The Postal Service requires that
the provider publicize to all PC Post-
age customers the following payment
options (listed in order of preference):

(1) Automated clearinghouse (ACH)
debits/credits.

(2) Credit cards.

(d) The provider must reimburse the
Postal Service for returned payments
promptly, comply with NACHA rules,
and maintain customer ACH agree-
ments.

(1) Financial responsibility for returned
payments. The provider must reimburse
the Postal Service upon request for any

191



§501.16

returned payments. The provider must,
upon first becoming aware of a re-
turned payment, immediately lock the
customer account to prevent resetting
the account until the provider receives
confirmation of payment for the re-
turned payment. If a fee, penalty or
fine is assessed against the Postal
Service for returned payments from a
provider’s customer, the Postal Service
may request reimbursement for such
fee, penalty or fine from the provider.
The provider is required to remit the
amount of the returned payment plus
the amount of the reimbursement re-
quest, to the extent applicable, to the
Postal Service within ten (10) banking
days. Invoices will be created monthly
for returns and/or applicable penalties
or fines incurred for the previous
month. The ten (10) banking days will
start once the invoice is mailed. The
provider has discretion to decide
whether to charge its customer for any
such reimbursement costs (of fees, pen-
alties or fines) the provider pays to the
Postal Service in connection with the
customer’s returned payment.

(2) Responsibility to comply with
NACHA rules. The provider is required
to comply with the most recent edition
of the NACHA rules, published annu-
ally by the North American Clearing
House Association. Failure to comply
may result in revocation of access to
applicable Postal Service ACH pro-
grams.

(3) Responsibility to maintain customer
ACH agreements. The provider must ob-
tain and store an agreement with each
and every customer utilizing ACH debit
as a payment method. The customer
agreement must authorize the provider
to debit the designated bank account
identified to pay for postage through
the Postal Service account of its
choice. The agreement must have at
least the following elements: Company
Name (if applicable), Name and Title
and Address of the person entering into
the agreement, Contact Information
(Phone Number, Fax Number and eMail
Address as applicable), Date and Signa-
ture (or appropriate electronic signa-
ture evidence) of Agreement, Cus-
tomer’s Bank Name, Bank Routing
Number, Account Number and Account
Type (Checking or Savings, Business or
Personal) being agreed to transact
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upon, an Attestation that the person
submitting the form is authorized to
act on behalf of the account, and Ter-
mination Date of the Agreement (if ap-
plicable). A revision period until Au-
gust 31, 2024, will be provided to update
agreement forms to include the min-
imum data elements listed. The agree-
ment must be stored for at least two
years after termination of the agree-
ment, must be easily reproducible, and
must be provided electronically to the
Postal Service within three business
days of electronic written request by
the Postal Service in a format that can
be easily and readily used for all
NACHA and ACH related purposes in-
cluding, without limitation, audit and
defense of claims. The Postal Service
will provide specific written guidance
separately if requested. Failure to
comply may result in revocation of ac-
cess to applicable Postal Service ACH
programs.

(4) Credit cards. Unless otherwise es-
tablished in a written agreement be-
tween the Postal Service and the pro-
vider, the provider is fully responsible
for its own credit card compliance.

(e) Refunds. The provider issues a re-
fund to a customer for any unused
postage in a Postage Evidencing Sys-
tem. After verification by the Postal
Service, the provider will be reim-
bursed by the Postal Service for the in-
dividual refunds provided to customers
by the provider.

(f) Security and revenue protection. To
receive Postal Service approval to con-
tinue to operate PC Postage systems,
the provider must submit to a periodic
examination and provide a SOC 1 Type
II Report of its PC Postage system and
any other applications and technology
infrastructure that may have a mate-
rial impact on Postal Service revenues,
as determined by the Postal Service.
Additionally, provider must submit to
a periodic examination and provide a
SOC 2 Type II Report of its meter sys-
tem data security, accuracy, proc-
essing integrity and data integrity for
any applications, reports, and tech-
nology infrastructure that may have a
material impact on the provider’s re-
ports, which the Postal Service relies
upon. The examination shall be per-
formed by a qualified, independent
audit firm and shall be conducted in
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accordance with the Statements on
Standards for Attestation Engage-
ments (SSAEs) No. 18, Service Organi-
zations, developed by the American In-
stitute of Certified Public Accountants
(AICPA), as amended or superseded.
Expenses associated with such exam-
ination shall be incurred by the pro-
vider. The examination shall include
testing of the operating effectiveness
of relevant provider internal controls
(SOC 1 Type II SSAE 18 Report). If the
service organization uses another serv-
ice organization (sub-service provider),
the provider should consider the nature
and materiality of the transactions
processed by the sub-service organiza-
tion and the contribution of the sub-
service organization’s processes and
controls in the achievement of the
Postal Service’s control objectives.
The control objectives to be covered by
the SOC 1 Type II SSAE 18 report are
subject to Postal Service review and
approval, and are to be provided to the
Postal Service 30 days prior to the ini-
tiation of each examination period. Re-
setting companies are expected to sub-
mit any request for changes to control
objectives by December 31 of each year,
which will be taken under consider-
ation by the Postal Service for review
and approval. The Postal Service will
provide common control objectives to
be covered by the SOC 1 Type II SSAE
18 by January 31 each year. As a result
of the examination, the service auditor
shall provide the provider and the
Postal Service with an opinion on the
design and operating effectiveness of
the provider’s internal controls related
to the meter system, and any other ap-
plications and technology infrastruc-
ture considered material to the serv-
ices provided to the Postal Service by
the RC. SOC 1 and SOC 2 examinations
are to be conducted on no less than an
annual basis, and are to be as of and for
the 12 months ended June 30 of each
year (except for new contracts for
which the examination period will be
no less than the period from the con-
tract date to the following June 30, un-
less otherwise agreed to by the Postal
Service). The SOC 1 and SOC 2 exam-
ination reports are to be provided to
the Postal Service by August 15 of each
year. To the extent that internal con-
trol weaknesses are identified in a SOC
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1 Type II SSAE 18 report, the Postal
Service requires prompt communica-
tion and remediation of such weak-
nesses and will review working papers
and engage in discussions about the
work performed with the service audi-
tor. The Postal Service requires that
all remediation efforts (if applicable)
are completed and reported by the pro-
vider to the Postal Service’s fiscal year
end (September 30). In addition, the
provider will be responsible evaluating
its internal control environment re-
lated to the meter system and any
other applications and technology in-
frastructure considered material to the
services provided to the Postal Service
by the provider, in particular, dis-
closing changes to internal controls for
the period of July 1 to September 30.
This evaluation should be documented
and submitted to the Postal Service by
October 15 each year. The provider will
be responsible for all costs related to
the examinations conducted by the
service auditor and the RC.

(g) Inspection of records and facilities.
The provider must make its facilities,
which handle the operation of the PC
Postage system and all records about
the operation of the system, available
for inspection by representatives of the
Postal Service at all reasonable times.

(h) To the extent that the customer
maintains funds on deposit for the pay-
ment of postage, the provider is re-
quired to incorporate the following lan-
guage into its agreements with PC
Postage customers:

ACKNOWLEDGMENT OF DEPOSIT
REQUIREMENT—PC POSTAGE

By signing this agreement with the pro-
vider, you represent that you have read the
Acknowledgment of Deposit Requirement—
PC Postage and are familiar with its terms.
You agree that, upon execution of this agree-
ment with the provider, you will also be
bound by all terms and conditions of the Ac-
knowledgment of Deposit Requirement—PC
Postage, as it may be amended from time to
time.

(i) Revenue assurance. (1) The PC
Postage provider must support busi-
ness practices to assure Postal Service
revenue and accurate payment from
customers. For purposes of this para-
graph, PC Postage provider shall mean:
providers who offer PC Postage products
(as such terms are defined in §501.1);
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Click-N-Ship® service; and postage re-
sellers when such resellers transmit
postage revenue to the Postal Service
in any manner other than through a PC
Postage provider. With respect to the
reseller transactions described above,
the resellers, and not the PC Postage
providers who provide the labels, are
responsible for complying with this
paragraph. For the purpose of this
paragraph, a reseller is an entity that
obtains postage through a PC Postage
provider and is authorized to resell
such postage to its customers pursuant
to an agreement with the Postal Serv-
ice. For example, an entity that sells
postage to its customers, but uses a PC
Postage provider to enable its cus-
tomers to print postage labels, is a re-
seller hereunder. If that entity collects
postage revenue from its customers
and transmits it to the Postal Service
directly (instead of through the PC
Postage provider) that entity shall be
deemed a PC Postage provider here-
under. For the purpose of this para-
graph, a customer is the person or enti-
ty that deposits the mail piece into the
mail system. PC Postage providers
must comply with these revenue assur-
ance requirements regardless of wheth-
er they have a direct relationship with
the customer or sell postage to the cus-
tomer through one or more resellers.

(2)(i) For the purposes of this para-
graph, a postage adjustment is defined as
the difference between the postage or
fee actually paid to the Postal Service
for a specific service, and the actual
postage due to the Postal Service
under the published or negotiated rate
for that service, as applicable, which
shall be calculated as of the time the
mail piece is entered into the
mailstream.

(ii) When the collection of a postage
adjustment or the provision of a refund
is appropriate because a customer has
underpaid or overpaid the amount of
postage that should have been paid,
and such postage adjustment exceeds a
threshold amount to be set by the
Postal Service from time to time in its
discretion, the PC Postage provider
must, upon receiving notice from the
Postal Service, pay, attempt to collect,
or refund, as applicable, the postage
adjustment in accordance with para-
graph (i)(2)(iii) of this section. The
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Postal Service will supply the PC Post-
age provider with the details necessary
to explain the correction and the
amount of the postage adjustment to
be used in the adjustment process. As
part of this process, the PC Postage
provider shall enable customers to sub-
mit disputes concerning the postage
adjustment to the Postal Service, in a
method approved by the Postal Serv-
ice, including via phone call to the cus-
tomer care center or API in the PC
Postage provider’s user interface of
postage collections. In addition, the PC
Postage provider must convey the
Postal Service’s dispute decision to the
customer. If the Postal Service deter-
mines the customer’s dispute was
valid, and the customer had already
paid the postage adjustment, the PC
Postage provider must return the post-
age adjustment to the customer when
notified by the Postal Service accord-
ing to the rules set forth in paragraph
(1)(2)({ii)(B) of this section.

(iii)(A) In the case of an under-
payment that exceeds the threshold
amount, within 14 business days of re-
ceiving notice of the underpayment
from the Postal Service the PC Postage
provider must pay the postage adjust-
ment directly to the Postal Service, or
seek to collect the postage adjustment
from the customer in accordance with
this paragraph. If the PC Postage pro-
vider opts to pursue collection activ-
ity, it must notify the customer of the
details of the postage adjustment (in-
cluding the dispute process), retain evi-
dence that such notice was actually re-
ceived by the customer, and attempt to
collect the postage adjustment by ad-
justing the funds available to the cus-
tomer in the Postage Evidencing Sys-
tem, or if funds are not available, fa-
cilitating customer payment by
invoicing the customer or by pursuing
other methods available to collect
against the customer or access funds of
the customer. If the customer has a
Postage Evidencing System account,
the PC Postage provider must process
any refunds due to the customer under
paragraph (i)(2)(iii)(B) of this section
before processing any collections due
to the Postal Service hereunder. If the
PC Postage provider opts to pursue col-
lection activity, it shall continue to
make affirmative efforts to collect the
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postage adjustment from the customer
until the postage adjustment is satis-
fied in whole or the collection period
(as defined in paragraph (i)(2)(iii)(C) of
this section) expires. Immediately
upon receiving or securing access to
funds of the customer, the PC Postage
provider shall remit to the Postal Serv-
ice any and all available funds from the
customer’s account from the Postage
Evidencing System or that are other-
wise recovered by the PC Postage pro-
vider to the extent necessary to satisfy
the postage adjustment. The postage
adjustment must be paid in full; no
partial payments will be accepted by
the Postal Service, except for pay-
ments made under paragraph para-
graph (i)(2)(iii)(C) of this section.

(B) In the case of an overpayment
that exceeds the threshold amount, the
Postal Service shall within 14 business
days of identifying the overpayment,
provide notice of the postage adjust-
ment to the PC Postage provider and
instruct the PC Postage provider to
give the customer a credit and adjust
the funds available to the customer in
the Postage Evidencing System. If the
Postage Evidencing System account
has been closed or for customers who
do not have individual Postage Evi-
dencing System accounts, the Postal
Service shall instruct the PC Postage
provider to issue a refund to the cus-
tomer and the Postal Service shall ei-
ther refund the postage adjustment to
the PC Postage provider or permit the
PC Postage provider to submit a rec-
onciliation to the Postal Service. The
PC Postage provider must immediately
upon receiving notice of the overpay-
ment from the Postal Service, notify
the customer and, consistent with the
Postal Service’s instructions, adjust
the funds available to the customer in
the Postage Evidencing System, refund
the postage adjustment to the cus-
tomer, or provide a credit to the cus-
tomer. If the PC Postage provider is
unable to comply with the above re-
quirements within 2 business days, the
PC Postage provider must immediately
notify the Postal Service.

(C) The collection period is a time pe-
riod to be set by the Postal Service not
to exceed 60 calendar days after initial
notification by the Postal Service, sub-
ject to any applicable notification peri-

§501.16

ods and dispute mechanisms that may
be available to customers for these cor-
rections. If an underpayment has not
been satisfied within this collection pe-
riod, the PC Postage provider shall ad-
just any funds available to the cus-
tomer in the Postage Evidencing Sys-
tem to satisfy the postage adjustment
to the greatest extent possible, and as-
sist the Postal Service in its efforts to
pursue any remedies that may be avail-
able in law or equity, including seeking
payment directly from the customer.

(iv)(A) In the case of an under-
payment that exceeds the threshold
amount, immediately upon receiving
notice of the underpayment from the
Postal Service the PC Postage provider
shall prohibit the customer from print-
ing additional postage labels until the
postage adjustment is satisfied in ac-
cordance with paragraph (i)(2)(iii)(A) of
this section, or the customer disputes
the adjustment and prevails. The Post-
al Service may, in its discretion, waive
or delay this prohibition in specific in-
stances.

(B) Separately, without regard to any
threshold, in certain cases (such as
where a customer is suspected of hav-
ing intentionally or repeatedly under-
paid postage) the Postal Service may,
in its discretion, instruct the PC Post-
age provider to shut down temporarily
or permanently a customer’s ability to
print PC Postage, and the PC Postage
provider shall promptly comply with
such instruction.

(C) In no event shall the Postal Serv-
ice be liable to any PC Postage pro-
vider, customer or other party for any
direct, indirect, exemplary, special,
consequential, or punitive damages (in-
cluding without limitation damages re-
lating to loss of profit or business
interruption) arising from or related to
any customer’s permanent or tem-
porary inability to print postage labels
in accordance with this paragraph
(1)(2)(iv) or as a result of funds offset in
accordance with this paragraph.

(v) The Postal Service, in its discre-
tion, may adopt and modify from time
to time, and the PC Postage providers
shall comply with, business rules set-
ting forth processes (including time
constraints) for payments, refunds, ac-
count suspensions, collections, notifi-
cations, dispute resolutions and other
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activities to be performed hereunder.
Such business rules will be published in
the FEDERAL REGISTER.

(3)(i) Without regard to any thresh-
old, if the PC Postage provider incor-
rectly programmed postage rates, de-
layed programming postage rate
changes, or otherwise provided systems
or software which caused customers to
pay incorrect postage amounts, then
within two calendar weeks of the PC
Postage provider being made aware of
such error, the PC Postage provider
shall:

(A) Correct the programming error;

(B) Provide the Postal Service with a
detailed breakdown of how the error af-
fected the PC Postage provider’s col-
lection of revenue; and

(C) Pay the Postal Service for the
postage deficiency caused by the pro-
gramming error, except in instances
where the error was caused by the
Postal Service or as a direct result of
incorrect specifications provided by
the Postal Service.

(4) The PC Postage provider is re-
sponsible for ensuring that:

(i) All customers pay (and the Postal
Service receives) the current published
prices that are available to customers
who purchase postage through an ap-
proved PC Postage provider, or nego-
tiated contracted prices where applica-
ble in accordance with this paragraph;
and

(ii) All payments to the Postal Serv-
ice (or the log files necessary for the
Postal Service to collect payments di-
rectly from customers) are complete
and accurate and are initiated or trans-
mitted, as applicable, to the Postal
Service each day.

(5) Each PC Postage provider shall:

(i) Before each customer’s first trans-
action following the implementation
date of August 1, 2017, provide notice to
such customer of the terms, conditions
and processes described in this para-
graph—including, without limitation,
that the customer may be charged for
deficient payments and prevented from

printing additional postage labels
while a postage adjustment remains
unpaid—and obtain a certification

from each customer that the customer
has read, understands and agrees to
such terms, conditions and processes,
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as they may be amended or supple-
mented from time to time;

(ii) Ensure that each customer cer-
tifies that it:

(A) Will comply with all laws and
regulations applicable to Postal Serv-
ice services, including, without limita-
tion, the provisions of the Domestic
Mail Manual and the International
Mail Manual,

(B) Does not owe any money to the
Postal Service and is not a controlling
member or officer of an entity that
owes money to the Postal Service, and

(C) Authorizes the PC Postage pro-
vider to disclose the customer’s per-
sonal information to the Postal Serv-
ice, and such other information re-
tained by the PC Postage provider that
may enable the Postal Service to col-
lect debts owed to it, and has the prop-
er authority to disclose such informa-
tion;

(iii) Maintain a complete and accu-
rate record for each customer, which
includes such customer’s current name
and a valid U.S. address that is suffi-
cient for service of process under the
law, as well as a copy of all terms
agreed to by the customer and the date
of such agreements;

(iv) Comply with applicable laws,
rules, regulations and guidelines and
ensure that its Postage Evidencing
Systems, software, interfaces, commu-
nications and other properties that are
used to sell or market Postal Service
products accurately describe such prod-
ucts;

(v) Cover any costs or damages that
the Postal Service may incur as a re-
sult of such PC Postage provider or its
employees, contractors, or representa-
tives failing to comply with the terms
of this section, or any applicable law,
regulation, rule, or government policy;
and

(vi) In performing its obligations
hereunder, comply with the business
rules that shall be published in the
FEDERAL REGISTER from time to time
and provide all agreed-upon interface
documentation (as updated from time
to time).

(6) In the event that the Postal Serv-
ice fails to exercise or delays exer-
cising any right, remedy, or privilege
under this paragraph, such failure or
delay shall not operate as a waiver
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thereof or of any other provision here-
of, nor shall any single or partial exer-
cise of any right, remedy, or privilege
preclude any further exercise of the
same. The rights and remedies avail-
able to the Postal Service under this
paragraph are cumulative and in addi-
tion to, and do not diminish, any rights
or remedies otherwise available to the
Postal Service.

[72 FR 33163, June 15, 2007, as amended at 75
FR 56472, Sept. 16, 2010; 79 FR 10995, Feb. 27,
2014; 80 FR 42392, July 17, 2015; 82 FR 15465,
Mar. 29, 2017; 85 FR 12873, Mar. 5, 2020; 89 FR
13981, Feb. 26, 2024]

§501.17 Decertified Postage Evidenc-
ing Systems.

(a) A Decertified Postage Evidencing
System is a device for which the pro-
vider’s authority to distribute has been
withdrawn by the Postal Service as a
result of any retirement plan for a
given class of meters published by the
Postal Service in the FEDERAL REG-
ISTER; a suspension or revocation under
§501.6; or a voluntary withdrawal un-
dertaken by the provider.

(b) A Decertified Postage Evidencing
System must be withdrawn from serv-
ice by the date agreed to by the Postal
Service and provider.

(c) To the extent postage meters are
involved, the provider must utilize the
approved procedures for lost and stolen
meters under §501.14(c)(7) to locate the
meter and remove it from service by
the agreed upon date.

(d) Decertified Postage Evidencing
Systems that are not submitted to the
Postal Service for refund within one
hundred and eighty (180) days of the
agreed upon withdrawal from service
date will not be eligible for refund of
unused postage.

(e) Postage indicia printed by Decer-
tified Postage Evidencing Systems
may no longer be considered valid post-
age one hundred and eighty (180) days
from the agreed upon withdrawal from
service date.

(f) Postage Evidencing Systems that
do not comply with the then current
Intelligent Mail Indicia Performance
Criteria will be Decertified Postage Ev-
idencing Systems on June 30, 2024. The

§501.18

withdrawal date for those systems will
be December 31, 2024.

[71 FR 65733, Nov. 9, 2006, as amended at 85
FR 78235, Dec. 4, 2020]

§501.18 Customer information and au-
thorization.

(a) Authorized providers must elec-
tronically transmit the necessary cus-
tomer information to the designated
Postal Service central data processing
facility, in Postal Service-specified for-
mat, in order for the Postal Service to
authorize a customer to use a Postage
Evidencing System. Postal Service re-
ceipt and acceptance of the customer
information provides the customer
with the authorization to possess or
use a Postage Evidencing System in ac-
cordance with DMM 604 Postage Pay-
ment Methods, 4.0 Postage Meters and
PC Postage Products (Postage Evidenc-
ing Systems).

(b) The Postal Service may refuse to
issue a customer authorization to use a
Postage Evidencing System for the fol-
lowing reasons:

(1) The customer submitted false or
fictitious information.

(2) Within five years preceding sub-
mission of the information, the cus-
tomer violated any standard for the
care or use of the Postage Evidencing
System, including any unresolved iden-
tified postage discrepancies that re-
sulted in revocation of that customer’s
authorization.

(3) Or there is sufficient reason to be-
lieve that the Postage Evidencing Sys-
tem is to be used in violation of the ap-
plicable standards.

(c) The Postal Service will notify the
provider of the revocation of a cus-
tomer’s authorization to use a Postage
Evidencing System. Within ten (10)
days of receipt of the notice of revoca-
tion, the provider must cancel any
lease or other agreement and remove
the Postage Evidencing System from
service. A customer’s authorization to
use a Postage Evidencing system is
subject to revocation for any of the fol-
lowing reasons:

(1) A Postage Evidencing System is
used for any illegal scheme or enter-
prise.

(2) The customer’s Postage Evidenc-
ing System is not used for twelve (12)
consecutive months.
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(3) Sufficient control of a Postage
Evidencing System is not exercised or
the standards for its care or use are not
followed.

(4) The Postage Evidencing System is
kept or used outside the customs terri-
tory of the United States or those U.S.
territories and possessions where the
Postal Service operates.

(5) The customer is in possession of a
Decertified Postage Evidencing Sys-
tem.

(6) The customer has any unresolved
postage discrepancies.

(d) The provider must electronically
transmit any updates to the necessary
customer information to the des-
ignated Postal Service central data
processing facility, in Postal Service-
specified format.

(e) No one other than an authorized
provider may possess a Postage Evi-
dencing System without a valid rental
or other agreement with the provider.
Other parties in possession of a Post-
age Evidencing System must imme-
diately surrender it to the provider or
the Postal Service.

(f) The Postal Service may use cus-
tomer information consistent with the
Privacy Act and the Postal Service’s
privacy policies posted on htip:/
www.usps.com. Examples include the
following:

(1) Communication with customers
who may no longer be visiting a tradi-
tional Postal Service retail outlet or
communication with customers
through any new retail channels.

(2) Issuance (including re-authoriza-
tion, renewal, transfer, revocation or
denial, as applicable) of authorization
to use a Postage Evidencing System to
a postal patron that uses a Postage Ev-
idencing System, and communications
with respect to the status of such au-
thorization.

(3) Disclosure to a meter provider of
the identity of any meter required to
be removed from service by that meter
provider, and any related customer
data, as the result of revocation of an
authorization to use a Postage Evi-
dencing System, questioned accurate
registration of that meter, or de-cer-
tification by the Postal Service of any
particular class or model of postage
meter.
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(4) Tracking the movement of meters
between a meter provider and its cus-
tomers and communications to a meter
provider (but not to any third party
other than the customer) concerning
such movement. The term meter pro-
vider includes a meter provider’s deal-
ers and agents.

(5) To transmit general information
to all Postage Evidencing System cus-
tomers concerning rate and rate cat-
egory changes implemented or pro-
posed for implementation by the Postal
Service.

(6) To advertise Postal Service serv-
ices relating to the acceptance, proc-
essing, and delivery of, or postage pay-
ment for, metered mail.

(7) To allow the Postal Service to
communicate with Postal Service cus-
tomers on products, services, and other
information otherwise available to
Postal Service customers through tra-
ditional retail outlets.

(8) Any internal use by Postal Serv-
ice personnel, including identification
and monitoring activities relating to
Postage Evidencing Systems, provided
that such use does not result in the dis-
closure of applicant information to any
third party or will not enable any third
party to use applicant information for
its own purposes; except that the appli-
cant information may be disclosed to
other governmental agencies for law
enforcement purposes as provided by
law.

(9) Identification of authorized Post-
age Evidencing System providers or an-
nouncement of the de-authorization of
an authorized provider, or provision of
currently available public information,
where an authorized provider is identi-
fied.

(10) To promote and encourage the
use of Postage Evidencing Systems as a
form of postage payment, provided that
the same information is provided to all
Postage Evidencing System customers
and no particular Postage Evidencing
System provider will be recommended
by the Postal Service.

(11) To contact customers in cases of
revenue fraud or revenue security.

(12) Disclosure to a Postage Evidenc-
ing System provider of applicant infor-
mation pertaining to that provider’s
customers that the Postal Service
views as necessary to enable the Postal
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Service to carry out its duties and pur-
poses.

(13) To transmit to a Postage Evi-
dencing System provider all applicant
and system information pertaining to
that provider’s customers and systems
that may be necessary to permit such
provider to synchronize its computer
databases with information contained
in the computer files of the Postal
Service.

(14) Subject to the conditions stated
herein, to communicate in oral or writ-
ten form with any or all applicants any
information that the Postal Service
views as necessary to enable the Postal
Service to carry out its duties and pur-
poses under part 501.

[71 FR 65733, Nov. 9, 2006, as amended at 80
FR 42393, July 17, 2015]

§501.19 Intellectual property.

Providers submitting Postage Evi-
dencing Systems to the Postal Service
for approval are responsible for obtain-
ing all intellectual property licenses
that may be required to distribute
their product in commerce and to allow
the Postal Service to process mail
bearing the indicia produced by the
Postage Evidencing System. To the ex-
tent approval is granted and the Post-
age Evidencing System is capable of
being used in commerce, the provider
shall indemnify the Postal Service for
use of such intellectual property in
both the use of the Postage Evidencing
System and the processing of mail
bearing indicia produced by the Post-
age Evidencing System.

§501.20 Discontinued Postage Evi-
dencing Indicia.

(a) Decertified indicia (evidence of pre-
paid postage) are indicia that have
been withdrawn by the Postal Service
as valid forms of postage evidence
through publication by the Postal
Service in the FEDERAL REGISTER, or
by voluntary withdrawal undertaken
by the provider.

(b) Effective December 31, 2024 all
Postage Evidencing Systems that do
not to produce Intelligent Mail Indicia
(IMI) for evidence of pre-paid postage
must be withdrawn from service. Non-
IMI indicia, which are not compliant
with the then-current version of the
IMI-PC, will be decertified and may

§551.2

not be used as a valid form of postage
evidence. These decertified indicia may
not be recognized as valid postage for
use or refunds, after June 30, 2025.

[78 FR 8407, Feb. 6, 2013, as amended at 85 FR
78235, Dec. 4, 2020; 85 FR 79432, Dec. 10, 2020]

PART 551—SEMIPOSTAL STAMP
PROGRAM

Sec.

561.1 Semipostal Stamp Program.

551.2 Semipostal stamps.

551.3 Procedure for selection of causes and
recipient executive agencies.

551.4 Submission requirements and selec-
tion criteria.

551.5 Frequency and other limitations.

551.6 Pricing.

551.7 Calculation of funds for recipient exec-
utive agencies.

551.8 Cost offset policy.

AUTHORITY: 39 U.S.C. 101, 201, 203, 401, 403,
404, 410, 414, 416.

SOURCE: 66 FR 31826, June 12, 2001, unless
otherwise noted.

§551.1 Semipostal Stamp Program.

The Semipostal Stamp Program is
established under the Semipostal Au-
thorization Act, Public Law 106-253, 114
Stat. 634 (2000), as amended by Public
Law 107-67, section 652, 115 Stat. 514
(2001). The Office of Stamp Services has
primary responsibility for admin-
istering the Semipostal Stamp Pro-
gram. The Office of Accounting, Fi-
nance, Controller has primary respon-
sibility for the financial aspects of the
Semipostal Stamp Program.

[67 FR 5215, Feb. 5, 2002]

§551.2 Semipostal stamps.

Semipostal stamps are stamps that
are sold for a price that exceeds the
postage value of the stamp. The dif-
ference between the price and postage
value of semipostal stamps, also known
as the differential, less an offset for
reasonable costs, as determined by the
Postal Service, consists of a contribu-
tion to fund causes determined by the
Postal Service to be in the national
public interest and appropriate. Funds
are to be transferred to selected recipi-
ent executive agencies, as defined
under 5 U.S.C. 105. The office of Stamp
Services determines the print quan-
tities of semipostal stamps. The use of
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