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contracts to the completion of their ex-
isting term of performance.

(e) Appeals. A participant may file an
appeal with OHA concerning the Notice
of Verified Status Cancellation deci-
sion in accordance with 13 CFR part
134. The decision on the appeal shall be
final.

[75 FR 6101, Feb. 8, 2010, as amended at 83 FR
48232, Sept. 24, 2018]

RECORDS MANAGEMENT

§74.25 What types of personally identi-
fiable information will VA collect?

In order to establish owner eligi-
bility, VA will collect individual names
and Social Security numbers for vet-
erans, service-disabled veterans, and
surviving spouses who represent them-
selves as having ownership interests in
a specific business seeking to obtain
verified status.

[83 FR 48232, Sept. 24, 2018]

§74.26 What types of business informa-
tion will VA collect?

VA will examine a variety of business
records. See §74.12, “What must a con-
cern submit to apply for VIP
Verification Program?”’

[83 FR 48232, Sept. 24, 2018]

§74.27 How will VA store information?

VA stores records provided to CVE
fully electronically on the VA’s secure
servers. CVE personnel will compare
information provided concerning own-
ers against any available records. Any
records collected in association with
the VIP verification program will be
stored and fully secured in accordance
with all VA records management pro-
cedures. Any data breaches will be ad-
dressed in accordance with the VA in-
formation security program.

[83 FR 48232, Sept. 24, 2018]

§74.28 Who may examine records?

Personnel from VA, CVE, and its
agents, including personnel from the
SBA, may examine records to ascertain
the ownership and control of the appli-
cant or participant.

[83 FR 48232, Sept. 24, 2018]
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§74.29 When will VA dispose of
records?

The records, including those per-
taining to businesses not determined to
be eligible for the program, will be
kept intact and in good condition and
retained in accordance with VA records
management procedures following a
program examination or the date of the
last Notice of Verified Status Approval
letter. Longer retention will not be re-
quired unless a written request is re-
ceived from the Government Account-
ability Office not later than 30 days
prior to the end of the retention period.

[83 FR 48232, Sept. 24, 2018]
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Subpart A [Reserved]

Subpart B—Data Breaches

§75.111 Purpose and scope.

This subpart implements provisions
of 38 U.S.C. 5724 and 5727, which are set
forth in Title IX of the Veterans Bene-
fits, Health Care, and Information
Technology Act of 2006. It only con-
cerns actions to address a data breach
regarding sensitive personal informa-
tion that is processed or maintained by
VA. This subpart does not supersede
the requirements imposed by other
laws, such as the Privacy Act of 1974,
the Administrative Simplification pro-
visions of the Health Insurance Port-
ability and Accountability Act of 1996,
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the Fair Credit Reporting Act, and im-
plementing regulations of such Acts.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.112 Definitions and terms.

For purposes of this subpart:

Confidentiality means preserving au-
thorized restrictions on access and dis-
closure, including means for protecting
personal privacy and proprietary infor-
mation.

Data breach means the loss or theft
of, or other unauthorized access to,
other than an unauthorized access inci-
dental to the scope of employment,
data containing sensitive personal in-
formation, in electronic or printed
form, that results in the potential com-
promise of the confidentiality or integ-
rity of the data.

Data breach analysis means the proc-
ess used to determine if a data breach
has resulted in the misuse of sensitive
personal information.

Fraud resolution services means serv-
ices to assist an individual in the proc-
ess of recovering and rehabilitating the
credit of the individual after the indi-
vidual experiences identity theft.

Identity theft has the meaning given
such term under section 603 of the Fair
Credit Reporting Act (15 U.S.C. 1681a).

Identity theft insurance means any in-
surance policy that pays benefits for
costs, including travel costs, notary
fees, and postage costs, lost wages, and
legal fees and expenses associated with
efforts to correct and ameliorate the
effects and results of identity theft of
the insured individual.

Individual means a single human
being who is a citizen of the United
States, an alien admitted to permanent
residence in the United States, a
present or former member of the
Armed Forces, or any dependent of a
present or former member of the
Armed Forces.

Information system means a discrete
set of information resources organized
for the collection, processing, mainte-
nance, use, sharing, dissemination, or
disposition of information, whether
automated or manual.

Integrity means guarding against im-
proper information modification or de-
struction, and includes ensuring infor-
mation non-repudiation and authen-
ticity.

§75.113

Logical data access means the ability
of a person to translate the data for
misuse. This can lead to inappropriate
access to lost, stolen or improperly ob-
tained data.

Person means an individual; partner-
ship; corporation; Federal, State, or
local government agency; or any other
legal entity.

Processed or maintained by VA means
created, stored, transmitted, or manip-
ulated by VA personnel or by a person
acting on behalf of VA, including a
contractor or other organization or
any level of subcontractor or other
suborganization.

Secretary means the Secretary of Vet-
erans Affairs or designee.

Sensitive personal information, with re-
spect to an individual, means any in-
formation about the individual main-
tained by an agency, including the fol-
lowing:

(1) Education, financial transactions,
medical history, and criminal or em-
ployment history.

(2) Information that can be used to
distinguish or trace the individual’s
identity, including name, Social Secu-
rity number, date and place of birth,
mother’s maiden name, or biometric
records.

Unauthorized access incidental to the
scope of employment means access, in
accordance with VA data security and
confidentiality policies and practices,
that is a by-product or result of a per-
mitted use of the data, that is inad-
vertent and cannot reasonably be pre-
vented, and that is limited in nature.

VA means the Department of Vet-
erans Affairs.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.113 Data breach.

Consistent with the definition of data
breach in §75.112 of this subpart, a data
breach occurs under this subpart if
there is a loss or theft of, or other un-
authorized access to, other than an un-
authorized access incidental to the
scope of employment, data containing
sensitive personal information, in elec-
tronic or printed form, that results in
the potential compromise of the con-
fidentiality or integrity of the data.
The term ‘‘unauthorized access’ used
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in the definition of ‘‘data breach’” in-
cludes access to an electronic informa-
tion system and includes, but is not
limited to, viewing, obtaining, or using
data containing sensitive personal in-
formation in any form or in any VA in-
formation system. The phrase ‘‘unau-
thorized access incidental to the scope
of employment’’ includes instances
when employees of contractors and
other entities need access to VA sen-
sitive information in order to perform
a contract or agreement with VA but
incidentally obtain access to other VA
sensitive information. Accordingly, an
unauthorized access, other than an un-
authorized access incidental to the
scope of employment, to data con-
taining sensitive personal information,
in electronic or printed form, that re-
sults in the potential compromise of
the confidentiality or integrity of the
data, constitutes a data breach. In ad-
dition to these circumstances, VA also
interprets data breach to include cir-
cumstances in which a user misuses
sensitive personal information to
which he or she has authorized access.
The following circumstances do not
constitute a data breach and, con-
sequently, are not subject to the provi-
sions of this subpart:

(a) An unauthorized access to data
containing sensitive personal informa-
tion that was determined by the Sec-
retary to be incidental to the scope of
employment, such as an inadvertent
unauthorized viewing of sensitive per-
sonal information by a VA employee or
a person acting on behalf of VA.

(b) A loss, theft, or other unauthor-
ized access to data containing sensitive
personal information that the Sec-
retary determined to have no possi-
bility of compromising the confiden-
tiality or integrity of the data, such as
the inability of compromising the con-
fidentiality or integrity of the data be-
cause of encryption or the inadvertent
disclosure to another entity that is re-
quired to provide the same or a similar
level of protection for the data under
statutory or regulatory authority.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.114 Accelerated response.

(a) The Secretary, in the exercise of
his or her discretion, may provide no-
tice to records subjects of a data
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breach and/or offer them other credit
protection services prior to the com-
pletion of a risk analysis if:

(1) The Secretary determines, based
on the information available to the
agency when it learns of the data
breach, that there is an immediate,
substantial risk of identity theft of the
individuals whose data was the subject
of the data breach, and providing time-
ly notice may enable the record sub-
jects to promptly take steps to protect
themselves, and/or the offer of other
credit protection services will assist in
timely mitigation of possible harm to
individuals from the data breach; or

(2) Private entities would be required
to provide notice under Federal law if
they experienced a data breach involv-
ing the same or similar information.

(3) In situations described in para-
graphs (a)(1) or (a)(2) of this section,
the Secretary may provide notice of
the breach prior to completion of a risk
analysis, and subsequently advise indi-
viduals whether the agency will offer
additional credit protection services
upon completion, and consideration of
the results, of the risk analysis, if the
Secretary directs that one be com-
pleted.

(b) In determining whether to
promptly notify individuals and/or
offer them other credit protection serv-
ices under paragraph (a)(1) of this sec-
tion, the Secretary shall make the de-
cision based upon the totality of the
circumstances and information avail-
able to the Secretary at the time of the
decision, including whether providing
notice and offering other credit protec-
tion services would be likely to assist
record subjects in preventing, or miti-
gating the results of, identity theft
based on the compromised VA sensitive
personal information. The Secretary’s
exercise of this discretion will be based
on good cause, including consideration
of the following factors:

(1) The nature and content of the
lost, stolen or improperly accessed
data, e.g., the data elements involved,
such as name, social security number,
date of birth;

(2) The ability of an unauthorized
party to use the lost, stolen or improp-
erly accessed data, either by itself or
with data or applications generally
available, to commit identity theft or
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otherwise misuse the data to the dis-
advantage of the record subjects, if
able to access and use the data;

(3) Ease of logical data access to the
lost, stolen or improperly accessed
data in light of the degree of protection
for the data, e.g., unencrypted, plain
text;

(4) Ease of physical access to the lost,
stolen or improperly accessed data,
e.g., the degree to which the data is
readily available to unauthorized ac-
cess, such as being in a dumpster read-
ily accessible by members of the gen-
eral public;

(56) The format of the lost, stolen or
improperly accessed data, e.g., in a
standard electronic format, such as
ASCII, or in paper;

(6) Evidence indicating that the lost,
stolen or improperly accessed data may
have been the target of unlawful acqui-
sition; and

(7) Evidence that the same or similar
data had been acquired from other
sources improperly and used for iden-
tity theft.

(c) VA will provide notice and/or
other credit protection services under
this section as provided in §§75.117 and
75.118.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.115

If a data breach involving sensitive
personal information that is processed
or maintained by VA occurs and the
Secretary has not determined under
§75.114 that an accelerated response is
appropriate, the Secretary shall ensure
that, as soon as possible after the data
breach, a non-VA entity with relevant
expertise in data breach assessment
and risk analysis or VA’s Office of In-
spector General conducts an inde-
pendent risk analysis of the data
breach. The preparation of the risk
analysis may include data mining if
necessary for the development of rel-
evant information. The risk analysis
shall include a finding with supporting
rationale concerning whether the cir-
cumstances create a reasonable risk
that sensitive personal information po-
tentially may be misused. If the risk
analysis concludes that the data
breach presents a reasonable risk for
the potential misuse of sensitive per-
sonal information, the risk analysis

Risk analysis.

§75.116

must also contain operational rec-
ommendations for responding to the
data breach. Each risk analysis, re-
gardless of findings and operational
recommendations, shall also address
all relevant information concerning
the data breach, including the fol-
lowing:

(a) Nature of the event (loss, theft,
unauthorized access).

(b) Description of the event, includ-
ing:

(1) Date of occurrence;

(2) Data elements involved, including
any personally identifiable informa-
tion, such as full name, social security
number, date of birth, home address,
account number, disability code;

(3) Number of individuals affected or
potentially affected;

(4) Individuals or groups affected or
potentially affected;

(5) Ease of logical data access to the
lost, stolen or improperly accessed
data in light of the degree of protection
for the data, e.g., unencrypted, plain
text;

(6) Time the data has been out of VA
control;

(7) The likelihood that the sensitive
personal information will or has been
compromised (made accessible to and
usable by unauthorized persons); and

(8) Known misuses of data containing
sensitive personal information, if any.

(c) Assessment of the potential harm
to the affected individuals.

(d) Data breach analysis, as appro-
priate.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.116 Secretary determination.

(a) Upon receipt of a risk analysis
prepared under this subpart, the Sec-
retary will consider the findings and
other information contained in the risk
analysis to determine whether the data
breach caused a reasonable risk for the
potential misuse of sensitive personal
information. If the Secretary finds that
such a reasonable risk does not exist,
the Secretary will take no further ac-
tion under this subpart. However, if the
Secretary finds that such a reasonable
risk exists, the Secretary will take re-
sponsive action as specified in this sub-
part based on the potential harms to
individuals subject to a data breach.
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(b) In determining whether the data
breach resulted in a reasonable risk for
the potential misuse of the com-
promised sensitive personal informa-
tion, the Secretary shall consider all
factors that the Secretary, in his or
her discretion, considers relevant to
the decision, including:

(1) The likelihood that the sensitive
personal information will be or has
been made accessible to and usable by
unauthorized persons;

(2) Known misuses, if any, of the
same or similar sensitive personal in-
formation;

(3) Any assessment of the potential
harm to the affected individuals pro-
vided in the risk analysis;

(4) Whether the credit protection
services that VA may offer under 38
U.S.C. 5724 may assist record subjects
in avoiding or mitigating the results of
identity theft based on the VA sen-
sitive personal information that had
been compromised;

(5) Whether private entities are re-
quired under Federal law to offer credit
protection services to individuals if the
same or similar data of the private en-
tities had been similarly compromised;
and

(6) The recommendations, if any, con-
cerning the offer of, or benefits to be
derived from, credit protection services
in this case that are in the risk anal-
ysis report.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.117 Notification.

(a) With respect to individuals found
under this subpart by the Secretary to
be subject to a reasonable risk for the
potential misuse of any sensitive per-
sonal information, the Secretary will
promptly provide written notification
by first-class mail to the individual (or
the next of kin if the individual is de-
ceased) at the last known address of
the individual. The notification may be
sent in one or more mailings as infor-
mation is available and will include
the following:

(1) A brief description of what hap-
pened, including the date[s] of the data
breach and of its discovery if known;

(2) To the extent possible, a descrip-
tion of the types of personal informa-
tion that were involved in the data
breach (e.g., full name, Social Security
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number, date of birth, home address,
account number, disability code);

(3) A brief description of what the
agency is doing to investigate the
breach, to mitigate losses, and to pro-
tect against any further breach of the
data;

(4) Contact procedures for those wish-
ing to ask questions or learn additional
information, which will include a toll-
free telephone number, an e-mail ad-
dress, Web site, and/or postal address;

(5) Steps individuals should take to
protect themselves from the risk of
identity theft, including steps to ob-
tain fraud alerts (alerts of any key
changes to such reports and on demand
personal access to credit reports and
scores), if appropriate, and instruction
for obtaining other credit protection
services offered under this subpart; and

(6) A statement whether the informa-
tion was encrypted or protected by
other means, when determined such in-
formation would be beneficial and
would not compromise the security of
the system.

(b) In those instances where there is
insufficient, or out-of-date contact in-
formation that precludes direct written
notification to an individual subject to
a data breach, a substitute form of no-
tice may be provided, such as a con-
spicuous posting on the home page of
VA’s Web site and notification in
major print and broadcast media, in-
cluding major media in geographic
areas where the affected individuals
likely reside. Such a notice in media
will include a toll-free phone number
where an individual can learn whether
or not his or her personal information
is possibly included in the data breach.

(c) In those cases deemed by the Sec-
retary to require urgency because of
possible imminent misuse of sensitive
personal information, the Secretary, in
addition to notification under para-
graph (a) of this section, may provide
information to individuals by tele-
phone or other means, as appropriate.

(d) Notwithstanding other provisions
in this section, notifications may be
delayed upon lawful requests, from
other Federal agencies, for the delay of
notifications in order to protect data
or computer resources from further
compromise or to prevent interference
with the conduct of an investigation or
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efforts to recover the data. A lawful re-
quest is one made in writing by the en-
tity or VA component responsible for
the investigation or data recovery ef-
forts that may be adversely affected by
providing notification. Any lawful re-
quest for delay in notification must
state an estimated date after which the
requesting entity believes that notifi-
cation will not adversely affect the
conduct of the investigation or efforts
to recover the data. However, any
delay should not exacerbate risk or
harm to any affected individual(s). De-
cisions to delay notification should be
made by the Secretary.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.118
ices.

(a) With respect to individuals found
under this subpart by the Secretary to
be subject to a reasonable risk for the
potential misuse of any sensitive per-
sonal information under this subpart,
the Secretary may offer one or more of
the following as warranted based on
considerations specified in paragraph
(b) of this section:

(1) One year of credit monitoring
services consisting of automatic daily
monitoring of at least 3 relevant credit
bureau reports;

(2) Data breach analysis;

(3) Fraud resolution services, includ-
ing writing dispute letters, initiating
fraud alerts and credit freezes, to assist
affected individuals to bring matters to
resolution; and/or

(4) One year of identity theft insur-
ance with $20,000.00 coverage at $0 de-
ductible.

(b) Consistent with the requirements
of the Fair Credit Reporting Act (15
U.S.C. 1681 et seq.) as interpreted and
applied by the Federal Trade Commis-
sion, the notice to the individual offer-
ing other credit protection services
will explain how the individual may
obtain the services, including the infor-
mation required to be submitted by the
individual to obtain the services, and
the time period within which the indi-
vidual must act to take advantage of
the credit protection services offered.

(c) In determining whether any or all
of the credit protection services speci-
fied in paragraph (a) of this section will
be offered to individuals subject to a

Other credit protection serv-

§76.1

data breach, the Secretary will con-
sider the following:

(1) The data elements involved;

(2) The number of individuals af-
fected or potentially affected;

(3) The likelihood the sensitive per-
sonal information will be or has been
made accessible to and usable by unau-
thorized persons;

(4) The risk of potential harm to the
affected individuals; and

(5) The ability to mitigate the risk of
harm.

(c) The Secretary will take action to
obtain data mining and data breach
analyses services, as appropriate, to
obtain information relevant for mak-
ing determinations under this subpart.

(Authority: 38 U.S.C. 501, 5724, 5727)

§75.119 Finality of Secretary deter-
mination.
A determination made by the Sec-
retary under this subpart will be a
final agency decision.

PART 76—MONTHLY ASSISTANCE
ALLOWANCE FOR VETERANS IN
CONNECTION WITH THE UNITED
STATES PARALYMPICS

Sec.
76.1
76.2
76.3
76.4

AUTHORITY: 38 U.S.C. 501, 322(d),
stated in specific sections.

SOURCE: 76 FR 14283, Mar. 16, 2011, unless
otherwise noted.

Definitions.

Assistance allowance.
Application and certification.
Amount of allowance.

and as

§76.1 Definitions.

For purposes of part 76, the following
definitions apply:

Disability means a service-connected
or nonservice-connected disability
which meets the criteria prescribed by
the International Paralympic Com-
mittee (IPC) Classification Code and
International Standards, November
2007 edition, available at h&ttp:/
www.paralympic.org/export/sites/default/
IPC/IPC_Handbook/Section_2/
2008_2_Classification_Code6.pdf, and
qualifies the veteran for participation
in a sport sanctioned by the United
States Paralympics. The IPC standards
are incorporated by reference into this
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