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§ 101.615 Definitions. 
Unless otherwise specified, as used in 

this subpart: 
Approved list means an owner or oper-

ator’s authoritative catalog for prod-
ucts that meet cybersecurity require-
ments. 

Backup means a copy of physical or 
virtual files or databases stored sepa-
rately for preservation and recovery. It 
may also refer to the process of cre-
ating a copy. 

Credentials means a set of data at-
tributes that uniquely identifies a sys-
tem entity such as a person, an organi-
zation, a service, or a device, and at-
tests to one’s right to access to a par-
ticular system. 

Critical Information Technology (IT) or 
Operational Technology (OT) systems 
means any Information Technology 
(IT) or Operational Technology (OT) 
system used by the vessel, facility, or 
OCS facility that, if compromised or 
exploited, could result in a transpor-
tation security incident (TSI), as deter-
mined by the Cybersecurity Officer 
(CySO) in the Cybersecurity Plan. Crit-
ical IT or OT systems include those 
business support services that, if com-
promised or exploited, could result in a 
TSI. This term includes systems whose 
ownership, operation, maintenance, or 
control is delegated wholly or in part 
to any other party. 

Cyber incident means an occurrence 
that actually jeopardizes, without law-
ful authority, the integrity, confiden-
tiality, or availability of information 
or an information system, or actually 
jeopardizes, without lawful authority, 
an information system. 

Cyber Incident Response Plan means a 
set of predetermined and documented 
procedures to respond to a cyber inci-
dent. It is a document that gives the 
owner or operator or a designated 
CySO instructions on how to respond 
to a cyber incident and pre-identifies 
key roles, responsibilities, and deci-
sion-makers. 

Cyber threat means an action, not 
protected by the First Amendment to 
the Constitution of the United States, 
on or through an information system 
that may result in an unauthorized ef-
fort to adversely impact the security, 
availability, confidentiality, or integ-
rity of an information system or infor-

mation that is stored on, processed by, 
or transiting an information system. 
The term ‘‘cyber threat’’ does not in-
clude any action that solely involves a 
violation of a consumer term of service 
or a consumer licensing agreement. 

Cybersecurity Assessment means the 
appraisal of the risks facing an entity, 
asset, system, or network, organiza-
tional operations, individuals, geo-
graphic area, other organizations, or 
society, and includes identification of 
relevant vulnerabilities and threats 
and determining the extent to which 
adverse circumstances or events could 
result in operational disruption and 
other harmful consequences. 

Cybersecurity Officer, or CySO, means 
the person designated as responsible 
for the development, implementation, 
and maintenance of the cybersecurity 
portions of the Vessel Security Plan 
(VSP), Facility Security Plan (FSP), 
or Outer Continental Shelf (OCS) FSP, 
and for liaison with the Captain of the 
Port (COTP) and Company, Vessel, and 
Facility Security Officers. The owner 
or operator may designate an alternate 
CySO(s) to assist with the duties and 
responsibilities of the CySO, including 
during periods when the CySO is on 
leave, unavailable, or unable to per-
form their duties. Hereafter, ‘‘CySO’’ 
will refer to both the CySO and the al-
ternate CySO(s), as applicable. 

Cybersecurity Plan means a plan de-
veloped as a part of the VSP, FSP, or 
OCS FSP to ensure application and im-
plementation of cybersecurity meas-
ures designed to protect the owners’ or 
operators’ systems and equipment, as 
required by this part. A Cybersecurity 
Plan is either included in a VSP, FSP, 
or OCS FSP; as an annex to a VSP, 
FSP, or OCS FSP; provided in a sepa-
rate submission from the VSP, FSP, or 
OCS FSP; or addressed through an Al-
ternative Security Program. 

Cybersecurity risk means threats to 
and vulnerabilities of information or 
information systems and any related 
consequences caused by or resulting 
from unauthorized access, use, disclo-
sure, degradation, disruption, modi-
fication, or destruction of such infor-
mation or information systems, includ-
ing such related consequences caused 
by an act of terrorism. It does not in-
clude any action that solely involves a 
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violation of a consumer term of service 
or a consumer licensing agreement. 

Cybersecurity vulnerability means any 
attribute of hardware, software, proc-
ess, or procedure that could enable or 
facilitate the defeat of a security con-
trol. 

Encryption means any procedure used 
in cryptography to convert plain text 
into cipher text to prevent anyone but 
the intended recipient from reading 
that data. 

Executable code means any object 
code, machine code, or other code read-
able by a computer when loaded into 
its memory and used directly by such 
computer to execute instructions. 

Exploitable channel means any infor-
mation channel (such as a portable 
media device and other hardware) that 
allows for the violation of the security 
policy governing the information sys-
tem and is usable or detectable by sub-
jects external to the trusted user. 

Firmware means computer programs 
(which are stored in and executed by 
computer hardware) and associated 
data (which is also stored in the hard-
ware) that may be dynamically written 
or modified during execution. 

Hardware means, collectively, the 
equipment that makes up physical 
parts of a computer, including its elec-
tronic circuitry, together with key-
boards, readers, scanners, and printers. 

Human-Machine Interface, or HMI, 
means the hardware or software 
through which an operator interacts 
with a controller for industrial sys-
tems. An HMI can range from a phys-
ical control panel with buttons and in-
dicator lights to an industrial personal 
computer with a color graphics display 
running dedicated HMI software. 

Information system means an inter-
connected set of information resources 
under the same direct management 
control that shares common 
functionality. A system normally in-
cludes hardware, software data, appli-
cations, communications, and people. 
It includes the application of IT, OT, or 
a combination of both. 

Information Technology, or IT, means 
any equipment or interconnected sys-
tem or subsystem of equipment, used 
in the acquisition, storage, analysis, 
evaluation, manipulation, manage-
ment, movement, control, display, 

switching, interchange, transmission, 
or reception of data or information. 

Known Exploited Vulnerability, or 
KEV, means a computer vulnerability 
that has been exploited in the past. 

Log means a record of the events oc-
curring within an organization’s sys-
tems and networks. 

Multifactor authentication means a 
layered approach to securing data and 
applications for a system that requires 
users to present more than one distinct 
authentication factor for successful au-
thentication. Multifactor authentica-
tion can be performed using a multi-
factor authenticator or by a combina-
tion of authenticators that provide dif-
ferent factors. The three authentica-
tion factors are something you know, 
something you have, and something 
you are. 

Network means information system(s) 
implemented with a collection of inter-
connected components. A network is a 
collection of computers, servers, 
mainframes, network devices, periph-
erals, or other devices connected to 
allow data sharing. A network consists 
of two or more computers that are 
linked in order to share resources, ex-
change files, or allow electronic com-
munications. 

Network map means a visual represen-
tation of internal network topologies 
and components. 

Network segmentation means a phys-
ical or virtual architectural approach 
that divides a network into multiple 
segments, each acting as its own sub-
network, to provide additional security 
and control that can help prevent or 
minimize the impact of a cyber inci-
dent. 

Operational Technology, or OT, means 
programmable systems or devices that 
interact with the physical environment 
(or manage devices that interact with 
the physical environment). These sys-
tems or devices detect or cause a 
change through the monitoring or con-
trol of devices, processes, and events. 

Patching means updating software 
and operating systems to address cy-
bersecurity vulnerabilities within a 
program or product. 

Penetration test means a test of the 
security of a computer system or soft-
ware application by attempting to 
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compromise its security and the secu-
rity of an underlying operating system 
and network component configura-
tions. 

Principle of least privilege means that 
an individual should be given only 
those privileges that are needed to 
complete a task. Further, the individ-
ual’s function, not identity, should 
control the assignment of privileges. 

Privileged user means a user who is 
authorized (and, therefore, trusted) to 
perform security functions that ordi-
nary users are not authorized to per-
form. 

Reportable cyber incident means an in-
cident that leads to or, if still under in-
vestigation, could reasonably lead to 
any of the following: Substantial loss 
of confidentiality, integrity, or avail-
ability of a covered information sys-
tem, network, or OT system; Disrup-
tion or significant adverse impact on 
the reporting entity’s ability to engage 
in business operations or deliver goods 
or services, including those that have a 
potential for significant impact on 
public health or safety or may cause 
serious injury or death; Disclosure or 
unauthorized access directly or indi-
rectly of nonpublic personal informa-
tion of a significant number of individ-
uals; Other potential operational dis-
ruption to critical infrastructure sys-
tems or assets; or Incidents that other-
wise may lead to a transportation secu-
rity incident as defined in 33 CFR 
101.105. 

Risk means a measure of the extent 
to which an entity is threatened by a 
potential circumstance or event, and 
typically is a function of: The adverse 
impact, or magnitude of harm, that 
would arise if the circumstance or 
event occurs; and the likelihood of oc-
currence. 

Software means a set of instructions, 
data, or programs used to operate a 
computer and execute specific tasks. 

Supply chain means a system of orga-
nizations, people, activities, informa-
tion, and resources for creating com-
puter products and offering IT services 
to their customers. 

Threat means any circumstance or 
event with the potential to adversely 
impact organizational operations (in-
cluding mission, functions, image, or 
reputation), organizational assets, in-

dividuals, other organizations, or the 
Nation through an information system 
through unauthorized access, destruc-
tion, disclosure, modification of infor-
mation, or denial of service. 

Vulnerability means a characteristic 
or specific weakness that renders an 
organization or asset (such as informa-
tion or an information system) open to 
exploitation by a given threat or sus-
ceptible to a given hazard. 

Vulnerability scan means a technique 
used to identify hosts or host at-
tributes and associated vulnerabilities. 

§ 101.620 Owner or operator. 

(a) Each owner or operator of a U.S.- 
flagged vessel, facility, or OCS facility 
is responsible for compliance with the 
requirements of this subpart. 

(b) For each U.S.-flagged vessel, fa-
cility, or OCS facility, the owner or op-
erator must— 

(1) Ensure a Cybersecurity Plan is de-
veloped, approved, and maintained; 

(2) Define in Section 1 of the Cyberse-
curity Plan the cybersecurity organiza-
tional structure and identify each per-
son exercising cybersecurity duties and 
responsibilities within that structure, 
with the support needed to fulfill those 
obligations; 

(3) Designate, in writing, by name 
and by title, a Cybersecurity Officer 
(CySO) who is accessible to the Coast 
Guard 24 hours a day, 7 days a week, 
and identify how the CySO can be con-
tacted at any time; 

(4) Ensure that cybersecurity exer-
cises, audits, and inspections, as well 
as the Cybersecurity Assessment, are 
conducted as required by this part and 
in accordance with the Cybersecurity 
Plan (see § 101.625(d)(1), (3), (6) and (7)); 

(5) Ensure that the U.S.-flagged ves-
sel, facility, or OCS facility operates in 
compliance with the approved Cyberse-
curity Plan; 

(6) Ensure the development, approval, 
and execution of the Cyber Incident 
Response Plan; and 

(7) For entities that have not re-
ported to the Coast Guard pursuant to, 
or are not subject to, 33 CFR 6.16–1, en-
sure all reportable cyber incidents are 
reported to the National Response Cen-
ter (NRC). 


		Superintendent of Documents
	2025-11-06T09:08:38-0500
	Government Publishing Office, Washington, DC 20401
	U.S. Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




