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alteration, or destruction of evidence;
enable individuals to conceal their
wrongdoing or mislead the course of
the investigation; and result in the se-
creting of or other disposition of assets
that would make them difficult or im-
possible to reach in order to satisfy
any Government claim growing out of
the investigation or proceeding.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only
after the information is evaluated in
light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and
(H) because this system of records is
compiled for investigative purposes
and is exempt from the access provi-
sions of subsections (d) and (f).

(E) From subsection (e)(4)(I) because
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information
and to protect privacy and physical
safety of witnesses and informants.

(20) System identifier and name. GNSA
28 (General Exemption), Freedom of In-
formation Act, Privacy Act and Man-
datory Declassification Review
Records.

(i) Exemption. During the processing
of letters and other correspondence to
the National Security Agency/Central
Security Service, exempt materials
from other systems of records may in
turn become part of the case record in
this system. To the extent that copies
of exempt records from those ‘‘other”
systems of records are entered into this
system, the National Security Agency/
Central Security Service hereby claims
the same exemptions for the records
from those ‘‘other” systems that are
entered into this system, as claimed
for the original primary system of
which they are a part.

(i1) Authority. 5 TU.S.C. 5562a(k)(2)
through (k)(7).

(iii) Reasons. During the course of a
FOIA/Privacy Act and/or MDR action,
exempt materials from other system of
records may become part of the case
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records in this system of records. To
the extent that copies of exempt
records from those other systems of
records are entered into these case
records, NSA/CSS hereby claims the
same exemptions for the records as
claimed in the original primary system
of records of which they are a part. The
exemption rule for the original records
will identify the specific reasons why
the records are exempt from specific
provisions of 5 U.S.C. 552a.

§310.28 Office of the Inspector Gen-
eral (OIG) exemptions.

(a) Exemption for classified records.
Any record in a system of records
maintained by the Office of the Inspec-
tor General which falls within the pro-
visions of 5 U.S.C. 5562a(k)(1) may be ex-
empt from the following subsections of
5 U.S.C. 5b2a: (¢)(3), (d), (e)Q), (e)4)(G)
through (I) and (f) to the extent that a
record system contains any record
properly classified under Executive
Order 12958 and that the record is re-
quired to be kept classified in the in-
terest of national defense or foreign
policy. This specific exemption rule,
claimed by the Inspector General under
authority of 5 U.S.C. 552a(k)(1), is ap-
plicable to all systems of records main-
tained, including those individually
designated for an exemption herein as
well as those not otherwise specifically
designated for an exemption, which
may contain isolated items of properly
classified information.

(b) The Inspector General of the De-
partment of Defense claims an exemp-
tion for the following record systems
under the provisions of 5 U.S.C. 552a(j)
and (kK)(1)-(k)(7) from certain indicated
subsections of the Privacy Act of 1974.
The exemptions may be invoked and
exercised on a case-by-case basis by the
Deputy Inspector General for Inves-
tigations or the Director, Communica-
tions and Congressional Liaison Office,
and the Chief, Freedom of Information/
Privacy Act Office, which serve as the
Systems Program Managers. Exemp-
tions will be exercised only when nec-
essary for a specific, significant and le-
gitimate reason connected with the
purpose of the records system.

(c) No personal records releasable
under the provisions of The Freedom of
Information Act (6 U.S.C. 5562) will be
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withheld from the subject individual
based on these exemptions.

(1) System identifier and name. CIG-04,
Case Control System.

(i) Exemption. Any portion of this sys-
tem which falls within the provisions
of 5 U.S.C. 552a(j)(2) may be exempt
from the following subsections of 5
U.S.C. b552a: (c)(3), (¢)4), (d), (e)l),
©)(2), (e)3), @&, H), (D), (e)bd),
(e)(8), (1), and (g).

(i1) Authority. 5 U.S.C. 552a(j)(2).

(iii) Reasons. (A) From subsection
(c)(3) because the release of accounting
of disclosure would inform a subject
that he or she is under investigation.
This information would provide consid-
erable advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation
and the coordinated investigative ef-
forts and techniques employed by the
cooperating agencies. This would
greatly impede OIG’s criminal law en-
forcement.

(B) From subsection (c)(4) and (d), be-
cause notification would alert a subject
to the fact that an open investigation
on that individual is taking place, and
might weaken the on-going investiga-
tion, reveal investigatory techniques,
and place confidential informants in
jeopardy.

(C) From subsection (e)(1) because
the nature of the criminal and/or civil
investigative function creates unique
problems in prescribing a specific pa-
rameter in a particular case with re-
spect to what information is relevant
or necessary. Also, due to OIG’s close
liaison and working relationships with
other Federal, state, local and foreign
country law enforcement agencies, in-
formation may be received which may
relate to a case under the investigative
jurisdiction of another agency. The
maintenance of this information may
be necessary to provide leads for appro-
priate law enforcement purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.

(D) From subsection (e)(2) because
collecting information to the fullest
extent possible directly from the sub-
ject individual may or may not be
practical in a criminal and/or civil in-
vestigation.
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(E) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a crimi-
nal and/or civil investigation. The ef-
fect would be somewhat adverse to es-

tablished investigative methods and
techniques.
(F) From subsection (e)(4) (G)

through (I) because this system of
records is exempt from the access pro-
visions of subsection (d).

(&) From subsection (e)(5) because
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness
would unfairly hamper the investiga-
tive process. It is the nature of law en-
forcement for investigations to un-
cover the commission of illegal acts at
diverse stages. It is frequently impos-
sible to determine initially what infor-
mation is accurate, relevant, timely,
and least of all complete. With the pas-
sage of time, seemingly irrelevant or
untimely information may acquire new
significance as further investigation
brings new details to light.

(H) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to law enforcement by revealing
investigative techniques, procedures,
and existence of confidential investiga-
tions.

(I) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investiga-
tion leading to the indictment of a
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual,
and record amendment procedures for
this record system.

(J) For comparability with the ex-
emption claimed from subsection (f),
the civil remedies provisions of sub-
section (g) must be suspended for this
record system. Because of the nature of
criminal investigations, standards of
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accuracy, relevance, timeliness, and
completeness cannot apply to this
record system. Information gathered in
an investigation is often fragmentary
and leads relating to an individual in
the context of one investigation may
instead pertain to a second investiga-
tion.

(2) System identifier and name. CIG-06,
Investigative Files.

(i) Exemption. Any portion of this sys-
tem which falls within the provisions
of 5 U.S.C. 552a(j)(2) may be exempt
from the following subsections of 5
U.S.C. 552a (c)(3), (c)4), (d), (e)d),
(e)(2), (e)3), (e)d) (&), (), (D), (e)®d),
(e)(8), (), and (g).

(ii) Authority. 5 U.S.C. 552a(j)(2).

(iii) Reasons. (A) From subsection
(c)(3) because the release of accounting
of disclosure would inform a subject
that he or she is under investigation.
This information would provide consid-
erable advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation
and the coordinated investigative ef-
forts and techniques employed by the
cooperating agencies. This would
greatly impede OIG’s criminal law en-
forcement.

(B) From subsection (¢)(4) and (d), be-
cause notification would alert a subject
to the fact that an open investigation
on that individual is taking place, and
might weaken the on-going investiga-
tion, reveal investigatory techniques,
and place confidential informants in
jeopardy.

(C) From subsection (e)(1) because
the nature of the criminal and/or civil
investigative function creates unique
problems in prescribing a specific pa-
rameter in a particular case with re-
spect to what information is relevant
or necessary. Also, due to OIG’s close
liaison and working relationships with
other Federal, state, local and foreign
country law enforcement agencies, in-
formation may be received which may
relate to a case under the investigative
jurisdiction of another agency. The
maintenance of this information may
be necessary to provide leads for appro-
priate law enforcement purposes and to
establish patterns of activity which
may relate to the jurisdiction of other
cooperating agencies.
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(D) From subsection (e)(2) because
collecting information to the fullest
extent possible directly from the sub-
ject individual may or may not be
practical in a criminal and/or civil in-
vestigation.

(E) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a crimi-
nal and/or civil investigation. The ef-
fect would be somewhat adverse to es-

tablished investigative methods and
techniques.
(F) From subsection (e)(4) (G)

through (I) because this system of
records is exempt from the access pro-
visions of subsection (d).

(&) From subsection (e)(5) because
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness
would unfairly hamper the investiga-
tive process. It is the nature of law en-
forcement for investigations to un-
cover the commission of illegal acts at
diverse stages. It is frequently impos-
sible to determine initially what infor-
mation is accurate, relevant, timely,
and least of all complete. With the pas-
sage of time, seemingly irrelevant or
untimely information may acquire new
significance as further investigation
brings new details to light.

(H) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to law enforcement by revealing
investigative techniques, procedures,
and existence of confidential investiga-
tions.

(I) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investiga-
tion leading to the indictment of a
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual,
and record amendment procedures for
this record system.
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(J) For comparability with the ex-
emption claimed from subsection (f),
the civil remedies provisions of sub-
section (g) must be suspended for this
record system. Because of the nature of
criminal investigations, standards of
accuracy, relevance, timeliness, and
completeness cannot apply to this
record system. Information gathered in
an investigation is often fragmentary
and leads relating to an individual in
the context of one investigation may
instead pertain to a second investiga-
tion.

(3) System identifier and name. CIG-15,
Departmental Inquiries Case System.

(i) Exemption. Investigatory material
compiled for law enforcement purposes
may be exempt pursuant to 5 U.S.C.
552a(k)(2). However, if an individual is
denied any right, privilege, or benefit
for which he would otherwise be enti-
tled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source. Any
portions of this system which fall
under the provisions of 5 TU.S.C.
552a(k)(2) may be exempt from the fol-
lowing subsection of 5 U.S.C. 552a(c)(3),
(@), (e)D), (e)(4)(G), (H), and (I).

(ii) Authority. 5 U.S.C. 552a(k)(2).

(iii) Reasons. (A) From subsection
(¢)(3) because disclosures from this sys-
tem could interfere with the just, thor-
ough and timely resolution of the com-
pliant or inquiry, and possibly enable
individuals to conceal their wrong-
doing or mislead the course of the in-
vestigation by concealing, destroying
or fabricating evidence or documents.

(B) From subsection (d) because dis-
closures from this system could inter-
fere with the just thorough and timely
resolution of the compliant or inquiry,
and possibly enable individuals to con-
ceal their wrongdoing or mislead the
course of the investigation by con-
cealing, destroying or fabricating evi-
dence or documents. Disclosures could
also subject sources and witnesses to
harassment or intimidation which
jeopardize the safety and well-being of
themselves and their families.

(C) From subsection (e)(1) because
the nature of the investigation func-
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tion creates unique problems in pre-
scribing specific parameters in a par-
ticular case as to what information is
relevant or necessary. Due to close liai-
son and working relationships with
other Federal, state, local and foreign
country law enforcement agencies, in-
formation may be received which may
relate to a case under the investigative
jurisdiction of another government
agency. It is necessary to maintain
this information in order to provide
leads for appropriate law enforcement
purposes and to establish patterns of
activity which may relate to the juris-
diction of other cooperating agencies.

(D) From subsection (e)4) (G)
through (H) because this system of
records is exempt from the access pro-
visions of subsection (d).

(E) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investiga-
tion leading to the indictment of a
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual,
and record amendment procedures for
this record system.

(4) System identifier and name. CIG-16,
Inspector General Administrative In-
vestigation Records (IGAIR).

(i) Exemptions. This system of records
is exempt from 5 U.S.C. 552a(c)(3) and
@; (DA, (2), (3), and (4); (e)(D); (e)(2);
(e)(3); (e)(4)(G), (H), and (D); (e)(5); (e)(8);
(f) and (g) of the Privacy Act pursuant
to 5 U.S.C. 5562a(j)(2). This system of
records is exempt from 5 TU.S.C.
552a(c)(3); (D)D), (2), (3), and (4); (e)(1);
(e)4)(G) and (H); and (f) of the Privacy
Act to the extent the records are sub-
ject to exemption pursuant to 5 U.S.C.
5562a(k)(1), (k)(2), and (k)(5). This sys-
tem of records is also exempt from 5
U.S.C. bb2a(e)(4)(I) to the extent the
records are subject to exemption pursu-
ant to 5 U.S.C. 552a(k)(1), (k)(2), and
(&)(®).

(i) Authority. 5 U.S.C.
&)(D), (k)(2) and (k)(5).

552a(j)(2),
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(iii) Exemption from the particular sub-
sections. Exemption from the particular
subsections is justified for the fol-
lowing reasons:

(A) Subsections (c)(3), (d)(1), and (d)(2).

(I) Exemption (7)(2). Records in this
system of records may contain inves-
tigatory material compiled for crimi-
nal law enforcement purposes, includ-
ing information identifying criminal
offenders and alleged offenders, infor-
mation compiled for the purpose of
criminal investigation, or reports com-
piled during criminal law enforcement
proceedings. Application of exemption
(7))(2) may be necessary because access
to, amendment of, or release of the ac-
counting of disclosures of such records
could inform the record subject of an
investigation of the existence, nature,
or scope of an actual or potential law
enforcement or disciplinary investiga-
tion, and thereby seriously impede law
enforcement or prosecutorial efforts by
permitting the record subject and
other persons to whom he might dis-
close the records to avoid criminal pen-
alties or disciplinary measures; reveal
confidential sources who might not
have otherwise come forward to assist
in an investigation and thereby hinder
DoD’s ability to obtain information
from future confidential sources; and
result in an unwarranted invasion of
the privacy of others.

(2) Exemption (k)(1). Records in this
system of records may contain infor-
mation that is properly classified pur-
suant to executive order. Application
of exemption (k)(1) may be necessary
because access to and amendment of
the records, or release of the account-
ing of disclosures for such records,
could reveal classified information.
Disclosure of classified records to an
individual may cause damage to na-
tional security.

(3) Exemption (k)(2). Records in this
system of records may contain inves-
tigatory material compiled for law en-
forcement purposes other than mate-
rial within the scope of 5 TU.S.C.
562a(j)(2). Application of exemption
(k)(2) may be necessary because access
to, amendment of, or release of the ac-
counting of disclosures of such records
could: inform the record subject of an
investigation of the existence, nature,
or scope of an actual or potential law
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enforcement or disciplinary investiga-
tion, and thereby seriously impede law
enforcement or prosecutorial efforts by
permitting the record subject and
other persons to whom he might dis-
close the records or the accounting of
records to avoid criminal penalties,
civil remedies, or disciplinary meas-
ures; interfere with a civil or adminis-
trative action or investigation which
may impede those actions or investiga-
tions; reveal confidential sources who
might not have otherwise come for-
ward to assist in an investigation and
thereby hinder DoD’s ability to obtain
information from future confidential
sources; and result in an unwarranted
invasion of the privacy of others.

(4) Exemption (k)(5). Records in this
system of records may contain infor-
mation concerning investigatory mate-
rial compiled solely for determining
suitability, eligibility, and qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information. In
some cases, such records may contain
information pertaining to the identity
of a source who furnished information
to the Government under an express
promise that the source’s identity
would be held in confidence (or prior to
the effective date of the Privacy Act,
under an implied promise). Application
of exemption (k)(6) may be necessary
because access to, amendment of, or re-
lease of the accounting of disclosures
of such records could identify these
confidential sources who might not
have otherwise come forward to assist
the Government; hinder the Govern-
ment’s ability to obtain information
from future confidential sources; and
result in an unwarranted invasion of
the privacy of others. Amendment of
such records could also impose a highly
impracticable administrative burden
by requiring investigations to be con-
tinuously reinvestigated.

(B) Subsection (c)(4), (A)(3) and (4).
These subsections are inapplicable to
the extent that an exemption is being
claimed from subsections (d)(1) and (2).
Accordingly, exemption from sub-
section (c)(4) is claimed pursuant to
(j)(2) and exemptions from subsections
(d)(3) and (d)(4) are claimed pursuant to
(M (2), (k)(D), (k)(2), and (k)(5).
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(C) Subsection (e)(1). In the collection
of information for investigatory and
law enforcement purposes it is not al-
ways possible to conclusively deter-
mine the relevance and necessity of
particular information in the early
stages of the investigation or adjudica-
tion. In some instances, it will be only
after the collected information is eval-
uated in light of other information
that its relevance and necessity for ef-
fective investigation and adjudication
can be assessed. Collection of such in-
formation permits more informed deci-
sion-making by the Department when
making required disciplinary and pros-
ecutorial determinations. Additionally,
records within this system may be
properly classified pursuant to Execu-
tive order. Accordingly, application of
exemptions (j)(2), (k)1), (k)(2), and
(k)(5) may be necessary.

(D) Subsection (e)(2). To collect infor-
mation from the subject individual
could serve notice that he or she is the
subject of a criminal investigation and
thereby present a serious impediment
to such investigations. Collection of in-
formation only from the individual ac-
cused of criminal activity or mis-
conduct could also subvert discovery of
relevant evidence and subvert the
course of justice. Accordingly, applica-
tion of exemption (j)(2) may be nec-
essary.

(B) Subsection (e)(3). To inform indi-
viduals as required by this subsection
could reveal the existence of a criminal
investigation and compromise inves-
tigative efforts. Accordingly, applica-
tion of exemption (j)(2) may be nec-
essary.

(F) Subsection (e)(4)(G) and (H). These
subsections are inapplicable to the ex-
tent exemption is claimed from sub-
sections (d)(1) and (2). Accordingly, ap-
plication of exemptions (j)(2), (k)(1),
(k)(2), and (k)(b) may be necessary.

(G) Subsection (e)(4)(I). To the extent
that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently
published in the system notice, an ex-
emption from this provision is nec-
essary to protect the confidentiality of
sources of information and to protect
the privacy and physical safety of wit-
nesses and informants. Accordingly,
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application of exemptions (G)(2), (K)(1),
(k2), and (k)(5) may be necessary.

(H) Subsection (e)(5). It is often impos-
sible to determine in advance if inves-
tigatory records contained in this sys-
tem are accurate, relevant, timely and
complete, but, in the interests of effec-
tive law enforcement, it is necessary to
retain this information to maintain an
accurate record of the investigatory
activity to preserve the integrity of
the investigation and satisfy various
Constitutional and evidentiary require-
ments, such as mandatory disclosure of
potentially exculpatory information in
the investigative file to a defendant. It
is also necessary to retain this infor-
mation to aid in establishing patterns
of activity and provide investigative
leads. With the passage of time, seem-
ingly irrelevant or untimely informa-
tion may acquire new significance as
further investigation brings new de-
tails to light and the accuracy of such
information can only be determined
through judicial processes. Accord-
ingly, application of exemption (j)(2)
may be necessary.

(I) Subsection (e)(8). To serve notice of
records being made available under
compulsory legal process could give
persons sufficient warning to evade in-
vestigative efforts. Accordingly, appli-
cation of exemption (j)(2) may be nec-
essary.

(J) Subsection (f). The agency’s rules
are inapplicable to those portions of
the system that are exempt. Accord-
ingly, application of exemptions (j)(2),
(k)1), (k)(2) and (k)(6) may be nec-
essary.

(K) Subsection (g). This subsection is
inapplicable to the extent that the sys-
tem is exempt from other specific sub-
sections of the Privacy Act. Accord-
ingly, an exemption from subsection
(g) is claimed pursuant to (j)(2).

(iv) Exempt records from other systems.
In the course of carrying out the over-
all purpose for this system, exempt
records from other systems of records
may in turn become part of the records
maintained in this system. To the ex-
tent that copies of exempt records from
those other systems of records are
maintained in this system, the DoD
claims the same exemptions for the
records from those other systems that
are entered into this system, as
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claimed for the prior system(s) of
which they are a part, provided the
reason for the exemption remains valid
and necessary.

(5) [Reserved]

(6) System identifier and name. CIG-21,
Congressional Correspondence Track-
ing System.

(i) Exemption. During the processing
of a Congressional inquiry, exempt ma-
terials from other systems of records
may in turn become part of the case
record in this system. To the extent
that copies of exempt records from
those ‘‘other’ systems of records are
entered into this system, the Inspector
General, DoD, claims the same exemp-
tions for the records from those
“other” systems that are entered into
this system, as claimed for the original
primary system of which they are a
part.

(i) Awuthority. 5 U.S.C. 552a(j)(2),
(k)D), (k)(2), (K)(3), (K)(4), (k)5), (k)®6),
and (k)(7).

(iii) Reasons. Records are only ex-
empt from pertinent provisions of 5
U.S.C. b552a to the extent such provi-
sions have been identified and an ex-
emption claimed for the original record
and the purposes underlying the ex-
emption for the original record still
pertain to the record which is now con-
tained in this system of records. In
general, the exemptions were claimed
in order to protect properly classified
information relating to national de-
fense and foreign policy, to avoid inter-
ference during the conduct of criminal,
civil, or administrative actions or in-
vestigations, to ensure protective serv-
ices provided the President and others
are not compromised, to protect the
identity of confidential sources inci-
dent to Federal employment, military
service, contract, and security clear-
ance determinations, to preserve the
confidentiality and integrity of Fed-
eral testing materials, and to safeguard
evaluation materials used for military
promotions when furnished by a con-
fidential source. The exemption rule
for the original records will identify
the specific reasons why the records
are exempt from specific provisions of 5
U.S.C. bb2a.

(7) System identifier and name. CIG 23,
Public Affairs Files.
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(i) Exemption. During the course of
processing a General Counsel action,
exempt materials from other systems
of records may in turn become part of
the case records in this system. To the
extent that copies of exempt records
from those ‘other’ systems of records
are entered into the Public Affairs
Files, the Office of the Inspector Gen-
eral hereby claims the same exemp-
tions for the records from those ‘other’
systems that are entered into this sys-
tem, as claimed for the original pri-
mary systems of records which they
are a part.

(i) Awuthority. 5 U.S.C. 552a(j)(2),
X&)(D), (k)(2), (K)(3), (k)(4), (kK)(5), (k)(6),
and (k)(7).

(iii) Reasons. Records are only ex-
empt from pertinent provisions of 5
U.S.C. 552a to the extent (A) such pro-
visions have been identified and an ex-
emption claimed for the original record
and (B) the purposes underlying the ex-
emption for the original record still
pertain to the record which is now con-
tained in this system of records. In
general, the exemptions were claimed
in order to protect properly classified
information relating to national de-
fense and foreign policy, to avoid inter-
ference during the conduct of criminal,
civil, or administrative actions or in-
vestigations, to ensure protective serv-
ices provided the President and others
are not compromised, to protect the
identity of confidential sources inci-
dent to Federal employment, military
service, contract, and security clear-
ance determinations, to preserve the
confidentiality and integrity of Fed-
eral testing materials, and to safeguard
evaluation materials used for military
promotions when furnished by a con-
fidential source. The exemption rule
for the original records will identify
the specific reasons why the records
are exempt from specific provisions of 5
U.S.C. 552a.

(8) [Reserved]

(9) System identifier and name. CIG-26,
Case Control System-Investigative.

(i) Exemption. Any portion of this sys-
tem which falls within the provisions
of 5 U.S.C. 552a(j)(2) may be exempt
from the following subsections of 5
U.S.C. b52a: (c)(3), (¢)@), (d), (e)l),
(e)(2), (e)(3), ()(4)(G) through (I), (e)(5),
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(e)(8), and (g), as applicable. In addi-
tion, any portion of this system which
falls within the provisions of 5 U.S.C.
552a(k)(1) or (k)(2) may be exempt from
the following subsections of 5 U.S.C.
562a: (c)(3), (d), (e)1), (e)(4)(G) through
(I), as applicable. Exempted records
from other systems of records may in-
turn become part of the case record in
this system. To the extent that copies
of exempt records from those ‘other’
systems of records are entered into this
system, the DoD OIG claims the same
exemptions for the records from those
‘other’ systems that are entered into
this system, as claimed for the original
primary system of which they are a
part. Records are only exempt from
pertinent provisions of 5 U.S.C. 552a to
the extent such provisions have been
identified and an exemption claimed
for the original record and the purposes
underlying the exemption for the origi-
nal record still pertain to the record
which is now contained in this system
of records. The exemption rule for the
original records will identify the spe-
cific reasons why the records are ex-
empt from specific provisions of 5
U.S.C. bb2a.

(ii) Authority.
(k)(1), and (k)(2).

(iii) Reasons. (A) From subsections
(c)(3) and (c)(4) because making avail-
able to a record subject the accounting
of disclosure of investigations con-
cerning him or her would specifically
reveal an investigative interest in the
individual. Revealing this information
would reasonably be expected to com-
promise open or closed administrative
or criminal investigation efforts to a
known or suspected offender by noti-
fying the record subject that he or she
is under investigation. This informa-
tion could also prompt the record sub-
ject to take measures to impede the in-
vestigation, e.g., destroy evidence, in-
timidate potential witnesses, or flee
the area to avoid or impede the inves-
tigation.

(B) From subsection (d), because
these provisions concern individual ac-
cess to and amendment of certain
records contained in this system.
Granting access to information that is
properly classified pursuant to execu-
tive order may cause damage to na-
tional security. Additionally, compli-

5 TU.S.C. 552a(j)2),
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ance with these provisions could alert
the subject of an investigation of the
fact and nature of the investigation
and/or the investigative interest of law
enforcement agencies. It can also com-
promise sensitive information related
to national security; interfere with the
overall law enforcement process by
leading to the destruction of evidence,
improper influencing of witnesses, fab-
rication of testimony, and/or flight of
the subject; could identify a confiden-
tial source or disclose information
which would constitute an unwar-
ranted invasion of another’s personal
privacy; reveal a sensitive investiga-
tion or constitute a potential danger to
the health or safety of law enforcement
personnel, confidential informants, and
witnesses. Amendment of open or ac-
tive investigations would interfere
with ongoing law enforcement inves-
tigations and analysis activities, and
impose an excessive administrative
burden by requiring investigations,
analyses, and reports to be continu-
ously reinvestigated and revised.

(C) From subsection (e)(1) because it
is not always possible to determine
what information is relevant and nec-
essary at an early stage in a given in-
vestigation, and because DoD OIG and
other agencies may not always know
what information about a known or
suspected offender may be relevant to
law enforcement for the purpose of con-
ducting an operational response. The
nature of the criminal and/or adminis-
trative law enforcement investigative
functions creates unique problems in
prescribing a specific parameter and a
particular case with respect to what in-
formation is relevant or mnecessary.
Also, due to the DoD OIG’s close liai-
son and working relationships with
other Federal, State, local and foreign
country criminal and administrative
law enforcement agencies, information
may be received which may relate to a
case under the investigative jurisdic-
tion of another agency. The mainte-
nance of this information may be nec-
essary to provide leads for appropriate
criminal and administrative law en-
forcement purposes and to establish
patterns of activity which may relate
to the jurisdiction of other cooperating
agencies.
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(D) From subsection (e)(2) because it
is not always in the best interest of law
enforcement to collect information to
the greatest extent practicable directly
from an investigative subject. Requir-
ing the collection of information to the
greatest extent practicable directly
from an investigative subject would
present a serious impediment to law
enforcement in that the subject of the
investigation would be placed on notice
of the existence of the investigation
and would therefore be able to avoid
detection.

(E) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a crimi-
nal investigation. The effect would be
somewhat adverse to established inves-
tigative methods and techniques.

(F) From subsections (e)@)(G)
through (I) because this system of
records is exempt from the access pro-
visions of subsection (d).

(G) From subsection (e)(5) because
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness
would unfairly hamper the investiga-
tive process. It is the nature of crimi-
nal law enforcement for investigations
to uncover the commission of illegal
acts at diverse stages. It is frequently
impossible to determine initially what
information is accurate, relevant,
timely, and complete. With the passage
of time, seemingly irrelevant or un-
timely information may acquire new
significance as further investigation
brings new details to light.

(H) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to criminal law enforcement in-
vestigations by revealing investigative
techniques, procedures, and existence
of sensitive information and/or con-
fidential sources.

(I) To the extent that exemptions
have been established from other provi-
sions of the Privacy Act, the civil rem-
edies provisions of subsection (g) are
inapplicable. The nature of criminal
law enforcement investigations and the
utilization of authorized exemptions
should not increase the Department’s

§310.28

exposure to civil litigation under the
Privacy Act.

(10) System identifier and name. CIG—
30, ““OIG Data Analytics Platform.”

(i) Exemptions. This system of records
is exempt from 5 U.S.C. 552a(c)(3) and
@; (DA, (@), (3), and (d); (e)(D); (e)(2);
(e)(3); (e)(H(G), (H), and(D); (e)(5); (e)(8);
(f) and (g) of the Privacy Act pursuant
to 5 U.S.C. 5562a(j)(2). This system of
records is exempt from 5 TU.S.C.
552a(c)(3); (D)D), (2), (3), and (4); (e)(1);
(e)4)(G), (H), and (I); and (f) of the Pri-
vacy Act to the extent the records are
subject to exemption pursuant to 5
U.S.C. 552a(k)(1) and (k)(2).

(i) Awuthority. 5 TU.S.C.
(k)(1), and (k)(2).

(iii) Exemption from the particular sub-
sections. Exemption from the particular
subsections is justified for the fol-
lowing reasons:

(A) Subsections (c)(3), (d)1), and
(d)(2)—(1) Exemption (7)(2). Records in
this system of records may contain in-
vestigatory material compiled for
criminal law enforcement purposes to
include information identifying crimi-
nal offenders and alleged offenders, in-
formation compiled for the purpose of
criminal investigation, or reports com-
piled during criminal law enforcement
proceedings. Application of exemption
(1))(2) may be necessary because access
to, amendment of, or release of the ac-
counting of disclosures of such records
could inform the record subject of an
investigation of the existence, nature,
or scope of an actual or potential law
enforcement or disciplinary investiga-
tion, and thereby seriously impede law
enforcement or prosecutorial efforts by
permitting the record subject and
other persons to whom he might dis-
close the records to avoid criminal pen-
alties or disciplinary measures; reveal
confidential sources who might not
have otherwise come forward to assist
in an investigation and thereby hinder
DoD’s ability to obtain information
from future confidential sources; and
result in an unwarranted invasion of
the privacy of others.

(2) Exemption (k)(1). Records in this
system of records may contain infor-
mation that is properly classified pur-
suant to executive order. Application
of exemption (k)(1) may be necessary
because access to and amendment of

552a(j)(2),
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the records, or release of the account-
ing of disclosures for such records,
could reveal classified information.
Disclosure of classified records to an
individual may cause damage to na-
tional security.

(3) Exemption (k)(2). Records in this
system of records may contain inves-
tigatory material compiled for law en-
forcement purposes other than mate-
rial within the scope of 5 TU.S.C.
562a(j)(2). Application of exemption
(k)(2) may be necessary because access
to, amendment of, or release of the ac-
counting of disclosures of such records
could: inform the record subject of an
investigation of the existence, nature,
or scope of an actual or potential law
enforcement or disciplinary investiga-
tion, and thereby seriously impede law
enforcement or prosecutorial efforts by
permitting the record subject and
other persons to whom he might dis-
close the records or the accounting of
records to avoid criminal penalties,
civil remedies, or disciplinary meas-
ures; interfere with a civil or adminis-
trative action or investigation which
may impede those actions or investiga-
tions; reveal confidential sources who
might not have otherwise come for-
ward to assist in an investigation and
thereby hinder DoD’s ability to obtain
information from future confidential
sources; and result in an unwarranted
invasion of the privacy of others.

(B) Subsection (c)(4), (d)(3) and (4).
These subsections are inapplicable to
the extent that an exemption is being
claimed from subsections (d)(1) and (2).
Accordingly, exemption from sub-
section (c)(4) is claimed pursuant to
(j)(2) and exemptions from subsections
(d)(3) and (d)(4) are claimed pursuant to
(1)(2), (k)(1), and (k)(2).

(C) Subsection (e)(1). In the collection
of information for investigatory and
law enforcement purposes it is not al-
ways possible to conclusively deter-
mine the relevance and necessity of
particular information in the early
stages of the investigation or adjudica-
tion. In some instances, it will be only
after the collected information is eval-
uated in light of other information
that its relevance and necessity for ef-
fective investigation and adjudication
can be assessed. Collection of such in-
formation permits more informed deci-

32 CFR Ch. | (7-1-25 Edition)

sion-making by the Department when
making required disciplinary and pros-
ecutorial determinations. Additionally,
records within this system may be
properly classified pursuant to execu-
tive order. Accordingly, application of
exemptions (j)(2), (k)(1), and (k)(2) may
be necessary.

(D) Subsection (e)(2). To collect infor-
mation from the subject individual
could serve notice that he or she is the
subject of a criminal investigation and
thereby present a serious impediment
to such investigations. Collection of in-
formation only from the individual ac-
cused of criminal activity or mis-
conduct could also subvert discovery of
relevant evidence and subvert the
course of justice. Accordingly, applica-
tion of exemption (j)(2) may be nec-
essary.

(B) Subsection (e)(3). To inform indi-
viduals as required by this subsection
could reveal the existence of a criminal
investigation and compromise inves-
tigative efforts. Accordingly, applica-
tion of exemption (j)(2) may be nec-
essary.

(F) Subsection (e)(4)(G) and (H). These
subsections are inapplicable to the ex-
tent exemption is claimed from sub-
sections (d)(1) and (2).

(G) Subsection (e)(4)(1). To the extent
that this provision is construed to re-
quire more detailed disclosure than the
broad, generic information currently
published in the system notice, an ex-
emption from this provision is nec-
essary to protect the confidentiality of
sources of information and to protect
the privacy and physical safety of wit-
nesses and informants. Accordingly,
application of exemptions (G)(2), (K)(1),
and (kK)(2) may be necessary.

(H) Subsection (e)(5). It is often impos-
sible to determine in advance if inves-
tigatory records contained in this sys-
tem are accurate, relevant, timely and
complete, but, in the interests of effec-
tive law enforcement, it is necessary to
retain this information to maintain an
accurate record of the investigatory
activity to preserve the integrity of
the investigation and satisfy various
Constitutional and evidentiary require-
ments, such as mandatory disclosure of
potentially exculpatory information in
the investigative file to a defendant. It
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is also necessary to retain this infor-
mation to aid in establishing patterns
of activity and provide investigative
leads. With the passage of time, seem-
ingly irrelevant or untimely informa-
tion may acquire new significance as
further investigation brings new de-
tails to light and the accuracy of such
information can only be determined
through judicial processes. Accord-
ingly, application of exemption (j)(2)
may be necessary.

(I) Subsection (e)(8). To serve notice
could give persons sufficient warning
to evade investigative efforts. Accord-
ingly, application of exemption (j)(2)
may be necessary.

(J) Subsection (f). The agency’s rules
are inapplicable to those portions of
the system that are exempt. Accord-
ingly, application of exemptions (j)(2),
(k)(1), and (k)(2) may be necessary.

(K) Subsection (g). This subsection is
inapplicable to the extent that the sys-
tem is exempt from other specific sub-
sections of the Privacy Act. Accord-
ingly, an exemption from subsection
(g) is claimed pursuant to (j)(2).

(iv) Exempt records from other systems.
In the course of carrying out the over-
all purpose for this system, exempt
records from other systems of records
may in turn become part of the records
maintained in this system. To the ex-
tent that copies of exempt records from
those other systems of records are
maintained in this system, the DoD
claims the same exemptions for the
records from those other systems that
are entered into this system, as
claimed for the prior system(s) of
which they are a part, provided the
reason for the exemption remains valid
and necessary.

[84 FR 14730, Apr. 11, 2019; 84 FR 16210, Apr.
18, 2019, as amended at 85 FR 60715, Sept. 28,
2020; 88 FR 16183, Mar. 16, 2023; 88 FR 42237,
June 30, 2023; 88 FR 65130, Sept. 21, 2023; 89 FR
5095, Jan. 26, 2024]

§310.29 Office of the Secretary of De-
fense (OSD) exemptions.

(a) General information. The Secretary
of Defense designates those Office of
the Secretary of Defense (OSD) sys-
tems of records which will be exempt
from certain provisions of the Privacy
Act. There are two types of exemp-
tions, general and specific. The general

§310.29

exemption authorizes the exemption of
a system of records from all but a few
requirements of the Act. The specific
exemption authorizes exemption of a
system of records or portion thereof,
from only a few specific requirements.
If an OSD Component originates a new
system of records for which it proposes
an exemption, or if it proposes an addi-
tional or new exemption for an existing
system of records, it shall submit the
recommended exemption with the
records system notice as outlined in
§311.6. No exemption of a system of
records shall be considered automatic
for all records in the system. The sys-
tems manager shall review each re-
quested record and apply the exemp-
tions only when this will serve signifi-
cant and legitimate Government pur-
pose.

(b) General eremptions. The general
exemption provided by b5 TU.S.C.
552a(j)(2) may be invoked for protection
of systems of records maintained by
law enforcement activities. Certain
functional records of such activities
are not subject to access provisions of
the Privacy Act of 1974. Records identi-
fying criminal offenders and alleged of-
fenders consisting of identifying data
and notations of arrests, the type and
disposition of criminal charges, sen-
tencing, confinement, release, parole,
and probation status of individuals are
protected from  disclosure. Other
records and reports compiled during
criminal investigations, as well as any
other records developed at any stage of
the criminal law enforcement process
from arrest to indictment through the
final release from parole supervision
are excluded from release.

(1) System identifier and name. DWHS
P42.0, DPS Incident Reporting and In-
vestigations Case Files.

(i) Exemption. Portions of this system
that fall within 5 U.S.C. 552a(j)(2) are
exempt from the following provisions
of 5 U.S.C. 552a, Sections (c)(3) and (4);
(d)A) through (d)(); (e)1) through
(e)(3); (e)(®); (H(1) through (£)(5); (g)(1)
through (g)(5); and (h) of the Act.

(i1) Authority. 5 U.S.C. 552a(j)(2).

(iii) Reasons. The Defense Protective
Service is the law enforcement body for
the jurisdiction of the Pentagon and
immediate environs. The nature of cer-
tain records created and maintained by
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