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§239.11

Assessment for the system can be re-
viewed at: htitp://www.army.mil/ciog6/pri-
vacy.html. Individuals seeking to deter-
mine whether information about them
is contained in this system should ad-
dress written inquiries to the Chief of
Engineers, Headquarters U.S. Army
Corps of Engineers, Atin: CERE-R, 441
G Street, NW., Washington, DC 20314-
1000.

§239.11 Appeals.

Applicant appeals will be processed
at the district level and forwarded
through HQUSACE for review. The
HQUSACE may approve an appeal but
must forward any recommendation for
denial to the DASA{&H) for review
and consideration. DASA(I&H) may ap-
prove an appeal but must forward rec-
ommendations for denial to the
DUSD(I&E) for decision. The
DUSD(I&E) is the senior appeals au-
thority for appeals submitted by appli-
cants.

§239.12 Tax documentation.

For disbursed funds, tax documents
(if necessary) will be certified by
HQUSACE Finance Center and distrib-
uted to applicants and the Internal
Revenue Service (IRS) annually.

§239.13 Program
views.

HQUSACE will prepare monthly pro-
gram performance reviews using the
HAPMIS; HQUSACE Annual Manage-
ment Command Plan and Management
Control Checklist. In addition, pro-
gram monitoring will also be con-
ducted (through HAPMIS and CEFMS
reports) at the Headquarters Depart-
ment of the Army and at the
DUSD(I&E) levels.

performance re-

§239.14 On-site inspections.

The HQUSACE and its major subordi-
nate commands may conduct periodic
on-site inspections of district offices
and monitor program execution
through HAPMIS and CEFMS reports.

§239.15. List of HAP Field Offices.
HAP FIELD OFFICE

U.S. Army Engineer District, Savan-
nah, Corps of Engineers, Attn: CESAS-
RE-HM, 100 West Oglethorpe Avenue,
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Savannah, Georgia 31401-3604, 1-800-861—
8144, Internet Address: http://
www.sas.usace.army.mil.

HAP CENTRAL OFFICE

Homeowners Assistance Program, HQ
U.S. Army Corps of Engineers Real Es-
tate Directorate, Military Division, 441
G Street NW., Washington, DC 20314
1000.

[77 FR 39629, July 5, 2012]

PART 240—DOD INFORMATION AS-
SURANCE SCHOLARSHIP PRO-
GRAM (IASP)

Sec.

240.1 Purpose.

240.2 Applicability.

240.3 Definitions.

240.4 Policy.

240.5 Responsibilities.

240.6 Retention program.
240.7 Recruitment program.

AUTHORITY: 10 U.S.C. 2200, 10 U.S.C. 7045.

SOURCE: 77 FR 14955, Mar. 14, 2012, unless
otherwise noted.

§240.1 Purpose.

This part implements policy, respon-
sibilities and procedures for executing
the DoD Information Assurance Schol-
arship Program (IASP).

§240.2 Applicability.

This part applies to the Office of the
Secretary of Defense, the Military De-
partments, the Office of the Chairman
of the Joint Chiefs of Staff and the
Joint Staff, the Combatant Commands,
the Office of the Inspector General of
the Department of Defense, the Defense
Agencies, the DoD Field Activities, and
all other organizational entities within
the Department of Defense (hereafter
referred to collectively as the ‘“DoD
Components’). The term ‘Military
Services,” as used herein, refers to the
Army, the Navy, the Air Force, and the
Marine Corps.

§240.3 Definitions.

The following definitions are used in
this part:

CAE. A collective term that refers to
both CAE/IAE and CAE-R.
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CAE/IAE. An institution of higher
education that has met established cri-
teria for IA education and has been
jointly designated by the Department
of Homeland Security and the NSA as
a national center of excellence.

CAE-R. An institution of higher edu-
cation which has met established cri-
teria for IA research and has been
jointly designated by the Department
of Homeland Security and the NSA as
a national center of excellence.

IA. For the purpose of this part, the
term “‘TA” includes computer security,
network security, cybersecurity, cyber
operations, and other relevant IT re-
lated to information assurance pursu-
ant to 10 U.S.C. 2200e.

IT. For the purpose of this part, the
term “IT” refers to any equipment or
interconnected system or subsystem of
equipment that is used in the auto-
matic acquisition, storage, manipula-
tion, management, movement, control,
display, switching, interchange, trans-
mission, or reception of data or infor-
mation. “IT” includes computers, an-
cillary equipment, software, firmware,
and similar procedures, services (in-
cluding support services), and related
resources.

Institution of Higher Education. For
the purpose of this part and as defined
in 20 U.S.C. 1001, an ‘‘institution of
higher education” refers to an edu-
cational institution in any state that:

(1) Admits as regular students only
individuals who possess a certificate of
graduation from a school providing sec-
ondary education, or the recognized
equivalent of such a certificate;

(2) Is legally authorized to provide a
program of education beyond sec-
ondary education;

(3) Provides an educational program
that awards bachelor’s degrees, or pro-
vides no less than a 2-year program
that is acceptable for full credit toward
a degree;

(4) Is a public or other nonprofit in-
stitution; and

(5) Is accredited by a nationally rec-
ognized accrediting agency or associa-
tion, or if not so accredited, is an insti-
tution that has been granted
preaccreditation status by such an
agency or association that has been
recognized by the Secretary of Edu-
cation for the granting of

§240.4

preaccreditation status, and the Sec-
retary has determined that there is
satisfactory assurance that the institu-
tion will meet the accreditation stand-
ards of such an agency or association
within a reasonable time.

Partner University. A CAE that has
joined in academic partnership with
the NDU IRMC to award master’s and
doctoral degrees through the DoD
IASP.

Principal Investigator. The primary
point of contact at each CAE, respon-
sible for publicizing the DoD IASP to
potential recruitment students and
working with students during the ap-
plication process. Principal investiga-
tors also serve as the primary contact
for recruitment students and retention
students who have transferred from the
IRMC to a partner university.

Recruitment Program. The portion of
the DoD IASP available to qualified
non-DoD students currently enrolled or
accepted for enrollment at a des-
ignated CAE.

Recruitment Students. Non-DoD stu-
dents currently enrolled at a des-
ignated CAE who are active partici-
pants in the DoD IASP recruitment
program.

Retention Program. The portion of the
DoD IASP available to full-time, active
duty Service personnel and permanent
civilian employees of the DoD Compo-
nents.

Retention Students. Full-time active
duty Service personnel and permanent
civilian employees of the DoD Compo-
nents who are active participants in
the DoD IASP retention program.

§240.4 Policy.

It is DoD policy that:

(a) The Department of Defense shall
recruit, develop, and retain a highly
skilled cadre of professionals to sup-
port the critical IA and information
technology (IT) management, tech-
nical, digital and multimedia forensics,
cyber, and infrastructure protection
functions required for a secure net-
work-centric environment.

(b) The DoD IASP shall be used to at-
tract new entrants to the DoD IA and
IT workforce and to retain current IA
and IT personnel necessary to support
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the DoD’s diverse warfighting, busi-
ness, intelligence, and enterprise infor-
mation infrastructure requirements.

(c) The academic disciplines, with
concentrations in IA eligible for IASP
support include, but are not limited to:
biometrics, business management or
administration, computer crime inves-
tigations, computer engineering, com-
puter programming, computer science,
computer systems analysis, cyber oper-
ations, cybersecurity, database admin-
istration, data management, digital
and multimedia forensics, electrical
engineering, electronics engineering,
information security (assurance), in-
formation systems, mathematics, net-
work management/operations, software
engineering, and other similar dis-
ciplines as approved by DoD Chief In-
formation Officer (DoD CIO).

(d) Subject to availability of funds,
the DoD may provide grants to institu-
tions of higher education for faculty,
curriculum, and infrastructure devel-
opment and academic research to sup-
port the DoD IA/IT critical areas of in-
terest.

§240.5 Responsibilities.

(a) The Department of Defense Chief
Information Officer (DoD CIO) shall:

(1) Establish overall policy and guid-
ance to conduct and administer the
DoD IASP pursuant to Deputy Sec-
retary of Defense Memorandum, ‘‘Del-
egation of Authority and Assignment
of Responsibility under section 922 of
the Floyd D. Spence National Defense
Authorization Act for Fiscal Year
2001,” October 30, 2000.

(2) Develop an annual budget rec-
ommendation to administer the DoD
IASP and provide academic scholar-
ships and grants in accordance with 10
U.S.C. 2200 and 7045.

(3) Oversee program administration
and execution by the Director, Na-
tional Security Agency (DIRNSA).

(4) Chair the DoD IASP Steering
Committee, established pursuant to
DoD Instruction 5105.18, to oversee and
provide program direction over:

(i) Student eligibility criteria.

(ii) Grant and capacity building se-
lection criteria for awards to CAEs.

(iii) Final approval for the allocation
of individual DoD IASP scholarships
and grants.
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(iv) Communications and marketing
plans.

(v) DoD TASP metrics and analysis of
performance results, including student
and CAE/TAE feedback.

(b) The DIRNSA, under the author-
ity, direction, and control of the Under
Secretary of Defense for Intelligence,
shall:

(1) Serve as the DoD IASP Executive
Administrator to:

(i) Implement the DoD IASP and pub-
lish in writing all of the criteria, proce-
dures, and standards required for pro-
gram implementation. Responsibilities
are to:

(A) Implement the scholarship appli-
cation and selection procedures for re-
cruitment and retention students.

(B) Establish procedures for recruit-
ing students to meet service obliga-
tions through employment with a DoD
Component upon graduation from their
academic program.

(C) Ensure that all students’ aca-
demic eligibility is maintained, service
obligations are completed, and that re-
imbursement obligations for program
disenrollment are fulfilled.

(D) Establish procedures for CAEs
and employing DoD Components to re-
port on students’ progress.

(E) Maintain appropriate accounting
for all funding disbursements.

(F) Execute the debt collection proc-
ess on the behalf of the DoD and in ac-
cordance with Volume 5 of DoD 7000.14—
R for scholarship recipients who fail to
complete a period of obligated service
resulting from their participation in
the DoD IASP. This includes, but is not
limited to, exercising the authority
under 10 U.S.C. 2200a(e), consistent
with the relevant provisions of 37
U.S.C. 303a(e), to determine an amount
owed and to take necessary actions to
collect the amount owed, and to act
upon requests for waivers, in whole or
in part, when determined to be appro-
priate.

(ii) Subject to availability of funds,
make grants on behalf of the DoD CIO
to institutions of higher education to
support the establishment, improve-
ment, and administration of IA edu-
cation programs pursuant to 10 U.S.C.
2200, 22000, and 7045.
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(A) Develop and implement the an-
nual solicitation for proposals for
grants.

(B) Coordinate the review process for
grant proposals.

(C) Distribute grant funding and
maintain appropriate accounting.

(D) Establish annual reporting proce-
dures for grant recipients (CAEs) to de-
tail the resulting accomplishments of
their grant implementations.

(E) Obtain written documentation
from grant recipients (CAEs) on how
grant funding was utilized and the re-
sulting accomplishments.

(2) Provide representation to the DoD
IASP Steering Committee and provide
briefings and reports, as required, to ef-
fect proper oversight by the DoD CIO
and the DoD IASP Steering Com-
mittee.

(3) Maintain databases to support the
analysis of performance results.

(c) The Chancellor of the Information
Resources Management College (IRMC)
of the National Defense University,
under the authority, direction and con-
trol of the Chairman of the Joint
Chiefs of Staff, shall:

(1) Establish partner university
agreements with CAEs to provide mas-
ter’s and doctoral degree opportunities
to current, former, and future IRMC
students who are awarded retention
scholarships.

(2) Maintain records of DoD IASP
student enrollments and graduates and
provide data to the DoD IASP Execu-
tive Administrator and the DoD CIO as

required.
(3) Serve as the liaison between IRMC
retention students, their follow-on

partner university, and the DoD IASP
Executive Administrator.

(4) Provide academic representation
to the DoD IASP Steering Committee
and provide briefings and reports, as
required, on the IRMC portion of the
DoD IASP retention program.

(d) The Heads of the DoD Compo-
nents shall:

(1) Determine the requirement for
DoD IASP usage as a primary vehicle
to recruit and retain IA and IT per-
sonnel.

(2) Identify the office of primary re-
sponsibility for administering the DoD
IASP within their DoD Component.

§240.5

(3) Establish DoD Component-specific
nomination, selection, and post-aca-
demic assignment criteria for DoD
IASP retention students.

(i) Nominated personnel shall be high
performing employees who are rated at
the higher levels of the applicable per-
formance appraisal system and dem-
onstrate sustained quality performance
with the potential for increased respon-
sibilities. All individuals must be US
citizens and be able to obtain a secu-
rity clearance.

(ii) Nominations must fulfill specific
personnel development requirements
for both the individual nominee and
the nominating organization.

(iii) Salaries of retention scholarship
recipients shall be paid by the nomi-
nating DoD Component. When deemed
necessary, DoD Components are re-
sponsible for personnel backfill while
recipients are in school.

(iv) Payback assignments of grad-
uated students shall provide relevant,
follow-on utilization of academic cre-
dentials in accordance with DoD Com-
ponent mission requirements.

(v) Retention students shall fulfill
post-academic service obligations pur-
suant to 10 U.S.C. 2200 and 7045. Mem-
bers of the Military Services shall
serve on active duty while fulfilling
designated DoD Component service ob-
ligations. DoD civilian employees shall
sign a continued service agreement
that complies with section 2200 of title
10, United States Code, prior to com-
mencement of their education, to con-
tinue service within the Department of
Defense upon conclusion of their edu-
cation, for a period equal to three
times the length of the education pe-
riod. The period of obligated service is
in addition to any other period for
which the recipient is obligated to
serve on active duty or in the civil
service, as the case may be. Individ-
uals, who fail to complete the degree
program satisfactorily, or to fulfill the
service commitment, shall be required
to reimburse the United States pursu-
ant to 10 U.S.C. 2200a(e) for payments
paid to them through the DoD IASP
unless a waiver, in whole or in part, is
granted by the DoD IASP Executive
Administrator. Head of Components
are responsible to ensure enforcement
of these agreements.
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(4) Determine annual billet require-
ments for recruitment students (the
number of DoD IASP recruitment
scholars who will be placed in full-time
employment positions with the Compo-
nent upon graduation). This is required
to ensure that IASP recruitment grad-
uates have placement upon graduation.
DoD Components who identify billet
requirements for recruitment students
shall:

(i) Assess DoD Component skill re-
quirements to determine skill gaps and
providing the annual recruitment stu-
dent requirement to the DoD IASP Ex-
ecutive Administrator.

(ii) Participate in the selection proc-
ess for recruitment students.

(iii) Coordinate and process security
clearances for selected recruitment
scholarship recipients.

(iv) Allocate billets for an internship
period (if applicable).

(v) Assign mentors to recruitment
students.

(vi) Determine post-academic billet
assignments for recruitment students
prior to the end of the students’ aca-
demic program.

(5) Participate in the evaluation
processes to assess and recommend im-
provements to the DoD IASP.

§240.6 Retention program.

(a) The DoD IASP retention program
is open to qualified DoD civilian em-
ployees and Service members. Active
duty military officers and permanent
DoD civilian employees may apply for
a master’s or doctoral degree program;
enlisted personnel may apply for a
master’s program. DoD Components
may further restrict the eligibility of
applicants based on Component re-
quirements.

(b) There are three DoD academic in-
stitutions participating in the DoD
IASP: the Air Force Institute of Tech-
nology (AFIT) at Wright-Patterson Air
Force Base in Dayton, Ohio; the IRMC
of the National Defense University
(NDU) at Fort McNair in Washington,
DC; and the Naval Postgraduate School
(NPS) in Monterey, California. Stu-
dents at AFIT and NPS attend full-
time programs. Participants may at-
tend the IRMC either full or part-time
to complete the first part of their re-
quired courses and then select a follow-
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on partner university to complete their
remaining degree requirements either
full or part-time. There are no part-
time doctoral programs. All candidates
must meet the eligibility requirements
for their selected program, which are
outlined in DoD IASP Academic Pro-
grams for Retention Students.

(1) Military officers and DoD civilian
employees may apply to attend any
one of the three DoD academic institu-
tions.

(2) Enlisted personnel may attend
AFIT or the NPS, which is authorized
to enroll enlisted DoD IASP partici-
pants pursuant to 10 U.S.C. 2200 and
7045.

(c) Students must select a degree pro-
gram in one of the academic disciplines
listed in §240.4(c) and in accordance
with DoD Component requirements.

(d) Scholarship funding for AFIT,
IRMC, the partner universities, and
NPS includes full tuition costs and re-
quired fees and books. All travel costs
and necessary position back-fill for in-
dividuals selected for the program
must be paid by the nominating DoD
Component. Retention students shall
continue to receive their military pay
or civilian salary from their DoD Com-
ponent throughout their course of
study.

(e) DoD Component nominations are
due by January 31st each year. The stu-
dent nomination process is outlined in
the DoD IASP Nomination Process for
Retention Students.

(f) Retention students shall fulfill
post-academic service obligations pur-
suant to 10 U.S.C. 2200a and 7045. Serv-
ice members shall serve on active duty
while fulfilling designated DoD Compo-
nent service obligations. DoD civilian
employees shall sign a continued serv-
ice agreement that complies with 10
U.S.C. 2200a, prior to commencement of
their education, to continue service
within the DoD upon conclusion of
their education, for a period equal to
three times the length of the education
period. The period of obligated service
is in addition to any other period for
which the recipient is obligated to
serve on active duty or in the civil
service, as the case may be. Individuals
who fail to complete the degree pro-
gram satisfactorily or to fulfill the
service commitment shall be required
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to reimburse the United States pursu-
ant to 10 U.S.C. 2200a(e) for payments
made to them through the DoD IASP
unless a waiver, in whole or in part, is
granted by the DoD IASP Executive
Administrator.

(g) DoD IASP retention participants
are obligated to remain in good stand-
ing in their degree programs, to con-
tinue in service as civilian employees
or members of the Military Services,
and where applicable, to repay program
costs for failure to complete the degree
program satisfactorily, or to fulfill the
service commitment pursuant to 10
U.S.C. 2200 and 7045, DoD policy, and
the policies of the respective DoD Com-
ponent.

§240.7

(a) Annually, in November, the DoD
IASP Executive Administrator an-
nounces a solicitation for proposal
from CAEs interested in participating
in the DoD IASP. Graduate students
and rising junior or senior undergradu-
ates accepted at or enrolled in one of
these institutions may apply for full
scholarships to complete a bachelor’s,
master’s, or a doctoral degree, or grad-
uate (post-baccalaureate) certificate
program in one of the disciplines de-
fined in §240.4(c). Student application
requirements are included in the solici-
tation proposal released by NSA.

(b) DoD Component recruitment stu-
dent requirements are due to the DoD
IASP Executive Administrator each
year by January 3lst.

(c) The student selection process oc-
curs annually in April. The selection
process is outlined in the DoD IASP
Nomination Process for Recruitment
Students.

(d) Recruitment students are pro-
vided scholarships, covering the full
cost of tuition and selected books and
fees. Students are also provided a sti-
pend to cover room and board expenses.

(e) Recruitment students may be re-
quired to complete a student intern-
ship, depending on the length of their
individual scholarship. For example, if
a scholar receives a scholarship their
junior year, an internship is required.
If they receive the scholarship their
senior year, an internship is not re-
quired. DoD Components typically use

Recruitment program.

§240.7

the authority granted in 5 CFR
213.3102(r) to arrange the internship.

(f) Pursuant to 10 U.S.C. 2200a, all re-
cruitment students shall sign a service
agreement prior to commencement of
their education and incur a service
commitment, which commences after
the award of the DoD IASP authorized
degree on a date to be determined by
the relevant DoD Component. The obli-
gated service in DoD shall be as a civil-
ian employee of the Department or as
an active duty enlisted member or offi-
cer in one of the Military Services.

(1) Individuals selecting employment
in the civil service shall incur a service
obligation of 1 year of service to the
DoD upon graduation for each year or
partial year of scholarship they re-
ceive, in addition to an internship, if
applicable. Pursuant to the authority
granted in 10 U.S.C. 2200a(g) and the
Under Secretary of Defense for Per-
sonnel and Readiness Memorandum,
“Implementation Authority to Employ
Individuals Completing Department of
Defense Scholarship or Fellow Pro-
grams,’’ April 5, 2010. DoD Components
may appoint DoD IASP graduates to IT
positions as members of the excepted
service. Upon satisfactory completion
of 2 years of substantially continuous
service, DoD Components may then
convert these individuals to career or
career-conditional appointments with-
out competition.

(2) Individuals enlisting or accepting
a commission to serve on active duty
in one of the Military Services shall
incur a service obligation of a min-
imum of 4 years on active duty in that
Service upon graduation. The Military
Services may establish a service obli-
gation longer than 4 years, depending
on the occupational specialty and type
of enlistment or commissioning pro-
gram selected.

(g) Individuals in the recruitment
program who fail to complete the de-
gree program satisfactorily or to fulfill
the service commitment upon gradua-
tion shall be required to reimburse the
United States pursuant to 10 U.S.C.
2200a(e) for payments made to them
through the DoD IASP unless a waiver,
in whole or in part, is granted by the
DoD IASP Executive Administrator.
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