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DIB CS Program participant, its infor-
mation systems, or its products or 
services. 

(e) The DIB CS Program participant 
and the Government may each unilat-
erally limit or discontinue participa-
tion in the voluntary DIB CS Program 
at any time. Termination shall not re-
lieve the DIB CS Program participant 
or the Government from obligations to 
continue to protect against the unau-
thorized use or disclosure of GFI, attri-
bution information, contractor propri-
etary information, third-party propri-
etary information, or any other infor-
mation exchanged under this program, 
as required by law, regulation, con-
tract, or the FA. 

(f) Upon termination of the FA, 
change of status as a defense con-
tractor, and/or change of Facility Secu-
rity Clearance (FCL) status below Se-
cret, GFI must be returned to the Gov-
ernment or destroyed pursuant to di-
rection of, and at the discretion of, the 
Government. 

(g) Participation in these activities 
does not abrogate the Government’s, or 
the DIB CS Program participants’ 
rights or obligations regarding the 
handling, safeguarding, sharing, or re-
porting of information, or regarding 
any physical, personnel, or other secu-
rity requirements, as required by law, 
regulation, policy, or a valid legal con-
tractual obligation. However, partici-
pation in the voluntary activities of 
the DIB CS Program does not elimi-
nate the requirement for DIB CS Pro-
gram participants to report cyber inci-
dents in accordance with § 236.4. 

[80 FR 59584, Oct. 2, 2015, as amended at 81 FR 
68317, Oct. 4, 2016; 89 FR 17748, Mar. 12, 2024] 

§ 236.7 DoD’s DIB CS Program require-
ments. 

(a) To participate in the DIB CS Pro-
gram, a contractor must own or oper-
ate a covered contractor information 
system and shall execute the standard-
ized FA with the Government (avail-
able during the application process), 
which implements the requirements set 
forth in §§ 236.5 and 236.6. 

(b) In order for DIB CS Program par-
ticipants to receive classified cyber 
threat information electronically, the 
company must be a cleared defense 
contractor and must: 

(1) Have an existing active facility 
clearance level (FCL) to at least the 
Secret level in accordance with 32 CFR 
part 117; 

(2) Have or acquire a Communication 
Security (COMSEC) account in accord-
ance with 32 CFR part 117, which pro-
vides procedures and requirements for 
COMSEC activities; 

(3) Have or acquire approved safe-
guarding for at least Secret informa-
tion, and continue to qualify under 32 
CFR part 117 for retention of its FCL 
and approved safeguarding; and 

(4) Obtain access to DoD’s secure 
voice and data transmission systems 
supporting the voluntary DIB CS Pro-
gram. 

[89 FR 17749, Mar. 12, 2024] 

PART 238—DoD ASSISTANCE TO 
NON-GOVERNMENT, ENTERTAIN-
MENT-ORIENTED MEDIA PRO-
DUCTIONS 

Sec. 
238.1 Purpose. 
238.2 Applicability. 
238.3 Definitions. 
238.4 Policy. 
238.5 Responsibilities. 
238.6 Procedures. 
APPENDIX A TO PART 238—SAMPLE PRODUC-

TION ASSISTANCE AGREEMENT 
APPENDIX B TO PART 238—SAMPLE DOCUMEN-

TARY PRODUCTION ASSISTANCE AGREE-
MENT 

AUTHORITY: 10 U.S.C. 2264; 31 U.S.C. 9701. 

SOURCE: 80 FR 47836, Aug. 10, 2015, unless 
otherwise noted. 

§ 238.1 Purpose. 
This part establishes policy, assigns 

responsibilities, and prescribes proce-
dures for DoD assistance to non-Gov-
ernment entertainment media produc-
tions such as feature motion pictures, 
episodic television programs, documen-
taries, and electronic games. 

§ 238.2 Applicability. 
This part: 
(a) Applies to the Office of the Sec-

retary of Defense, the Military Depart-
ments, the Office of the Chairman of 
the Joint Chiefs of Staff and the Joint 
Staff, the combatant commands, the 
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Office of the Inspector General of the 
Department of Defense, the Defense 
Agencies, the DoD Field Activities, and 
all other organizational entities within 
the Department of Defense (referred to 
collectively in this part as the ‘‘DoD 
Components’’). 

(b) Does not apply to productions 
that are intended to inform the public 
of fast-breaking or developing news 
stories. 

§ 238.3 Definitions. 

Unless otherwise noted, this term 
and its definition are for the purposes 
of this part. 

Assistance (as in ‘‘DoD Assistance to 
Non-Government, Entertainment-Oriented 
Media Productions’’). The variety of 
support that the DoD can provide. The 
assistance ranges from supplying tech-
nical advice during script development, 
to allowing access to military installa-
tions for production. 

§ 238.4 Policy. 

It is DoD policy that: 
(a) DoD assistance may be provided 

to an entertainment media production, 
to include fictional portrayals, when 
cooperation of the producers with the 
Department of Defense benefits the De-
partment of Defense, or when such co-
operation would be in the best interest 
of the Nation based on whether the 
production: 

(1) Presents a reasonably realistic de-
piction of the Military Services and 
the Department of Defense, including 
Service members, civilian personnel, 
events, missions, assets, and policies; 

(2) Is informational and considered 
likely to contribute to public under-
standing of the Military Services and 
the Department of Defense; or 

(3) May benefit Military Service re-
cruiting and retention programs. 

(b) DoD assistance to an entertain-
ment-oriented media production will 
not deviate from established DoD safe-
ty and environmental standards, nor 
will it impair the operational readiness 
of the Military Services. Diversion of 
equipment, personnel, and material re-
sources will be kept to a minimum. 

(c) The production company will re-
imburse the Government for any ex-
penses incurred as a result of DoD as-

sistance rendered in accordance with 
the procedures in this part. 

(d) Official activities of Service per-
sonnel in assisting the production; use 
of official DoD property, facilities, and 
material; and employment of Service 
members in an off-duty, non-official 
status will be in accordance with the 
procedures in this part. 

(e) Footage shot with DoD assistance 
and official DoD footage released for a 
specific production will not be reused 
for or sold to other productions with-
out Department of Defense approval. 

§ 238.5 Responsibilities. 
(a) The Assistant to the Secretary of 

Defense for Public Affairs (ATSD(PA)) 
will serve as the sole authority for ap-
proving DoD assistance, including DoD 
involvement in marketing and pub-
licity, to non-Government entertain-
ment-oriented media. The ATSD(PA) 
will make DoD commitments, in con-
sultation with the Heads of the Mili-
tary Components, only after: 

(1) The script, treatment, or nar-
rative description is found to qualify in 
accordance with the general principles 
in § 238.4(a). 

(2) The support requested is deter-
mined to be feasible. 

(3) For episodic television, motion 
pictures, and other nondocumentary 
entertainment media productions, the 
producer has an acceptable public exhi-
bition agreement with a recognized ex-
hibition entity (i.e., studio or network), 
and the capability to complete the pro-
duction (i.e., completion bond or other 
industry-recognized guarantor of com-
pletion, such as the commitment of a 
major studio or other source of finan-
cial commitment). For documentaries, 
the producer has indicated a clear ca-
pability to complete the production. 

(b) The Heads of the Military Compo-
nents will develop procedures for im-
plementing this part and will ensure 
that the requirements of this part are 
met. 

§ 238.6 Procedures. 
(a) General. (1) The producer will be 

required to sign a written Production 
Assistance Agreement (see appendices 
A and B of this part for sample docu-
ments), explaining the terms under 
which DoD’s production assistance is 
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provided, with the designee of the As-
sistant to the Secretary of Defense for 
Public Affairs, and may be required to 
post advance payment or a letter of 
credit issued by a recognized financial 
institution to cover the estimated 
costs before receiving DoD assistance. 

(2) Official activities of Service mem-
bers in assisting the production must 
be within the scope of normal military 
activities. On-duty service members 
and DoD civilians are prohibited from 
serving as actors, such as by speaking 
filmmaker-invented, or scripted dia-
logue, unless approved in writing by 
the ATSD(PA) or his or her designee. 
With the exception of assigned project 
officer(s) and technical advisor(s), 
Service members and DoD civilians 
will not be assigned to perform func-
tions outside the scope of their normal 
duties. 

(3) Official personnel services and 
DoD material will not be employed in 
such a manner as to compete directly 
with commercial and private enter-
prises. DoD assets may be provided 
when similar civilian assets are not 
reasonably available. 

(4) The production company may hire 
Service members in an off-duty, non- 
official status to perform as extras or 
actors in minor roles, etc., provided 
there is no conflict with any existing 
Service regulation. In such cases, con-
tractual arrangements are solely be-
tween those individuals and the pro-
duction company; however, payment 
should be consistent with current in-
dustry standards. The producer is re-
sponsible for resolving any disputes 
with unions governing the hiring of 
non-union actors and extras. Service 
members accepting such employment 
will comply with the standards of con-
duct in DoD Directive 5500.07, ‘‘Stand-
ards of Conduct’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
550007p.pdf). The Heads of the Compo-
nents may assist the production com-
pany in publicizing the opportunity for 
employment and in identifying appro-
priate personnel. 

(5) The production company will re-
store all Government property and fa-
cilities used in the production to the 
same or better condition as when they 
were made available for the company’s 

use. This includes cleaning the site and 
removing trash. 

(6) The DoD project officer, described 
in paragraph (b)(3) of this section, may 
make DoD motion and still media ar-
chival materials available when a pro-
duction qualifies for assistance in ac-
cordance with the general principles in 
§ 238.4(a). 

(b) Specific procedures—(1) Script devel-
opment and review. (i) Before a producer 
officially submits a project to the Of-
fice of the Assistant to the Secretary 
of Defense for Public Affairs 
(OATSD(PA)), the Military Compo-
nents are authorized to assist enter-
tainment-oriented media producers, 
scriptwriters, etc., in their efforts to 
develop a script that might ultimately 
qualify for DoD assistance. Such ac-
tivities could include guidance, sugges-
tions, answers to research queries for 
technical research, and interviews with 
technical experts. However, the Mili-
tary Departments providing such as-
sistance are required to coordinate 
with and update OATSD(PA) of the sta-
tus of such projects. Military Compo-
nents will refrain from making com-
mitments and rendering official DoD 
opinions until first coordinating 
through appropriate channels to obtain 
OATSD(PA) concurrence in such ac-
tions. 

(ii) Production company officials re-
questing DoD assistance will submit a 
completed script (or a treatment or 
narrative description for documen-
taries), along with a list of desired sup-
port. If a definitive list is not available 
when the script is initially submitted, 
requirements should be stated in gen-
eral terms at the outset. However, no 
DoD commitment will be made until 
the detailed list of support requested 
has been reviewed and deemed to be 
feasible. 

(iii) OATSD(PA) will coordinate the 
review of scripts, treatment, or nar-
rative description submitted for pro-
duction assistance consideration. The 
coordinated review will include each 
Military Service depicted in the script. 
Although no commitment for assisting 
in the production is implied, 
OATSD(PA) may provide, or authorize 
the Military Services to provide, fur-
ther guidance and suggestions for 
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changes that might resolve problems 
that would prevent DoD assistance. 

(2) Production assistance notification. 
Upon reviewing the recommendations 
of the Military Components concerned, 
the ATSD(PA) will determine whether 
a given production meets the DoD cri-
teria for support and if the support re-
quested is feasible. If both require-
ments are satisfied, the ATSD(PA) will 
notify in writing the production com-
pany concerned, advising it that the 
Department of Defense has approved 
DoD production assistance and identi-
fying the DoD project officer tasked 
with representing the Department of 
Defense throughout the production 
process. On a case-by-case basis, the 
ATSD(PA) may choose to delegate the 
responsibility of signing the Produc-
tion Assistance Agreement on behalf of 
DoD to the designated DoD project offi-
cer or other DoD official responsible 
for coordinating production assistance. 
If so, this decision would be included in 
the notification letter. If production 
assistance is approved for only a por-
tion of the proposed project, the writ-
ten notification shall clearly describe 
the portion(s) approved. If assistance is 
not approved, ATSD(PA) or the 
ATSD(PA)’s designee will send a letter 
to the production company stating rea-
sons for disapproval. 

(3) Role of the DoD project officer. (i) 
When production assistance has been 
approved, the Military Components 
will assign a project officer (commis-
sioned, non-commissioned, or civilian) 
who will be designated by OATSD(PA) 
as the principal DoD liaison to the pro-
duction company. The DoD project offi-
cer will at a minimum: 

(A) Act as liaison between the pro-
duction company and the Secretaries 
of the Military Departments and main-
tain contact with OATSD(PA) through 
appropriate channels. In this regard, 
the project officer will serve as the 
central coordinator for billing the pro-
ducer and monitoring payments to the 
Government. (See paragraph (d) of this 
section for billing procedures.) 

(B) Advise the production company 
on technical aspects and arrange for in-
formation necessary to ensure reason-
ably accurate and authentic portrayals 
of the Department of Defense. 

(C) Maintain liaison with units and 
commands providing assistance to en-
sure timely arrangements consistent 
with the approved support. 

(D) Coordinate with installations or 
commands that intend to provide sup-
port to the production to ensure that 
no material assistance is provided be-
fore a Production Assistance Agree-
ment is signed by both DoD and the 
production company. 

(E) When DoD assistance to the pro-
duction requires the production com-
pany to reimburse the Government for 
additional expenses, develop an esti-
mate of expenses based on the assist-
ance requested, and ensure that these 
are reflected in the Production Assist-
ance Agreement. 

(F) Coordinate with each installation 
or command providing assets to the 
production to ensure the production 
company receives accurate and prompt 
statements of charges assessed by the 
Government and that the Government 
receives sufficient payment for any ad-
ditional expenses incurred to support 
the production. 

(G) For project officers assigned to a 
documentary or a non-documentary 
television series, maintain close liaison 
with the producer(s) and writers in de-
veloping story outlines. All story ideas 
considered for further development by 
the production company should be sub-
mitted to OATSD(PA) to provide the 
earliest opportunity for appraisal. 

(ii) When considered to be in the best 
interest of the Department of Defense, 
the assigned project officer may pro-
vide ‘‘on-scene’’ assistance to the pro-
duction company. Military or civilian 
technical advisor(s) may also be re-
quired. In such cases: 

(A) Assignment will be at no addi-
tional cost to the Government. The 
production company will assume pay-
ment of such items as travel (air, rent-
al car, reimbursement for fuel, etc.) 
and per diem (lodging, food and 
incidentals). 

(B) Assignment should be for the 
length of time required to meet 
preproduction requirements through 
completion of photography. When fea-
sible, assignment may be extended to 
cover post-production stages and site 
clean-up. 
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(iii) Additional project officer respon-
sibilities, when considered to be in the 
best interest of the Department of De-
fense, will include: 

(A) Supervising the use of DoD equip-
ment, facilities, and personnel. 

(B) Attending pertinent 
preproduction and production con-
ferences, being available during re-
hearsals to provide technical advice, 
and being present during filming of all 
scenes pertinent to the Department of 
Defense. 

(C) Ensuring proper selection of loca-
tions, appropriate uniforms, awards 
and decorations, height and weight 
standards, grooming standards, insig-
nia, and set dressing applicable to the 
military aspects of the production. 
This applies to active duty members as 
well as paid civilian actors. 

(D) Arranging for appropriate tech-
nical advisers to be present when high-
ly specialized military technical exper-
tise is required. 

(E) Ensuring that the production ad-
heres to the agreed-upon script and list 
of support to be provided. 

(F) Authorizing minor deviations 
from the approved script or list of sup-
port to be provided, so long as such de-
viations are feasible, consistent with 
the safety standards, and in keeping 
with the approved story line. All other 
deviations shall be referred for ap-
proval to OATSD(PA) through appro-
priate channels. 

(G) In accordance with the Produc-
tion Assistance Agreement, providing 
notice of non-compliance, and when 
necessary, suspending assistance when 
action by the production company is 
contrary to stipulations governing the 
project and suspension is in the best in-
terest of the Department of Defense 
until the matter is resolved locally or 
by referral to OATSD(PA). 

(H) Attending the approval screening 
of the production, unless the Military 
Department concerned, OATSD(PA), 
and the production company mutually 
agree otherwise. 

(I) Determining whether the produc-
tion company will need to obtain the 
written consent of DoD personnel who 
may be recorded, photographed, or 
filmed by the production company, in-
cluding when the production company 
uses the personally identifying infor-

mation (PII) of DoD personnel. The 
likeness of DoD personnel in any im-
agery is included in the meaning of PII. 
If the recording or imagery captures 
medical treatment being performed on 
DoD personnel, the project officer shall 
require the production company to 
gain written consent from such DoD 
personnel. In the case of DoD personnel 
who are deceased or incapacitated, the 
project officer shall require the produc-
tion company to gain written consent 
from the next of kin of the deceased or 
incapacitated DoD personnel. 

(c) Production company procedures—(1) 
Review of productions. When DoD assist-
ance has been provided to a non-docu-
mentary production, the production 
company must arrange for an official 
DoD screening in Washington, DC, or 
at another location agreeable to 
OATSD (PA), before the production is 
publicly exhibited. This review should 
be early, but at a stage in editing when 
changes can be accommodated, to 
allow the Department of Defense to 
confirm military sequences conform to 
the agreed upon script. For documen-
tary productions, the production com-
pany will provide to the DoD project 
officer and the DoD designee(s) respon-
sible for coordinating production as-
sistance a digital videodisc (DVD) of 
military-themed photography and the 
roughly edited version of the produc-
tion at a stage in editing when changes 
can be accommodated. In addition to 
confirming that the military sequences 
conform to the agreed upon script, 
treatment, or narrative, this review 
will also serve to preclude release or 
disclosure of sensitive, security-re-
lated, or classified information; and to 
ensure that the privacy of DoD per-
sonnel is not violated. Should DoD de-
termine that material in the produc-
tion compromises any of the preceding 
concerns, DoD will alert the production 
company of the material, and the pro-
duction company will remove the ma-
terial from the production. 

(2) Credit titles. The production com-
pany will use its best efforts to place a 
credit in the end titles immediately 
above the ‘‘Special Thanks’’ section (if 
any) that states ‘‘Special Thanks to 
the United States Department of De-
fense,’’ with no less than one clear line 
above and one clear line below such 
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credit acknowledging the DoD assist-
ance provided. Such acknowledg-
ment(s) will be in keeping with indus-
try customs and practices, and will be 
of the same size and font used for other 
similar credits in the end titles. 

(3) Requests for promotional assistance. 
Pursuant to DoD Directive 5122.05, 
‘‘Assistant Secretary of Defense for 
Public Affairs’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
512205p.pdf), the ATSD(PA) is the final 
authority for military participation in 
public events, including participation 
in promotional events for entertain-
ment media productions. The produc-
tion company will forward requests for 
promotional assistance to OATSD(PA) 
in sufficient detail to permit a com-
plete evaluation. 

(4) Publicity photos and promotional 
material. The production company will 
provide DoD with copies of all pro-
motional and marketing materials 
(e.g., electronic press kits, one-sheets, 
and television advertisements) for in-
ternal information and historical pur-
poses in documenting DoD assistance 
to the production. 

(5) Copies of completed production. The 
production company will provide, in a 
format to be specified in the Produc-
tion Assistance Agreement, copies of 
the completed production to DoD for 
briefings and for historical purposes. 

(d) Billing procedures. Pursuant to 10 
U.S.C. 2264 and 31 U.S.C. 9701, produc-
tion companies will reimburse the Gov-
ernment for additional expenses in-
curred as a result of DoD assistance. 

(1) Each installation or Military 
Component will provide the production 
company with individual statements of 
charges assessed for providing assets to 
assist in the production. Unless agreed 
otherwise, statements should be pre-
sented to the production company 
within 45 days from the last day of the 
month in which filming and/or photog-
raphy is completed to ensure prompt 
and complete accounting of charges for 
DoD assistance. 

(2) The production company will be 
billed for only those expenses that are 
considered to be additional expenses to 
the Government. In accordance with 
paragraph (b)(3)(i)(A) of this section, 
the assigned project officer will serve 
as the central coordinator for submit-

ting statements to the producer and 
monitoring receipt of payment to the 
Government. Items for which the costs 
may be reimbursed to the Government 
include: 

(i) Petroleum, oil, and lubricants for 
equipment used. 

(ii) Depot maintenance for equipment 
used. 

(iii) Cost incurred in diverting or 
moving equipment. 

(iv) Lost or damaged equipment. 
(v) Expendable supplies. 
(vi) Travel and per diem (unless reim-

bursed under 31 U.S.C. 1353). 
(vii) Civilian overtime. 
(viii) Commercial power or other 

utilities for facilities kept open beyond 
normal duty hours or when the produc-
tion company’s consumption of utili-
ties is significant, based on average 
usage rates. 

(ix) Should the production company 
not comply with requested clean-up re-
quired by production, project officer 
will require production company to 
hire a cleaning company. Should the 
production company not provide for 
the necessary clean-up, it shall reim-
burse the Government for any addi-
tional expenses incurred by the Gov-
ernment in performing such clean-up. 

(3) The production company will be 
required to reimburse the Government 
for all flying hours related to produc-
tion assistance, including takeoffs, 
landings, and ferrying aircraft from 
military locations to filming sites, ex-
cept when such missions coincide with 
and can be considered legitimate oper-
ational and training missions. The pro-
duction company will be required to re-
imburse the Government for all steam-
ing days related to production assist-
ance, including all costs (tugs, harbor 
pilots and port costs) required to move 
ships from military locations to film-
ing sites, except when such missions 
coincide with and can be considered le-
gitimate operational and training mis-
sions. These reimbursements will be 
calculated at the current DoD User 
Rates. 

(4) In cases where provision of sup-
port provides a significant benefit to 
DoD, the production company will not 
be required to reimburse the Govern-
ment for military or civilian manpower 
(except for civilian overtime) when 
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such personnel are officially assigned 
to assist in the production. However, 
this limitation does not apply to Re-
serve Component personnel assigned in 
an official capacity, because such 
members are called to active duty at 
additional cost to the Government to 
perform the assigned mission. Reim-
bursement for Reserve Component per-
sonnel in an official capacity will be at 
composite standard pay and reimburse-
ment rates for military personnel pub-
lished annually by the Under Secretary 
of Defense (Comptroller)/DoD Chief Fi-
nancial Officer. 

(5) Normal training and operational 
missions that would occur regardless of 
DoD assistance to a particular produc-

tion are not considered to be charge-
able to the production company. 

(6) Beyond actual operational ex-
penses, imputed rental charges ordi-
narily will not be levied for use of 
structures or equipment. 

(7) The production company will pro-
vide proof of adequate industry stand-
ard liability insurance, naming DoD as 
an additional insured entity prior to 
the commencement of production in-
volving DoD. The production company 
will maintain, at its sole expense, in-
surance in such amounts and under 
such terms and conditions as may be 
required by DoD to protect its inter-
ests in the property involved. 
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APPENDIX A TO PART 238—SAMPLE PRODUCTION ASSISTANCE AGREEMENT 
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APPENDIX B TO PART 238—SAMPLE PRODUCTION ASSISTANCE AGREEMENT 
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PART 239—HOMEOWNERS ASSIST-
ANCE PROGRAM—APPLICATION 
PROCESSING 

Sec. 
239.1 Purpose. 
239.2 Applicability and scope. 
239.3 Policy. 
239.4 Definitions. 
239.5 Benefit elections. 
239.6 Eligibility. 
239.7 Responsibilities. 
239.8 Funding. 
239.9 Application processing procedures. 
239.10 Management controls. 
239.11 Appeals. 
239.12 Tax documentation. 
239.13 Program performance reviews. 
239.14 On-site inspections. 
239.15 List of HAP field offices. 

AUTHORITY: 42 U.S.C. 3374, as amended by 
Section 1001, ARRA, Public Law 111–5. 

SOURCE: 75 FR 69873, Nov. 16, 2010, unless 
otherwise noted. 

§ 239.1 Purpose. 
This part: 
(a) Continues to authorize the Home-

owners Assistance Program (HAP) 
under Section 3374 of title 42, United 
States Code (U.S.C.), to assist eligible 
military and civilian Federal employee 
homeowners when the real estate mar-
ket is adversely affected directly re-
lated to the closure or reduction-in- 
scope of operations due to Base Re-
alignment and Closure (BRAC). Addi-
tionally, in accordance with section 
1001, American Recovery and Reinvest-
ment Act of 2009 (ARRA), Public Law 
111–5, this part temporarily expands 
authority provided in section 3374, of 
title 42 U.S.C., to provide assistance to: 
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