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is essential to successful operation of
the employment function concerned. A
recipient shall not take action pursu-
ant to this section that is based upon
alleged comparative employment char-
acteristics or stereotyped characteriza-
tions of one or the other sex, or upon
preference based on sex of the recipi-
ent, employees, students, or other per-
sons, but nothing contained in this sec-
tion shall prevent a recipient from con-
sidering an employee’s sex in relation
to employment in a locker room or toi-
let facility used only by members of
one sex.

Subpart F—Procedures

§196.600 Notice of covered programs.

Within 60 days of September 29, 2000,
each Federal agency that awards Fed-
eral financial assistance shall publish
in the FEDERAL REGISTER a notice of
the programs covered by these Title IX
regulations. Each such Federal agency
shall periodically republish the notice
of covered programs to reflect changes
in covered programs. Copies of this no-
tice also shall be made available upon
request to the Federal agency’s office
that enforces Title IX.

§196.605

The investigative, compliance, and
enforcement procedural provisions of
Title VI of the Civil Rights Act of 1964
(42 U.S.C. 20004) (‘‘Title VI’’) are hereby
adopted and applied to these Title IX
regulations. These procedures may be
found at 32 CFR 195.7 through 195.12.

[656 FR 52885, Aug. 30, 2000]

Enforcement procedures.
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AUTHORITY: 5 U.S.C. 301, Executive Order
13526, 5 U.S.C. 552b, and Pub. L. 102-138.

SOURCE: 80 FR 65935, Oct. 28, 2015, unless
otherwise noted.

§197.1 Purpose.

This part, in accordance with the au-
thority in DoD Directive 5110.4, imple-
ments policy and updates procedures
for the programs that permit author-
ized personnel to perform historical re-
search in records created by or in the
custody of Office of the Secretary of
Defense (OSD) consistent with Execu-
tive Order 13526; DoD Manual 5230.30,
“DoD Mandatory Declassification Re-
view (MDR) Program’ (available at
hitp://www.dtic.mil/whs/directives/corres/
pdf/523030m.pdf); 32 CFR part 286; 32
CFR part 310; DoD Manual 5200.01,
“DoD Information Security Program™
Volumes 14 (available at htip:/
www.dtic.mil/whs/directives/corres/pdf/
520001 voll.pdf, http:/www.dtic.mil/whs/
directives/corres/pdf/520001 vol2.pdf,
hitp://www.dtic.mil/whs/directives/corres/
paf/520001 vol3.pdf, and hitp://
www.dtic.mil/whs/directives/corres/pdf/
520001 vol4.pdf); 36 CFR 1230.10 and 36
CFR part 1236; DoD Directive 5230.09,
‘“Clearance of DoD Information for
Public Release” (available at hittp:/
www.dtic.mil/whs/directives/corres/pdf/
523009p.pdf); and 32 CFR 197.5.

§197.2 Applicability.

This part applies to:

(a) The Office of the Secretary of De-
fense (OSD), the Defense Agencies, and
the DoD Field Activities in the Na-
tional Capital Region that are serviced
by Washington Headquarters Services
(WHS) (referred to collectively in this
part as the ‘“WHS-Serviced Compo-
nents’’).

(b) All historical researchers as de-
fined in §197.3.

(c) Cabinet Level Officials, Former
Presidential Appointees (FPAs) to in-
clude their personnel, aides and re-

searchers, seeking access to records
containing information they origi-
nated, reviewed, signed, or received

while serving in an official capacity.

§197.3 Definitions.

The following definitions apply to
this part:
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Access. The availability of or the per-
mission to consult records, archives, or
manuscripts. The ability and oppor-
tunity to obtain classified, unclassi-
fied, or administratively controlled in-
formation or records.

Electronic records. Records stored in a
form that only a computer can process
and satisfies the definition of a federal
record, also referred to as machine-
readable records or automatic data
processing records (including email).

Historical researchers or requestors. A
person approved to conduct research in
OSD files for historical information to
use in a DoD approved project (e.g.,
agency historical office projects,
books, articles, studies, or reports), re-
gardless of the person’s employment
status. Excluded are Military personnel
assigned to OSD; OSD employees, con-
tractors, and students conducting re-
search in response to academic require-
ments.

Records (also referred to as federal
records or official records). All books, pa-
pers, maps, photographs, machine-read-
able materials, or other documentary
materials, regardless of physical form
or characteristics, made or received by
an agency of the U.S. Government
under federal law or in connection with
the transaction of public business and
preserved or appropriate for preserva-
tion by that agency or its legitimate
successor as evidence of the organiza-
tion, functions, policies, decisions, pro-
cedures, operations, or other activities
of the U.S. Government or because of
the informational value of data in
them.

§197.4 Policy.

It is OSD policy that:

(a) Pursuant to Executive Order
13526, anyone requesting access to clas-
sified material must possess the req-
uisite security clearance.

(b) Members of the public seeking the
declassification of DoD documents
under the provisions of section 3.5 of
Executive Order 13526 will contact the
appropriate OSD Component as listed
in DoD Manual 5230.30.

(c) Records and information re-
quested by FPA and approved histor-
ical researchers will be accessed at a
facility under the control of the Na-
tional Archives and Records Adminis-
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tration (NARA), NARA’s Archives II in
College Park, Maryland, a Presidential
library, or an appropriate U.S. military
facility or a DoD activity in accord-
ance with Vol 3 of DoD Manual 5200.01,
“DoD Information Security Program,”
February 24, 2012, as amended.

(d) Access to records and information
will be limited to the specific records
within the scope of the proposed re-
search request over which OSD has au-
thority and to any other records for
which the written consent of other
agencies with authority has been
granted in accordance with Vol 3 of
DoD Manual 5200.01, ‘“DoD Information
Security Program,” February 24, 2012,
as amended.

(e) Access to unclassified OSD Com-
ponent records and information will be
permitted consistent with the restric-
tions of the exemptions of 5 U.S.C.
5562(b) (also known and referred to in
this part as the ‘“Freedom of Informa-
tion Act” (FOIA), 32 CFR part 286,
§197.5 of this part, and consistent with
32 CFR part 310. The procedures for ac-
cess to classified information will be
used if the requested unclassified infor-
mation is contained in OSD files whose
overall markings are classified.

(f) Except as otherwise provided in
DoD Manual 5200.01 volume 3, no person
may have access to classified informa-
tion unless that person has been deter-
mined to be trustworthy and access is
essential to the accomplishment of a
lawful and authorized purpose.

(g) Persons outside the Executive
Branch who are engaged in approved
historical research projects may be
granted access to classified informa-
tion, consistent with the provisions of
Executive Order 13526 and DoD Manual
5200.01 volume 1 provided that the OSD
official with classification jurisdiction
over that information grants access.

(h) Contractors working for Execu-
tive Branch agencies may be allowed
access to classified OSD Component
files provided the contractors meet all
the required criteria for such access as
an historical researcher including the
appropriate level of personnel security
clearance set forth in paragraphs (a)
and (i) of this section. No copies of OSD
records and information may be re-
leased directly to the contractors. The
Washington Headquarters Services
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Records and Declassification Division
(WHS/RDD) will be responsible for en-
suring that the contractor safeguards
the documents and the information is
only used for the project for which it
was requested per section 4.1 of Execu-
tive Order 13526, ‘‘Classified National
Security Information,”” December 29,
2009.

(i) All DoD-employed requesters, to
include DoD contractors, must have
critical nuclear weapons design infor-
mation (CNWDI) to access CNWDI in-
formation. All other non DoD and non-
Executive Branch personnel must have
a Department of Energy-issued “Q”
clearance to access CNWDI informa-
tion in accordance with DoD Manual

5220.22, ‘‘National Industrial Security
Program Operating Manual
(NISPOM),” February 28, 2006, as
amended.

(j) The removal of federal records and
information from OSD custody is not
authorized; this includes copies and
email according to 36 CFR 1230.10. Cop-
ies of records and information that are
national security classified will remain
under the control of the agency.

(k) Access for FPAs is limited to
records they originated, reviewed,
signed, or received while serving as
Presidential appointees, unless there is
another basis for providing access in
accordance with Vol 3 of DoD Manual
5200.01, “‘DoD Information Security
Program,” February 24, 2012, as amend-
ed.

(1) Authorization is required from all
agencies whose classified information
is, or is expected to be, in the requested
files prior to granting approval for ac-
cess. Separate authorizations for ac-
cess to records and information main-
tained in OSD Component office files
or at the federal records centers will
not be required in accordance with Vol
3 of DoD Manual 5200.01, “DoD Informa-
tion Security Program,” February 24,
2012, as amended.

§197.5 Responsibilities.

(a) The Director of Administration
(DA), Office of the Deputy Chief Man-
agement Officer (ODCMO), or designee
is the approval authority for access to
DoD information in OSD Component
files and in files at the National Ar-
chives, Presidential libraries, and other
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similar institutions in accordance with
DoD Directive 5110.4 and DoD Manual
5230.30.

(b) OSD Records Administrator. Under
the authority, direction, and control of
the DA, ODCMO, the OSD Records Ad-
ministrator:

(1) Exercises approval authority for
research access to OSD and WHS Serv-
iced Components records, information,
and the Historical Research Program.

(2) Maintains records necessary to
process and monitor each case.

(3) Obtains all required authoriza-
tions.

(4) Obtains, when warranted, the
legal opinion of the General Counsel of
the Department of Defense regarding
the requested access.

(5) Coordinates, with the originator,
on the public release review on docu-
ments selected by the researchers for
use in unclassified projects in accord-
ance with DoD Directive 5230.09 and
DoD Instruction 5230.29, ‘“‘Security and
Policy Review of DoD Information for
Public Release’ (available at http:/
www.dtic.mil/whs/directives/corres/pdf/
523029p.pdf).

(6) Coordinates requests with the
OSD Historian.

(7) Provides prospective researchers
the procedures necessary for requesting
access to OSD Component files.

(c) The WHS-serviced Components
heads, when requested:

(1) Determine whether access is for a
lawful and authorized government pur-
pose or in the interest of national secu-
rity.

(2) Determine whether the specific
records requested are within the scope
of the proposed historical research.

(3) Determine the location of the re-
quested records.

(4) Provide a point of contact to the
OSD Records Administrator.

§197.6 Procedures.

(a) Procedures for historical researchers
permanently assigned within the Execu-
tive Branch working on official projects.
(1) In accordance with §197.5, the WHS-
serviced Components heads, when re-
quested, will:

(i) Make a written determination
that the requested access is essential
to the accomplishment of a lawful and
authorized U.S. Government purpose,
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stating whether the requested records
can be made available. If disapproved,
cite specific reasons.

(ii) Provide the location of the re-
quested records, including accession
and box numbers if the material has
been retired to the Washington Na-
tional Records Center (WNRC).

(iii) Provide a point of contact for li-
aison with the OSD Records Adminis-
trator if any requested records are lo-
cated in OSD Component working files.

(2) The historical researcher or re-
questor will:

(i) Submit a request for access to
OSD files to: OSD Records Adminis-
trator, WHS/Records and Declassifica-
tion Division, 4800 Mark Center Drive,
Suite 02F09-02, Alexandria, VA 22350-
3100.

(ii) All requests must be signed by an
appropriate official and must contain:

(A) The name(s) of the researcher(s)
and any assistant(s), level of security
clearance, and the federal agency, in-
stitute, or company to which the re-
searcher is assigned.

(B) A statement on the purpose of the
project, including whether the final
product is to be classified or unclassi-
fied.

(C) An explicit description of the in-
formation being requested and, if
known, the originating office, so that
the identification and location of the
information may be facilitated.

(D) Appropriate higher authorization
of the request.

(E) Ensure researcher’s security man-
ager or personnel security office
verifies his or her security clearances
in writing to the OSD Records Admin-
istrator’s Security Manager.

(iii) Maintain the file integrity of the
records being reviewed, ensuring that
no records are removed and that all
folders are replaced in the correct box
in their proper order.

(iv) Make copies of any documents
pertinent to the project, ensuring that
staples are carefully removed and that
the documents are re-stapled before
they are replaced in the folder.

(v) Submit the completed manuscript
for review prior to public presentation
or publication to:

WHS/Chief, Security Review Division, Office
of Security Review, 1155 Defense Pentagon,
Washington, DC 20301-1155.
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(vi) If the requester is an official his-
torian of a federal agency requiring ac-
cess to DoD records at the National Ar-
chives facilities or a Presidential li-
brary, the requested must be addressed
directly to the pertinent facility with
an information copy sent to the OSD
Records Administrator. The historian’s
security clearances must be verified to
the National Archives or the Presi-
dential library.

(3) The use of computers, laptops,
computer tablets, personal digital as-
sistants, recorders, or similar devices
listed in §197.6(f) is prohibited. Re-
searchers will use letter-sized paper
(approximately 8% by 11 inches), writ-
ing on only one side of the page. Each
page of notes must pertain to only one
document.

(4) The following applies to all notes
taken during research:

(i) All notes are considered classified
at the level of the document from
which they were taken.

(i1) Indicate at the top of each page of
notes the document:

(A) Originator.

(B) Date.

(C) Subject (if the subject is classi-
fied, indicate the classification).

(D) Folder number or other identi-
fication.

(E) Accession number and box num-
ber in which the document was found.

(F') Security classification of the doc-
ument.

(iii) Number each page of notes con-
secutively.

(iv) Leave the last 1%2 inches on the
bottom of each page of notes blank for
use by the reviewing agencies.

(v) Ensure the notes are legible, in
English, and in black ink.

(vi) All notes must be given to the
staff at the end of each day. The facil-
ity staff will forward the notes to the
OSD Records Administrator for an offi-
cial review and release to the re-
searcher.

(5) The OSD Records Administrator
will:

(i) Process all requests from Execu-
tive Branch employees requesting ac-
cess to OSD Component files for offi-
cial projects.

(ii) Determine which OSD Component
originated the requested records and, if
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necessary, request an access deter-
mination from the OSD Component and
the location of the requested records,
including but not limited to electronic
information systems, databases or ac-
cession number and box numbers if the
hardcopy records have been retired off-
site.

(iii) Request authorization for access
from other OSD Component as nec-
essary.

(A) Official historians employed by
federal agencies may have access to
the classified information of any other
agency found in DoD files, as long as
authorization for access has been ob-
tained from these agencies.

(B) If the requester is not an official
historian, authorization for access
must be obtained from the Central In-
telligence Agency (CIA), National Se-
curity Council (NSC), Department of
State (DOS), and any other non-DoD
agency whose classified information is
expected to be found in the files to be
accessed.

(iv) Make a written determination as
to the researcher’s trustworthiness
based on the researcher having been
issued a security clearance.

(v) Compile all information on the re-
quest for access to classified informa-
tion, to include evidence of an appro-
priately issued personnel security
clearance, and forward the information
to the DA, ODCMO; OSD Component or
designee, who will make the access de-
termination.

(vi) Notify the researcher of the au-
thorization and conditions for access to
the requested records or of the denial
of access and the reason(s).

(vii) Ensure that all conditions for
access and release of information for
use in the project are met.

(viii) Make all necessary arrange-
ments for the researcher to visit the
review location and review the re-
quested records.

(ix) Provide all requested records and
information under OSD control in elec-
tronic formats consistent with 36 CFR
part 1236. For all other information, a
staff member will be assigned to super-
vise the researcher’s copying of perti-
nent documents at the assigned facil-
ity.

(x) If the records are maintained in
the OSD Component’s working files, ar-
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range for the material to be converted
to electronic format for the researchers
to review.

(xi) Notify the National Archives,
Presidential library, or military facil-
ity of the authorization and access con-
ditions of all researchers approved to
research OSD records held in those fa-
cilities.

(b) Procedures for the DOS Foreign Re-
lations of the United States (FRUS) series.
(1) The DOS historians will:

(i) Submit requests for access to OSD
files. The request should list the names
and security clearances for the histo-
rians doing the research and an explicit
description, including the accession
and box numbers, of the files being re-
quested. Submit request to: OSD
Records Administrator, WHS/Records
and Declassification Division, 4800
Mark Center Dr, Suite 02F09-02, Alex-
andria, VA 22380-2100.

(i1) Submit to the OSD Records Ad-
ministrator requests for access for
members of the Advisory Committee
on Historical Diplomatic Documenta-
tion to documents copied by the DOS
historians for the series or the files re-
viewed to obtain the documents.

(iii) Request that the DOS Diplo-
matic Security staff verify all security
clearances in writing to the OSD
Records Administrator’s Security Man-
ager.

(iv) Give all document copies to the
OSD Records Administrator staff mem-
ber who is supervising the copying as
they are made.

(v) Submit any OSD documents de-
sired for use or pages of the manuscript
containing OSD classified information
for declassification review prior to pub-
lication to the Chief, Security Review
Division at: WHS/Chief, Security Re-
view Division, Office of Security Re-
view, 1155 Defense Pentagon, Wash-
ington, DC 20301-1155.

(2) The OSD Records Administrator
will:

(i) Determine the location of the
records being requested by the DOS for
the FRUS series according to Title IV
of Public Law 102-138, ‘“The Foreign
Relations of the United States Histor-
ical Series.”

(ii) Act as a liaison with the CIA,
NSC, and any other non-OSD agency
for access by DOS historians to records
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and information and such non-DoD
agency classified information expected
to be interfiled with the requested OSD
records.

(iii) Obtain written verification from
the DOS Diplomatic Security staff of
all security clearances, including “Q”
clearances.

(iv) Make all necessary arrangements
for the DOS historians to access, re-
view, and copy documents selected for
use in their research in accordance
with procedures in accordance with
§197.6(a).

(v) Provide a staff member to super-
vise document copying in accordance
with the guidance provided in §197.6(d)
of this part.

(vi) Compile a list of the documents
that were copied by the DOS histo-
rians.

(vii) Scan and transfer copies to DOS
in NARA an approved electronic for-
mat.

(viii) Submit to the respective agen-
cy a list of CIA and NSC documents
copied and released to the DOS histo-
rians.

(ix) Process DOS Historian Office re-
quests for members of the Advisory
Committee on Historical Diplomatic
Documentation with appropriate secu-
rity clearances to have access to docu-
ments copied and used by the DOS his-
torians to compile the FRUS series vol-
umes or to the files that were reviewed
to obtain the copied documents. Make
all necessary arrangements for the Ad-
visory Committee to review any docu-
ments that are at the WNRC.

(c) Procedures for historical researchers
not permanently assigned to the Executive
Branch. (1) The WHS-serviced Compo-
nents heads, when required, will:
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(i) Recommend to the DA, ODCMO,
or his or her designee, approval or dis-
approval of requests to access OSD in-
formation. State whether access to, re-
lease, and clearance of the requested
information is in the interest of na-
tional security and whether the infor-
mation can be made available. If dis-
approval is recommended, specific rea-
sons should be cited.

(ii) Provide the location of the re-
quested information, including but not
limited to the office, component, infor-
mation system or accession and box
numbers for any records that have been
retired to the WNRC.

(iii) Provide a point of contact for li-
aison with the OSD Records Adminis-
trator if any requested records are lo-
cated in OSD Component working files.

(2) The OSD Records Administrator
will:

(i) Process all requests from non-Ex-
ecutive Branch researchers for access
to OSD or WHS-serviced Components
files. Certify via the WHS Security Of-
ficer that the requester has the appro-
priate clearances.

(ii) Determine which OSD Component
originated the requested records and,
as necessary, obtain written rec-
ommendations for the research to re-
view the classified information.

(iii) Obtain prior authorization to re-
view their classified information from
the DOS, CIA, NSC, and any other
agency whose classified information is
expected to be interfiled with OSD
records.

(iv) Obtain agreement from the re-
searcher(s) and any assistant(s) that
they will comply with conditions gov-
erning access to the classified informa-
tion (see Figure to §197.6).
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Figure to § 197.6. Form Letter — Conditions Governing Access to Official Records for Historical

Research Purposes

(LETTERHEAD STATIONERY)

Date:

OSD Records Administrator

WHS/Records and Declassification Division
4800 Mark Center Drive

Suite 02F09-02

Alexandria Va 22350-3100

To Whom It May Concern:

[ understand that the information to which I have requested access for historical research
purposes may include information concerning the national defense or foreign relations of the
United States. Unauthorized disclosure could reasonably be expected to cause damage, serious
damage, or exceptionally grave damage to the national security regardless of the classification of
that information. If granted access, I therefore agree to the following conditions governing

access to OSD files:

1. I will abide by any rules and restrictions issued in your letter of authorization, including those

of other agencies whose information is interfiled with that of the OSD.
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2. Tagree to safeguard the classified information to which I gain possession or knowledge in a
manner consistent with Part 4 of Executive Order 13526, “Classified National Security
Information,” and the applicable provisions of the DoD issuances concerning safeguarding
classified information, including DoD Instruction 5200.01, “DoD Information Security Program

and Protection of Sensitive Compartmented Information.”

3. T agree not to reveal to any person or agency any information obtained as a result of this
access except as authorized in the terms of your authorization letter or a follow-on letter. I
further agree that I will not use the information for purposes other than those set forth in my

request for access.

4. 1 agree to submit my research notes to determine if classified information is contained in them
before their removal from the specific area assigned to me for research. I further agree to submit
my manuscript for a security review before its publication or presentation. In each of these
reviews, I agree to comply with any decision of the reviewing official in the interests of the
security of the United States, including the retention or deletion of any classified parts of such
notes and manuscript whenever the federal agency concerned deems such retention or deletion

necessary.

5. Tunderstand that failure to abide by the conditions in this statement constitutes sufficient
cause for canceling my access to OSD information and for denying me any future access and

may subject me to criminal provisions of federal law as referred to in paragraph 6.

60



Office of the Secretary of Defense §197.6

6. I have been informed that provisions of Title 18 of the United States Code impose criminal
penalties, under certain circumstances, for the unauthorized disclosure, loss, copying, or

destruction of defense information.

7. Removal Subject to a Nondisclosure Agreement. Cabinet Level officials may remove copies

of unclassified information and/or materials not previously released to the public or with clearly
identified restrictions upon request of the departing official if he or she signs a non-disclosure
agreement. The former official must agree not to release or publish the information, orally or in
writings (paper or electronically), without the written approval of the DoD. Upon request by the
Cabinet level official, the DoD will perform an official review of the information. The review
may result in possible denial or redaction of the information. The Director of Administration and
Management will serve as the appellate authority to any denials or redactions that may be

contested.

Signature

THIS STATEMENT IS MADE TO THE UNITED STATES GOVERNMENT TO ENABLE IT
TO EXERCISE ITS RESPONSIBILITY FOR THE PROTECTION OF INFORMATION
AFFECTING THE NATIONAL SECURITY. I UNDERSTAND THAT ANY MATERIAL
FALSE STATEMENT THAT I MAKE KNOWINGLY AND WILLFULLY SHALL SUBJECT

ME TO THE PENALTIES OF TITLE 18, U.S. CODE, SECTION 1001.

(v) If the requester is an FPA, submit the issuance (including an interim) or
a memorandum after completion of the reinstatement of an inactive security
actions described in this part to WHS,
Human Resources Directorate, Secu-
rity Operations Division, requesting
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clearance for the FPA and any assist-
ant and a copy of any signed form let-
ters. The Security Division will con-
tact the researcher(s) and any assist-
ant(s) to obtain the forms required to
reinstate or initiate the personnel se-
curity investigation to obtain a secu-
rity clearance. Upon completion of the
adjudication process, notify the OSD
Records Administrator in writing of
the reinstatement, issuance, or denial
of a security clearance.

(vi) Make a written determination as
to the researcher’s trustworthiness
based on his or her having been issued
a security clearance.

(vii) Compile all information on the
request for access to classified infor-
mation, to include either evidence of
an appropriately issued or reinstated
personnel security clearance. Forward
the information to the DA, ODCMO or
designee, who will make the final de-
termination on the applicant’s eligi-
bility for access to classified OSD or
WHS-serviced Component files. If the
determination is favorable, the DA,
ODCMO or designee will then execute
an authorization for access, which will
be valid for not more than 2 years.

(viii) Notify the researcher of the ap-
proval or disapproval of the request. If
the request has been approved, the no-
tification will identify the files author-
ized for review and specify that the au-
thorization:

(A) Is approved for a predetermined
time period.

(B) Is limited to the designated files.

(C) Does not include access to records
and/or information of other federal
agencies, unless such access has been
specifically authorized by those agen-
cies.

(ix) Make all necessary arrangements
for the researcher to visit the WNRC
and review any requested records that
have been retired there, to include
written authorization, conditions for
the access, and a copy of the security
clearance verification.

(x) If the requested records are at the
WNRC, make all necessary arrange-
ments for the scanning of documents.

(xi) If the requested records are
maintained in OSD or WHS-serviced
Component working files, make ar-
rangements for the researcher to re-
view the requested information and, if
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authorized, copy pertinent documents
in the OSD or WHS-serviced Compo-
nent’s office. Provide the OSD Compo-
nent with a copy of the written author-
ization and conditions under which the
access is permitted.

(xii) Compile a list of all the docu-
ments requested by the researcher.

(xiii) Coordinate the official review
on all notes taken and documents cop-
ied by the researcher.

(xiv) If the classified information to
be reviewed is on file at the National
Archives, a Presidential library, or
other facility, notify the pertinent fa-
cility in writing of the authorization
and conditions for access.

(38) The researcher will:

(i) Submit a request for access to
OSD Component files to OSD Records
Administrator, WHS/Records and De-
classification Division, 4800 Mark Cen-
ter Drive, Suite 02F09-02, Alexandria
VA 22350-3100. The request must con-
tain:

(A) As explicit a description as pos-
sible of the information being re-
quested so that identification and loca-
tion of the information may be facili-
tated.

(B) A statement as to how the infor-
mation will be used, including whether
the final project is to be classified or
unclassified.

(C) A statement as to whether the re-
searcher has a security clearance, in-
cluding the level of clearance and the
name of the issuing agency.

(D) The names of any persons who
will be assisting the researcher with
the project. If the assistants have secu-
rity clearances, provide the level of
clearance and the name of the issuing
agency.

(E) A signed copy of their agreement
(see Figure) to safeguard the informa-
tion and to authorize a review of any
notes and manuscript for a determina-
tion that they contain no classified in-
formation. Each project assistant must
also sign a copy of the letter.

(F) The forms necessary to obtain a
security clearance, if the requester is
an FPA without an active security
clearance. Each project assistant with-
out an active security clearance will
also need to complete these forms. If
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the FPA or assistant have current se-
curity clearances, their personnel secu-
rity office must provide verification in
writing to the OSD Records Adminis-
trator’s Security Manager.

(ii) Maintain the integrity of the files
being reviewed, ensuring that no
records are removed and that all fold-
ers are replaced in the correct box in
their proper order.

(iii) If copies are authorized, give all
copies to the custodian of the files at
the end of each day. The custodian will
forward the copies of the documents to
the OSD Records Administrator for a
declassification review and release to
the requester.

(A) For records at the WNRC, if au-
thorized, provide the requested infor-
mation in an electronic format. Review
will occur only in the presence of an
OSD Records Administrator staff mem-
ber.

(B) Ensure that all staples are care-
fully removed and that the documents
are re-stapled before the documents are
replaced in the folder.

(C) Submit all classified and unclas-
sified notes made from the records to
the custodian of the files at the end of
each day of research. The custodian
will transmit the notes to the OSD
Records Administrator for an official
review and release to the researcher at
the completion of researcher’s project.

(D) Submit the final manuscript to
the OSD Records Administrator for for-
warding to the Chief, Security Review
Division, Office of Security Review, for
a security review and public release
clearance in accordance with DoD Di-
rective 5230.09 and DoD 5220.22-M, ‘‘Na-
tional Industrial Security Program Op-
erating Manual (NISPOM)” (available
at hitp://www.dtic.mil/whs/directives/
corres/pdf/522022m.pdf) prior to publica-
tion, presentation, or any other public
use.

(d) Procedures for document review for
the FRUS series. (1) When documents
are being reviewed, a WHS/RDD staff
member must be present at all times.

(2) The records maybe reviewed at a
Presidential Library Archives II, Col-
lege Park Maryland, WNRC, Suitland,
Maryland, or an appropriate military
facility. All requested information will
remain under the control of the WHS/
RDD staff until a public release review
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is completed, and then provided in
electronic formats.

(3) If the requested records have been
reviewed in accordance with the auto-
matic declassification provisions of Ex-
ecutive Order 13526, any tabs removed
during the research and copying must
be replaced in accordance with DoD
Manual 5200.01 volume 2.

(4) The number of boxes to be re-
viewed will determine which of the fol-
lowing procedures will apply. The WHS/
RDD staff member will make that de-
termination at the time the request is
processed. When the historian com-
pletes the review of the boxes, he or
she must contact the WHS/RDD to es-
tablish a final schedule for scanning
the documents. To avoid a possible
delay, a tentative schedule will be es-
tablished at the time that the review
schedule is set.

(i) For 24 boxes or fewer, review and
scanning will take place simulta-
neously. Estimated time to complete
scanning is 7 work days.

(ii) For 25 boxes or more, the histo-
rian will review the boxes and mark
the documents that are to be scanned
using WHS/RDD authorized reproduc-
tion tabs.

(iii) If the review occurs at facilities
that OSD does not control ownership of
the document, the documents must be
given to the WHS/RDD staff member
for transmittal for processing.

(6) WHS/RDD will notify the histo-
rian when the documents are ready to
be picked up. All administrative proce-
dures for classified material transfers
will be followed in accordance with
DoD Manual 5200.01 volume 1 and DoD
5220.22-M and appropriate receipt for
unclassified information will be used.

(e) Procedures for copying documents.
(1) The records will be reviewed and
copied at a Presidential Library, Ar-
chives II, College Park Maryland,
WNRC, Suitland, Maryland, or an ap-
propriate U.S. military facility.

(2) If the requested records have been
reviewed in accordance with the auto-
matic declassification provisions of Ex-
ecutive Order 13526 any tabs removed
during the research and copying must
be replaced in accordance with DoD
Manual 5200.01 volume 2.

(3) The researcher will mark the doc-
uments that he or she wants to copy
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using WHS/RDD authorized reproduc-
tion tabs.

(4) Any notes taken during the re-
view process must be given to the WHS/
RDD staff member present for trans-
mittal to the WHS/RDD.

(5) All reproduction charges are to
the responsibility of the researcher.

(6) All documents requested will be
copied to an approved electronic for-
mat by WHS/RDD staff after official re-
view.

(i) The researcher will need to bring
paper, staples, staple remover, and sta-
pler.

(ii) When the researcher completes
the review of the boxes, he or she must
contact the WHS/RDD to establish a
final schedule for scanning the re-
quested documents.

(iii) When the documents are
scanned, the WHS/RDD will notify the
researcher.

(iv) All questions pertaining to the
review, copying, or transmittal of OSD
documents must be addressed to the
WHS/RDD staff member.

(f) General guidelines for researching
DoD records. DoD records and informa-
tion are unique and often cannot be re-
placed should they be lost or damaged.
In order to protect its collections and
archives, the OSD Records Adminis-
trator has set rules that researchers
must follow.

(1) Researchers will work in room as-
signed. Researchers are not allowed in
restricted areas.

(2) Special care must be taken in
handling all records. Records may not
be leaned on, written on, folded, traced
from, or handled in any way likely to
damage them.

(3) Records should be kept in the
same order in which they are pre-
sented.

(4) Items that may not be brought
into these research areas include, but
are not limited to:

(i) Briefcases.

(ii) Cases for equipment (laptop com-
puters).

(iii) Computers. This includes
laptops, tablet computers, personal
digital assistants, smart phones, and
other similar devices.

(iv) Cellular phones.
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(v) Computer peripherals including
handheld document scanners and dig-
ital or analog cameras.

(vi) Containers larger than 9.5” x 6.25”
(e.g., paper bags, boxes, backpacks,
shopping bags, and sleeping bags).

(vii) Food, drinks (includes bottled
water) and cigarettes, cigars, or pipes.

(viii) Handbags or purses larger than
9.5” x 6.25”.

(ix) Luggage.

(Xx) Musical instruments and their
cases.

(xi) Newspapers.

(xii) Outerwear (e.g., raincoats and
overcoats).

(xiii) Pets (exception for service ani-
mals, i.e., any guide dog or signal dog
that is trained to provide a service to a
person with a disability).

(xiv) Scissors or other cutting imple-
ments.

(xv) Televisions and audio or video
equipment.

(xvi) Umbrellas.

(5) Rating, drinking, or smoking is
prohibited.

APPENDIX A TO PART 197—EXPLANATION
OF FOIA EXEMPTIONS AND CLASSI-
FICATION CATEGORIES

(a) Explanation of FOIA Ezxemptions and
Classification Categories—(1) Explanation of
FOIA Exemptions. Exemptions and their ex-
planations are provided in the Table to Ap-
pendix A. See chapter IIT of 32 CFR part 286
for further information.

TABLE TO APPENDIX A—EXPLANATION OF FOIA
EXEMPTIONS

Exemption Explanation

Applies to records and information
currently and properly classified in
the interest of national security.

Applies to records related solely to
the internal personnel rules and
practices of an agency.

Applies to records and information
protected by another law that spe-
cifically exempts the information
from public release.

Applies to records and information
on trade secrets and commercial
or financial information obtained
from a private source which would
cause substantial  competitive
harm to the source if disclosed.
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TABLE TO APPENDIX A—EXPLANATION OF FOIA
EXEMPTIONS—Continued

Exemption Explanation

Applies to records and information of
internal records that are delibera-
tive in nature and are part of the
decision making process that con-
tain opinions and recommenda-
tions.

Applies to records or information the
release of which could reasonably
be expected to constitute a clearly
unwarranted invasion of the per-
sonal privacy of individuals.

Applies to records or information
compiled for law enforcement pur-
poses that could: (a) Reasonably
be expected to interfere with law
enforcement proceedings; (b) de-
prive a person of a right to a fair
trial or impartial adjudication; (c)
reasonably be expected to con-
stitute an unwarranted invasion of
the personal privacy of others; (d)
disclose the identity of a confiden-
tial source; (e) disclose investiga-
tive techniques and procedures; or
(f) reasonably be expected to en-
danger the life or physical safety
of any individual.

Applies to records and information
for the use of any agency respon-
sible for the regulation or super-
vision of financial institutions.

Applies to records and information
containing geological and geo-
physical information  (including
maps) concerning wells.

(2) Classification Categories. Information
will not be considered for classification un-
less its unauthorized disclosure could reason-
ably be expected to cause identifiable or de-
scribable damage to the national security in
accordance with section 1.2 of Executive
Order 13526, and it pertains to one or more of
the following:

(i) Military plans, weapons systems, or op-
erations;

(ii) Foreign government information;

(iii) Intelligence activities (including cov-
ert action), intelligence sources or methods,
or cryptology:;

(iv) Foreign relations or foreign activities
of the United States, including confidential
sources;

(v) Scientific, technological, or economic
matters relating to the national security;

(vi) U.S. Government programs for safe-
guarding nuclear materials or facilities;

(vii) Vulnerabilities or capabilities of sys-
tems, installations, infrastructures, projects,
plans, or protection services relating to the
national security; or

(viii) The development, production, or use
of weapons of mass destruction.

(b) [Reserved]

§199.1

PART 199—CIVILIAN HEALTH AND
MEDICAL PROGRAM OF THE UNI-
FORMED SERVICES (CHAMPUS)

Sec.
199.1
199.2
199.3

General provisions.

Definitions.

Eligibility.

199.4 Basic program benefits.

199.5 TRICARE Extended Care Health Op-
tion (ECHO).

199.6 TRICARE—authorized providers.

199.7 Claims submission, review, and pay-
ment.

199.8 Double coverage.

199.9 Administrative remedies for fraud,
abuse, and conflict of interest.

199.10 Appeal and hearing procedures.

199.11 Overpayments recovery.

199.12 Third party recoveries.

199.13 TRICARE Dental Program.

199.14 Provider reimbursement methods.

199.15 Quality and utilization review peer
review organization program.

199.16 Supplemental Health Care Program
for active duty members.

199.17 TRICARE program.

199.18 [Reserved]

199.20 Continued Health Care Benefit Pro-
gram (CHCBP).

199.21 TRICARE Pharmacy Benefits Pro-
gram.

199.22 TRICARE Retiree Dental Program
(TRDP).

199.23 Special Supplemental Food Program.

199.24 TRICARE Reserve Select.

199.25 TRICARE Retired Reserve.

199.26 TRICARE Young Adult.

APPENDIX A TO PART 199—ACRONYMS

AUTHORITY: 5 U.S.C. 301; 10 U.S.C. chapter
55.

SOURCE: 51 FR 24008, July 1, 1986, unless
otherwise noted.

§199.1 General provisions.

(a) Purpose. This part prescribes
guidelines and policies for the adminis-
tration of the Civilian Health and Med-
ical Program of the Uniformed Serv-
ices (CHAMPUS) for the Army, the
Navy, the Air Force, the Marine Corps,
the Coast Guard, the Commissioned
Corps of the U.S. Public Health Service
(USPHS) and the Commissioned Corps
of the National Oceanic and Atmos-
pheric Administration (NOAA).

(b) Applicability—(1) Geographic. This
part is applicable geographically with-
in the 50 States of the United States,
the District of Columbia, the Common-
wealth of Puerto Rico, and the United
States possessions and territories, and
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