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GENERAL

§1900.01 Authority and purpose.

(a) This part is issued under the au-
thority of and in order to implement
the Freedom of Information Act
(FOIA), as amended (6 U.S.C. 552); and
in accordance with the CIA Informa-

tion Act of 1984 (50 U.S.C. 3141); section
102A(i) of the National Security Act of
1947, as amended (60 U.S.C. 3024(i)); and
section 6 of the Central Intelligence
Agency Act of 1949, as amended (50
U.S.C. 3507). It contains procedures
that CIA follows in processing requests
for records submitted under the FOIA.
The procedures in this part should be
read in conjunction with the text of
the FOIA and the Uniform Freedom of
Information Fee Schedule and Guide-
lines published by the Office of Man-
agement and Budget (OMB Fee Guide-
lines).

(b) Requests made by individuals for
records about themselves under the
Privacy Act of 1974 (6 U.S.C. b552a) are
processed in accordance with CIA’s Pri-
vacy Act regulations, set forth at 32
CFR part 1901, as well as under this
part.

(c) Other than as expressly provided
in this part, this part creates no right
or benefit, substantive or procedural,
enforceable by law or in equity by any
party against the United States, its de-
partments, agencies, or entities, its of-
ficers, employees, or agents, or any
other person.

§1900.02 Definitions.

For purposes of this part, the fol-
lowing terms have the meanings indi-
cated:

(a) Agency or CIA means the United
States Central Intelligence Agency
acting through the CIA Information
and Privacy Coordinator.

(b) Agency Release Panel (ARP) means
the Agency’s forum for reviewing infor-
mation review and release policy, as-
sessing the adequacy of resources
available to all Agency declassification
and release programs, and considering
administrative appeals in accordance
with this part.

(c) Business days means calendar days
when the Agency is operating and spe-
cifically excludes Saturdays, Sundays,
and legal public holidays. Three (3)
business days may be added to any
time limit imposed on a requester by
this part if responding by U.S. domes-
tic mail; ten (10) business days may be
added if responding by international
mail.

(d) Chief FOIA Officer means the sen-
ior CIA official, at the CIA’s equivalent
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of the Assistant Secretary level, who
has been designated by the Director of
the CIA (DCIA) to have Agency-wide
responsibility for the CIA’s efficient
and appropriate compliance with the
FOIA.

(e) CIA Information and Privacy Coor-
dinator or Coordinator means the offi-
cial who serves as the Agency manager
of information review and release ac-
tivities implementing the FOIA.

(f) Direct costs means those expendi-
tures that CIA actually incurs in the
processing of a FOIA request; it does
not include overhead factors such as
space; it does include:

(1) Pages, which means paper copies
of standard office size or the dollar
value equivalent in other media;

(2) Duplication, which means genera-
tion of a copy of a requested record in
a form appropriate for release;

(3) Review, which means all time ex-
pended in preparing a record for re-
lease, including examining a record to
determine whether any portion must
be withheld pursuant to law and in ef-
fecting any necessary deletions but ex-
cludes personnel hours expended in re-
solving general legal or policy issues
regarding the application of exemp-
tions; and

(4) Search, which means all time ex-
pended in looking for and retrieving
material that may be responsive to a
request utilizing available paper and
electronic indices and finding aids, in-
cluding time spent determining wheth-
er records located during a search are
responsive to the request.

(g) Fees means those direct costs
which a requester may be assessed con-
sidering the categories established by
the FOIA; the fee categories include:

(1) Commercial use. Requests in which
the disclosure sought is primarily in
the commercial interest of the re-
quester and which furthers such com-
mercial, trade, income or profit inter-
ests, which can include furthering
those interests through litigation.

(2) Educational or mon-commercial Sci-
entific institution, or a representative of
the news media—(i) Educational or non-
commercial scientific institution. Re-
quests made under the auspices of an
accredited United States institution
engaged in scholarly or scientific re-
search and which are for information
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not for commercial use, but rather in-
tended to be used in specific scholarly
or scientific works.

(i1) Representative of the news media.
Requests from any person or entity
that gathers information of potential
interest to a segment of the public,
uses its editorial skills to turn the raw
materials into a distinct work, and dis-
tributes that work to an audience. The
term news means information that is
about current events or that would be
of current interest to the public. Exam-
ples of news media include television
or radio stations broadcasting to the
public at large, and individual or cor-
porate publishers of periodicals that
disseminate ‘‘news’” and make their
products available through a variety of
means to the general public, including
news organizations that disseminate
solely on the internet. ‘‘Freelance”
journalists who demonstrate a solid
basis for expecting publication through
a news media entity will be considered
a representative of the news media. A
publishing contract would be the clear-
est proof that publication is expected,
but the Agency may also look to the
past publication record of a requestor
in making this determination.

(3) All other. Requests not described
in paragraph (g)(1) or (2) of this sec-
tion.

(h) FOIA Public Liaison means the
CIA supervisory official(s) who shall
assist in the resolution of any disputes
between a FOIA requester and the
Agency and to whom a FOIA requester
may direct a concern regarding the
service he or she has received from CIA
and who shall respond on behalf of the
Agency as prescribed in this part.

(i) FOIA Requester Service Center
means the office within the CIA where
a FOIA requester may direct inquiries
regarding the status of a FOIA request
he or she filed at the CIA, requests for
guidance on narrowing or further defin-
ing the nature of scope of his or her
FOIA request, and requests for general
information about the FOIA program
at the CIA.

(j) Interested party means any official
in the executive, military, congres-
sional, or judicial branches of govern-
ment, United States or foreign, or U.S.
Government contractor who, in the
sole discretion of the CIA, has a subject
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Central Intelligence Agency

matter or physical interest in the doc-
uments or information at issue.

§1900.03 Contact for general informa-
tion and requests.

(a) A member of the public seeking to
file a FOIA request or an administra-
tive appeal must direct a written re-
quest or appeal via mail to: Informa-
tion and Privacy Coordinator, Central
Intelligence Agency, Washington, DC
20505, or online at: hitps:/
www.foia.cia.gov/foia__request/form, in
accordance with the requirements of
this part.

(b) Requesters may view the status of
pending FOIA requests at htips:/
www.cia.gov/readingroom/request/status.
In addition, inquiries regarding the
status of a FOIA request, obtaining
guidance on narrowing or further defin-
ing the nature or scope of a FOIA re-
quest, or obtaining general information
about the FOIA program at CIA, may
be directed to the CIA FOIA Requester
Service Center, Central Intelligence
Agency, Washington, DC 20505, via fac-
simile at (703) 613-3007, or via telephone
at (703) 613-1287. Collect calls cannot be
accepted.

(c) Concerns, suggestions, comments,
or complaints regarding the service re-
ceived from CIA or regarding the Agen-
cy’s general administration of the
FOIA may be directed to the FOIA
Public Liaison, Central Intelligence
Agency, Washington, DC 20505, via fac-
simile at 703-613-3007, or via telephone
at 703-613-1287. Collect calls cannot be
accepted.

§1900.04 Suggestions and complaints.

The CIA remains committed to ad-
ministering a results-oriented and cit-
izen-centered FOIA program, to proc-
essing requests in an efficient, timely
and appropriate manner, and to work-
ing with requesters and the public to
continuously improve Agency FOIA op-
erations. The Agency welcomes sugges-
tions, comments, or complaints regard-
ing its administration of the FOIA.
Members of the public shall address all
such communications to the FOIA Pub-
lic Liaison as specified at §1900.03(c).
The Agency may respond as deter-
mined feasible and appropriate under
the circumstances. Requesters seeking
to raise concerns about the service re-

§1900.12

ceived from the CIA FOIA Requester
Service Center may contact the FOIA
Public Liaison after receiving an ini-
tial response from the CIA FOIA Re-
quester Service Center. The FOIA Pub-
lic Liaison shall be responsible for as-
sisting in reducing delays and assisting
in the resolution of disputes between a
FOIA requester and the Agency.

FILING OF FOIA REQUESTS

§1900.11 Preliminary information.

(a) Members of the public shall ad-
dress all communications to the CIA
Coordinator as specified at §1900.03.
Any requests for access to records
which are not directed to the Informa-
tion and Privacy Coordinator, in ac-
cordance with the requirements set
forth in §§1900.03 and 1900.12, shall not
be considered proper FOIA requests.

(b) The CIA shall not process a re-
quest for records under the FOIA or an
appeal of an adverse determination re-
garding a FOIA request submitted by a
member of the public who owes out-
standing fees for information services
at this or other Federal agencies and
will terminate the processing of any
pending requests submitted by such
persons to the CIA.

(c) The CIA shall not accept requests
for records under the FOIA submitted
by any government entity, other than
a State, territory, commonwealth, or
district of the United States, or any
subdivision thereof, or from any rep-
resentative of such a government enti-
ty.

§1900.12 Requirements as to form and
content.

(a) Required information. (1) Requests
must reasonably describe the records of
interest sought by the requester, as set
forth at 5 U.S.C. 552(a)(3). This means
that documents must be described suf-
ficiently so that Agency professionals
who are familiar with the subject area
of the request are able, with a reason-
able effort, to determine which par-
ticular records are within the scope of
the request. In order to assist CIA in
identifying the specific records sought,
all requesters are encouraged to be as
specific as possible in describing the
records they are seeking by including,
for example, the relevant date or date
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range, the title of the record, the type
of record (such as memorandum or re-
port), the specific event or action to
which the record refers, and the subject
matter. Requests for electronic com-
munications should attempt to specify
a sender, recipient, date range, and
subject or keyword. Extremely broad
or vague requests or requests requiring
research do not satisfy the requirement
that a request be ‘‘reasonably de-
scribed.”

(2) Requesters must provide a phys-
ical mailing address or email address
where CIA can send a response or other
correspondence related to the request.

(3) Failure to provide the required in-
formation in this section may result in
a delay or declination in processing the
request.

(b) Requirements as to identification of
requester. (1) Individuals seeking access
to records concerning themselves shall
provide their full (legal) name, address,
date and place of birth together with a
signed statement that such informa-
tion is true under penalty of perjury or
a notarized statement swearing to or
affirming identity. If the Agency deter-
mines that this information is not suf-
ficient, the Agency may request addi-
tional or clarifying information.

(2) Attorneys or other individuals re-
tained to represent a requester shall
provide evidence of such representation
by submission of a representational
agreement or other document which es-
tablishes the relationship with the re-
quester.

(3) Failure to provide the required in-
formation in this section may result in
a delay or declination in processing the
request.

(c) Additional information for fee deter-
mination. A requester should provide
sufficient information to allow the
Agency to determine the appropriate
fee category for the request and the
Agency may draw reasonable infer-
ences from the identity and activities
of the requester in making such a de-
termination. A requester should also
provide an agreement to pay all appli-
cable fees or fees not to exceed a cer-
tain amount or request a fee waiver.

(d) Additional communication with re-
quester. Although the Agency is not re-
quired to answer questions, create
records, or perform research in re-
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sponse to a FOIA request, when the re-
quest lacks sufficient clarity to allow
the records to be located with a reason-
able effort, the Agency will provide the
requester with an opportunity to nar-
row or further define the nature or
scope of the request. Additionally, indi-
viduals may contact the CIA FOIA Re-
quester Service Center for the purpose
of obtaining recommendations as to
how to frame or narrow a particular re-
quest.

§1900.13 Fees for record services.

(a) In general. Search, review, and du-
plication fees will be charged in ac-
cordance with the provisions in para-
graphs (b) through (j) of this section re-
lating to schedule, limitations, and
category of requester. Applicable fees
will be due even if our search locates
no responsive records or some or all of
the responsive records must be denied
under one or more of the exemptions of
the Freedom of Information Act.

(b) Fee waiver requests. Records will
be furnished without charge or at a re-
duced rate whenever the Agency deter-
mines:

(1) That, as a matter of administra-
tive discretion, the interest of the
United States Government would be
served; or

(2) That it is in the public interest
because it is likely to contribute sig-
nificantly to the public understanding
of the operations or activities of the
United States Government and is not
primarily in the commercial interest of
the requester.

(c) Fee waiver appeals. Denials of re-
quests for fee waivers or reductions
may be appealed to the Chair of the
Agency Release Panel via the Coordi-
nator. A requester is encouraged to
provide any explanation or argument
as to how his or her request satisfies
the statutory requirement set forth in
§1900.01.

(d) Time for fee waiver requests and ap-
peals. Fee waiver requests and appeals
must be directed to the Coordinator in
accordance with §§1900.03 and 1900.11. It
is suggested that such requests and ap-
peals be made and resolved prior to the
initiation of processing and the incur-
ring of costs. However, fee waiver re-
quests will be accepted at any time
prior to the release of documents or
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the completion of a case, and fee waiv-
er appeals within forty-five (45) busi-
ness days of our initial decision subject
to the following condition: If proc-
essing has been initiated, then the re-
quester must agree to be responsible
for costs in the event of an adverse ad-
ministrative or judicial decision. When
making fee waiver requests or appeals,
no particular format is required other
than a statement of the basis for the
request or appeal.

(e) Agreement to pay fees. In order to
protect requesters from large and/or
unanticipated charges, the Agency will
request a specific commitment from
the requester to pay applicable fees
when the Agency estimates that fees
will exceed $25.00. The Agency will toll
for forty-five (45) business days re-
quests requiring such agreement and
will thereafter deem the request closed
in the absence of a response from the

§1900.13

requester. This action, of course, would
not prevent a requester from refiling
the FOIA request with a fee commit-
ment at a subsequent date.

(f) Deposits. The Agency may require
an advance deposit of up to 100 percent
of the estimated fees when fees may ex-
ceed $250.00 and the requester has no
history of payment, or when, for fees of
any amount, there is evidence that the
requester previously failed to pay fees
in a timely fashion. The Agency will
toll for forty-five (45) business days
those requests where deposits have
been requested and will thereafter
deem the request closed in the absence
of a response from the requester.

(g) Schedule of fees—(1) In general. The
schedule of fees for services performed
in responding to requests for records is
established as follows:

TABLE 1 TO PARAGRAPH (G)(1)

Personnel Search and Review

Clerical/Technical Quarter hour $5.00
Professional/Supervisory Quarter hour $10.00
Manager/Senior Professional Quarter hour $18.00
Duplication

Photocopy (b&w, standard, or legal) Per page $0.10
Photocopy (color, standard, or legal) Per page $1.00
Microfiche Per frame $0.20
CD (bulk recorded) Each $10.00
CD (recordable) Each $20.00
Pre-printed (if available) Per 100 pages $5.00
Published (if available) Per item NTIS

(2) Application of schedule. Personnel
search time includes time expended in

either manual paper records searches,
indices searches, review of computer
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search results for relevance, personal
computer system searches, and various
duplication services. In any event
where the actual cost to the Agency of
a particular item is less than listed in
the schedule in table 1 to paragraph
(2)(1) of this section (e.g., a large pro-
duction run of a document resulted in
a cost less than $5.00 per hundred
pages), then the actual lesser cost will
be charged. Items published and avail-
able at the National Technical Infor-
mation Service (NTIS) may also be
available from CIA pursuant to this
part at the NTIS price as authorized by
statute.

(3) Other services. For all other types
of output, production, or duplication
(e.g., photographs, maps, or published
reports), actual cost or amounts au-
thorized by statute will be charged. De-
terminations of actual cost shall in-
clude the commercial cost of the
media, the personnel time expended in
making the item to be released, and an
allocated cost of the equipment used in
making the item, or, if the production
is effected by a commercial service,
then that charge shall be deemed the
actual cost for purposes of this part.

(h) Charging fees. In responding to
FOIA requests, CIA shall assess fees as
follows unless a waiver or reduction of
fees has been granted under paragraph
(b) of this section:

(1) Commercial use requesters. Charges
which recover the full direct costs re-
lated to search, review, and duplication
of responsive records (if any);

(2) Educational or mon-commercial Sci-
entific institutions, or representatives of
the news media. Charges for duplication
of responsive records (if any) beyond
the first 100 pages; and

(3) All other requesters. Charges which
recover the full direct costs related to
search and duplication of responsive
records (if any) beyond the first two
hours of search time and first 100
pages.

(1) Limitations on collection of fees—(1)
In general. No fees will be charged if
the cost of collecting the fee is equal to
or greater than the fee itself. That cost
includes the administrative costs to
the Agency of billing, receiving, re-
cording, and processing the fee for de-
posit to the Treasury Department and,
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as of April 17, 2023, is deemed to be
$25.00.

(2) Requests for personal information.
No fees will be charged for U.S. citizens
or lawful permanent residents seeking
records about themselves under the
Privacy Act; such requests are proc-
essed in accordance with both the
FOIA and the Privacy Act in order to
ensure the maximum disclosure with-
out charge.

(3) Untimely response. If CIA fails to
comply with the FOIA’s time limits for
responding to a request, CIA will not
charge search fees or, in the case of re-
questers in the educational or non-
commercial scientific institutions or
representatives of the news media cat-
egory, duplication fees, except as set
forth in paragraph (i)(4) of this section.

(4) Special circumstances. (i) If CIA de-
termines that unusual circumstances
as defined by the FOIA apply and the
Agency has provided timely written
notice to the requester, a failure to
comply with the time limit shall be ex-
cused an additional ten (10) business
days.

(ii) If CIA determines that unusual
circumstances, as defined by the FOIA,
apply and more than 5,000 pages are
necessary to respond to the request,
the Agency may charge search fees or,
in the case of requesters in the edu-
cational or non-commercial scientific
institutions or representatives of the
news media category, duplication fees
if the Agency has provided timely writ-
ten notice of unusual circumstances to
the requester in accordance with the
FOIA and has discussed with the re-
quester via written mail, email, or
telephone (or made not less than three
good-faith attempts to do so) how the
requester could effectively limit the
scope of the request in accordance with
the requirements of the FOIA, 5 U.S.C.
552(a)(6)(B)(ii). If this exception is sat-
isfied, CIA may charge all applicable
fees incurred in the processing of the
request.

(iii) If a court determines that excep-
tional circumstances exist, as defined
in the FOIA, 5 U.S.C. 552(a)(6)(C), a fail-
ure to comply with the time limit shall
be excused for the length of time pro-
vided by the court order.
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(j) Associated requests. A requester or
associated requesters may not file a se-
ries of multiple requests, which are
merely discrete subdivisions of the in-
formation actually sought for the pur-
pose of avoiding or reducing applicable
fees. In such instances, the Agency
may aggregate the requests and charge
the applicable fees.

§1900.14 Fee estimates
option).

(pre-request

In order to avoid unanticipated or po-
tentially large fees, a requester may
submit a request for a fee estimate.
The Agency will endeavor within twen-
ty (20) business days to provide an ac-
curate estimate, and, if a request is
thereafter submitted, the Agency will
not accrue or charge fees in excess of
our estimate without the specific per-
mission of the requester.

CIA ACTION ON FOIA REQUESTS

§1900.21 Processing of requests for
records.

(a) In general. Requests meeting the
requirements of §§1900.11 through
1900.13 shall be considered proper FOIA
requests and will be processed under
the Freedom of Information Act, 5
U.S.C. 552, this part, and in accordance
with any other applicable statutes.
Upon receipt, the Agency shall within
ten (10) business days record each re-
quest, acknowledge receipt to the re-
quester in writing, and thereafter ef-
fect the necessary taskings to the CIA
components reasonably believed to
hold responsive records.

(b) Previously-released records. As an
alternative to extensive tasking,
search, and review, some requesters
may wish to consider limiting the
scope of their requests to previously re-
leased records. Searches of such
records can often be accomplished ex-
peditiously. Moreover, requests for
such records that are specific and well-
focused will often incur minimal, if
any, costs. Requesters interested in
limiting their requests to previously
released Agency information, in lieu of
traditional processing of a FOIA re-
quest, should so indicate in their cor-
respondence.

(c) Effect of certain exemptions. In
processing a request, the Agency shall

§1900.22

decline to confirm or deny the exist-
ence or nonexistence of any responsive
records whenever the mere fact of their
existence or nonexistence is itself clas-
sified under Executive Order 13526 (or
successor orders), or revealing of intel-
ligence sources and methods protected
pursuant to section 102A(i)(1) of the
National Security Act of 1947, as
amended. In such circumstances, the
Agency, in the form of a final written
response, shall so inform the requester
and advise the requester of the right to
an administrative appeal.

(d) Time for response. The Agency will
make every effort to respond to a prop-
er FOIA request within the statutory
20-business day time period after re-
ceipt of the request. However, the
Agency may seek additional time from
a requester in accordance with §1900.33.

§1900.22 Action and determination(s)
by originator(s) or any interested
party.

(a) Initial action for access. (1) CIA
components tasked pursuant to a FOIA
request shall conduct a reasonable
search of all relevant record systems
within their areas of responsibility
which have not been exempted from
search, review, and disclosure under
the FOIA by the CIA Information Act
of 1984 and which are reasonably likely
to contain records responsive to the re-
quest. They shall:

(i) Determine whether any responsive
records exist;

(ii) Determine whether, and to what
extent, any FOIA exemptions, as set
forth in 5 U.S.C. 552(b), apply to the re-
sponsive records;

(iii) Review the exempt records to de-
termine whether they contain any rea-
sonably segregable, non-exempt mate-
rial;

(iv) Approve the disclosure of all non-
exempt records, or portions of records,
within their areas of responsibility;
and

(v) Forward to the Coordinator all
records approved for release or nec-
essary for coordination with or referral
to another component or interested
party.

(2) In making the decisions discussed
in paragraph (a)(1) of this section, the
CIA component officers shall be guided
by the applicable law as well as the
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procedures specified at §§1900.31 and
1900.32 regarding confidential commer-
cial or financial information and per-
sonal information (about persons other
than the requester).

(b) Referrals and coordinations. As ap-
plicable, any CIA records containing
information originated by other CIA
components shall be forwarded to those
entities for appropriate action in ac-
cordance with paragraph (a) of this sec-
tion. Records originated by other Fed-
eral agencies or CIA records containing
other Federal agency information shall
be forwarded to such agencies for ap-
propriate action in accordance with the
applicable procedures of each agency.

§1900.23 Payment of fees, notification
of decision, and right of appeal.

(a) Fees in general. Fees collected
under this part do not accrue to the
Central Intelligence Agency and shall
be deposited immediately to the gen-
eral account of the United States
Treasury.

(b) Notification of decision. Upon com-
pletion of all required review and the
receipt of accrued fees (or promise to
pay such fees), the Agency will prompt-
ly inform the requester of its deter-
mination regarding the request. With
respect to any records that the Agency
determines may be released, the Agen-
cy will provide copies. For any records
or portions of records that the Agency
determines must be denied, the Agency
shall explain the reasons for the denial,
identify the person(s) responsible for
such decisions by name and title, and
give notice of a right of administrative
appeal.

(c) Availability of reading room. As an
alternative to receiving records by
mail, a requester may arrange to in-
spect the records deemed releasable at
a CIA ‘“‘reading room’” in the metro-
politan Washington, DC, area. Access
will be granted after applicable and ac-
crued fees have been paid. All such re-
quests shall be in writing and ad-
dressed pursuant to §1900.03. The
records will be available at such times
as mutually agreed but not less than
three (3) business days from our receipt
of a request. The requester will be re-
sponsible for duplication charges for
any copies of records desired. The
Agency has an electronic FOIA reading
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room on its website, located at
www.cia.gov/readingroom, which con-
tains records that the Agency has pre-
viously publicly released under FOIA
as well as under other information re-
view and release activities.

ADDITIONAL ADMINISTRATIVE MATTERS

§1900.31 Procedures for business in-
formation.

(a) In general. Business information
obtained by the Central Intelligence
Agency from a submitter shall not be
disclosed pursuant to a Freedom of In-
formation Act request except in ac-
cordance with this section. For pur-
poses of this section, the following
definitions apply:

(1) Business information means con-
fidential commercial or financial infor-
mation obtained by the United States
Government from a submitter that is
reasonably believed to contain infor-
mation exempt from disclosure under 5
U.S.C. 552(b)(4).

(2) Submitter means any person or en-
tity who provides confidential commer-
cial information to the United States
Government; it includes, but is not
limited to, corporations, businesses
(however organized), state govern-
ments, and foreign governments. This
term does not include any other Fed-
eral Government entity.

(b) Designation of confidential commer-
cial or financial information. A sub-
mitter of business information will use
good-faith efforts to designate, by ap-
propriate markings, either at the time
of submission or at a reasonable time
thereafter, any portions of its submis-
sion that it considers to be confidential
commercial or financial information
and hence protected from required dis-
closure pursuant to 5 U.S.C. 552(b)(4).
Such designations shall expire ten (10)
years after the date of the submission
unless the submitter requests, and pro-
vides justification for, a longer des-
ignation period.

(c) Process in event of FOIA request—
(1) Notice to submitters. The Agency
shall provide a submitter with prompt
written notice of receipt of a Freedom
of Information Act request encom-
passing business information if, after
reviewing the request, the responsive
records, and, if applicable, any appeal
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by the requester, the Agency deter-
mines that it may be required to re-
lease the records, provided:

(i) The submitter has in good faith
designated the information as con-
fidential commercial or financial infor-
mation; or

(ii) The Agency believes the informa-
tion may be exempt from disclosure
pursuant to 5 U.S.C. 552(b), but is un-
able to make that determination with-
out additional information; and

(iii) The information was submitted
within the last ten (10) years unless the
submitter requested and provided ac-
ceptable justification for a specific no-
tice period of greater duration.

(2) Form of notice. This notice shall ei-
ther describe the exact nature of the
confidential commercial or financial
information at issue or provide copies
of the responsive records containing
such information.

(3) Response by submitter. (i) The
Agency shall specify a reasonable time
period within which the submitter
must respond to the notice described in
paragraphs (c)(1) and (2) of this section
with a detailed statement identifying
any claims of confidentiality, sup-
ported by a detailed statement of any
objection to disclosure. Such state-
ment shall:

(A) Specify that the information has
not been disclosed to the public;

(B) Explain why the information is
contended to be a trade secret or con-
fidential commercial information;

(C) Explain how the information is
capable of competitive damage if dis-
closed;

(D) State that the submitter will pro-
vide the Agency and the Department of
Justice with such litigation defense as
requested; and

(E) Be certified by an officer author-
ized to legally bind the corporation or
similar entity.

(ii) It should be noted that informa-
tion provided by a submitter pursuant
to this provision may itself be subject
to disclosure under the FOIA.

(iii) A submitter who fails to respond
within the time period specified in the
notice shall be considered to have no
objections to disclosure of the business
information identified therein.

(4) Decision and notice of intent to dis-
close. (i) The Agency shall consider

§1900.32

carefully a submitter’s objections and
specific grounds for nondisclosure prior
to its final determination. If the Agen-
cy determines that if must disclose the
requested records, notwithstanding the
submitter’s objections, the Agency
shall provide the submitter a written
notice which shall include:

(A) A statement of the reasons for
which the submitter’s disclosure objec-
tions were not sustained;

(B) A description of the information
to be disclosed; and

(C) A specified disclosure date which
is seven (7) business days after the date
of the instant notice.

(ii) When notice is given to a sub-
mitter under this section, the Agency
shall also notify the requester and, if
the Agency notifies a submitter that it
intends to disclose information, then
the requester shall be notified also and
given the proposed date for disclosure.

() Notice of FOIA lawsuit. If a re-
quester initiates a civil action seeking
to compel disclosure of information as-
serted to be within the scope of this
section, the Agency shall promptly no-
tify the submitter. The submitter, as
specified in paragraph (a)(2) of this sec-
tion, shall provide such litigation as-
sistance as required by the Agency and
the Department of Justice.

(6) Exceptions to mnotice requirement.
The notice requirements of this section
shall not apply if the Agency deter-
mines that:

(i) The information should not be dis-
closed in light of other FOIA exemp-
tions;

(ii) The information has been pub-
lished lawfully or has been officially
made available to the public;

(iii) The disclosure of the informa-
tion is otherwise required by law or
Federal regulation; or

(iv) The designation made by the sub-
mitter under this section appears frivo-
lous, except that, in such a case, the
Agency will, within a reasonable time
prior to the specified disclosure date,
give the submitter written notice of
any final decision to disclose the infor-
mation.

§1900.32 Procedures for information
concerning other persons.

(a) Personal information concerning
individuals other than the requester
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shall not be disclosed in response to a
FOIA request if, as set forth in 5 U.S.C.
552(b)(6), the release of such informa-
tion would constitute a clearly unwar-
ranted invasion of personal privacy.
Personal information is any information
about an individual that is not a mat-
ter of public record, or easily discern-
ible to the public, or protected from
disclosure because of the implications
that arise from Government possession
of such information. Public interest
means the public interest in wunder-
standing the operations and activities
of the United States Government and
not simply any matter which might be
of general interest to the requester or
members of the public.

(b) In making the required deter-
mination under this section and pursu-
ant to 5 U.S.C. 552(b)(6), the Agency
will balance the privacy interests that
would be compromised by disclosure
against the public interest in release of
the requested information.

(c) A requester seeking information
on a third party is encouraged to pro-
vide a signed affidavit or declaration
from the third party waiving all or
some of their privacy rights, or to sub-
mit proof that the third party is de-
ceased (e.g., a copy of a death certifi-
cate, a published obituary, etc.). Third-
party waivers shall be narrowly con-
strued and the Coordinator, in the ex-
ercise of the Coordinator’s discretion
and administrative authority, may
seek clarification from the third party
prior to any or all releases.

§1900.33 Allocation of
agreed extensions of time.

(a) In general. Agency components
shall devote such personnel and other
resources to the responsibilities im-
posed by the Freedom of Information
Act as may be appropriate and reason-
able considering:

(1) The totality of resources available
to the component;

(2) The business demands imposed on
the component by the DCIA or other-
wise by law;

(3) The information review and re-
lease demands imposed by the Congress
or other governmental authority; and

(4) The rights of all members of the
public under the various information
review and disclosure laws.

resources;
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(b) Discharge of FOIA responsibilities—
(1) Chief FOIA Officer. The Chief FOIA
Officer shall monitor the Agency’s
compliance with the requirements of
the FOIA and administration of its
FOIA program. The Chief FOIA Officer
shall keep the DCIA, the General Coun-
sel of the CIA, and other officials ap-
propriately informed regarding the
Agency’s implementation of the FOIA
and make recommendations, as appro-
priate. The Chief FOIA Officer shall
designate one or more CIA FOIA Public
Liaisons. The CIA FOIA Public Liaison
shall be responsible for assisting in re-
ducing delays and assisting in the reso-
lution of disputes between requesters
and the Agency.

(2) Multi-track processing. The Agency
shall exercise due diligence in its re-
sponsibilities under the FOIA. The
Agency shall designate a specific track
for requests that are granted expedited
processing, as set forth in §1900.34. In
addition, although the Agency will
generally process requests and admin-
istrative appeals on a ‘‘first in, first
out” basis, based upon a reasonable al-
location of available resources, the
Agency may designate additional proc-
essing queues that distinguish between
simple and more complex requests
based on the estimated amount of time
or work needed to complete the proc-
essing of the request. The Agency may
provide requesters in a slower queue an
opportunity to limit the scope of their
request in order to qualify for faster
processing.

(c) Requests for extension of time. When
the Agency is unable to meet the stat-
utory time requirements of the FOIA
due to unusual circumstances, as de-
fined in the FOIA, and the Agency ex-
tends the time limit on that basis, the
Agency shall, before the expiration of
the 20-business day time limit to re-
spond, notify the requester in writing
of the unusual circumstances involved
and of an estimated date by which
processing of the request is expected to
be completed. When the extension ex-
ceeds 10 business days, the Agency
shall, as described in the FOIA, provide
the requester with an opportunity to
modify the scope of the request or ar-
range an alternative time period for
processing the original or modified re-
quest. CIA’s FOIA Requester Service
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Center or the CIA FOIA Public Liaison
are available to assist in this process.
The Agency shall also alert the re-
quester to the availability of the Office
of Government Information Services
(OGIS) to provide dispute resolution
services.

§1900.3.4 Requests for expedited proc-
essing.

(a) Ezpedited processing requests. Re-
quests for expedited processing shall be
submitted to the Coordinator in ac-
cordance with §§1900.03, 1900.11, and
1900.12. Such requests will be approved
only when a compelling need is estab-
lished to the satisfaction of the Agen-
cy. Within ten (10) calendar days of re-
ceipt of a request for expedited proc-
essing, the Agency will decide whether
to grant expedited processing and will
notify the requester of its decision. A
compelling need is deemed to exist:

(1) When the matter involves an im-
minent threat to the life or physical
safety of an individual; or

(2) When the request is made by a
person primarily engaged in dissemi-
nating information and the informa-
tion is relevant to a subject of public
urgency concerning an actual or al-
leged Federal Government activity.

(b) Expedited processing appeals. Deni-
als of requests for expedited processing
may be appealed to the CIA’s Agency
Release Panel via the Coordinator and
shall be acted upon expeditiously.

CIA ACTION ON FOIA ADMINISTRATIVE
APPEALS

§1900.41 Designation of authority to
hear appeals.

(a) Agency Release Panel (ARP). Ap-
peals of initial adverse decisions under
the FOIA shall be reviewed by the ARP
which shall issue the final Agency deci-
sion.

(b) ARP membership. The ARP is
chaired by the Director, Enterprise
Data Management (EDM) (or the Dep-
uty Director, EDM, acting on the Di-
rector’s behalf), and is composed of the
Information Review Officers from the
various Directorates, a voting rep-
resentative of the Office of General
Counsel, as well as the representatives
of the various CIA release programs
and offices. The Information and Pri-

§1900.42

vacy Coordinator also serves as Execu-
tive Secretary of the ARP. The Chair
may request interested parties to par-
ticipate when special equities or exper-
tise are involved.

§1900.42 Right of appeal and appeal
procedures.

(a) Right of appeal. A right of admin-
istrative appeal exists whenever access
to any requested record or any portion
thereof is denied, or no records are lo-
cated in response to a request. In addi-
tion, requesters may appeal denials of
requests for expedited processing and
fee waivers, as well as the adequacy of
a search for records responsive to a re-
quest. The Agency will apprise all re-
questers in writing of their right to file
an administrative appeal to the ARP
through the Coordinator.

(b) Requirements as to time and form.
Appeals of decisions must be received
by the Coordinator within ninety (90)
calendar days of the date of the Agen-
cy’s initial decision. The Agency may,
for good cause and as a matter of ad-
ministrative discretion, permit an ad-
ditional thirty (30) business days for
the submission of an appeal. All ap-
peals shall be in writing and addressed
as specified in §1900.03. All appeals
must identify the documents or por-
tions of documents at issue with speci-
ficity and may present such informa-
tion, data, and argument in support as
the requester may desire.

(c) Exceptions. No appeal shall be
processed if the requester has out-
standing fees for information services
at this or another Federal agency.

(d) Receipt, recording, and tasking. The
Agency shall promptly record each re-
quest received under this part, ac-
knowledge receipt to the requester in
writing, and thereafter effect the nec-
essary taskings to the relevant compo-
nents for appropriate action.

(e) Time for response. The Agency
shall attempt to complete action on an
appeal within twenty (20) business days
of the date of receipt, except for ap-
peals of denial of expedited processing,
for which the Agency shall attempt to
complete action within ten (10) busi-
ness days of the date of receipt. The
current volume of requests, however,
often requires that the Agency request
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additional time from the requester pur-
suant to §1900.33. In such event, the
Agency will inform the requester of the
right to judicial review.

§1900.43 [Reserved]

§1900.44 Action by appeals authority.

(a) The Coordinator, acting in the ca-
pacity of Executive Secretary of the
ARP, shall place administrative ap-
peals of FOIA requests ready for adju-
dication on the agenda at the next oc-
curring meeting of that Panel. The Ex-
ecutive Secretary shall provide the
ARP membership with a summary of
the request and issues raised on appeal
for the Panel’s consideration and make
available to the Panel the complete ad-
ministrative record of the request con-
sisting of the request, the document(s)
at issue (in redacted and full-text
form), if any, and the findings and rec-
ommendations of the relevant compo-
nents.

(b) The ARP shall determine whether
an appeal before the Panel is meri-
torious. The ARP may take action
when a simple majority of the total
membership is present. Issues shall be
decided by a majority of the members
present. In all cases of a divided vote,
before the decision of the ARP becomes
final, any member of the ARP may by
written memorandum to the Executive
Secretary of the ARP, refer such mat-
ters to the CIA Chief Data Officer
(CDO) for resolution. In the event of a
disagreement with any decision by the
CDO, Directorate or Independent Office
heads may appeal to the CIA Chief Op-
erating Officer (COO) for a final Agen-
cy decision. The final Agency decision
shall reflect the vote of the ARP, un-
less the CDO or COO disagrees with the
ARP and makes a superseding final
Agency decision.

(c) Appeals of denials of requests for
fee waivers or reductions and/or denial
of requests for expedited processing
shall go directly from the Coordinator
to the Agency Release Panel for a final
Agency determination.

§1900.45 Notification of decision and
right of judicial review.
The Executive Secretary of the ARP
shall promptly prepare and commu-
nicate the final Agency decision to the
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requester. With respect to any adverse
Agency determination, that cor-
respondence shall state the reasons for
the decision, and include a notice of a
right to judicial review.

PART 1901—PUBLIC RIGHTS UNDER
THE PRIVACY ACT OF 1974

GENERAL

Sec.

1901.01 Authority and purpose.

1901.02 Definitions.

1901.03 Contact for general information and
requests.

1901.04 Suggestions and complaints.

FILING OF PRIVACY ACT REQUESTS

1901.11 Preliminary information.

1901.12 Requirements as to form.

1901.13 Requirements as to identification of
requester.

1901.14 Fees.

ACTION ON PRIVACY ACT REQUESTS

1901.21 Processing requests for access to or
amendment of records.

1901.22 Action and determination(s) by
originator(s) or any interested party.
1901.23 Notification of decision and right of

appeal.

ADDITIONAL ADMINISTRATIVE MATTERS

1901.31 Special procedures for medical and
psychological records.

1901.32 Requests for expedited processing.

1901.33 Allocation of resources; agreed ex-
tensions of time.

ACTION ON PRIVACY ACT ADMINISTRATIVE
APPEALS

1901.41 Establishment of appeals structure.

1901.42 Right of appeal and appeal proce-
dures.

1901.43 Determination(s) by Deputy Direc-
tor(s).

1901.44 Action by appeals authority.

1901.45 Notification of decision and right of
judicial review.

PROHIBITIONS

1901.51
1901.52

Limitations on disclosure.
Criminal penalties.

EXEMPTIONS

1901.61
1901.62
1901.63

AUTHORITY: National Security Act of 1947,
as amended; Central Intelligence Agency Act
of 1949, as amended; Privacy Act, as amend-
ed; and Executive Order 12958 (or successor
Orders).

Purpose and authority.
General exemptions.
Specific exemptions.
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